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The North American Electric Reliability Corporation (NERC) is an international regulatory authority
established to evaluate reliability of the bulk power system in North America. NERC develops and
enforces Reliability Standards; assesses adequacy annually via a ten-year forecast and winter and
summer forecasts; monitors the bulk power system; and educates, trains, and certifies industry
personnel. NERC is the electric reliability organization in North America, subject to oversight by the U.S.
Federal Energy Regulatory Commission (FERC) and governmental authorities in Canada.®

NERC assesses and reports on the reliability and adequacy of the North American bulk power system,
which is divided into eight Regional Areas as shown on the map below (see Table A). The users, owners,
and operators of the bulk power system within these areas account for virtually all the electricity
supplied in the U.S., Canada, and a portion of Baja California Norte, México.

Table A: NERC Regional Entities

FRCC SERC
Florida Reliability SERC Reliability
Coordinating Council Corporation
MRO SPP
Midwest Reliability Southwest Power Pool,
Organization Incorporated
NPCC TRE
Northeast Power Texas Reliability Entity
o Coordinating Council
Note: The highlighted area between SPP and SERC
denotes overlapping Regional area boundaries: For | RFC WECC
example, some load-serving entities participate in one NI . ..
Region and their associated transmission owners and ReliabilityFirst Western Electricity
operators in another. Corporation Coordinating Council

! As of June 18, 2007, the U.S. Federal Energy Regulatory Commission (FERC) granted NERC the legal authority to enforce
Reliability Standards with all U.S. users, owners, and operators of the BPS, and made compliance with those standards
mandatory and enforceable. In Canada, NERC presently has memorandums of understanding in place with provincial
authorities in Ontario, New Brunswick, Nova Scotia, Québec, and Saskatchewan, and with the Canadian National Energy
Board. NERC standards are mandatory and enforceable in Ontario and New Brunswick as a matter of provincial law. NERC
has an agreement with Manitoba Hydro, making reliability standards mandatory for that entity, and Manitoba has recently
adopted legislation setting out a framework for standards to become mandatory for users, owners, and operators in the
province. In addition, NERC has been designated as the “electric reliability organization” under Alberta’s Transportation
Regulation, and certain reliability standards have been approved in that jurisdiction; others are pending. NERC and NPCC
have been recognized as standards-setting bodies by the Régie de I’énergie of Québec, and Québec has the framework in place
for reliability standards to become mandatory. Nova Scotia and British Columbia also have a framework in place for reliability
standards to become mandatory and enforceable. NERC is working with the other governmental authorities in Canada to
achieve equivalent recognition.
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Executive Summary

Executive Summary

Governments, regulators, and industry organizations have proposed the “smart grid” to
enhance consumer options, support climate change initiatives, and enhance the
reliability of the North American bulk power system. The evolving integration of smart
grid will require significant changes in bulk power system planning, design, and
operations. This report defines smart grid, incorporating reliability of the bulk power
system, and provides a preliminary assessment of successful smart grid integration.

The North American bulk power system is the largest interconnected electric system in the
world. Its reliable operation depends on extensive application of real-time communications,
monitoring, and control systems. As part of bulk power system’s evolution, many “smart”
technologies have been in operation for decades.

Recent federal, provincial, and state policy initiatives promote a vision of a smart grid that is
more interactive and interoperable, efficient, reliable, and robust. At its foundation, smart grid
characteristics include interoperable equipment enabled by advances in communications,
intelligent systems, and information technology (IT) interfacing with existing and new control
systems. Consistent, interoperable bulk system-wide communication protocols are meant to
support a more dynamic system providing benefits to end-users, efficient use of transmission and
improved overall system reliability with easy-to-deploy sensing and diagnostics. With advances
in smart grid technology, unprecedented evolution to levels of system control and measurement
are on the horizon. A number of ongoing efforts have proceeded over the past decade to promote
and develop this smart grid infrastructure, each with its own focus and stakeholder engagement.

Today’s bulk power system is planned and operated to provide an “adequate level of reliability.”
Smart grid can support and maintain an adequate level of reliability, even as the wider industry is
challenged to meet broad policy and legislative directives that are affecting and changing the
attributes of the U.S. bulk power system. The success of integrating smart grid concepts and
technology will rely heavily on reliability of the existing bulk power system during its evolution.
This report stands to shed light on various aspects of this fundamental concern.

The full impact of smart grid on the reliability of the bulk power system has yet to be seen.
While the promise of smart grid is, in part, to enhance reliability, if it is poorly deployed the
reliability of the bulk power system could suffer. Therefore, it is vitally important to ensure the
evolution of smart grid does not increase the bulk power system’s vulnerability, but rather
supports industry’s bulk power system reliability goals.

To investigate implications from smart grid devices systems to enable successful integration, the
NERC Planning Committee formed the Smart Grid Task Force (SGTF). The SGTF charter is to
“identify and explain any issues and/or concerns of the smart grid with respect to bulk power
system reliability” and to “assess smart grid reliability characteristics and how they may affect
bulk power system planning, design and operational processes and the tools that may be needed
to maintain reliability.”

Reliability Considerations from Integration of Smart Grid I
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Executive Summary

The task force developed and agreed upon the following industry definition of the smart grid:

smart grid — The integration and application of real-time monitoring, advanced sensing,
communications, analytics, and control, enabling the dynamic flow of both energy and

information to accommodate existing and new forms of supply, delivery, and use in a
secure, reliable, and efficient electric power system, from generation source to end-user.

Based on this preliminary assessment, successful integration of smart grid can ensure reliability
of the bulk power system. The following are key observations:

Government initiatives and regulations promoting smart grid development and

integration must consider bulk power system reliability

The evolution of the smart grid is being accelerated by substantial legislative and regulatory
initiatives throughout North America. Successful large-scale introduction of smart grid
technologies will both deliver the potential benefits and maintain the reliability of the bulk power
system. It will be important to consider how best to plan, design, and operate the system to
successfully integrate smart grid devices/systems in all the various planning timeframes. To
achieve this goal, sufficient time is required for industry to develop the experience with the smart
grid and ensure the bulk power system is planned and designed to support reliable operation.

Integration of smart grid requires development of new tools and analysis techniques

to support planning and operations

New tools and analysis techniques will be required to plan and operate the deployment of broad-
scale smart control systems across the bulk power system. As the bulk power system is a large
non-linear system using large amounts of inertia to create electricity, the ramifications and design
of smart grid on control systems must be modeled, simulated, and designed to ensure that the
expected performance improvements will be realized. Successful integration of smart grid devices
and systems should address potential reliability considerations such as transient and long-term
stability, small signal stability, voltage stability, intentional cyber attack or unintentional
IT/communication errors, and component design issues such as short circuit considerations. In
addition, operators of the smart grid will require improved models for identifying failure impacts
based on a larger number of operating states and topologies.

II Reliability Considerations from Integration of Smart Grid
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Executive Summary

Smart grid technologies will change the character of the distribution system, and

they must be incorporated into bulk power system planning and operations

Integrating smart grid devices and systems on the distribution system can change its static and
dynamic characteristics. Successful integration of smart grid systems/devices should consider and
address bulk power system reliability considerations resulting from these changes. Further, bulk
power system operators will need increased visibility and dispatchability as smart grid innovations
change the character of distribution systems

Cyber security and control systems require enhancement to ensure reliability

The strength of the interoperability design of smart grids, unless carefully planned and operated,
can provide a vehicle for intentional cyber attack or unintentional errors impacting bulk power
system reliability through a variety of entrance and exit points. Many of the systems implemented
using existing smart grid technologies are designed for control functionality and are not responsive
to errors resulting from misuse, miscommunications, or information technology (IT) system
failures. Security of these control systems can be intentionally defeated or unintentionally corrupted
by the installation of software updates, etc. Improvements will be required to provide robust
protection from IT and communication system vulnerabilities. “Defense-in-Depth” approaches,
when coupled with risk assessment, can provide an overarching organizational approach to cyber
security management. Use of risk assessment can help determine appropriate defensive measures.

In addition, standard harmonization between North American Standard Development Organizations
in Canada and the U.S. is important for the successful deployment of smart grid devices/systems,
while addressing potential cyber vulnerabilities.
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Research and development (R&D) has a vital role in successful smart grid integration

Given that the complex modeling, analysis, decision making, cyber/control system security
challenges, and design of complex systems driven by highly variable inputs, close industry
collaboration with government, R&D organizations, and universities is needed to develop future
models, build simulators and create test systems to identify and resolve potential challenges.
Therefore, R&D is an important ingredient in the evolution to the smart grid and is needed to
harvest the benefits from integration of smart grid devices and systems while maintaining reliability
of the bulk power system.
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Executive Summary

Recommendations

This preliminary assessment concludes that successful integration of smart grid devices and
systems can improve bulk electric system reliability. Their integration may result in substantial
changes to the bulk power system, along with the operators requiring more visibility and
dispatchability of resources on the distribution systems. As it evolves, the bulk power system
must remain reliability. To address these issues, the task force developed a work plan defining
next steps for the successful integration of smart grid devices and systems:

Integration of smart grid devices Identify the tools and models
I SRS _onto B needed by planners and operators
system requires development of . .

for successful integration of smart

new planning and operating tools, . ;
models, and analysis techniques grid devices and systems

Assess reliability considerations
that need to be addressed with
the integration of large amounts
of smart grid devices and systems

Integration of smart grid devices
and systems will change the
character of the distribution system

Engage Standard Development
Organizations in the U.S. and
Canada to increase coordination and
harmonization in standard
development

Form liaisons with U.S. and
Canadian standards-setting
groups to ensure coordinated and
harmonized standards

DA N Qe A e e Further refine “defense-in-depth”
current and future system physical and risk assessment approaches to
(R EIRT BETET T HEER G B EIs 8 manage cyber and physical security

grid integration

In addition, NERC should:

* Engage Standard Development Organizations in the U.S. and
' E N G AG E Canada to increase coordination and harmonization in
standards development
e Monitor smart grid developments and remain engaged in

() o5n its evolution (Federal, State, and Provincial efforts, I1SOs and
RTOs, IEEE and IEC, etc.)

>
N
©
&
&
-
(V)
)
-
i)
=
O
Q
x
L

S

"

e Support the development of tools, technology, and skill sets

I S U P P O RT needed to address bulk power system reliability, including
cyber and control systems, modeling , simulation, and
A

operator tools and training

e Enhance NERC'’s Reliability Standards, if needed, as the
character of the smart grid crystallizes over time

v Reliability Considerations from Integration of Smart Grid
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Introduction

1. Introduction

Overview

There is an unprecedented level of overlapping and coincident changes across the U.S. electrical
power system, involving the integration of variable generation, increasing cyber security
concerns, reactive power issues, and many other emerging issues.? It is an industry in transition.
At the heart is the bulk power system, the core system that ties all of the actors and stakeholder
parties together. Coordination among these parties at the bulk power system-level is essential to
achieve renewable integration, smart grid implementation, enhanced end-user participation, and
other objectives while ensuring the lights stay on. Despite emerging issues, credible
contingencies, and the technological evolution of the entire system, the bulk power system must
remain reliable. As such, the stakeholders who are directly responsible for the bulk power system
have a responsibility to ensure reliability.® As part of its evolution, many “smart” technologies
have been in operation for many decades.

Many smart technologies use localized control and interconnection, and coordination with other
controls systems has been conventionally deployed with protocols that were proprietary. A basic
tenet of the smart grid is to enable device interoperability and two-way flow of communications
and energy enabled by advances in communications, intelligent systems, and information
technologies. Recent federal, provincial, and state policy initiatives promote a vision of a smart
grid that is “much more interactive and interoperable, reliable and robust.”* While these words
could be interpreted differently, this vision of the smart grid does address several objectives:

e reduce electric sector greenhouse gas emissions;

e enable consumers to better manage and control their energy use and costs;
e improve energy efficiency, demand response, and conservation measures;
e interconnect renewable energy resources;

e improve bulk power and distribution system reliability;

e manage energy security; and

e provide a platform for innovation and job creation.

At its foundation, smart grid characteristics include interoperable equipment enabled by
advances in communications, intelligent systems, and information technology (IT) interfacing
with existing and new control systems. Consistent, interoperable bulk system-wide
communication protocols are meant to support a more dynamic system providing benefits to end-
users and overall system reliability with easy-to-deploy sensing and diagnostics. There have been

2 For more information on these and other issues, review the Emerging and Standing Issues section of the 2009
Long-Term Reliability Assessment: http://www.nerc.com/files/2009_LTRA.pdf

¥ See Appendix 1: Smart Grid and Reliability Standards for a definition of bulk power system reliability.

* |EEE Spectrum blog: http://spectrum.ieee.org/energywise/energy/the-smarter-grid/smart-grid-proof

Reliability Considerations from Integration of Smart Grid 1
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Introduction

a number of ongoing efforts over the past decade to develop this smart grid infrastructure, each
with its own focus and stakeholder engagement.®

The term “smart grid” represents the force of new public policy ideas by promoting the expanded
use of new technologies deploying advanced communications to improve the management,
monitoring, and use of electricity. Many of these smart grid policies are targeted to enhance
consumer services, with technology integration occurring on distribution systems of the electric
power system, or even inside the customers’ facilities. That said, smart grid devices and systems
also integrate directly with the bulk power system having a bearing on its reliability (Figure 1).

Figure 1: Emergence of the 21°' Century Grid
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Today’s bulk power system is planned and operated to provide an “adequate level of reliability.”
Smart grid can support and maintain this adequate level of reliability, even as the wider industry
is challenged to meet broad policy and legislative directives that are affecting and changing the
attributes of the North American bulk power system.® The success of integrating smart grid
concepts and technology will rely heavily on reliability of the bulk power system during its
evolution.

® EPRI Report, “Profiling and Mapping of Intelligent Grid R&D Programs,” December 2006, Report 1014600
® See NERC'’s Reliability Impacts of Climate Change Initiatives at http://www.nerc.com/filez/riccitf.html and final
report at http://www.nerc.com/files/RICCI_2010.pdf
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Introduction

To investigate implications from smart grid devices and systems to enable successful integration,
the NERC Planning Committee formed the Smart Grid Task Force (SGTF).” The SGTF was
charged to ““identify and explain any issues and/or concerns of the smart grid with respect to
bulk power system reliability”” and to “assess smart grid reliability characteristics and how they
may affect bulk power system planning, design, and operational processes and the tools that may
be needed to maintain reliability.”

Thus, the SGTF focused its investigation on the infrastructure associated with implementing
smart grid and its successful integration on the bulk power system while addressing any impacts
on reliability. This focus covers existing and new smart technologies, smart grid communication
and control systems, smart grid options to meet NERC Reliability Standards (Appendix 1), and
evolutions of legacy technologies. A work plan was developed (Appendix 2) defining additional
activities to support successful integration of smart grid devices and systems. Finally,
international activities on smart grid integration were evaluated (Appendix 3).

Defining and Envisioning the Smart Grid
The smart grid encompasses legacy and developing technologies. The development of an agreed-

upon industry definition of the smart grid was an important step for this and future activities (see
Glossary for a detailed explanation of the word choice for this definition).

smart grid — The integration and application of real-time monitoring, advanced sensing,
communications, analytics, and control, enabling the dynamic flow of both energy and

information to accommodate existing and new forms of supply, delivery, and use in a
secure, reliable, and efficient electric power system, from generation source to end-user.

Figure 2 illustrates the connectivity of many of these technologies with an overlay (colored
clouds) of communications networks.® The status of smart grid integration may be summarized
as follows:

e There are no assumed immediate or dramatic changes in the way the bulk power system
currently operates or is organized; integration will be an evolutionary process.

e Widespread smart grid implementation still lags the vision and policy debates, so the
ultimate impact on the bulk power system is uncertain.

e The smart grid interoperability standards development currently coordinated by the
National Institute of Standards and Technology (NIST) is a separate function and not
directly related to the NERC bulk power system Reliability Standards® referenced in this
report. NIST has identified standards for the smart grid and will be providing narrative
summaries of the standards to support FERC and other regulators in their rulemakings.
These summaries will address what is and is not covered in the particular standards,

7 http://www.nerc.com/filez/sgtf.html

8 Smart Choices for the Smart Grid by Alcatel-Lucent: http://www.alcatel-
lucentbusinessportal.com/private/active_docs/1001 Smart%20Choices%20for%20the%20Smart%20Grid.pdf

® http://www.nerc.com/files/Reliability Standards_Complete Set.pdf

Reliability Considerations from Integration of Smart Grid 3
December 2010

5]
(s
R
@)
Q.
=
o
=,
)
=



http://www.nerc.com/filez/sgtf.html�
http://www.alcatel-lucentbusinessportal.com/private/active_docs/1001_Smart%20Choices%20for%20the%20Smart%20Grid.pdf�
http://www.alcatel-lucentbusinessportal.com/private/active_docs/1001_Smart%20Choices%20for%20the%20Smart%20Grid.pdf�
http://www.nerc.com/files/Reliability_Standards_Complete_Set.pdf�

e
RS,
=

(@)

=
O

O

—
=
=

Introduction

including equipment and systems, and how well cyber security is addressed, and will list
FERC-approved reliability standards that may potentially be affected by the standards.
These narratives will be posted in the near future on the Smart Grid Interoperability Panel
(SGIP) Interoperability Knowledge Base (IKB) website. '

Smart grid technologies and systems are both bulk power system- and distribution-based. Their
integration should also address the changes in the static and dynamic character of distribution
systems.

Figure 2: The intersection of communications networks and electricity grids™
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19 http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/InteroperabilityKnowledgeBase
11 source: Alcatel-Lucent, 2010 http://www.alcatel-
lucentbusinessportal.com/private/active_docs/1001 Smart%20Choices%20for%20the%20Smart%20Grid.pdf
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Introduction

NERC develops, implements, and enforces mandatory Reliability Standards™? for the bulk power
system. NERC-enforced Reliability Standards are designed to ensure the reliability of the bulk
power system and typically apply to facilities at the transmission and generation level. This
includes the development of Reliability Standards designed to ensure the protection of cyber
assets that are part of the bulk power system.

The advent of smart grid devices and systems can provide new options and additional ways to
meet NERC’s Reliability Standards. This can be done through the introduction of new and
evolving concepts, devices, applications, data, and communications. As the smart grid
crystallizes over time, industry may need to provide input into NERC’s Reliability Standards
process to either increase reliability requirements or enhance existing requirements. Appendix 1
provides insights on how smart grid devices and systems provide options to meet NERC
Reliability Standards.

Organization of this Report

This report is organized into five additional chapters: Legislative and Regulatory Summary,
Characteristics and Technology Assessment, Planning and Operations with Smart Grid, Cyber
Security and Critical Infrastructure Protection, and Conclusions and Recommendations. Three
Appendices are also included: comparison of smart grid options and NERC Reliability
Standards, work plan definition, and international developments.

12 http://www.nerc.com/files/Reliability Standards Complete Set.pdf
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Legislative and Regulatory Summary

2. Legislative and Regulatory Summary

Introduction

A key driver of smart grid development and integration has been recent federal, state, and
provincial government action and incentives. This chapter provides a non-exhaustive review of
these activities, through samples of North American legislation and regulations.

U.S. Legislative and Regulatory Summary

Federal and state policies have helped to shape the public’s understanding of smart grid
considerably in recent years. These policies continue to evolve, but are very informative in their
current state. A few examples selected from the legislative and regulatory arenas are summarized
and presented below to identify some specific tenets of smart grid as currently envisioned in
public policy.

1. U.S. Congress
Energy Independence and Security Act of 2007 (EISA)*

The goal of EISA is for the United States to have greater energy independence and
security; increase the production of clean renewable fuels; protect consumers; increase
the efficiency of products, buildings, and vehicles; promote research on and deploy
greenhouse gas capture and storage options; improve the energy performance of the
federal government; and for other purposes. From the Act, the term “Smart Grid
Functions” means any of the following (Section 1306(d)):

i. 1306.(d).1 — The ability to develop, store, send, and receive digital information
concerning electricity use, costs, prices, time of use, nature of use, storage, or
other information relevant to device, grid, or utility operations, to or from or by
means of the electric utility system, through one or a combination of devices and
technologies.

Ii.  1306.(d).2 — The ability to develop, store, send, and receive digital information
concerning electricity use, costs, prices, time of use, nature of use, storage, or
other information relevant to device, grid, or utility operations to or from a
computer or other control device.
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iii.  1306.(d).3 — The ability to measure or monitor electricity use as a function of
time of day; power quality characteristics such as voltage level, current, cycles per
second, or source or type of generation; and to store, synthesize, or report that
information by digital means.

13 http://energy.senate.gov/public/ files/getdocl.pdf
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Legislative and Regulatory Summary

iv.  1306.(d).4 — The ability to sense and localize disruptions or changes in power
flows on the grid and communicate such information instantaneously and
automatically for purposes of enabling automatic protective responses to sustain
reliability and security of grid operations.

v. 1306.(d).5 — The ability to detect, prevent, communicate with regard to, respond
to, or recover from system security threats, including cyber security threats and
terrorism, using digital information, media, and devices.

vi.  1306.(d).6 — The ability of any appliance or machine to respond to such signals,
measurements, or communications automatically or in a manner programmed by
its owner or operator without independent human intervention.

vii.  1306.(d).7 — The ability to use digital information to operate functionalities on
the electric utility grid that were previously electro-mechanical or manual.

viii.  1306.(d).8 — The ability to use digital controls to manage and modify electricity
demand, enable congestion management, assist in voltage control, provide
operating reserves, and provide frequency regulation.

2. U.S. Federal Energy Regulatory Commission (FERC)
Smart Grid Policy,™ July 2009
This FERC Policy Statement provides guidance regarding the development of a smart
grid for the nation’s electric transmission system, focusing on the development of key
standards to achieve interoperability and functionality of smart grid systems and
devices. In this Policy Statement, the Commission provides additional guidance on
standards to help to realize a smart grid. The Policy Statement identifies Crosscutting
Issues and Priority Applications.

i. Cross-cutting Issues
a. Cyber security

b. Common semantic frameworks and software models needed to enable effective
communication and coordination across inter-system interfaces

ii. Priority Applications
a. Wide-area situational awareness
b. Demand response
c. Electric storage
d. Electric transportation

¥ http://www.ferc.gov/whats-new/comm-meet/2009/071609/E-3.pdf
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Legislative and Regulatory Summary

3. U.S. Department of Energy (DOE):
DOE Smart Grid System Report — Characteristics of the Smart Grid, July 2009*°

Section 1302 of Title XIII of the EISA directs the Secretary of Energy to “...report to
Congress concerning the status of smart grid deployments nationwide and any
regulatory or government barriers to continued deployment.” The Smart Grid System
Report satisfies this directive and represents the first installment of this report to
Congress, which is to be updated biennially. The report indicates that the state of smart
grid deployment covers a broad array of electric system capabilities and services
enabled through pervasive communications and information technology, with the
objective to improve reliability, operating efficiency, resiliency to threats, and impact to
the environment. By collecting information from a workshop, interviews, and research
of existing smart grid literature and studies, the report presents a view of progress
toward a smart grid across many fronts. While Section 1301 of the EISA legislation
identifies characteristics of a smart grid (see above), the National Energy Technology
Laboratory (NETL) Modern Grid Initiative® provides a list of smart-grid attributes in
“Characteristics of the Modern Grid” from a Department of Energy-sponsored
workshop on “Implementing the Smart Grid” and formulates the basis for the Smart
Grid System Report. The characteristics’ are:

enabling informed participation by customers;
accommodating all generation and storage options;
enabling new products, services, and markets;

providing the power quality for the range of needs;
optimizing asset utilization and operating efficiently; and

- ® o 0o T @

operating resiliently: disturbances, attacks, and natural disasters.

4. U.S. Federal Communications Commission (FCC):
National Broadband Plan (NBP)*®
In early 2009, the U.S. Congress directed the FCC to develop a NBP to ensure every
American has “access to broadband capability.” Congress also required that this plan
include a detailed strategy for achieving affordability and maximizing use of broadband
to advance “consumer welfare, civic participation, public safety and homeland security,
community development, health care delivery, energy independence and efficiency,
education, employee training, private sector investment, entrepreneurial activity, job
creation and economic growth, and other national purposes.” The plan notes: “A
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> http://www.oe.energy.gov/SGSRMain_090707_lowres.pdf The NETL Modern Grid Initiative provides a list of
smart grid attributes in “Characteristics of the Modern Grid” (NETL 2008). These characteristics were used to
help organize a Department of Energy-sponsored workshop on “Implementing the Smart Grid.” The results of that
workshop are used to organize the reporting of smart grid progress around six characteristics. The sixth
characteristic is a merger of the Modern Grid Initiative’s characteristics: a) self-heals and b) resists attack.

1 http://www.netl.doe.gov/smartgrid/

" The sixth characteristic is a merger of the Modern Grid Initiative’s characteristics: a) self-heals and b) resists
attack. The same metrics substantially contribute to both of these concerns.

'8 http://www.broadband.gov/
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Legislative and Regulatory Summary

broadband-enabled smart grid could increase energy independence and efficiency, but
much of the data required to capture these benefits are inaccessible to consumers,
businesses and entrepreneurs.” A summary of some key elements of the NBP is
provided below.

a.

On March 16, 2010, the FCC released and sent to Congress its NBP. The NBP
was developed at the direction of Congress pursuant to the American Recovery
and Reinvestment Act of 2009 (ARRA). While not legally binding, the 360-page
NBP contains a number of recommendations and goals for action by the FCC, the
Congress, other federal agencies and the states designed to ensure that every
American has access to broadband capability, as well as to, among other things,
advance energy independence and security.

Although issues of serious consequence to electric utilities are discussed in almost
every chapter of the NBP, Chapter 6, “Infrastructure,” specifically addresses pole
attachment pricing and procedures, while Chapter 12, “Energy and the
Environment,” specifically addresses a variety of smart grid issues. Of further
note is the fact that, from page 1 of the NBP on, the FCC constantly cites the
benefits derived from the 1930’s electrification of America as the theoretical
justification for many of its broadband deployment proposals.

Smart grid as “The electric delivery network, from electrical generation to end-
use customer, integrated with sensors, software, and two-way communication
technologies to improve grid reliability, security, and efficiency.”

5. Summary of U.S. State Leqislation:

a.

At least 10 U.S. states™ have enacted laws that seek to advance smart grid
development and that directly mention smart grid or component technologies such
as advanced metering infrastructure (AMI).

Many of these provisions are in the context of measures encouraging or requiring
reductions in energy demand. In addition, West Virginia has put in place—with
federal, state, utility, and other private support—a statewide smart grid
implementation plan.

Numerous other states have enacted laws addressing energy efficiency,
conservation, and demand response and management, all of which serve as pieces
of any comprehensive approach to achieving smart grid deployments.

However, states to date generally have shied away from sweeping legislative
action on the smart grid, including measures addressing standards, as they await
developments in federal policymaking. Lawmakers also are keeping a close eye
on costs and potential bill impacts—and related consumer backlash—as their
states continue to emerge from the effects of the recession.

Instead, state smart grid laws generally call on regulators and/or utilities to come
up with smart grid strategy plans, study the cost-effectiveness of technology,

Y Includes: California, Connecticut, Illinois, Maine, Maryland, Massachusetts, Ohio, Pennsylvania, Texas, and

Vermont
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Legislative and Regulatory Summary

and/or include consideration of smart grid measures in achieving required
reductions in energy demand. A few have included more teeth, e.g., Maryland
allows the state commission to mandate smart grid implementation, and
Pennsylvania in 2008 specified all customers must have smart meters within 15
years.

f.  California lawmakers now are debating a measure suggesting that meter data
collected by a utility is the property of the customer, and requiring state regulators
to ensure that each smart grid deployment plan include testing and technology
standards and that metering technology work properly in a field test. The outlook
for the bill is uncertain. Beyond specific smart metering and smart grid policy,
passed legislation such as California’s 33 percent renewable portfolio standard is
driving utility action to improve the instrumentation, analysis, and control of the
grid. Numerous states are also providing wind and solar tax credits, driving up the
levels of non-hydro renewables from modest levels to levels where action by ISO
and RTOs and utilities is mandatory simply to maintain the reliability of the grid.

Canadian Legislative and Regulatory Summary

The Canadian Constitution, Section 92A, gives provincial legislatures jurisdiction over the
“development, conservation and management of sites and facilities in the province for the
generation and production of electrical energy.”?° This has empowered each province to develop
an electricity system best suited to its natural resource base and population distribution. Alberta,
for example, has a mandatory power pool for generators and open access for retailers, while
British Columbia features wholesale and industrial open-access, but a single independent
transmission entity. Ontario unbundled its electricity markets in 1998 and has had wholesale and
retail open access since 2002, while Québec features open-access transmission and wholesale
competition for any provincial load greater than 165 TWh. The generation mix used in each
province is similarly diverse, with large-scale hydro, thermal, and nuclear generation featured
prominently.

The Ontario Energy Board Act of 1998 identified the utilities commission’s mandate® in
traditional language:

Board objectives, electricity

e The Board, in carrying out its responsibilities under this or any other Act in relation to
electricity, shall be guided by the following objectives:
0 “To protect the interests of consumers with respect to prices and the adequacy,
reliability and quality of electricity service”; and
o “To promote economic efficiency and cost effectiveness in the generation,
transmission, distribution, sale, and demand management of electricity and to
facilitate the maintenance of a financially viable electricity industry.”

20 http://laws.justice.gc.calen/const/3.html#anchorbo-ga:s_91
21 http://www.ene.gov.on.ca/publications/6874e.pdf
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Legislative and Regulatory Summary

The Green Energy and Green Economy Act of 2009, however, amended this Act to include the
following paragraphs:?

e “To promote electricity conservation and demand management in a manner consistent
with the policies of the Government of Ontario, including having regard to the
consumer's economic circumstances.

e To facilitate the implementation of a smart grid in Ontario.

e To promote the use and generation of electricity from renewable energy sources in a
manner consistent with the policies of the Government of Ontario, including the timely
expansion or reinforcement of transmission systems and distribution systems to
accommodate the connection of renewable energy generation facilities.”

This new mandate for smart grid and renewable energy integration is being implemented to
differing degrees by industry and regulators across Canada. Policy makers, industry, and
regulators expect that smart grid innovations can provide the tools needed to meet their mandate.

Chapter Findings

The evolution of the smart grid is being accelerated by substantial legislative and regulatory
initiatives throughout North America. Successful large-scale introduction of smart grid
technologies will both deliver the potential benefits and maintain the reliability of the bulk power
system. It will be important to consider how best to plan, design, and operate the system to
successfully integrate smart grid devices and systems in all the various planning timeframes. To
achieve this goal, sufficient time is required for industry to develop experience with the smart
grid and ensure the bulk power system is planned and designed to support reliable operation.

22 http://www.oeb.gov.on.ca/OEB/ Documents/Audit/Smart_Meter Audit Review Report.pdf
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Characteristics and Technology Assessment

3. Characteristics and Technology Assessment

Introduction

This chapter develops a definition of smart grid and outlines the key functions of smart grid at
the bulk power and the distribution systems. Relevant technologies are discussed and cyber
security concerns introduced.

Smart Grid Characteristics

This section reviews the implications of smart grid integration, then identifies the bulk power
system and distribution system “devices and systems,” briefly explains what they are, describes
why they are under the umbrella of smart grid, and identifies bulk power system reliability and
cyber security concerns. Technologies are divided into bulk and distribution systems as well as
into existing and developing categories to indicate the maturity and breadth of use.? As part of
this effort, the status and international activities (Appendix 3) of smart grid devices and systems
was reviewed. For use in this report, the components of the smart grid have been categorized as
either devices or systems. Devices are specific, discrete pieces of equipment that, in total, make
up the grid of the future. Systems are processes and ideas that enable the individual devices to
work together.

Integration of Smart Grid Technology into the Bulk Power System

The smart grid integration enables the coordinated and system-wide ability to deploy automation
through smart devices and systems on the bulk power system. Unlike today, where islands of
automation are created without the ability to interoperate across their boundaries, smart grid
provides the ability to create an overarching, coordinated, and hierarchical approach to
automation, control, and effectiveness. The goal for these deployments is to better match energy
supply with demand, improve asset management, and maintain bulk power system reliability.

The main challenge for the envisioned smart grid infrastructure is to integrate smart grid devices
and systems while maintaining reliability. Careful study is required to ensure that these
characteristic changes do not cause unintended consequences, such as introducing modes of
instability and the need for additional coordination of controls. Current deployments of smart
grid devices and systems serve as an important example of how new technologies are gradually
diffused within the power industry. These have been localized in their implementation for some
time at substations [in the form of SCADA, or supervisory control, intelligent electronic devices
(IED), and data acquisition] and directly on the bulk transmission system. Some examples
include phasor measurement units (PMUs), Dynamic Thermal Circuit Rating (DTCR), and
Flexible AC Transmission Systems (FACTS).

2 “Existing” indicates a mature technology with widespread use. “Developing” indicates the technology is of
limited application, in demonstration, or unproven on the grid at this time.

12 Reliability Considerations from Integration of Smart Grid
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e PMUs produce data useful to improve planning and operations for the purpose of disturbance
monitoring, stability model validation, data retention, and disturbance analysis—enabling a
more efficient transmission system use by dynamic rating and the advent of new special
protection systems, significantly improving operating reliability.

e DTCRs are used to reliably increase the thermal loading capacity of individual transmission
lines and substation equipment. Present limits are both static and often conservative, based on
worst-case weather conditions. DTCR uses real-time information about weather, load,
temperature, line tension, and/or line sag to estimate actual thermal limits, thus allowing
higher thermal capacity of transmission lines and substation equipment.

e FACTS, coupled with storage devices, will increase the power transfer capability of
individual transmission lines or a transmission corridor and improve overall system reliability
by reacting almost instantaneously to disturbances, allowing lines to be loaded closer to their
inherent thermal limits. Specifically, the deployment of Unified Power Flow Controllers
(UPFC) and Convertible Static Compensators (CSC) will increase the ability to control both
real and reactive power flows among transmission corridors and maintain the stability of
transmission voltage.

Reliability Considerations of Information Technology and Control System Integration

The three fundamental components of the smart grid infrastructure, besides the availability of
smart grid technologies, are 1) interoperability, 2) communications, and 3) Information
Technology (IT) systems. These elements provide the basis for a smart grid giving the ability to
integrate a variety of technologies and affording a seamless basis for automation.

For example, the U.S. National Institute of Standards and Testing (NIST) is currently developing
interoperability standards for equipment, focused on defining consistent communication
protocols enabling different types and groups of equipment to quickly and easily share
information. Under the Energy Independence and Security Act of 2007 (EISA), NIST is assigned
the “primary responsibility to coordinate development of a framework that includes protocols
and model standards for information management to achieve interoperability of Smart Grid
devices and systems....”?* Also under EISA, the Federal Energy Regulatory Commission
(FERC) is charged with instituting rulemaking proceedings and, once sufficient consensus is
achieved, adopting the standards and protocols identified by NIST necessary to ensure smart grid
functionality and interoperability in interstate transmission of electric power and in regional and
wholesale electricity markets. In order to identify and remedy issues including gaps, overlaps,
cyber security, etc. in standards, NIST has established a number of working groups and the
Smart Grid Interoperability Panel (SGIP), a public-private partnership that provides a more
permanent organizational structure to support the continuing evolution of the standards
interoperability framework and support development of consensus on the standards. Since its
establishment in November 2009, the SGIP membership has grown to exceed 600 organizations,
divided among 22 stakeholder categories. The SGIP has launched 17 Priority Action Plan (PAP)
working groups that coordinate with standards-setting issues to modify or develop standards that

** Energy Independence and Security Act of 2007 (Public Law No: 110-140) Title X111, Sec. 1305
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Characteristics and Technology Assessment

address issues identified in the NIST process.” These interoperability standards will enable the
addition of different systems and devices in the future that are not available today, making it easy
to add functionality and innovative electric products and services.

From a bulk system perspective, data and information are gathered from multiple locations:
energy users, distribution systems, transmission, and generation. Every second, the bulk power
system can adjust to accommodate dynamic changes in a user’s behavior along with the status of
countless numbers of system equipment. However, many of the systems integrated using existing
smart grid devices and systems have been designed for control functionality and are not resilient
to errors resulting from misuse, miscommunications, or IT system failures.”® In fact, compared to
modern IT and communication systems, these existing control systems have little built-in
security and can be intentionally defeated or unintentionally corrupted, etc., which can lead to
unexpected results and system failures. For example, through Microsoft Windows PCs attackers
can upload encrypted code to the Programmable Logic Controllers (PLCs) that control the
automation of smart grid devices and systems. An attacker could remotely control a number of
functions, like download files, execute processes, and delete files. In addition, an attacker could
interfere with critical operations of smart grid devices and systems, shutting down customer
demand, tripping lines, defeating alarm signals for heavily loaded equipment, etc.

The integration of commercial IT systems and communications with existing control systems and
PLCs can create reliability considerations. The ramifications and design of smart grid on control
systems must be modeled, simulated, and designed to ensure that the expected performance
improvements will be realized. Successful integration of smart grid devices and systems should
address potential reliability considerations such as transient and long-term stability, small signal
stability, voltage stability, intentional cyber attack or unintentional IT and communication errors,
and component design issues such as short circuit considerations.

These challenges will require changes in the way the system is planned and operated. Without
significant modifications, the bulk power system could be threatened with the integration of the
smart grid devices and systems.

> See: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/WebHome#Priority Action Plans PAPs
% U.S. DOE and DHS, Roadmap to Secure Control Systems in the Energy Sector, January 2006:
www.oe.energy.gov/DocumentsandMedia/Roadmap to Secure Control Systems in_the Energy Sector.pdf
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Technology Assessment

Table 1: Smart Grid Technologies — Devices and Systems

Bulk Power System Distribution System

Disturbance Monitoring Equipment Advanced Metering Infrastructure [AMI)

sSequence of event recorders * Advanced electric meter [Smart meter)
*Fault Recorders =|ntegrated widgets and modules
*Dynamic Disturbance Recorders =Communication Infrastructure

Phasor Devices
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Power Factor Correction Devices

*Phasor Enabled Relays *Amp Reduction Units

*Phasor Measurement Units [PMUs)
*Phasor Data Concentrators [Local and Master)
Power Quality and Flow Control

*Flexible AC Transmission Systemns [FACTS)
*Phase Angle Regulators (PAR)

*Static VAr Compensator (SVC) (thyristor devices)
*Static Synchronous Compensator (STATCOM )
+Convertible Static Compensator [CSC)

*Harmanic filter capacitor banks

kVAR

Distributed Resources
*Behind-the-meter Generation
*Local S5torage
+Commercial {residential solar
=5Small-scale wind

Consumer Electronics
*Compact Fluoresent Lightbulbs [CFL)
=Light-Emitting Diode Lightbulbs [LED)
+Thermaostats ["Smart")
=Smart Appliances

s\zrizble Frequency Transformers (VTF)

*Phase-shifting Transformers

=Switchable Series Reactors

=Synchronous condensor

*Thryistor-Switched Capacitor System [TSCS)
Substation Automation

sIntelligent electronic devices (IEDs)

s*Remaote terminal units [RTUs)

Distribution System Sensor and Control
=Advanced Reclosers
=5olid State Transfer Switches

=*Oynamic Reactive Power Compensation
=Distributed 5tatic Synchronous Compensator

Existing Devices and Systems

—
SRR R RS A PEg N e = Advanced/intelligent on-load tap changers for
* Advanced transmission line sensors (Tension, Thermal) transformers
s5uperconductors and advanced conductors =Fault detection sensing and automated restoration
* Power Equipment Maonitoring *Integrated Volt/VAr Control [IVVC)
Energy Storage Existing Systems
+Control systems *Demand Side Management programs
=Storage devices (Mechanical, Chemical, Thermal) *Under-frequency/undervoltage load shedding
Existing Systems | Electric Transportation Loads
*Real-time / dynamic transmission ratings systems *Electric Vehicles (EV/BEV/PEV) (mobile loads)
=Special Protection System [ Schemes (SPS) +Charging infrastructure (Public/Private)

-ﬂ-dmmefirelaﬁﬂﬁ Systems Distribution System Sensor and Control
=State estimators

=Distribution transformerswith phase angle and
amplitude control

Energy Storage

=5olid state transformers
Distributed Energy Resources (DER)

=Residential or community small-scale renewables

Developing Systems

*Home Area Metworks (HAN)

#Industrial Automation Systems

*Building Automation Systems [BAS)

=Advanced Metering Infrastructure with distribution
systemn dizgnostics

*PEVs

sSuper / Ultra Capacitors
= Ageregated Distributed Storage
= Ligquid metal batteries

*Distributed Series Impedance (D8] transmission
lines ["Smart Wires")

= Adaptive Relaying
Developing Systems

Developing Devices and S

+*Wide Area Management Systems [WAMS)
=Advanced linear / non-linear control systems
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Characteristics and Technology Assessment

Smart Grid Technologies (Devices and Systems) on the Bulk Power System

This section was developed to provide a non-exhaustive list of devices that may now or in the
future affect bulk power system reliability. These devices and controllers are prioritized by
impacts to bulk power system reliability.

Bulk Power System — Existing Devices
The existing devices below should be considered in bulk power system reliability assessment.
Disturbance Monitoring Equipment

Disturbance Monitoring Equipment (DME) refers to devices capable of monitoring and
recording system data pertaining to a disturbance, including the following recorder categories:
e Sequence of event recorders accumulates data on equipment response to an event.

e Fault recorders document actual waveform data replicating the system primary voltages
and currents, including intelligent electronic devices.

e Dynamic disturbance recorders portray incidents of power system behavior during
dynamic events, such as small frequency (0.1-3.0 Hz) oscillations and abnormal
frequency or voltage excursions.

The DME technology is mature, being in existence for over a decade. The data these devices
gather can be used by industry to evaluate grid operations and planning. DME devices currently
communicate system information for analysis of system disturbances, though they have not been
deployed to control power flow. DME facilitates functions that are covered in the Energy
Independence and Security Act of 2007, enabling the following:

e higher reliability;
e improved voltage and frequency stability and power quality;

e wide area situational awareness, system monitoring, maintenance planning and
visualization tools; and

e real-time fault detection, isolation and recoverability.

To ensure reporting and response is accurate and timely, DME data should include accurate time
synchronization, reliability, authenticity, and integrity of communicated data. Therefore, those
devices with external communications should be protected against malicious or unintentional
cyber intrusions, as disruption of communications can blind network operations. Unauthorized
access to the communications network can target and disable or override control and protection
functions as well as falsifying monitoring and metering information, affecting the operator’s
decision-making ability.

16 Reliability Considerations from Integration of Smart Grid
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Phasor Devices

Phasor Measurement Units (PMU or synchrophasors) are devices that measure the phase and
frequency for one or more phases of AC voltage and and or current. Phasor data are currently
used for situational awareness and wide-area grid monitoring. The data are time-stamped using a
global positioning system (GPS), enabling synchronization. The data are predominately used to
visualize the phase-angle difference between two ends of transmission lines. To ensure reporting
and response is accurate and timely, PMU data should include accurate time synchronization,
reliability, authenticity, and integrity of communicated data. One use of PMU data is to identify
the impact of variable generation, requiring data transmittal on a high-speed network reliably
time-synched. Many PMUs use satellite clocks for time synchronization. Research projects are
ongoing on the use of PMU data for determining real-time measures of system stability and may
yield additional applications.?’

PMUs can also provide measurement of other analog waveforms and digital signals, and may
record data locally, having other optional functionalities such as:

e high-speed relaying,
e telemetering, and
e fault signal recording.

At present, approximately 161 PMU units are installed in North America. Synchrophasor data
are used in a limited number of control centers, although most applications to present diagnostic
or conclusive information to the operator are still in development. The North American
Synchrophasor Initiative (NASP1)?® predicts that in three to four years, synchrophasor data will
be widely used for postmortem analysis, wide-area monitoring, power system restoration, and
static-state estimation. In the next five to 10 years, these data have a potential for use in
situational awareness alarming, disturbance prediction, day-ahead and hour-ahead planning, real-
time automated grid controls, inter-area oscillation damping modulation controls, congestion
management, unit dispatch, and various other emerging technologies for improving grid
reliability. The PMU can also be used to identify the impact of changes in variable generation
(wind and solar plants) power output over a short time period.

Synchrophasor data must provide time synchronization, reliability, authenticity, and integrity of
communicated data to ensure reporting and response is accurate and timely. Malicious cyber
security attacks on synchrophasors will affect response time and restoration activities. Disruption
of communications can blind network operations. Unauthorized access to the communications
network can target and disable or override control and protection functions. Monitoring and
metering information can also be falsified, impacting operator decision-making. Synchrophasors
that can affect the real-time operation of the bulk power system may require the appropriate
application of NERC Ciritical Infrastructure Protection Reliability Standards.

21 http://www.naspi.org/repository/projects.aspx
28 http://www.naspi.org/resources/2009 march/phasortechnologyroadmap.pdf
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Characteristics and Technology Assessment

Power Quality and Flow Control

A Static VAr Compensator (SVC) is defined in the Institute of Electrical and Electronics
Engineering (IEEE) Standard 1031-2000 as “A shunt-connected static VAr generator or absorber
whose output is adjusted to exchange capacitive or inductive current to maintain or control
specific parameters of the electrical power system (typically bus voltage).” In practice, an SVC
provides dynamic reactive power using thyristors to switch conventional passive components,
such as reactors and capacitors, into the grid. An SVC can provide a smooth controllable range
of reactive power (MVArs) in a shunt connection to the grid. SVC technology is a mature
technology that has been in existence since the 1970s, with thousands of installations worldwide.
SVCs have been used for transmission voltage support applications as well as industrial
applications such as steel mills and other loads with heavy motor usage, and for maintaining
power quality in grids supplying electrified rail traction. They require low maintenance and can
be easily integrated into grids. Remote access to control and reference points are available
through the current communication portals, such as SCADA systems.

SVCs can be considered smart grid technologies for many reasons. The nature of the power
electronics allows the SVC to act extremely quickly to support the grid during contingencies and
other system events. By doing so, this helps to alleviate voltage stability concerns, supports
increased transfers on the existing power system without significant system upgrades, and
facilitates incorporation of variable generation under stable conditions, a key feature in smart
grids. SVCs can also be a tool to help mitigate the risk from Power Oscillation Damping
(POD).? The dynamic nature of an SVC requires that performance studies be performed before
installation to determine the optimal location and required size and rating and response
characteristics. From an operational aspect, an SVC is a highly reliable system, with availability
levels typically at 98 percent and above.

An SVC is a stand-alone system that can operate in an unmanned system without the need for
any remote communication. Compliance with NERC Critical Infrastructure Protection (CIP)
Reliability Standards and other applicable cyber security requirements are manageable should
remote access be desirable.

A Static Compensator (STATCOM) is defined in IEEE Standard 1031-2000 as “A shunt-
connected static VAr generator or absorber whose output is adjusted to exchange capacitive or
inductive current to maintain or control specific parameters of the electrical power system
(typically bus voltage).” In practice, a STATCOM provides dynamic reactive power support
using turn-on/turn-off power electronics such as an insulated-gate bipolar transistor (IGBT) to
modify waveforms of the grid. A STATCOM provides a smooth controllable range of reactive
power (MVArs) in a shunt connection to the grid. STATCOM technology is a quickly maturing
technology that has been around since the 1990s. STATCOMs have been used for transmission
voltage support applications as well as in industrial applications such as steel mills and other
loads with heavy motor usage, and for maintaining power quality in grids supplying electrified
rail traction. Furthermore, the high dynamic response of STATCOM enables its use for active
filtering.

29 http://www.waset.org/journals/waset/v50/v50-184.pdf
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The nature of power electronics enables the SVC to act quickly to support the grid during
contingencies and other system events, and thus can be considered a smart grid device. Like
SVCs, STATCOMs have extremely quick response times, quicker than those of virtually any
other devices. This helps to alleviate voltage stability concerns and allows for increased transfer
capacity of the existing power system without significant system upgrades. Remote access to
control and reference points are available through the current communication portals such as
SCADA systems. A STATCOM is a stand-alone system that can operate in an unstaffed system
without the need for any remote communication, however, concerns for compliance with NERC
CIP and other applicable cyber security requirements are manageable tasks in the integration of a
SVC device, should remote access be desirable.

STATCOM with energy storage enables dynamic control of active as well as reactive power in a
power system independently of each other and can provide load support, as well as ancillary
services such as frequency regulating power. By control of reactive power, grid voltage and
stability are controlled with high dynamic response. Equipping STATCOM with energy storage
can be used to balance energy and can help improve stability and power quality in grids with
increasingly strong penetration of variable energy resources such as wind and solar generation.

A Thyristor-Controlled and Switched Series Capacitor (TCSC or TSSC) is a fixed series
capacitor bank equipped with a thyristor valve configured for control and switching of the series
capacitor bank. A Series Capacitor (SC) is defined by IEEE Standard 824-2004 as “A three-
phase assembly of capacitor units with the associated protective devices, discharge current
limiting reactors, protection and control system, bypass switch, and insulated support structure
that has the primary purpose of introducing capacitive reactance in series with an electric
circuit.”

A TCSC (or TSSC) bank provides a continuously variable (or switched) range of impedance in
series with the transmission line. The variable impedance allows for a delicate control of power
flow, which is helpful in certain network scenarios to avoid harmful resonance situations. This
allows for the mitigation of phenomena such as Power Oscillation Damping (POD) and Sub
Synchronous Resonance (SSR). This is especially important as the penetration of wind increases.

From a planning aspect, series capacitors are studied and sized in today’s simulation programs
with standard library models. TCSC’s are more complex than series compensation (SC),
requiring technical knowledge to design for POD and SSR mitigation. From an operation aspect,
an SC is a highly reliable system that requires low maintenance and easy integration into current
systems. SC banks have been installed since the 1950s and are a very mature technology. There
are thousands of series capacitor installations worldwide. TCSC and TSSC installations are not
as common, but are a technically mature technology with some five to 10 installations in
operation in the world.

Remote access to control and reference points are available through current communication
portals such as SCADA systems. An SC, TCSC and TSSC is a stand-alone system that can
operate in an unmanned system without the need for any remote communication, however,
concerns for compliance with NERC CIP and other applicable cyber security requirements are
manageable tasks in the integration of an SVC device, should remote access be desirable.
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Substation Automation

Intelligent Electronic Devices (IED) refers to a broad range of electronic microprocessor-based
devices that reside within field substation automation systems and provide the direct interface to
monitor and control substation equipment and sensors. The functions they perform include
metering, monitoring, control, protection, and communications.

e Metering functions include sensing voltages, currents, frequency, reactive and active
power, power factor, energy, harmonics, and transients.

e Monitoring functions include circuit-breaker condition monitoring, trip circuit
supervision, switchgear gas density monitoring, sequence-of-event recording, auxiliary
power, and relay and transformer temperatures.

e Control functions include both manual and automatic control of output devices including
local and remote control of switches and control sequencing.

e Protection functions include trips and interlocks that prevent an impact on the bulk power
system or damage to equipment and sensors in the event of a fault condition that results
in exceeding operating limits.

e Communication functions include interoperating with other systems such as local RTUs
(Remote Terminal Units), SCADA systems or MTUs (Master Terminal Units) and other
IEDs through a broad range of communication technologies. Communications within a
substation use high-speed physical networks while external communications include a
variety of wired and wireless networks including switched telephone, leased line, power-
line-carrier, radio, microwave, cellular, satellite, and wide-area networks using fiber
optics. Communication protocols running over these networks include DNP3, IEC 60870
and IEC 61850 MMS.

IEDs can perform most, if not all, of the functions outlined in the Energy Independence and
Security Act of 2007 to be part of the smart grid. Of particular importance is the need for
increased wide-area visibility, which has been defined by FERC as the top priority in the FERC
Policy Statement — Smart Grid Policy. Achieving wide-area visibility will require the addition of
new automated substations and the upgrading of existing substations with newer automation
systems, which will significantly increase the number of IEDs in operation.

Future substations may contain a combination of IEDs with new functionality along with IEDs
that provide existing functionality. The level of processing and communications capability within
IEDs will increase significantly during the next several years. This will enable newer IEDs to
perform advanced functions based on the results of both product research and development and
academic research.

Most existing SCADA IED communication protocols were designed for internal high-speed
substation communications and do not include indigenous security based on modern security
technology. IEDs that communicate externally should use communication protocols based on
open standards that incorporate modern security technology for access-control, authorization,
authentication, confidentiality, integrity, availability, and non-repudiation. The growth of
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SCADA communications networks and the reliance on wireless communication results in
increased vulnerability. Malicious cyber security attacks on IEDs in transmission-level
substations can have a detrimental impact on the bulk power system at a regional level. Attacks
on distribution substations can have a large impact on cities and communities. Disruption of
communications can blind network operations. Unauthorized access to the communications
network can target and disable or override control and protection functions. Monitoring and
metering information can be falsified, resulting in faulty decision-making.

Remote Terminal Units (RTUs) are microprocessor-based electronic devices that reside in a
substation and provide data and control communications to the Master Terminal Unit (MTU)
located at the central station or network operations center. RTUs transmit IED and directly
connected field data to the MTU and alter the state of the IEDs and outputs based on control
messages received from the MTU. An RTU can monitor and control both digital and analog data
and can support a variety of standard serial and Ethernet protocols such as Modbus, IEC 60870,
IEC 61850 MMS, and DNP3. In addition to their primary function as a network gateway, RTUs
also provide local control functions with high availability.

These devices share many of the same smart grid characteristics as RTUs and IEDs. They will be
used to augment RTUs and IEDs within substations. RTUs can perform most, if not all, of the
functions outlined in the Energy Independence and Security Act of 2007. Of particular
importance is the need for increased wide-area visibility, which has been identified by FERC as
the top priority in the FERC Policy Statement — Smart Grid Policy. Achieving wide-area
visibility in the bulk power system will require the addition of new automated substations and
the upgrading of existing substations with newer automation systems, which will significantly
increase the number of RTUs in operation. Future substations may contain RTUs with new
advanced functionality along with RTUs that provide existing functionality. The level of
processing and communications capability within RTUs will increase significantly during the
next several years. This will enable newer RTUs to perform advanced functions based on the
results of both product research and development and academic research.

Existing SCADA RTU communication protocols do not include indigenous security based on
modern security technology. A variety of vendor-specific techniques have been used to add
security to existing RTU communication protocols. RTU protocols used for external
communications should be based on open standards that incorporate modern security technology
for access-control, authorization, authentication, confidentiality, integrity, availability, and non-
repudiation. Like IEDs, the growth of SCADA communications networks and the reliance on
wireless communication results in increased vulnerability. Malicious cyber security attacks on
IEDs in transmission-level substations can have a very detrimental impact on the bulk power
system at a regional level. Attacks on distribution substations can have a large impact on cities
and communities. Disruption of communications can blind network operations. Unauthorized
access to the communications network can target and disable or override control and protection
functions. Monitoring and metering information can be falsified, resulting in faulty decision-
making.

In addition to RTUs and IEDs, other automation devices such as Programmable Logic
Controllers and Programmable Automation Controllers (PAC) are being used to provide new and
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Characteristics and Technology Assessment

advanced monitoring and control functions within substations. PLCs are real-time controllers
that can be programmed to perform a variety of control functions using the IEC 61131 control
language. PACs are compact controllers that combine the features and capabilities of a PC-based
control system with that of a typical programmable logic controller (PLC). A PAC provides the
reliability of a PLC with the task flexibility and computing power of a personal computer.

Transmission Equipment

Advanced transmission line sensors exist today that enable the safe capture of the underused
design capability of the transmission line. Additionally, they protect the transmission line from
overheating when real world cooling conditions, primarily the wind cooling effect, drop below
the assumed cooling conditions used in calculating a static rating.

The sensing technology is not new. Tension sensors have been deployed on transmission lines
since 1991; sag sensors have been deployed since 1999. Other devices to monitor conductor sag
are emerging in the marketplace. They range from devices that use ultra-sound to measure
conductor height above ground to devices that sense the electrical field surrounding an energized
conductor to monitor the conductor’s position in space.

The challenge faced in the use of these advanced sensors is in capturing the average conductor
temperature of each line section comprising a complete transmission line. The average conductor
temperature is a function of the ambient air temperature, solar radiation, and wind speed and
direction. Ambient temperature and solar radiation are reasonably constant over time and
distance. Wind, on the other hand, varies significantly over time and distance, and has a median
spatial variability of approximately 200 meters. That means wind measured at one point on a
transmission corridor has no statistical correlation to wind measured 200 meters away. Yet wind
has significant influence in determining the transfer capacity (the rating) of an overhead
transmission line. The solution to this challenge for calculating a rating for the transmission line
lies in using the transmission line itself as part of the advanced sensors. As tension and sag are
inversely and directly related, if one is measured, then the other can be determined. Therefore,
combining either tension or sag-measuring devices with the transmission line’s inherent
resolution of weather variables provides the data required to deliver reliable dynamic line ratings
to transmission system operators and planners.

The principle tension-monitoring sensor is installed in-line between the transmission structure
and the insulator string to which a conductor is terminated. The location permits the unit to be
operated at electrical ground potential while providing a direct reading of conductor tension. The
principle sag sensor consists of a video camera installed at ground potential on the transmission
structure and uses imaging technology to monitor the movement of a target installed on the
conductor.

All of the sensors use radio, fiber optic, general packet radio service (GPRS), or other media to
transmit their data to receiving units located inside secure perimeters. The data are subject to
interception and manipulation. Encryption of data is the first line of defense. However, the
strongest defense rests with the Dynamic Line Rating systems that use the raw data. Those
systems must have the ability to identify sensors that have been breached and are delivering data
that is out of bounds or inconsistent with data from other sensors. From a cyber security
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standpoint, all of these sensors are located outside the protected perimeter of control centers and
substations, and may be subjected to physical attack or direct manipulation of their data output.
Those sensors located on the structure closer to energized conductors may benefit slightly from
the deterrent value of high voltage. Sensors will be located along a transmission line with several
miles separating one sensor from the next. The distance between sensors reduces the likelihood
that all or several sensors will be simultaneously attacked.

Superconductors and advanced conductors currently play a niche role in bulk power system
reliability. As improvements in these materials make them more attractive, they can be part of
the smart grid of the future. The unique set of characteristics inherent to superconductor cables
provides numerous opportunities to enhance the operation of both the transmission and
distribution grids. Besides increased efficiency, the low impedance of AC superconductor cables
allow for the addition of a controllable impedance to the cable via inductors or phase angle
regulators, yielding effective and economical control of AC power flow similar to fully
controllable DC circuits. Their higher power ratings allow for lower voltage levels to be used
reducing costs and simplifying placement. They are thermally independent of the environment,
and are both absent of, and immune to, electro-magnetic fields. Superconductor cables are
identified as an Advanced Component in the National Energy Technology Laboratory’s (NETL)
Modern Grid Initiative. Further, they address two of the Modern Grid Initiative’s six
characteristics: 1) Optimizing Asset Utilization and Operating Efficiently, and 2) Operating
Resiliently.

Taking advantage of the characteristics of superconductor materials allow superconductor cables
to be manufactured with special fault current limiting characteristics, which reduce both fault
current magnitudes and DC offsets. In the bulk power system, the cables can both strengthen the
grid by increasing MVA transfer capacity, while reducing overall short circuit levels. In the
distribution grid, this capability allows for tighter meshing of the network, improving asset use,
reliability, and grid resiliency.

A status summary of superconductors follows:

e A number of superconductor-based devices are in various stages of development that
offer the potential to increase grid efficiency and transmission capacity, and improve
system resilience. These include cables (AC and DC), fault current limiters, and
transformers.

e Superconductor cables are available today but require financial assistance for initial
projects. Other devices require full-scale field demonstrations or even more basic R&D
before deployment in the bulk power system.

e True commercialization of all these devices will require expanded activity by
government, for example, the DOE’s Office of Electricity Delivery and Energy
Reliability’s Superconductor program (which includes many of the national labs) as well
as industry taking the initiative to integrate the devices, and to support manufacturing.

e Numerous manufacturers and national laboratories have been actively working on these
devices and the basic underlying technologies with strong support by the U.S.
Government—though this support seems to be winding down just as the technologies are

Reliability Considerations from Integration of Smart Grid 23
December 2010

(D)
=3
)
)
Q
o
—t
0
2H
(%)
=)
o
wn
)
=,
Q
_I
9
o
=3
=,
=X
O
09
<
>
wn
wn
D
(%))
%)
B
0
B
—+




o+
G
Q
=
s}
v
()
)}
)
<
>
o]0)]
O
O
G
5
®)
Q
|_
@)
G
(q0)
)
@)
-
s}
-
Q
=
@)
O
-
q0)
L=
@)

Characteristics and Technology Assessment

close to commercialization. Other international governments (most notably Korea, Japan,
and China) are actively pursuing this technology in an effort to develop new smart grid
and clean technology-based domestic industries.

Underground cables using high temperature superconductor (HTS) materials in lieu of copper or
aluminum conductors offer very high power transmission capacities, very low impedance, low
power losses, minimal right of way needs, and simplified siting requirements. AC
superconductor cables have been successfully demonstrated and deployed in numerous locations
throughout the world, and have been manufactured by, and are available from, a number of
suppliers. DC superconductor cables are a straightforward adaptation of AC cable technology
and promise to be the highest efficiency (lowest power loss) overhead or underground
transmission method, as superconductors have zero resistance when carrying DC current. The
first deployment of a DC superconductor cable (rated five GW) is planned for the Tres Amigas
project in New Mexico. All superconductor cables require refrigeration to operate.

The concept of moving gigawatts of power underground for very long distances—previously
impractical—is possible when DC power transmission is coupled with superconductor cables.
Superconductor materials act as true, perfect conductors when moving DC electricity. Such
cables will be capable of moving tens of thousands of MW of power for unlimited distances with
no power losses other than a fixed amount consumed by their refrigeration system, producing a
transmission system with one-half to one-fifth or less the losses of any other overhead or
underground technology. Combining DC superconductor cables with modern multi-terminal,
voltage-source converter-based HVDC technology will enable the construction of an
underground DC supply grid to support and enhance the existing AC bulk power system.

Though in service today, superconductor cables are considered pre-commercial as their limited
deployment to date has been insufficient to deliver acceptable cost reductions. As such, financial
assistance may be required to accelerate acceptance for initial projects. While superconductor
cables themselves are passive devices, equipment associated with their control may not be (e.g.,
High-Voltage Direct Current terminals, protective relays, etc), and the cyber security issues
inherent to them will remain.

Advanced Conductors include those that are high temperature, low sag, overhead conductors,
which are intended for use on existing or new overhead transmission lines. Their primary
characteristic is the ability to operate at or above temperatures of 200° C, while maintaining
similar sag characteristics of traditional conductors of the same size at lower temperatures.
Therefore, they have higher current ratings (which produce heating) and provide modest
increases in power handling capacity compared to traditional conductors. Depending on the
resistivity of the conductor core, reduced power losses are also claimed. Because of their
increased cost compared to conventional conductors, use of these high temperature, low sag, and
increased capacity conductors is not widespread. At present, they are typically viewed as a
special application product to minimize sag in long spans or to increase capacity on existing lines
by replacing an existing conductor without replacing structures. There are currently three main
commercial versions of these conductors: Aluminum Conductor Composite Reinforced (ACCR)
conductor, Aluminum Conductor Composite Core (ACCC) conductor, and Aluminum Conductor
Steel Supported (ACSS) conductor. There are no cyber security issues inherent with these
conductors.
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Bulk Power System — Developing Devices
The following developing smart grid devices may affect bulk power system reliability.
Energy Storage

Energy storage is an active part of the bulk grid, predominately in the form of 20,000 MW of
pumped hydro storage that currently comprises two percent of U.S. generation nameplate
capacity.®® However, as the NERC 2009 Long Term Reliability Assessment identifies, energy
storage is an emerging issue. This new focus on energy storage is driven by major advances in
storage technology and the economics of using energy storage as a grid-connected asset. For
example, in the U.S., the EISA specifically identifies energy storage as a characteristic of the
smart grid® and, in the last two years, over 50 MW of advanced battery and flywheels have been
approved for interconnection at four ISOs and RTOs now participating in these markets. One of
the distinctive characteristics of the electric power sector is that the amount of electricity that can
be generated is relatively fixed over short periods of time, although demand for electricity
fluctuates throughout the day. Technologies to store electrical energy so it can be available to
meet demand are a growing need of the electric grid. While the need has existed since the
beginning of the electric grid, the recent and rapid integration of variable generation may
intensify the need for storage systems.

Enhanced energy storage can provide multiple benefits to both the power industry and its
customers. Among the benefits are improved: 1) power quality, 2) stability and reliability of
transmission and distribution systems, 3) use of existing equipment, thereby deferring or
eliminating costly upgrades, and 4) availability and increased market value of distributed
generation sources. The predominant emerging technologies are batteries, flywheels,
electrochemical capacitors, and compressed air energy storage (CAES).

e Grid-scale battery systems have been piloted and are now being installed as commercial
systems in the grid. While lithium-ion battery systems are predominantly being deployed
today, pilot programs and evaluation of lead-acid and flow batteries are underway.

o0 With the federal government’s call for one million electric vehicles by the year 2015, the
implementation of smart charging software and systems may provide valuable storage of
electricity through aggregation of electric vehicles.

0 Aggregated distribution storage, also called community energy storage, installed in
residential areas provides:

= improved service reliability and efficiency (close to customers);
= voltage sag mitigation and emergency transformer load relief;
=  multi-MW, multi-hour storage when aggregated (leverage AMI); and

% http://www.eia.doe.gov/cneaf/electricity/epa/epat1p2.html
%! Energy Independence and Security Act 2007, TITLE XIIl Smart Grid
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Characteristics and Technology Assessment

= potentially low cost (synergy with PEVs).*

o0 Research into liquid metal batteries is being funded by ARPA-E and holds promise for
very large scale grid storage. Commercialization is not expected for five to ten years.

e Compressed air energy storage provides very large scale storage for long periods of time.
While only two CAES facilities have been built, driven by government support, a re-
emergence in construction of new CAES facilities during the period 2010-2014 may occur.

Ultra-capacitors hold less electricity than batteries but absorb and release it much more quickly,
usually in a matter of seconds. The ability to absorb and release electricity quickly is crucial for
time-sensitive electricity storage, including frequency regulation. As with any device, malicious
cyber security attacks and accidental misconfigurations can have a detrimental impact on energy
storage and the availability of that energy storage. Also, monitoring and metering information
can be falsified, resulting in faulty decision-making.

For bulk energy storage systems, control has most typically emulated the control of generating
resources, i.e., use of dispatch systems including Automatic Generator Control (AGC). The
management of energy across hours through use of pumped storage and the more recent control
of advanced fast-acting storage for provision of frequency regulation has both used AGC
systems to control the bi-directional exchange of power and energy between the grid and
connected storage systems. Relatively recent grid storage projects (for example, Golden Valley
Electric, Anchorage, RMP, Castle Rock Utah, and ETT, Presidio, Texas battery systems) have
leveraged advanced storage technology’s higher device functionality, and inverter and PCS
interfaces of newer advanced storage systems to access and use a wider range of grid-support
functions. For example, they are used to provide voltage regulation support, transient mitigation
support, event-triggered storage device output for system load relief, recurring and scheduled
storage device dispatch for system load relief, and active islanding. These expanded and
sometimes coincident services use both local and remote control of storage systems.

As the capabilities of advanced storage technologies are better understood and integrated within
the context of transmission planning, controls will expand to include Phasor Measurement-based
wide-area monitoring and management schemes, and relay-based special protection schemes.
The types of expanded bulk storage applications that will be associated with these expanded
controls will include blackstart and system restoration as well as active islanding at the circuit
through local area and substation level. The vast majority of existing storage capacity in North
America is in the form of pumped storage hydro. The next largest amount of grid-connected
storage in the U.S. is in the form of Compressed Air Energy Storage (CAES). However, within
the last five years, other relatively more advanced, and functionally robust, forms of grid-
connected energy storage have started operating at MW scale in the U.S., including flywheels,
advanced lead acid (PbA) batteries, flow batteries, Ni-cad batteries, Sodium Sulfur (NaS), Li-ion
batteries, and thermal energy storage systems.

This summary level information is drawn in part from information posted by the Electricity
Storage Association.®® This is a recommended resource for additional information on both the

%2 This report addresses EVs and PEVs in the Electric Transportation Supply/Demand section of this report.
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technologies and their applications across the electrical grid. A graphical illustration by the
Electricity Storage Association®* of the ratings (size and duration) of electricity storage deployed
as of 2008 is shown below in Figure 3. There has been a rapid evolution within this grid asset
group since 2008, as the data in Figure 3 shows. One example, since 2008, is that over 20 MW of
Li-ion batteries systems have been interconnected to transmission systems for commercial
operation within open markets.

Figure 3: Storage technology ratings, deployed systems as of 2008%
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3 http://www.electricitystorage.org
% http://www.electricitystorage.org/site/technologies/
% http://www.electricitystorage.org
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Bulk Power System — Existing Systems
Existing systems on the bulk power system can have important reliability considerations.
Transmission Dynamic Line Rating (DLR) Systems

Most utilities rate the overhead transmission lines based on fixed weather assumptions, resulting
in so-called static ratings. Static ratings tend to underuse the rating or the transfer capacity of the
installed transmission lines while they fail to protect those same assets from overheating and
over-sagging when the assumed weather conditions are not present. DLR systems allow the
transmission operator to know the transfer capacity of the transmission line in real-time, taking
into consideration actual weather conditions. DLR systems have been widely shown to increase
the transfer capability of existing transmission lines by 10-30 percent without violating safety
clearances and without exceeding the line’s design criteria, including the conductor’s design
temperature. This technology has been deployed to remove system constraints, mitigate
congestion, facilitate market deregulation, increase access to renewable energy resources, protect
physical transmission assets from overheating, and increase system reliability. Some DLR
systems help manage ice formation before it becomes irreversible or difficult to control.

Dynamic Line Rating systems have been deployed for many years and have a variety of
characteristics and technologies. The least advanced systems consist of little more than sensors
delivering data values; the host organization is expected to work out how to apply the value. The
most advanced is a complete end-to-end solution embodying all the functions described in this
report; the system installs on a 20-mile line in four to five days, including all line sensors and full
integration with the EMS. The first end-to-end solution appeared on the market in the mid 1990s;
the present state of the art has been available for five years. Some DLR systems have the
advantage of being fully integrated with existing EMS and SCADA systems. In such cases, all
pertinent functions are fully automatic; ratings are continuously displayed in a format familiar to
system operators, and are also available to design engineers, planning engineers, state estimating
programs, security analysis programs, etc. By definition, Dynamic Line Rating systems must
reflect the impact of varying weather along a transmission line. As this is difficult, only a few
dynamic rating methods are in widespread use.

Dynamic Line Rating systems are completely automatic and fully integrated into the EMS and
SCADA system. On a typical transmission line, tension-monitoring equipment is installed at
multiple structures. Solar powered transmitters send tension and other data back to a substation
using spread spectrum radios. At the substation, a receiver translates the data into the EMS and
SCADA protocol and sends the data directly to the EMS and SCADA master. An algorithm in
the EMS and SCADA calculates the Dynamic Line Rating and displays the rating on the system
operator’s existing console. The ratings are also available to system planners, design engineers,
security analysis programs, and state estimator programs.

From a cyber security standpoint, DLR systems must be viewed as an integrated entity. Field
sensors are subject to physical attack and communications disruption and interception as
delineated earlier in this report. As a result, raw data may be compromised before they arrive at
the control center for processing into Dynamic Line Ratings for an entire transmission line. The
processing software at the control center has the ability to identify data that are out of bounds or
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inconsistent with data from other sensors. One of the strongest defenses to cyber attack rests in
the way DLRs are determined. A DLR is independently established for each sensor along a
transmission line. The lowest rating of all the sensors is then reported as the rating for the entire
transmission line. If one or a few of the sensors are compromised and deliver data that produce
an improperly high rating, it is simply ignored since it is not the lowest of the reported ratings.
To produce a dangerously high rating for a transmission line would take a coordinated attack on
every single sensor on the line along the entire length of the line. That attack would also have to
find a way to simultaneously deliver to the EMS an erroneously high MVA reading on the
transmission line. Under those circumstances, an erroneously high Dynamic Line Rating is
possible. Since most transmission lines are dispatched to survive N-1 conditions, the attacker
would have to simultaneously create an N-1 event that placed a high MVA load on the target
transmission line. The MVA load would have to exceed the true (uncompromised) Dynamic Line
Rating that would otherwise have been calculated for the line.

Special Protection Systems and Schemes

Special Protection Systems and Schemes (SPS), also called Remedial Action Schemes, refer to
an automatic protection system designed to detect abnormal or predetermined system conditions,
and take corrective actions other than and/or in addition to the isolation of faulted components to
maintain system reliability. Such action may include changes in demand, generation (MW and
MVAr), or system configuration to maintain system stability, acceptable voltage, or power flows.
An SPS does not include 1) under-frequency or under-voltage load shedding; 2) fault conditions
that must be isolated; or 3) out-of-step relaying [not designed as an integral part of a Special
Protection Scheme (SPS)].

Although SPSs are not specific devices, with the continued development of microprocessor
technologies, the smart grid will advance how these systems are deployed and monitored. The
deployment of SPSs in the smart grid may introduce increased complexity and interdependency
(interaction between SPSs) that requires incorporating a grid-wide view into the design in
addition to input of local quantities. Unless carefully deployed, there can be risk to reliability
resulting from inappropriate actions taken by SPS during system events causing unintended
consequences. If SPSs are subject to malicious attacks, the result could be detrimental to the
reliability of the bulk power system. Attacks on communication paths and data can blind network
operations and reliability. Unauthorized access to communications and data can disable or
override control and other protection functions. SPSs can control the flow of power on the bulk
power system and require the appropriate application of the NERC Critical Infrastructure
Protection Reliability Standards.

Advanced Relaying Systems

Advanced relaying systems provide for increased system visibility through integrated protection
and monitoring systems. These systems use microprocessor technology, which provides far more
benefits than traditional electro-mechanical protection. Ethernet and serial communications,
which are included in many relays, also provide for synchronized phasor measurements,
advanced fault location, determination of thermal line-loading limits, and information on system
conditions. Microprocessor relays allow for increased line loading without loss of security,
increasing line capacity by as much as 25 percent. Load-encroachment blocking, to meet NERC
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guidelines, prevents unnecessary tripping during emergency conditions. Monitored
communication ensures high-speed tripping for faults. Synchronized phasor measurements can
alert system operators about loading problems or system oscillations that can lead to power loss.
High-reliability components and self-test functions reduce maintenance costs and increase
availability. Advanced monitoring informs operators of terminal and line status for improved
situational awareness. Advanced relaying combined with the use of bulk power system operating
parameters provides for the use of dynamic relay settings control. Some monitoring parameters
that microprocessor relaying can use for number of dynamic operations are:

e Dbreaker operating time, monitored both electrically and mechanically;

e Dattery voltage during tripping, recorded to avoid loss of operating capacity when
needed;

e circuit breaker status, monitored to keep operators informed of excessive compressor
running, breaker inactivity, total interruption duty, and pole discordance timing; and

e transmission conductor temperature, loading, and line sag.

Microprocessor relaying in transmission and distribution systems is a mature technology that
continues to improve. Based on the functions outlined in the Energy Independence and Security
Act of 2007, the particular smart grid enablers advanced relaying devices provide have:

e higher reliability;
e voltage and frequency stability and power quality;

e wide area situational awareness, system monitoring, maintenance planning, and
visualization tools; and

e real-time fault detection, isolation, and recoverability.

Concerns caused from advanced relaying integration include the need to ensure time
synchronization, reliability, authenticity, and integrity of communicated data to ensure reporting
and response is accurate and timely. Malicious cyber security attacks on advanced relaying will
affect response time and restoration activities. Disruption of communications can blind network
operations. Unauthorized access to the communications network can target and disable or
override control and protection functions. Monitoring and metering information can be falsified,
resulting in faulty decision-making. Where advanced relaying can control the power flow of the
bulk power system, it will require the appropriate application of NERC’s Critical Infrastructure
Protection Reliability Standards.

State Estimators

With the continued proliferation of microprocessor relay technology and the development of
Phasor Measurement Units (PMUs), state estimation using real-time measured quantities will
continue to develop and be incorporated by ISOs and RTOs and individual transmission
operations and organizations. The forthcoming real-time state estimation technology will be used
to evaluate, trend, and potentially control the operation (manual or otherwise) of the bulk power
system.
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State estimation facilitates functions are outlined in the Energy Independence and Security Act of
2007. The particular smart grid attributes that enhance bulk power system reliability through the
use of Phasor Measurement Unit devices are:

e higher overall reliability;

e improved voltage and frequency stability and power quality;

e wide area situational awareness, system monitoring, maintenance planning, and
visualization tools; and

o real-time bulk electric system degradation awareness and recoverability.

The real-time state estimation capabilities are not mature yet, but several DOE American
Recovery and Reinvestment Act grants are evaluating this technology, developing interface
software and the tools needed to operate the bulk power system more efficiently, economically,
and with an even higher level of reliably. As real-time state estimation capabilities continue to
mature, the applications developed that control physical transmission grid devices or affect the
real-time operation of the bulk power system may require the appropriate application of the
NERC Critical Infrastructure Protection Reliability Standards.

Bulk Power System — Developing Systems
New developing systems on the bulk power system can affect reliability
Wide Area Management Systems (WAMS)

WAMS, also known as Wide Area Time domain GPS Synchronized Sampling (WATSS), is
defined as the “visual display of interconnection wide system conditions in near real-time at the
reliability coordinator level and above.”*®* WAMS offer bulk power system operators access to
large volumes of high-quality information about the actual state of the electric system or wide
area situational awareness (WASA). This should enable a visualization of the state of the grid
and a more efficient use of assets, for example through a switch from static to dynamic line
ratings.

WAMS, coupled with the knowledge of transmission line transfer capacity in real-time, taking
into account actual weather conditions between substations and across regions, can enhance
WASA as the thermal behavior of the line is complementary and synergistic to the PMU
electrical outputs. These technologies will provide the infrastructure to perform grid control
functions with precision and speed not possible with other technologies.*” Possible control
applications and functions are: 1) system protection (electrical and thermal), 2) state estimation,
3) visualization, situational awareness, alarming, 4) system stability, voltage, and frequency
control, 6) post mortem analysis and play-back capability, 7) parameter estimation and model
validation, 8) predictive analysis/look-ahead, 9) oscillation monitoring, 10) islanding monitoring,
controlled islanding and restoration, 11) control of renewable resources, 12) system optimization,
13) load control, 14) dynamic line ratings and dynamic line thermal monitoring, and 15) voltage
security monitoring.

% http://www.ferc.gov/whats-new/comm-meet/2009/071609/E-3.pdf
37 http://cio.nist.gov/esd/emaildir/lists/t and_d_interop/doc00049.doc
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Smart Grid Technologies on the Distribution System

This section provides a thorough, but non-exhaustive, list of controllers and technologies that
may now, or in the future, have material effect on bulk power system reliability. The effects of
these devices, if installed in large numbers and controlled centrally, may need to be addressed by
bulk power system planners in their evaluation of system protection and grid stability.

Distribution System — Existing Devices

The following existing distribution systems, in aggregate, should be considered as part of
reliability assessment of smart grid integration.

Advanced Metering Infrastructure (AMI)

AMI uses an advanced electric meter that identifies consumption in more detail than a
conventional meter and, optionally, communicates that information via some network for
monitoring and billing purposes (telemetering), while providing customer information to
distribution control applications. Advanced metering provides the ability for two-way
communication from industry to end-users for programs such as Demand Response (load
control), Remote Connect/Disconnect, Integrated voltage/VVAr control, and potential use for
automated responses of Distribution Automation devices for reconfiguration (self-healing).

An investment in smart grid AMI meters is a long-term commitment of 10 to 20 years. To
“future-proof” this investment, several architectural features should be included. The first is the
ability to upgrade the meter firmware or software settings “over the air” without having to visit
the home or business. It is a given that networking technologies, Home Area networking
protocols, and security techniques will evolve and change over time, not to mention the
introduction of additional applications for the smart grid. In addition, the use of standards- based
protocols and transports have the ability to “outlive” proprietary solutions, which requires AMI
technologies to change. These devices should be considered long-term investments and designed
with sufficient memory to support future features and functions.

With a large number of centrally controlled AMI meters, which typically have minimal physical
security (other than the meter housing and tag lock), it is important to protect the communication
channel and meter data from corruption and tampering. To do this, industry standards in
encryption, certificate, and keys need to be employed to ensure that if the meter is tampered
with, the impact will be minimal and localized to the individual meter. These protection and
encryption schemes should be applied end-to-end from the meter to the back office systems to
ensure no vulnerability in the entire communications path. AMI networks will carry more
information and will require faster networks for near real-time information requests. Malicious
cyber security attacks can preclude cities and communities from having reliable information.
Disruption of communications can blind network operations from servicing AMI networks for
outages. Unauthorized access to the communications network can target and disable or override
control and protection functions. Monitoring and metering information can be falsified, resulting
in unreliable information for decision-making.

Distributed Generation and Storage
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Customer-distributed generation refers to electrical generators that are situated on-site behind the
small industrial, commercial, or residential customer’s revenue meter. These generators include
an expanding variety of solar panels, small-scale wind turbines, fuel cells, and bio-fuel diesel
generators. Residential solar panels and small-scale wind turbines are connected to the electrical
system through inverters, which convert direct current (DC) to alternating current (AC) and tie
into the distribution grid through the revenue meter. These generators typically output less than
ten KW. Distributed energy storage acts both as load and distributed generation. Distributed
energy storage may encompass more than the capacity of plug-in electric vehicles (PEVSs), such
as community battery banks. Depending on their application and amount, they can provide
significant support for a system’s capacity and energy requirements. Commercial and small-
industrial distributed generators are similar to residential, but provide higher output power—in
the range of 10 kW to 200 kW. Some of these produce AC power and must be synchronized to
the grid. Systems that can feed energy into the grid are usually required to have anti-islanding
protection that prevents feeding electricity back into the grid if a fault has occurred. Industrial
customers may provide larger generation capacity. For example, at Manitoba Hydro, initial
proposals are being considered for generation of up to ten MVA to be connected on the
distribution system (12 or 25 kV) or high voltage distribution system (66 kV).

One of the key elements of smart grid is to enable customer participation and the ability to
accommodate all generation and storage options. This is outlined in the DOE Smart Grid System
Report — Characteristics of the Smart Grid, July 2009.%® Small industrial, commercial, and
residential customer generation may directly affect the distribution grid. As distributed
generation expands and is aggregated, it may also affect the bulk power system. It is important to
plan ahead for this scenario. Power flow into the distribution network will vary over time and
needs to be monitored and factored into grid operations. It is recommended that an intelligent
grid interface be defined for customer-sited equipment that exports power to the grid. This
interface would provide industry with valuable information concerning the state of the generator
in real-time along with the potential capability to island the generator under fault conditions. It is
also recommended that this interface be integrated with (but separate from) customer demand
response and pricing signals. It should also be extensible to enable customer participation in
emerging retail markets.

New types of residential, commercial, and small industrial generators will be developed over the
upcoming years, expanding the use of behind-the-meter distributed generation. If the time line
for installation is accelerated, there may be impacts on the reliability of the bulk power system.

Distributed generation and storage may have bulk power system impact when installed in large
enough numbers and centrally controlled. Security considerations for the bulk power system will
grow over time and will become important when significant customer generation capacity is
being exported or aggregated. Maintaining cyber security at the substation level will be
important. In addition, all communication interfaces between the residential, commercial, and
industrial customers’ energy export systems and the grid should take into account: access-
control, authorization, authentication, confidentiality, integrity, availability, and non-repudiation.

% http://www.oe.energy.gov/SGSRMain 090707 lowres.pdf
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Power Factor Correction Devices

Power factor correction devices are extensively used to minimize distribution system losses, to
enhance system use, and to stabilize system voltage within acceptable range. Power factor
correction devices are an integral part of a reliable and efficient distribution smart grid. As smart
grid aims to provide enhanced electric system control and reliability, power factor correction
devices garner a pivotal role in the electric distribution systems. As an example, a viable and
practical redirection of power flow in response to localized disruption can only be facilitated by
swift operation of coordinated power factor correction devices throughout the affected system.

Electronics-based power factor correction devices, based on high-power switching devices and
equipped with digital controllers, should be able to communicate and respond at the distribution
level to secure system operability, security, and reliability. The embedded intelligence in each
device would communicate with decision-making centers to implement the decision and report
on the status to these centers to provide real-time data for the decision-making process. There
may be a bulk power system impact, but only in extreme conditions and only if power factor
correction devices are widely installed over many distribution systems and centrally controlled.

Integrated Volt/VVAr Control (1VVC)

IVVC is an optimization method to jointly achieve a near-unity power factor and meet voltage
magnitude targets. As unity power factor and unity voltage are two competing criteria, IVVC
method balances these two criteria and resolves any conflict between them. IVVC enables
voltage and VAr management of distribution grid infrastructure and maximized field equipment
use, and enables implementation of volt/\VAr optimization and conservation voltage reduction.
Conservation voltage reduction is a process by which an organization systematically reduces the
voltages in its distribution network, resulting in a reduction of load on the network.

IVVC analyzes voltages from various regulators, load tap changing transformers, power factor
correction devices, medium voltage sensors, customer meters, and supplementary monitoring
points. IVVC can be integrated with SCADA, DMS, or OMS systems to maintain operational
control, to monitor grid conditions in real-time in order to minimize the impact of VARS across
the distribution system, and support reconfiguration of switches and energy rerouting strategy.
There may be a bulk power system impact, but only in extreme conditions and only if IVVC
devices are widely installed over many distribution systems and centrally controlled.

Distribution System — Existing Systems
The following existing systems on distribution can affect bulk power system reliability.

Demand-Side Management Programs
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One of the key elements of smart grid is to enable customer participation.*® Customer demand
management programs are developed by utilities to enable customers to participate in grid load
management strategies. Customers subscribe to these programs and are usually offered
incentives to participate. They vary over a wide range from simple air conditioner cut-off during
summertime peaks, to contracts that require energy curtailment when a signal is received, to
dynamic pricing programs where a customer has the opportunity to respond to real-time energy
pricing. These programs are typically designed to shed load and help balance the grid when there
is insufficient generation capacity to service the load or to relieve stress on grid components.
Dynamic pricing programs permit customers with automation systems to respond intelligently to
price signals based upon their specific environment.

Customer demand management will directly affect the distribution grid. As demand management
becomes aggregated, the net effect of load reduction or expansion may affect the bulk power
system. It is important to plan ahead for this scenario. Demand management programs permit
loads to vary over time, and must be monitored and factored into grid operations. It is
recommended that an intelligent grid interface be defined for customer demand management.
This interface would provide the industry/aggregator and customers with the information needed
to reliably monitor and respond to grid demand response and pricing signals. It can also be
extended to enable customer participation in emerging retail markets. An interface between the
industry/aggregator and the bulk power system may be defined for delivering information related
to the aggregated load under demand management. New types of demand management programs
may be implemented over the upcoming years as new business models are developed. These may
expand the use of demand management and accelerate the time line for when this capability has a
direct impact on the bulk power system.

Security considerations for the bulk power system will grow over time and will become
important when significant customer demand management capacity is being aggregated. It is
important that communication interfaces between the residential, commercial, and industrial
customers’ energy management systems and the grid take into account access-control,
authorization, authentication, confidentiality, integrity, availability, and non-repudiation.
Therefore, there may be bulk power system impact with a large enough number of centrally
controlled demand management systems.

Under-Frequency Load Shedding

Power system steady-state operation requires a balance between generation and load. A sudden
loss of generation due to abnormal conditions, such as loss of generating units due to faults,
disturbs this balance and the system frequency begins to deviate from nominal. System operation
at low frequencies impairs the operation of power system components, especially turbines and, if
not corrected, can lead to tripping of additional generators thereby further aggravating the
situation.

To arrest frequency decline, the governors of the generators with spinning reserve act to attempt
to make up for the lost generation. If the frequency decline is too fast (due to severe mismatch

% http://www.oe.energy.gov/SGSRMain 090707 lowres.pdf
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between load and generation) and the governors cannot react fast enough or spinning reserve is
not adequate, under-frequency relays are used for initiating automatic load shedding as a last-
resort system preservation measure by implementing an Under-Frequency Load Shedding
(UFLS) program. The under-frequency load-shedding scheme must be properly designed to:

e prevent excessive load shedding that may result in over-frequency conditions or
unnecessary loss of service continuity and revenue;

e avoid insufficient load shedding, which in turn may lead to system blackout; and

e provide sufficient load shedding to maintain the frequency in an acceptable operating
range.

A coordinated automatic under-frequency load-shedding program is required to maintain power
system security during major system frequency declines. NERC has provided reliability
standards, requirements, measures, and levels of compliance to ensure the proper implementation
of UFLS programs. NERC Regional members have developed their own standards based on the
Reliability Standards that also address their specific needs. Significant penetration of UFLS
programs can affect the reliability of the bulk power system.

Under-Voltage Load Shedding

Under-Voltage Load Shedding (UVLS) is analogous to UFLS, which has become a common
industry practice. UVLS schemes have been successfully applied in many power systems to
protect systems from voltage collapse and/or prolonged low voltage operation. UVLS may be the
most economical solution in preventing voltage collapse under low probability events and
extreme contingencies leading to serious consequences such as widespread system collapse.
UVLS schemes should be designed to distinguish between faults, transient voltage dips, and low
voltage conditions leading to voltage collapse.

Voltage collapse or uncontrolled loss of load or cascading may occur due to lack of sufficient
dynamic reactive power reserve, especially during contingencies. UVLS has been useful in slow-
decaying voltage situations using typical relay time delay settings ranging from three to ten
seconds. UVLS schemes are not usually helpful for mitigating transient instability conditions.
Since the relay time delay setting is normally long (in order to avoid false tripping), the load
tripping is usually not sufficiently fast to prevent a transient instability situation. Although
application of UVLS in some power systems may be very helpful in preventing voltage collapse,
it may not be effective in all systems. Where practical, using direct load shedding is superior and
more reliable than automatic UVLS in systems with fast voltage decay (~one second). These
systems (with fast voltage decay characteristics) may be at a risk of slower voltage decay under
different conditions. Studies should be performed to determine which systems are the potential
candidates for a UVLS scheme.

The complexity to arm UFLS and UVLS to shed the desired amount of load increases with the
growing penetration of distributed generation, demand-side resources, and demand-side
management. These technologies cause feeder loading to deviate significantly from a typical
load duration curve reducing certainty as to the amount of (net) load available for load shedding
at any given time. The smart grid could be used to enable intelligent, real-time arming of load to
increase dependability of UFLS and UVLS programs. As with UFLS, significant penetration of
UVLS programs can also affect the reliability of the bulk power system.
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Distribution System — Developing Devices

New device integration on the distribution system can, in aggregate, affect bulk power system
reliability.

Electric Transportation Supply/Demand

Electric transportation has the highest potential for direct distribution impact on the bulk power
system, but significant distribution investments will need to be made prior to widespread
adoption of this technology. Electric transportation is unique in that it can be designed, along
with the distribution system, to provide supply or act as demand.

According to the Brookings Institution,*® plug-in electric vehicle (PEV) introduction may take
one of two scenarios:

1) Best-case scenario: smart grids ensure PEVs are powered by renewables that are generated
during off-peak hours, or

2) Worst-case scenario: electricity providers and the government are not well equipped to deal
with the rapid innovation and technology necessary for PEVs.

In the best-case scenario, no additional power plants would be needed and electric rates might
increase by only one to two percent. Almost 73 percent of the existing U.S. vehicle fleet could be
supported in this fashion, thus decreasing demand for oil in the U.S. by 50 percent and
subsequently reducing greenhouse gas emissions. In the worst-case scenario where PEVs are
charging on peak and vehicle-to-grid (V2G) systems are not properly functional, Load Serving
Entities (LSE) will not be well prepared for high PEV penetrations. As a result, additional
capacity may be required to support charging.

As a part of its energy-efficient federal vehicle fleet procurement,*! the American Recovery and
Reinvestment Act of 2009 (ARRA) sets aside $300 million and tax credits for capital and
necessary expenditures for PEV purchases. Furthermore, the American Clean Energy and
Security Act requires each organization to develop a plan “to support the use of plug-in electric
drive vehicles.” The Act further requires the Secretary of Energy to create a program that
includes financial assistance for the integration of EVs in multiple regions.*> A number of
production PEV automobiles have already been introduced in North America. A recently
released report suggests that PEVs will predominately grow in the coastal (West Coast and

“ The Brookings Institution, “Plug-in Electric Vehicles 2008: What Role for Washington,” June 2008, pg. 39

! Some of the material presented in this section was developed for the Reliability Impacts of Climate Change
Initiatives Task Force report: http://www.nerc.com/filez/riccitf.html

2 American Clean Energy and Security Act of 2009, pg. 99
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Characteristics and Technology Assessment

Northeast) regions and large urban areas in North America, expecting almost one million
vehicles in ten years.*?

Advanced metering solutions, when implemented at scale, can increase the efficiency of battery
recharging and discharging of electric-powered vehicles by signaling the most effective timing
for either action. These metering applications, though, have not yet been widely deployed.
Among other factors slowing PEV penetration are:

e distribution system infrastructure requirements;

e long cycle for the renewal of the automotive fleet—17 years;

e high cost of PEVs when compared with standard internal combustion cars;
e large deployment requirements of AMI to control charging times;

e significant cost and innovation requirements to improve electric batteries;

e uncertainty in preferred battery technology (e.g., lithium-ion versus nickel-metal
hydride);

e modifications to home electrical systems; and

e development of requisite standards between automobile manufacturers and electrical
building code authorities.

If the charge and discharge timing is controlled locally and without significant distribution
infrastructure upgrades, electric transportation will have minimal bulk power system impact. If
there is widespread adoption of this technology where major distribution upgrades are made and
the supply and demand can be centrally controlled by bulk power system operators, then bulk
power system planners must seriously consider the impact of electric transportation.

That said, PEVs could result in efficient use of generation capacity due to the vehicle-to-grid
(V2G) system, as studied in detail by the Pacific Northwest National Laboratory (PNNL). In this
system, PEVs act as energy storage in regions where renewable resources are available during
off-peak hours. Electricity flows to the grid at peak usage time and the flow reverses back to the
PEVs at nighttime, when more wind-generated energy is typically available. PNNL estimates
this off-peak capacity could power more than 70 percent of the overall light-duty vehicle fleet in
the U.S.* The total effect on reliability will be to stabilize power quality and the grid overall by
balancing the voltage in the grid. However, V2G technology will not be commercially available
to enable full integration into the grid for another 10 to 20 years.*® In the near term, managed
charging of PEVs, coordinated among megawatts of charging load, could help provide ancillary

“3 http://www.isorto.org/atf/cf/%7B5B4E85C6-7EAC-40A0-8DC3-
003829518EBD%7D/IRC _Report_Assessment_of Plug-in_Electric_Vehicle Integration_with 1SO-
RTO Systems 03232010.pdf

“ pacific Northwest National Laboratory, “Potential Impacts of High Penetration of Plug-in Hybrid Vehicles on the
U.S. Power Grid,” June 2007

“® bid. pg. 42
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services or emergency reliability services.”® Vehicle-to-grid electrical storage can provide
multiple benefits, namely capacity, dynamic, and strategic benefits. The capacity benefit results
from the ability to delay or circumvent supplementary central peaking capacity, transmission, or
distribution. Operational reliability benefits could be realized by improving load following and
spinning reserve and regulating frequency, voltage, and power factor. These characteristics can
also support the system operator’s ability to stabilize the variability of wind generation,
increasing the dispatchability of renewable generation.

Some of the challenges to the reliability of the bulk power system from large-scale deployments
of PEVs include significant changes to distribution system architectures to support two-way
flows of energy (e.g., communications, protection systems, etc.). In aggregate, multiple
injections from energy sources onto the bulk power system must be visible and dispatchable by
the system operator to ensure reliability. Security considerations for electric transport loads will
continue to grow over time and will become important when significant customer demand
management capacity is being aggregated. It is important that communication interfaces between
the residential, commercial, and industrial customers’ energy management systems and the grid
take into account access-control, privacy, authorization, authentication, confidentiality, integrity,
availability, and non-repudiation.

Distribution System — Developing Systems
The following systems now under development can affect bulk power system reliability.

Home Area Network

The conventional definition of Home Area Network (HAN) states that it is comprised of linkages
to the homeowner’s various systems, computers, devices, and appliances. These can be
telephones, VCRs, furnaces, air conditioning, video games, and home security systems. This
network can then be used to help homeowners manage their equipment and energy costs more
effectively. This type of HAN network or system is connected to the grid through an
organization, or through and controlled by an intermediary such as a wireless connection. HANs
are not new, though they are not yet in widespread use. New types of smart meters and smart
transformers will be brought to market—and quickly. If utilities can secure the necessary wide-
area situational awareness desired there might come a time when individual smart meters are
redundant. Though several versions of upgraded smart meters are now in the market,
manufacturers will look for strategies to keep these devices and their information flow at the
homeowner level as e-billings can be affected. The deployed footprint of smart meters will make
change-out expensive and problematic with so many units deployed today and millions more
being installed monthly. These HAN systems units are here to stay for the foreseeable future.

The educational curve consumers are undergoing will eventually take shape in the form of
serious customer demand management. The remote communications and control of the HAN
devices are, by themselves, not a threat to the bulk power system. Security considerations for

“5 http://www.isorto.org/atf/cf/%7B5B4E85C6-7EAC-40A0-8DC3-
003829518EBD%7D/IRC_Report_Assessment_of Plug-in_Electric_Vehicle Integration_with 1SO-
RTO Systems 03232010.pdf
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HANs will continue to grow over time and will become important when customer
implementations expand and the information demand increases. The threat to the bulk power
system comes in the form of cyber attackers or system malfunctions enlisting many such devices
for denial of service, shut down, or activation. Large scale swings in power shifts could impact
substation operation and could cause instability on the bulk power system. HANs are an
emerging technology and their impact on the reliability of the bulk power system would be
aggregated activity, as observed on the bulk power system. HAN devices are the most vulnerable
to cyber security concerns since they are outside the control of an organization. If one home or
several homes connected to one transformer were to be compromised, this would not affect the
bulk power system. But if the cyber attacker were able to manipulate thousands of homes
together and turn off all their power at once using denial of service or other forms of malware,
the reliability of the bulk power system would be affected. It is important that communication
interfaces between the residential, commercial, and industrial customers’ energy management
systems and the grid take into account access-control, privacy, authorization, authentication,
confidentiality, integrity, availability, and non-repudiation. Ensuring that robust meaningful
cyber security is built into the Smart Meters used in Home Area Networks will be vital to
avoiding serious threat to the bulk power system reliability. Equally, ensuring that Smart
Transformers are eventually installed will provide utilities the home-by-home and neighborhood
monitoring, measurement and, later, control of energy consumption at the local level with
security that is more robust and with privacy built in.

Industrial Automation Systems

Industrial Automation Systems are systems installed in manufacturing facilities to control
industrial manufacturing processes. These systems consist of Programmable Logic Controllers
(PLCs) and Distributed Control Systems (DCSs) along with a wide variety of instrumentation.
They also include a variety of other systems such as supervisory control and information
reporting systems. Industrial automation systems are widely used for managing and controlling
the energy production and consumption within industrial processes. This includes controlling on-
site cogeneration power plants and waste-heat turbines. One of the key elements of smart grid is
to enable customer participation and accommodate all generation and storage options. This is
outlined in the report entitled DOE Smart Grid System Report — Characteristics of the Smart
Grid, July 2009. Although industrial automation systems are primarily isolated from the grid,
these systems currently interact with the grid and enable large industrial facilities to act as both a
source of generation capacity and load reduction. They differ from residential and commercial
systems in that they are larger in size and fewer in number. This results in the scenario where a
small number of industrial facilities can have a large impact on the bulk power system. This
trend will increase in the years ahead.

Industrial generation directly affects the distribution grid. As industrial generation expands and
aggregates into larger sources of energy, it may affect the bulk power system. It is important to
plan for this scenario. New industrial automation systems may expand the participation of
industrial customers in both reducing demand as well as exporting generation. This generation
capability could have a direct impact on the bulk power system. Power flow into the distribution
network will vary over time and needs to be monitored and factored into grid operations. It is
recommended that an intelligent grid interface be defined for industrial customer-sited
equipment that exports power to the grid. This interface would provide an organization or
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aggregator with valuable information concerning the state of the exported generation in real-
time, along with the potential capability to island the generation under fault conditions.

A large enough number of centrally controlled industry control systems could affect the
reliability of the bulk power system. Security considerations for the bulk power system are
important today but will become critical as more and more industrial generation capacity is
exported or aggregated. Maintaining cyber security at the substation level will be important. In
addition, all communication interfaces between the industrial customer’s energy management
systems and the grid should take into account access-control, authorization, authentication,
confidentiality, integrity, availability, and non-repudiation.
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Chapter Findings

Table 2 below summarizes many of the technologies discussed in this chapter, identifying
planning and operational considerations and potential impacts of smart grid technology
integration on the bulk power system.

Table 2: Smart Grid High-Probability Impacts
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Integrating smart grid devices and systems on the distribution system can change its static and
dynamic characteristics. Successful integration of smart grid systems and devices should
consider and address bulk power system reliability considerations resulting from these changes.
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Further, bulk power system operators will need increased visibility and dispatchability as smart
grid innovations change the character of distribution systems

The availability of reliable electric energy affects nearly every aspect of modern society. As
reliance upon the system for delivering electric energy continues to grow, “smart grid” has begun
to mean a modernized power system. These global and domestic challenges include climate
change, increased energy independence and security, and providing reliable and sufficient
electric energy. Driving this vision to reality will require increased investments in research and
development to enable the systems and technologies for the future bulk power system.*” If the
vision of a more technologically advanced grid is to be realized, there must be a public and
private investment in a robust and vibrant research, development, innovation, and
commercialization infrastructure.

47 “Electricity Technology Roadmap, 2003 Summary and Synthesis,” EPRI, 2003
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Planning and Operations

4. Planning and Operations with Smart Grid

Introduction

The projected advances in smart grid devices and systems potentially present new options to
maintaining system reliability. However, the migration of control and data to the individual
customer level could present new risks and opportunities to mitigate those risks. Historically,
interconnected power systems have been controlled and monitored centrally through rigorous
processes and measurements in order to maintain the highest levels of overall system reliability.
The smart grid will rely on more distributed intelligence, not just geographically, but through
multiple levels of the system. The increase in information and intelligence can provide a vehicle
for enhancing bulk power system control while introducing new modes of operation.

That said, these implementations must be completed with a full understanding of their
consequences to the reliability of the bulk power system. As smart grid devices and systems are
deployed, reliability issues must be studied so that they are appropriately considered by the
organizations installing them, as well as by the policymakers and regulators who are regulating
and requiring their installations.

With advances in smart grid technology, unprecedented evolution to levels of system control and
measurement may be available. Interactions among smart grid devices and systems are unknown,
and careful planning of their integration can prevent any undesired interactions from causing
reliability considerations.

Bulk Power System Reliability Risks

The impact of smart grid on the reliability of the bulk power system has yet to be experienced.
Integration of smart grid devices and systems will change the way the bulk power system is
planned and operated. The expansive and rapidly evolving nature of smart grid will require
vigilance from all stakeholders to manage system reliability considerations, such as:

e cyber security;
e increased complexity;
e grid stability as the system characteristics and control systems are changed,;

e close coordination of both intra- and inter-balancing areas to ensure close
synchronization of control system development and deployment;

e operational security to ensure graceful degradation of the bulk power system to a reliable
operating state if IT system vulnerabilities are detected and/or disabled,;

e architecture that is neither small nor simple;
e not knowing if each component can fail safely and still allow availability;
e not knowing, much less understanding, existing and evolving risk vectors;
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¢ not fully understanding the functionality of each component being used;
¢ inability to control the environment or physical access to components;

e inability to adequately monitor each component;

e single points of failure;

o diverse and discrete deployment; and

e new assumptions, processes, and ways of thinking for all parties.

Four fundamental components of the smart grid infrastructure, besides the availability of smart
grid technologies, are interoperability, communications, intelligent systems, and information
technology systems. Technology interoperability standards will enable the addition of different
technologies than those available today, making it easy to add functionality and innovative
electric products and services, though they represent a potential vulnerability. From a bulk
system perspective, data and information are gathered from multiple locations from energy users,
distribution systems, transmission, and generation. Every second, the bulk power system can
adjust to accommodate dynamic changes in energy users’ behavior and the status of countless
pieces system equipment.

However, many of the control systems for smart grid technologies have been designed for local
control and are not resilient to errors from miscommunications or IT errors. As mentioned
before, successful integration of smart grid devices and systems should address potential
reliability considerations from IT systems and communications with the existing control systems:

e First, control systems must be improved to provide robust protection from IT and
communication vulnerabilities.

e Second, new tools and analysis techniques will be required to design and manage the
deployment of broad-scale smart control systems across the bulk power system.

As it is a large non-linear system, the ramifications and design of smart grid on control systems
must be modeled, simulated, and designed to ensure that the expected performance
improvements will be realized. Successful integration must consider bulk power system
reliability, such as transient and long-term stability, small signal stability, voltage stability, or
component design issues such as short circuit considerations.

These challenges will require changes in the way the system is currently planned and operated.
Assessing these impacts will require new planning and operations tools to manage the reliability
of the bulk power system. The next section provides an example of scenario planning as a way to
determine the penetration levels and requisite assessments.
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Planning for Smart Grid Uncertainty: Example from Southern California Edison

Southern California Edison (SCE) has developed scenario planning as part of its strategy for
ensuring success in achieving its smart grid vision.*® SCE’s scenario planning efforts have
resulted in the development of four potential pathways for the pace of technology development
and adoption of the smart grid. The scenarios were created following a careful analysis of the
critical driving forces affecting the smart grid. After making some assumptions on the degree of
impact (positive or negative) that these forces might have on the pace of technology development
and adoption, the following driving forces were considered:

e economic growth;

¢ policy focus;

e technology innovation and adoption;
e energy markets;

e customer trends; and

e environmental developments.

The goal of scenario development is not to identify the most likely future, but to examine how
external forces may shape smart grid deployment through 2020 and beyond. The characteristics
of the resulting scenarios are used by SCE to prioritize and select smart grid technology projects.
The smart grid future scenarios were developed by considering a spectrum of two of the most
critical driving forces—Economic Growth and Policy Driven Innovation—placed along the
horizontal and vertical axes in Figure 4.

These four scenarios are defined as follows:

e Slow and Steady: Policymakers continue to support industry investment in smart grid
development and implementation. Progress toward energy and climate policy goals
continues, but is slowed by economic forces.

e Light Speed: Policymakers issue mandates for industry investment in smart grid
deployment and provide financial support for technology innovation. A “clean tech”
investment boom spurs technology innovation and development.

e Market Driven: Policymakers shift emphasis toward market-driven outcomes for
technology innovation and infrastructure investment. Strong economic growth and
potential new market opportunities encourage new entrants into the energy market.

e Keep the Lights On: Continued economic stagnation squeezes consumers and industry,
slowing venture and industry investment as well as decreasing innovation in smart grid
technologies. Lower energy demand and regulatory focus on rate containment reduces
funding available for additional smart grid investment.

48 \www.sce.com/smartgrid
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Figure 4: Smart grid future scenarios (developed by Southern California Edison)
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Across each of the four scenarios, SCE identified potential data points as “signposts” that would
suggest the extent of progression into one or more different pathways over time, such as:

e the U.S. national unemployment rate (expressed as a percentage);
e average gasoline prices ($/gal);

e average natural gas prices (per million BTU);

o distributed resource cost effectiveness;

e consumer adoption rates for energy smart devices;

e consumer adoption of electric vehicles;
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e customer response to dynamic pricing and usage information;

e U.S. economic GDP growth (as a percentage increase or decrease);
¢ annual clean technology venture capital investment; and

¢ industry and government investment in related technology R&D.

Regularly monitoring of these signposts can help determine whether there is movement in the
direction of one or more of the developed scenarios, or if entirely new scenarios are emerging.
This assessment provides input into the planning horizons and requisite analysis for successful
integration of smart grid devices and systems.
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Planning and Operations Horizons

This chapter assesses effects that smart grid devices and systems can have on the planning and
operations horizons identified below:*

¢ Long-term planning — Planning horizon is for one year or longer. The concepts used in
this time horizon will be altered as smart grid components and systems are integrated into
the planning process. Integration of smart grid systems and devices will require
maintenance and equipment replacement practices to account for new technologies and
introduce new capital spending patterns, and will add new, non-traditional parties to
operations.

e Operations planning — Operating and resource preparations used from day-ahead up to,
and including, the upcoming seasonal plans. Integration of Smart grid systems and
devices will both add and relieve stresses on the system that need to be monitored and
accounted.

e Same-day operations — Routine actions and preparations required within the timeframe
of a day, but not real-time. These operations will change as enhanced tools are
incorporated into system operations.

e Real-time operations — Actions required within no more than one hour to preserve the
reliability of the bulk power system. Real-time operations could change as new failure
modes may be introduced and new ways of interacting with the grid on a collective basis
(e.g., reacting to diverse and distributed actions occurring simultaneously).

e Post-Operations Assessments — Follow-up evaluations and reporting are used to assess
experience from actual system operations. These assessments of the bulk power system
will require change in conventional views of contingencies.
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Long-Term Planning — Power System Considerations
Advancing System Optimization and Efficiency

Current planning and operating practices result from over a century of experience and have
worked well under the assumptions implied in their design. However, depending on the extent of
deployment and smart grid devices and systems evolution, new approaches may be needed to
support their integration, while maintaining bulk power system reliability. For example:

1. Stochastic Optimization in Support of Enabling Reliable Integration of Variable
Resources — Probabilistic-based optimization methods and software focused on
enhancing efficiency are needed to support integration of variable resources.®® Current
industry approaches consider deterministic uncertainty—for example the *“N-1
criterion”—based on thermal generators and transmission system on-off characteristics.
This may be unsuitable for variable energy resources, whose power output follows the
pattern of their fuel availability. However, the conditional and sequential nature of
availability of this generation is more certain as the timeframe is shorter. This will require
a wider notion of risk to complement or advance industry’s use of Loss-of-Load-
Probability.

2. Optimization of Inter-Control Area Resources — Coordinated management of
balancing areas could contribute significantly to increased, near-optimal use of resources
at the regional (not necessarily NERC Region) and inter-regional levels, while preserving
bulk power system reliability.

3. Corrective Actions for Enhancing System Performance — Relying on corrective
actions instead of preventive control must consider impacts on the reliability of the bulk
power system.

4. Integrating Near-Real-Time Synchrophasor Measurements and Dynamic Line
Ratings into Optimization Methods — The information available from synchrophasors
can be used in decision-making to reliably operate the system. Modeling and decision
tools that use this technology and support implementation of key optimization results will
need to be conceptualized, simulated, and ultimately deployed.

Effects of New Technology

Depending on regional availability, future electric energy systems may have large amounts of
variable resources and demand response. Integration of these technologies will require careful
planning and new tools to ensure the reliability of the bulk power system. For example, there are
potential technical challenges that may occur at different time scales, ranging from split-second
to more pronounced inter-area oscillations (0.1 to 1.0 hertz), as well as much slower frequency
deviations caused by insufficient regulation in response to hard-to-predict power imbalances. It
is likely that the effects of new technology on system stability will reduce their penetration,
unless new methods and tools are developed such as next-generation frequency and voltage
control methods.

% http://www.nerc.com/files/IVGTF _Report_041609.pdf
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Synchrophasor measurements can provide early indications of reliability considerations to enable
operator action in near real-time. More work is needed to formalize the placement and use of
such measurements for predicting system behavior, such as dominant inter-area oscillations.
Moreover, these new measurements and requisite communications should be considered for fast
protection and control loops to manage bulk power system conditions in near real-time. Not only
will synchrophasor measurements be used to analyze possible reliability concerns, the operator
will need to be equipped with actionable advice to support reliability. The role of network phasor
dynamics usually assumed to be instantaneous in today’s power flow models used by the system
operators will have to be assessed.

Finally, the potential for harmonic resonance in future electric power networks with large
numbers of smart grid devices and systems will need study. This resonance results from the
presence of harmonics somewhere else in an electric power network, which is amplified at the
location where it is created. This resonance can cause equipment damage and system instability.
Given the complexity of potential frequency, voltage regulation and harmonic instability
problems, assessment of the modeling, analysis, and control and protection tools are essential for
successful integration of smart grid devices and systems.

Modeling and Simulation Requirements

Systematic models need to be introduced to capture the effects of responsive demand and various
distributed variable resources on system stability. The new models must account for predictions,
effects of many actions by the small system users, as well as the effects of near real-time
communications and control. Very complex distributed closed-loop systems, interacting
internally within a control area and coordinated by the system operators, as well as the dynamics
of WAMS-enabled monitoring and control across control areas, should be modeled. Given what
is known at present, this is a major undertaking.

As real-time information, analysis, and control capabilities are integrated into the bulk power
system, a widely shared view is that the system will become more and more automated and
reconfigurable. This smart grid will also be inherently more complex incorporating distributed
computing and communication functionalities. In this context, following are some challenges
that could emerge:

1. Assessing the impact of smart grids resources on real-time operations using long-term,
minute-to-minute load-flow patterns from historical operational data

2. Understanding and optimizing interactions between automated control and dispatcher
actions

3. Investigating issues of distributed computing, data sharing, communication system
capacity, and reliability

4. Assessing the benefits of more automation (i.e., “closing the loop”)

Addressing these issues requires new simulation tools built on a power grid model that focuses
on real-time control and related communication of information among entities that share the
operation of the power grid. Existing software focuses on planning and market issues. Current
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state-of-the-art studies rely on statistical methods and other ad-hoc tools to assess operational
impacts of non-dispatchable resources. However, there are aspects of system operations that are
difficult to model statistically or mathematically, such as resource limits, energy market dispatch
ramping limits, regulating reserve dispatch ramping limits, etc.

Therefore, operational impact studies should combine a transmission grid representation with a
distributed agent-based control architecture.®® They should also involve a playback of historical
state-estimator scenarios for several years to assess system control performance indicators
(control performance standards such as CPS1 and CPS2), tie flows and operating transfer
capability violations, and actual counts of generator or discrete shunt component start/stop
activity to assist in evaluating appropriate mitigation solutions. The inclusion of new device
technologies will require both new component and system models. The development of
component models should be based upon their performance under rigorous testing and be
measured with respect to physical impacts. High voltage transmission systems and their energy
management systems (EMS) can potentially benefit from synchrophasors and high-resolution
measurements. However, at the medium- to low-voltage distribution system levels, the installed
and anticipated metering systems will not be synchronized and time-stamping quality will vary.
Thus, to coordinate EMS and distribution management system (DMS) operations, models are
needed to capture and predict behavior of power systems. This will require detailed component
models of new and existing power hardware and control devices, and stochastic modeling
coupled with deterministic system metrics.

For example, storage technologies may be an increasingly important application, including those
explicitly meant for storage (e.g., batteries, compressed air, etc.) and those that indirectly serve
this function (e.g., plug-in electric vehicles). Further, with the increased adoption of wide-area-
based control and protection in the system, it is imperative to develop suitable publically
available models for these control and protection schemes.

In developing the requisite models for planning and operations, sufficient flexibility will be
required for user-specific options. Further, the models will require the ability to account for
communication delays and provide features to represent the latency in time measurement and
communicating wide-area signals to control and protection apparatus. With the inclusion of such
devices, operation and planning criteria would also need to be revisited, as these devices could
be critical in maintaining the reliability of the system, and the misoperation or failure of such
devices could result in serious consequences.

New Reliability Tools

Current reliability engineering tools, although effective for today's electric power systems,
cannot thoroughly capture the affect of integrating smart technologies. As the reliance on
communication and control increases, systems can be operated closer to their physical limits to
increase asset efficiency, although this potentially makes them vulnerable to system and device
defects/attacks/failures. In conventional reliability analysis, it is usually assumed that component
failures are unaffected by the evolution of system dynamics. This assumption needs to be

°1 http://www.osti.gov/bridge/product.biblio.jsp?osti_id=810936
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revisited and appropriate modeling tools need to be developed to capture the effects of system
dynamics on each individual component and, alternatively, how the stress of individual
components affects system dynamics. Another example is the increased uncertainty in system
behavior caused by any uncontrolled and unpredictable change on the demand or supply side of
an electrical energy system, e.g., generation based on variable energy resources such as solar or
wind. Although operational uncertainty is not at all new to electric power systems, its extension
to a significant portion of the generation capacity caused by the increased penetration of
renewable energy resources creates significant uncertainty.

The challenges ahead for developing systematic analytical tools that can properly model the
impact of new technology integration include:

e coupling between cyber and physical components;
e coupling between system dynamics and component stress; and

¢ uncontrolled and unpredictable changes to demand and supply.

Developing Appropriate Performance Metrics

One of the key differentiating features of existing operating and planning T&D objectives, and
the objectives of future smart grids, is to add new performance objectives driven by regulatory
rules. For example, policies favoring efficiency over environmental impacts will require
deployment of a qualitatively different smart grid than policies that favor environmental impacts
over efficiency. Ensuring reliability and security may require different performance measures,
depending on the regulatory rules concerning responsibilities for managing uncertain demand
and supply.

The DOE 2009 report®® presented 20 metrics in the areas of coordination, distributed resources,
delivery infrastructure, and information networks to measure the progress of a modernizing grid
characterized by the following:

1. enabling informed participation by customers;
accommodating all generation and storage options;
enabling new products, services, and markets;
providing the power quality for the range of needs;
optimizing asset use and operating efficiently; and

S e

operating resiliently in the face of disturbances, attacks, and natural disasters.

The proposed metrics that support the bulk power system resilience (the sixth characteristic
above) measure the degrees of implementation in real-time data sharing (moderately mature),
grid-responsive load (nascent), delivery reliability (mature), advanced sensors (immature), and
cyber security (moderately mature).

2 Smart Grid System Report, U.S. Department of Energy, July 2009
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The recent set of NERC metrics®® are defined in relation to the Adequate Level of Reliability
(ALR). All but one (planning reserve margin) are post-facto results based on undesired
outcomes. It may also be desirable to establish metrics for quantifying the cyber security
parameters for future systems as a way to manage risks.

Smart grid technologies can provide higher resolution data, both in time and location. This is
critical to improve system performance as smart grid is integrated. Much can be done in terms of
performance and risk management as more data become available. With this information,
stochastic control and risk assessment can provide new insights into the risks to the reliability of
the bulk power system.

Load Forecasting Under Greater Uncertainty

The net real power and power factor seen by the bulk power system at the interconnection with
smart distribution systems may be different than past experience. The AMI-enabled responsive
customers, load aggregators, and distributed generation will be equipped with sensing and
automation that can create qualitatively different load characteristics. If such efforts result in
larger-scale deployment of variable resources, these deployments must be coordinated. It is
critical to understand the degree and types of complexities brought about through embedding of
different technologies on today’s grid, ensuring bulk power system operators do not lose system
visibility and controllability.

Improved distribution system modeling will be needed to yield improved understanding of
distribution level impacts on the bulk power system. As the penetration of distribution-connected
distributed generation resources increase, there will be a greater need to transport these resources
to various load locations in the system. In North America, most distribution systems at the
secondary level are radial. To facilitate effective use of the distributed resources and enhance the
redundancy of the system with increased penetration of such resources, one potential operation is
to consider new architecture for networked distribution.

Assessments should include new sensitivity assessments. For example, supplementing (N-1)
contingency analysis for bulk power systems with select load disturbances may also be needed.
These load disturbances will not just represent a loss of one bus, but regional changes in
distributed energy resources (e.g., aggregated based on weather forecasts, etc.). This category of
disturbances and contingencies should also include both significant increases and decreases in
load, along with associated dynamic stability and system regulation considerations.

Distributed Resources, Microgrids, and Integrating Renewable Resources

Large amounts of variable energy resources, such as wind power plants and photovoltaics in
particular, are creating a need for new modeling, analyses, and simulation. A more detailed
inclusion of PV and wind-based distributed generation is called for when completing system
studies to examine their impact on system voltage performance fo