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SUBJECT. Analysis of Open Office of Inspector Gencral Recornmendations 
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In December 2007, Congressman Henry A. Waxman, Chairman of the Committee on 
Oversight and Government Reform, requested that the Office of Inspector Gencral 
examine information related to recommendations issued after January 1 ,200 1, that had 
not been implemented by the Departtilent. This was part of a governrnent-wide effort. In 
response, we tnitiatcd a review to collect the relevant data pertaining to open 
recommendations Issued between January 1, 2001. and September 30,2007. Our 
objcctivc was to provide a broader analysts of the Department's audit resolution and 
follow-up process. 

BACKGROUKD 

As an tntegral aspect of our statutory responsibilities, the Office of lnspector General 
co~iducts an array of reviews on nunierous aspects of the Department of Energy's 
programs and operations. Consistent with our mission, the overall goal is to focus 
attention on significant issues wtth the objective of enhancing the effectiveness of 
Department operations. In doing so, our reports often result in recommendations to 
management for corrective actions to addrcss identified problems. In the majority of 
cases, tlic Department has supported the reconimendations and implemented corrective 
actiotis to address our findings. 

In terms of the organizational structure, the Office of the Chief Financial Officer is the 
Department's designated audit follow-up official and maintains the Agency's audit 
follow-up system, known as the Departmental Audit Rcport Tracking System (DARTS). 
The Office of the Chief Financial Officer works with the responsible program and 
administrative elements to ensure that appropriate corrective actions are taken. 
Additionally, due to its special authorities. the Administrator of the National Nuclear 
Security Administration is responsible for the audit follow-up activities within that 
organization. However, like all other Agcncy components, the National Nuclear Security 
Administration utilizes DARTS to track the status of corrective actions. 

Given the importance of corrective action and iniplernentation practices, the Office of 
Inspector General periodically evaluates the Department's audit follow-up system in 
order to assess whether the syste~n results in the effective, prompt, and appropriate 



resolution of issued recommendations. While we have noted that the Department has 
made significant Improvements to many aspects of its follow-up system in recent years, in 
a May 2007 audit of Tlze Depat-tnzent '.v Audit Re.solutiot? and Follolv-tip Proc-ess, we 
found that, i n  some cases, agreed upon recommendations had been closed, but corrective 
actions had either not been implemented or were ineffective. Consequently, based on our 
finds, the Office of Inspector General provided several recommendations designed to 
make the audit follow-up and resolution process as effective and useful as possible. 

STATUS OF INSPECTOR GENERAL KECOMILIENDATIONS 

Sincc January 1,200 1, the Office of Inspector General has issued approximately 700 
audit and ~nspection reports w ~ t h  recommendations for corrective actions. A significant 
number of recommendat~ons associated with these reports have been closed. As of 
September 30, 2007, 77 audit and inspectton reports issued since the beginning of 
calendar year 200 1 were being tracked in the DARTS system.' Of thls total, two reports 
issued in 2002, four rcports issued in 2003, and two reports issued in 2004 remain open. 
The remalnlng 69 reports, with open recommendations, were issued in the 2005 through 
2007 tlme period. 

In total, 448 separate recommendations relating to the 77 reports mentioned above were 
being tracked in DARTS at the end of Fiscal Year 2007. An analysis of the status of 
these recommendations indicates that 189 had been closed, while 259 remained open 
requiring further corrective action. An aging schedule of reports issued and 
recommendations made since September 30, 2007, can be found in Attachment 1 of this 
report. 

OBSERVA1 IONS AND CONCLUSION 

At a macro level, the data reviewed indicates that, for the most part, the Department has 
taken actions to close a significant number of report recommendations. However, as 
noted in our latest review of the Department's audit resolution and follow-up process as 
well as our current analysis of DARTS data, the Department's follow-up process could be 
fi~rthcr strengthened. Specifically, approximately one-third of the unirnplemented 
recommendations included in this analysis were not completed prior to the original 
estimated completion date. In addition, although it  represented the exception rather than 
the standard, in some cases, corrcctive action plans or status updates were not included in 
the required data fields within DARTS. 

The Office of Inspector General recognizes the importance of the audit follow-up process. 
In recent years, we have initiated follow-up reviews of various Department programs and 
operattons, such as the National Nuclear Security Adn~inistration's implementation of the 
2003 Design Basis Threat policy, the Department's dcpleted uranium hexafluoride 
conversion program, and stockpile surveillance testing. The Ofijce of Inspector General 
is dedicated to conducting similar follow-up reviews as a means of identifying problems 
and making recommendations for actions to enhance the effectiveness and efficiency of 

Excludcs a small ~lumbcr of  rcports relating to classified and financial s tatcn~cr~t  mattcrs. 



Department operations. With this in mind, the Office of Inspector General may, on an 
annual basis, conipile a listing of unimplemented recommendations and their status as a 
means of facilitating and further strengthening this vital function. 

We coordinated this report with officials from the Office of the Chief Financial Officer 
and the National Nuclear Security Administration on February 13, 2008. Since no formal 
rcco~nmcndations are being made in this report, a formal response is not required. We 
appreciate the cooperation of your respective offices throughout this analysis. 

William S. Maharay 
Deputy Inspector General 

for Audit Services 
Office of Inspector General 

Attachments 

I .  Aging Schedule of Office of Inspector General Reports with Open 
Recomniendations 

2. Co~npilation of Office of Inspector General Iieports wi1l.i Open Reconiniendations 

cc: Undcr Secretary for Energy 
Under Secretary for Science 
Chief of Staff 



Aging Sclzedule of OfJice of Inspector General Reports 
with Open Recommendutiorzs 

The following table provides raw data associated with open recommendations tracked in the 
Department of Encrgy's DAIiTS systcm as of Septe~~iber 30, 2007. 

4 General Reports 
- - ---- 1 Recornme@ations I ~ e c o m m e n d a t i o n q  

- - - ~ o t ~ p e c t o r  1 Total 

20 

34 224 
-- 

Total 77 448 259 
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Compilation of Open Office of Inspector General Recommendations 
January 1, 2001 - September 30, 2007 

The following compilation lists and describes signiticant Office of Inspector General recommendations that have not 
been irnplernenled by the Departmen1 of Energy between January 1, 2001 and September 30,2007. I t  does not 
include all unimplemented Office of Inspector General recotnmendations. For example. due to special handling and 
processing requirements, the compilation does not includc financial statement and classified reports. 

Included in the compilation are reconinlendations issued by the Inspector General during the 3'" Quarter of 2007. 
Per Depar-trnent of Energy Order, Agency officials have up to 90 days to provide corrective action plans. As a result 
of this timeframe, in some instances, action plans and status updates were not provided for report recornrnendations 
issued during the jrd Quarter of 2007. 



Assessment of Changes to tlze Infernal Control Struct~rre nnd Their Impact on the Allownbility 
of Cost Claimecl by and Reimbursed to TR W Environmental Safety Sj~stems, Inc. Under 

Department of Energy Contracts No. DE-ACOI-91R WOO134 and No. DE-AC08-R WOO134 
WR-V-02-03 

March 12.2002 

Summary: An Office of Inspector General assessment disclosed conditions. including 
not~compliance with contract clauses, in the internal control structure of TRW Environmental 
Safety Systems, Inc. for Fiscal Year's (FY) 1998 through 2001. which resulted in more than a 
relatively low risk that unallowable cost were claimed by and reimbursed to the contractor. 
Specifically, the Defensc Contract Audit Agency (DCAA) is responsible for auditing 
subcontractor costs that accounted for approximately 45 percent of the costs claimed hy TRW. 
Although the Department had requested DCAA audit the subcontractor's costs, at the time of our 
review. most of the audits Iiad not been completed. 

Open Recommendation (1):  Acquire the remaining audits from DCAA and resolve questioned 
costs. 

Action Planned: As part of the National Nuclear Security Administration's existing closeout 
process, audit requests have been initiated to DCAA. On the audits received to date, the 
Departmelit is working with Hechtel S.41C Company, I,L,C to rcsolve audit issues. 

Status: Nine subcontracts are still awaiting closure. External agency has action. 

Original Estimated Completion Date: 9!30/0i Current Completion Date: 9130108 

Open Recommendation (2): The Oftice of Inspector General disclaims an opinion and 
therefore will noL sign the Statcinent of Costs Incurred and Claimed until subcontractor and 
travel and relocation costs have been resolved. Adjust the Statement of-Costs I~icurred and 
Clainied as necessary. 

Action Planned: As part of'the National Nuclear Security Administration's existing closeout 
process. all subcontractor incurred costs audits are resolved each year. The Statement of Costs 
Incurred and Claimed will be adjusted. 

Status: Nine subcontracts are still awaiting closure. External agency has action. 

I Original Estimated Completion Date: c1/30105 Current Completion Date: 9/30/08 



Etz virotzmental Management Performance Issues 
IG-056 1 

June 27.2002 

Summary: The Department's Office of Environmental Management established corporate 
performance measures and prqject-specific budget milestones as the primary mechanisms to 
measure overall program performance and gauge its success in cleaning up contaminated sites 
and disposing of radioactive waste. An Oftice of Inspector General review disclosed that even 
though the environmental renlediation program experienced substantial cost grou?h and schedule 
slippages, the Depai-tn~elit consistently reported that the program was successful in ineeting 
corporate goals. In addition, the performance measures covered only a limited number of 
cleanup projects. The review found that the Office of Environmental Management focused on 
measuring discrete accomplishments rather than overall program results. As a consequence. the 
Department did not maximize its use o f a  valuable management tool that could havc hclped to 
identily and remedy cost and schedule problems. 

Open Recommendation: Supplement existing corporate performance measures and providc 
information on overall cost and schedule performance. 

Action Planned: Each site, in developing a Performance Management Plan, will include key 
performance measures, which will be used to measure oxlerall performance at the site in 
accelerating risk reduction and cleanup. From the PMP, an integrated resource-loaded project 
baseline will be developed that the site will manage. These baselines will enable the site to track 
cost and schedule progress along with providing the Office ofEnvironnlenta1 Management the 
ability to track risk reduction progress. 

Status: Performance Management Plans to support Cleanup Refonn Goals have been 
developed. In addition, all of the Office of Environmental Management site baselines have been 
placed  under configuration control. The Office of Environrnental Managcmcnt is currently 
analyzing and reporting earned value costlschedule i~ifoi-mation for those site baselines. which 
are currently under configuration control. When the remaining six site baselines are placed 
under contiguration control. all project earned value cost and schedule information will be 
tracked. 

Original Estimated Completion Date: C)/30/04 Current Completion Date: 9/30/08 



iMatsagemetlt of Sensitive Equipment crt Selected Locntiotts 
TG-0606 

.June 16, 2003 

Summary: (iil~en the importance of sensitive equipment to the operation ofthe Department's 
numerous niissions as well as the costs associated with such equipment, thc Office of'lnspector 
General initiated a review at selected sites to determine whether the Department was properly 
managing sensitive equipment. Management was ultimate1 y able to locate virtually all of the 
i terns of sensitive equipment that the Office of Inspector General sampled. However. locating 
the equipnicnt required a level ofeftbrt by management that exceeded normal expectations. 
Further, Departtnent officials did not always ensure that contractors consistently complied with 
local guidance and best practices pertaining to control. tracking, and protection of sensitive 
property. While almost all sample items were eventually located, recent agency experience 
suggests that the Department would be well served ifcontrols over sensitive equipment were 
strengthened, improving accountability and deterring possible niisusc, thel't, or other diversion of 
Govern~ncnt property. 

Open Recommendation ( 1 ) :  Tlie Associate Administrator for Management and Administration, 
National Nuclear Security Administration and the Director, Office of Science. in conjunction 
with the Director. Office of Resource Managenient, Office of Managenient, Budget and 
Evaluation should ensure that contractors follow sound property accounting management 
practices including properly identifying sensitive items. 

Action Planned: The National Nuclear Security Administration will work with the Department 
to identifl the guidance being provided to the contractors to cnsure the proper identification of 
sensitive items. 

Status: The National Nuclear Security Administration and the Department's Office of 
Manageluent are in discussions to clarify the definition of sensitive items defined by Department 
Order. Oncc this is complete, tlic dcfined list will be instituted. 

Original Estimated Completion Date: 1213 1/04 Current Completion Date: 1213 1/08 



Disposal of the Rock-y Flats Etzvironmental Technology Site's Low-Level Mixed Waste 
IG-06 12 

July 8, 2003 

Summary: In February 2000. the Department of Energy entered into a contract with Kaiser-Hill 
Company. I.I,(' to close the Rocky Flats Environmental Technology Site by December 15, 2006. 
LJnder the ternis of the contract. Kaiser-Hill is responsible for treating and packaging low-level 
niixed waste and tlie Department is responsible for providing a disposal site for the waste. 
Kaiser-ITill anticipated a need for a disposal site by August 2003. An Office of Inspector 
General revlew Eound that a disposal site may riot be available in time to meet Rocky Flats needs. 

Open Recommendation: Il'current negotiations for a disposal site are unsuccessful, identify and 
pursue the most cost effkctive low-lcvel niiued waste storage and disposal alternatives to ensure 
timely closure of Rocky Flats. 

Action Planned: The path fbrward is to complete and issue the Record of Decision for the 
I-lanford Site Solid Waste Program En\.ironmental Impact Statement. Conipletion of the 
Ijanford Environmental Impact Statement will ameliorate obstacles for disposal o f  the Rocky 
Flats Environniental Technologj Site's low-level mixed waste. The other paths delineated in 
recommendations by tlie Inspector General will also be pursued, but only secondary to the 
I lanford Environniental Impact Statement. 

Status: The Record of Decision for tlie FIaliford Environmental Impact Statement was published 
on June 23, 2004. 'The Record of Decision provided for disposal of Rocky Flat's low-level 
niixed waste at I Ianf'ord. Following its publication. 109 drums of trcatcd low-level mixed waste 
werc shipped fhr disposal. Ilowever. on July 19. 2004, the State of Washington filed an 
amended complaint in I1.S. District Court. seeking all off-site shipments of radioactive waste to 
tianlixd be stopped. In response. the Department voluntarily suspended off-site shipments to 
Hanford pending resolution of the litigation. I n  January 2006, the litigation was settled. The 
settlement agreement stipulated that the Department would not resume off-site waste shipments 
prior 10 completion ofthe Tank Closure and Waste Management Environniental Impact 
Sta~ement. which is p r ~ j e c ~ e d  lo be completed in late 2008 or early 2009. 

Due to these delays and the continued 11nce1-tainty regarding the availability of the Hanford 
disposal facilitj. alternatives \?/ere sought fhr the Rocky Flats uastes. 'l'he Department decided 
to proceed with the shipment of all remaining low-level niixed waste off-site for necessary 
treatmen1 and packaging. All wastes have been removed from the Rocky Flats site. cleanup 
activities have been completed. and the site has been closed. Treatment and disposal of'various 



wastes that were pre\.iously planned for disposal at Hanf'ord hare been completed. t-lowever, 
efforts to treat a small volume of other high-PCB waste streams conti~lue. 4 small volume is 
planned for treatment at the Toxic Substances Control Act Incinerator in early FY 2008. Other 
waste is in process at a commercial treatment facility. Progress against these treatment plans is 
re~~iewed regularly by the Department. 

Original Estimated C'ompletion Date: 113 1/05 Current Completion Date: 13i3 1/08 



Assessntent of Changm to the Internal Control Structure and Their Impact oft Allowability of 
Costs by ant1 Reimbursed to Srrndia Corporation, Untler the Departnzent of Energy Contract, 

DE-A C04-94.4 L85UOO 
OAS-V-03- 10 
Silly 14. 2003 

Summary: An Of'iicc of Inspector General assessment disclosed conditions in the internal 
cotltrol structure of Sandia in effcct during FY 2002. which resulted in more than a relatively low 
risk that unallouable costs were claimed by and reimbursed to Sandia. Specifically, the 
assessment also disclosed that FY 2002 IIonle Office Expenses fionl 1,ockheed Martin totaled 
$1,086,990, which had not been audited. 111 addition, a rex'iew of Sandia's FY 2002 Incurred 
Cost Audit revealed that the Laboratory incurred $44,434 in pro-jected questionable costs that had 
not been reimbursed. 

Open Recommendation: The Contracting Officer make a deternlination on the allowability of 
the questionable costs of $44.343 and revieu the results of the Defense Contract Audit Agency's 
(DCAA) audit of'tlle FY 2002 Home Office Expenses from Imkheed Martin and further 
determine how niilch of'the costs claimed by Sandia for home office expenses totaling 
$1 .086,C)90 are allowable. 

Action Planned: The Contracting Officer will review thc questioned costs and make a 
deternlination as lo the allowability oi'costs. 

Status: The Dcpal-tment is awaiting receipt of DCAA's audit and the negotiation settlement 
between Dek11se ('ontract ('orporate Executive and T.oc klleed Martin. 

I Original Estimated Completion Date: 1213 1/04 Current Completion Date: 12/30/08 



Snvcrrzrznlz River Site's Wnste Soliclification Building 
IG-0618 

Sep~ember 4. 2003 

Summary: The Deparlinent's National Nuclear Security Adminislration plans lo spend about 
$58 million to design and construct a facility at the Savannah River Site that will treat 
radioactive liquid wastes. The proposed facility. commonly referred to as the Waste 
Solidification Building (WSB). will produce several waste for~iis acceptable fhr disposal at 
existing sites around  lie complex. C'onstruclion was scheduled to begin in December 2004, with 
expected fjcility operation beginning in 2007. The Office of Inspector General conducted a 
review to determine whether the Department had a complete plan to dispose of waste generated 
fiom the Plutoi~ium Disposilioii Program. While the IVational Nuclear Security Administration 
intended to lransfer wastc treated at the WSB to the Department's Office of Environmental 
Management. it had not coordinated its plans with that office. Without an integrated and 
coordinated plan. the Ilepartinent's environn~ental disposition goals may not be achieved and 
life-cycle costs for the Plutoniuni Disposition Program are likely to exceed initial estimates. 

Open Recommendation (1): The Administrator. Nalional Nuclear Security Administration. 
should develop a complete disposi~ion plan Sor the WSB waste, include total life-cycle costs. 

Action Planned: The development of the total life-cycle costs for the WSB is part of the 
preliminary design phase. The total life-cycle costs will include the cost of disposing of all the 
wastes generated in the WSB. 

Status: No change in status. The National Nuclear Security Administration will develop a 
disposition plan once progran~niing funding issues are resolved by Congress. 

Original Estimated Completion Date: 1213 1 107 Current Completion Date: 6130108 

Open Recommendation (2): The Adniinistrator, National Nuclear Security Administration, 
should coordinate with the Assistant Secretary for Environmental Management to: ( I  ) establish 
procedures for the disposal of neu 1y generated nuclear waste from National Nuclear Security 
Administration activities, thereby ensuring that future plans are fully integrated and coordinated. 
and (2) issue guidance to field organizations. as appropriate. 

Action Planned: In addition to specifics noted within the Department's response to 
Recommendalion 1 .  (lie National Nuclear Security Administration is establishing a new office 
under the nianagen~cnt of1Iie Associate Administrator for Infrastructure and Security. This new 



office, the Office of' Environmental Matlagetnetit Transition. has the principal responsibility for 
negotiating transition issues with the Office of Environmental Management. 'To conipletely 
accommodate the intent ot'the rccommendation, once transition issues are complete, the National 
Nuclear Security Administration will publish policy guidance related to waste and remediation. 

Status: No change in status. The National Nuclear Security Aclniinistration will develop a 
disposition plan once programming funding issues are resolved by Congress. 

1 Original Estimated (:ompletion Date: c)130/Oh Current Completion Date: 6130108 



Sy.stern Developnzent Activities at Selected Management Contractors 
I(;-0647 

April 22. 3003 

Summary: Managc~iient contraclors operate most of the Department's facilities and. as a 
conscqucnce. manage the last  majority of its inlhrniation technology in\estments. While these 
contractors arc provided Ilcxibility for determining business and management approaches. in 
tcrms ol'inforniation teclinology. duplicative developnicnt and planning problems ha\,e been 
obserked in a numbcr of'organi7ations. An Oflice of Inspector General review determined that 
the Departmcnl'a contractors were not always on track to deliver eft'ective systems on time or at 
expected cost. The Depal-tmcnt's contractors developed various systems without undertaking 
generally acccptcd project management practices. As a result, at the time of 11ic review, there 
could be no assurance that the Department's sj.stcni deleloplnent efforts had been consistently 
managcd in a cost eff'ective manner or that the promised results, \\liich were cited to justify 
project resource comniitnients at the timc of initiation. had been fully realized. 

Open Recommendation: To improve. clarify. and consolidate planning. monitoring. and 
control of contractor system development activities, me recommend that the Chief Information 
Officer complctc re\ isions and publish directives and guidance for Inl'ormation Technology (IT) 
developmcnt in order to establish roles and responsibilities. incorporate OMR reporting 
thresholds and requirements. and resolve inconsistencies betueen related project nianagement 
direct ives. 

Action Planned: By the end of FY 2093. the Office ot'the C'hicf' Information Officer will 
submit a drali DOE Order. -'Information Management Program." By FY 2005. the Department 
will prepare a Iinal draft revision to a DOE Order for Department-wide coordination. This 
revision clarilies project management requircments for IT projects and adds requirements for IT 
investments. be>ond the scope ol'the current directive. to systems operation and retirement. 

Status: The drali update ol' DOE Order 200.1 was submitted in  September 2007. and is 
expected to be approved by the Depal-tment. 

1 Original Estimated Completion Date: 1213 1/05 Current Completion Date: 113 1/08 



Protective Force Response to Securitv Incitletit at Santlia National Laboratory, California 
I(;-0658 

ili~gust 1 1 .  2004 

Summary: In  the early morning hours of Fcbruary 8, 2003. a one-ton utility truck dragging a 
length of chain link kncc and traveling at a high rate of speed proceeded past one of several 
recently constructed security kiosks and entered a Fcderal Property Protection Area at the Sandia 
National 1,aboratol-J. A Sandia Security Police Oflicer (SPO) in~n~edialely notified superiors of. 
the intrusion and multiple SPO's responded to the scene. stopping thc vehicle a considerable 
distancc insidc the sitc sccurit!. perirnetcr. An Office of Inspector (>cneral review of the incident 
found that rcccntly constructed pop-up vehicle barriers were not e~nployed in response to the 
incident. In addition. the review found that applicable Department security procedures \\ere not 
Sollowcd when thc suspect vehicle \+as stopped. 



Mnnngerttettt Controls Over Electricity Trcrnsmission Sclteduling crt tlze Bottneville 
Po rver A dtninistrn tiott 

OAS-M-05-0 1 
.lanuary 25. 2005 

Summary: 111 order to managc the llou of power across tlie Federal Columbia River 
Transmission System. tlie Bonne~ ille Pouer Administration (BPA) requires customers to submit 
schedules in advance ortheir planned transmission usage. Our review fhund that the use of 
memo schedules b? I3PA did not aluays provide for the efficient utili7ation of transniission 
capacity. ('ertain memo schedule custoniers either scheduled more megawatt hours of 
transmission than thcy used or used more than they scheduled. C'onsequently, BPA risked 
incurring operating capacit? violations. performing inequitable power curtailtnents, atid losing 
transmission revenue. 

Open Recommendation: Propose additions to BPA's transmission terms and conditions that 
would require customcrs to pay for tlie non-firm transmission they scheduled but do not use. 

Action Planned: Include in 2006 Transmission Rate C'ase a proposal (or take-or-pay rate for 
hourly non-lirm product. Tlic take-or-pay non-lirm product would provide financial incentives 
to encourage accurate scheduling. Note that rate case proposals must be approved in a rate 
proceeding under 16 lJ.S.('. $ 839e(i). so RPA cannot guarantee that staff proposals will be 
unchanged or part oftlie 2006 rates. 

Status: RPA has continued its crforts to colnplete and implement tlie scheduling automation 
systcni. BPA is estimating that it \ \ i l l  take until Dccember 3. 2007, to implement the proposal in 
its automated s!stem and provide tlie customers with 60 d a ~ s  notice. 

Original Estimated C'ompletion Date: 1/1/06 Current Completion Date: 1 2/3/07 



Depcrrttnettt of Etzergy Efforts to Dispose of Hrrrlford'~ Cherniccrl Sepcrrcrtion Fcrcilities 
I(;-0672 

rebruary 3. 2005 

Summary: I n  1996, tlie 1)cpartnient established the C'an\on Disposition Initiative to develop a 
disposition path for the FIanlhrd Site's live clienlical separation facilities. An Office of Inspector 
General review li,und that the Department had not thorough11 evaluated tlie lkasibilit> and 
potential cost savings associated uith using one of IIanford's chenlical separation facilities to 
dispose of'miucd and low activit) naste. The report highlighted the importance oftlic 
Department's oversight ol'its contractors' activities to cnsure that decisions are based 011 

reasonable and accurate assumptions. 

Open Recommendation ( I ) :  'The Acting Assistant Secretary for E~ivironrnental Management 
should require tlic Manager, Richland Operations Officc. to continue to pursue the Canjan 
Disposition Initiative by having the contractor consider all potential waste types at the ITanford 
site as part ol'the cost study. 

Action Planned: The Department has addressed recommendation wit11 additional provisions to 
include li~ture potential waste types. The current preferred alternative also provides for tlie 
inclusio~i of additional waste inside or outside the structure il'a suitable waste stream is 
identilied. naste acceptance criteria are developed, taking into account the input of regulators 
and stakeholders. 

Status: The Richland Operation\ Oflice plans to submit the 221 -1) RDIRAWP to the 
Environmental Protection Agencq and the State oS Washington Department of Ecologj by 
October 10. 2007. Since the issuance ol'the previous Office of Inspector (;enera1 report. the 
Richland Operations Ol'licc and the contractor have been engaged in meetings with the 
regulatory agencies to discuss prior comments from those agencies. Specilic studies Ibr 
e~aluating disposition 01' potential waste streams in a canqon facility and a void till a~ialysis for 
the 22 1-11 remediation project were submitted to the Ricliland Operations Oftice by June 30,  
2007. The studies are under review b1 the Richland Operations Ollice. The o\lerall project 
completion date is Deccniber 20 15. 

/ Original Estimated Completion Date: 1213 1/08 Current Completion Date: 1213 I120 I5 I 



Open Recommendation (2): The Acting Assistant Secretary for Environmental Management 
should req~lire the Manager. Richland Operations Ofiice. to continue to pursue the Canlun 
Disposition Initiative by I ia~ing the contractor perform a Inore detailed cost stud) which takes 
into consideration the disposal cost for candidate mask types, the cost of expanding existing or 
constructing new disposal facilities. and the long tcrni monitoring costs. 

Action Planned: 1-lic Ilepartmcnt concurs mith this recommendation and wastc disposal. along 
with associated costs, in and around tlie canyon buildings \ \ i l l  be considered where appropriate 
as part of the ongoing decision process for canyons. waste sites, and stnlctures. Evaluations will 
be conducted Ibr potential wastc streams to determine viable options in accordance with 
regulator) criteria. The Departti~cnt plans to conlplete these feasibility studies by December 
2008. 

Status: Multiplc li-asibility st~ldics Ihr baste types. lif'e-c~cle disposal costs. and long term 
monitoring costs arc planned through December 201 5 .  As appropriate. each will consider 
whether a canyon facility pro\ ides a reasonable alternati\.e for disposal ol'potential wastc 
streams. The 22 1-11 ('anyon Facility Wastc Acceptance Criteria Stud). has provided cost 
estinlates to the dii'lrent options available. ,211 options are being developed further. Projected 
completion date for this rccommendatio~i is December 201 5 bascd on current Site priorities. 

Open Recommendation (3): The Acting ,Assistant Sccretar) for flnvironniental Manage~nent 
should rcquirc the Manager. Richlancl Operations Office. to continue to pursue the Canyon 
Disposition Initiative by ensuring that tlie rcsults of tlie study are adequately considered and 
reflected in the Department's Rccord of Decision. 

Action Planned: The current schedulc for implementation of tlie prekrred alternati\re in the IJ- 
Plant ('anyon docs not preclude the option for additional \taste disposal in or around the canyon 
until the voids havc been tilled (FY 2012). demolition ofthc upper structure ofthe canyon has 
been initiated (FY 20 13). and installation of thc engineered surface barrier has bcen started (FY 
2014). 'The timelinc Sor the Ib~lr additional canyons is also belond the waste site operable unit 
Seasibilit) s t ~ ~ d y  period; 111~1s not precluding use ol'tlie canyons l'or appropriate waste streanls. 

Status: 'Plic 0-Plant prel'crrcd alternative has a provision f'or suitable wastc disposal in the 
canyon. 7'hc Department's Richland Operations Of'lice published the Record oS Decision (ROD) 
for thc rcnlediation ofthe 221 -0 Facility Canjon on Scpteniber 28. 2005. The E~iviron~iiental 
Protection Agcncy and tlie State of Washington Department of Ecology approved the ROD on 
October 3, 2005. ll'suitablc waste streams are identified and \ \ask acceptance critcria 
established, a ROD amendment will be p~~r sued  with Regulatory concurrence. A project 
managcmcnt plan addressing tlie remaining four calijons was initiated Januarj. 2007. This plan 
will include integration of the waste site alternative analyses and can) on decisions to incorporate 
lessons learned from tlic I I  Plant project: sl7eciticallq \baste disposal options. Richland and the 
contractor plan to meet it1 October 2007 ibr a workshop to discuss the lessons lear~ied, including 
valuc enginecring aspects. of the IJ-Plant CDI process. The results of'tliis workshop will used in 
support ol'tlic decisions on the remaining canqvns. This action will remain open until all 



Seasibili~l studics and tradc-oi'f'st~idies Iiave becn completed. Most studies arc targeted Sor 
coniplction by I)eceniber 20 1 5 .  

Original Estimated C'ompletion Date: 1213 11'201 1 Current Completion Date: 1213 11'201 5 



Transirratlic Wrr.~tr M(~ttagement at Los ,.llantos Natiotiul Laboratory 
I<;-0673 

February 10. 2005 

Summary: In 2002, to reduce the health and safety risks associated uith on-site storage of'the 
waste. the Dcpastmc~it. the Statc of Ncu Mexico. and the 17,s. Environmental T'rotection Agency 
signed a 1,ctter of Intent to e\pedite existing en\ ironmental cleanup effbrts at the I,os Alamos 
National 1,aboratory. in part, by accelerating the disposal ol'over 40.000 drums of' legacy 
transuranic waste. An 0 rlicc o f Inspector (ieneral revicu determined that the Depal-tment would 
not meet its comniit~nents ti>s removing thc transuranic naste. The Department mould 1101 meet 
the disposal goals because 1,os Alamn.; had not consistently I'olloued approved waste processing 
procedures. 

, ; &72 million in cast avoidance wings. 

Open Recommendation: I-he Assistant Secrctarq Ihr En\ironmental Management. in 
con.iunction with the Administrator. National Nuclear Safety Administration, should update Los 
.4lamos' uastc disposition baseline to retlect actual operating capabilities and resource 
a1 locations. 

Action Planned: An outcome of'the Sani~ary 2005 1-eview at 1.0s Alamos will be an update of 
1,os Ala~nos' u aste disposition basel ine. 

Status: An Independent C'ost Estimate (ICE) was performed by Project Tinie & C'ost (PTC') for 
the 1,os Alamos environmental management program. The I,os Alamos baseline received an 
external independent re\ ieu (FIR) by 1,ogistics Management. Tnc. (1.MI). under contract from 
the Departn~ent's Oflice 01' E~~gineering and Construction Management (OEC'M). As of' 
Septembes 2007, validation of'the baseline is contingent upon OECM approval ol'the Lo:, 
Alamos ('orrective Action Plan to the FIR. expected by the end of September 2007. The Oflice 
of Environmental Management and National Nuclear Securit? Administration nlanagenlent nleel 
weekly to evaluate per1i)rmanc.e of'the 1.0s Alanios Solid Waste Disposition project. which 
include transuranic \\ aste disposition. 

Original Estimated Completion Date: 113 1 '06 Current Completion Date: 113 I I08 



Deprrrtnzetit of Etiergy Contrnctor Home Office Expenses 
I(;-0676 

February 13, 2005 

Summary: A11 Ol'licc (11' Inspector (;enera1 revieu Ibund that the Department did not allvayh 
ensure that rei~iiburscnients to contractors were litiiited to an equitable share of their home ol'tice 
expenses. 'fhc review idcnti tied qi~estionablc 1L.e~. tived pa) ments, andlor lio~ne office expense 
reiniburse~iic~it~ for speci t'ically unallowablc itenis that were ( 1 )  potentially duplicative; (2) not 
adequately docunicnted: andlor ( 3 )  i~nproperlq calculated. 

Open Recommendation ( I ) :  Tlic Administrator. National Nuclear Security Administration. in 
co~i~junction hit11 the Director. Oftice of I'rocurement and Assistance Managenitsnt. should direct 
contracting ol'ticcrs to enhance tlieir Iinancial oversight of nianagenient and operating 
contractors to cnsurc that analjscs arc perii~r~iied to determine the equitable aniount and structure 
ol'home ol'licc compensation and that the adopted rationale be docuniented. 

Action I'lanned: The National Nuclear Security Adnii~iistra~io~i \*ill conduct an analysis to 
determine the eqi~itablc amount and structure of'honie office conipensation. 

Status: 7'hc National 1Vuclcar Sccuritj Administration is on track to resolve this issue. For the 
1,awrcncc I.i\crmorc National 1,aboratory. the National Nuclear Security i2dministration is 
awaiting pay~iic~it. I:or the IAos Alanios National 1.aboratorj. a cost determination is being 
negot iatcd. 

Original Estimated Completion Date: 12130105 Current Completion Date: 6130108 

Open Recommendation (2): 7'he Administrator. National Nuclear Security Adniinistration. in 
conjunction nit11 tlic 1)ircctor. Office of P ~ O C L I I . C ~ ~ C I I ~  and Assistance Management. should direct 
contracting ol'ticcrs to enhance their financial oversight of managenient and operating 
contractors to cnsurc that payments l i ~ r  actual Iionie office expenses receive tinicly review and 
eucli~dc i~~iallowablc expenses. 

Action I'lanned: National Nuclear Security Adniinistr~3tion Contracting Ofticcrs review actual 
home ol'lice expenses and exclude unallowable expenses. 

Status: 'I'lic National Nuclear Sccurit~ ,Administration is on track to resolve this issue. For the 
1,anrcnce 1,ivermore National 1.aboratol-4. the National Nuclear Security Adniinistration is 



awaiting pa~.~iicnt. For the 1,os Alamos National 1,aboratorj.. a cost determination is bcing 
negot iatcd. 

r ( ! n a l  ist imated C'omplction Date: 12130105 Current Completion Date: 6130108 

Open Recommendation (3): The Adniinistrator. National Nuclear Security Administration. in 
con.junction with tlic Director. Ol'tice ol' Procurenicnt and Assistance Management. direct 
contracting ol'liccrs to enhance their financial oversight ol'management and operating 
contractors to encure that agreed-to fixed pa! ment amowits for rei~iibursing Iio~iie ol'fice 
expenses exclude unallouablc expenses. 

Action Planned: IYational Nuclear Securitl Administration C'o~itracting Officers r c v i e ~  actual 
honie ol'fice expenses and excl~lde unallou.able eupenses. 

Status: The National Nuclear Securitj Administration is on track to resolve this issue. For the 
1,awrcnct. I,i\crmore National 1.aboratorj. the National Nuclear Security Aciministration is 
awaiting payment. For the 1.0s Alamos National I aboratory. a cost determination is bcing 
negotiated. 

Original Estimated Completion Date: 12130105 C'urrent Completion Date: 6130108 

Open Recommendation (1): 7'he Administrator. National Nuclear Security i\dministration, in 
con-junction with the Director, Ol'fice ol'Procurement and Assista~ice Management. make a 
determination regarding the allowabilit> oftlie home oftice expenses questioned in 011s audit and 
recover all o\ crpaymcnts. 

Action Planned: National Nuclear Security Ad~iiinistration C'ontraeting OSiicers will make 
allowability determinations on ho~ne  office expcnses and recoLer any oierpayments. 

Status: 1 he National Nuclear Securitj' Adniinistration is on track to resolve this issue. Tor the 
1,awrcnce 1.ivermore National [.aborator~, the National Nuclear Security Aciministration is 
awaiting payment. For the 1.0s Alamos National 1-aboratorj. a cost determination is being 
negot iatcd. 

Original Estimated <'ompletion Date: 12130105 C'urren t Completion Date: 6/30/08 



Management Cot~trols over Meal Expenses nt Management (~tid Operatitig Contrnctors 
OAS-M-05-04 
April 20. 2005 

Summary: The Ollicc ol'lnspector (ieneral conducted an audit to test management controls 
over meal expenses at Department contractor-operated sites. The audit revealed that thur of six 
Deparlment contractors mere reimbursed approximately $255.000 for questionable meal costs. 
Additionally, the audit found tliat the Department lacked assurance tliat policies regarding 
employee meal costs M C I . ~  consiste~lt and equitable. 

Open Recommendation: The Associate .4dministrator thr Management and Administration. 
National Nuclear Sccurit] Administration, should require responsible contracting oflicers to 
determine the allowabilit> of tlie questioned costs cited in our report and recover costs 
determined to be i~nallo\sable. 

Action Planned: The National Nuclear Security Administration will d e ~ e l o p  a Business 
Operating Policy tliat cstablislies the roles related to meals. 

Status: l'lic recommendation m i l l  remain open until all costs deterniinations have been made. 
The IUational Nuclear Securit\ Administration is currently amaiting a final decision from tlie 
Sandia Sitc Office. 

/ Original Estimated Completion Date: 3'3O10h Current Completion Date: -3'3 1 '08 



Development nnrl Implentetltcrtiott of tlze Depnrtntet~t'.v Ettterprise Architecture 
I(;-0686 

Apri 1 2 1. 2005 

Summary: l11idc.r the ( '1in~ct.-( 'ohcti .Ic/ of 1996. the Departmcnt and all other agencies are 
recluircd to i ~ i i p l e ~ i i ~ ~ i t  nhat is co~ii~iionlj. rekrred to as an "enterprise architecture." a framework 
li>r reducing costs and acliie\'ing el'liciencies through sound business processes and technology 
investment ma~iagcnient. An Ol'fice 01'Jnspector General follow-up audit found that, despite 
signillcant effort. the Dcpartnicnt had not li~lly defined its current or future infi~rmation 
technology requirements and had not taken the necessary steps to ensure that program office 
arcliitccturcs \vcrc complete and compatible \\.ith and supported the overall architecture design. 
Ili~ring the rcvie\v. the Department took se\.cral sleps towards developing an integrated 
entcrprisc architecture. J lowe\~er. additional steps are necessary 1'0s the Department to fi~lly 
iniplcmcnt a corporate approach tbr ~iianaging inlhrniation technology invest~i~ents. 

Open liecommendation ( I ) :  Modilj existing policy and guidance for the enterprise 
architcctnrc to describe ~ l i c  relationship of'tlie archilcct~~rc to the Department's strategic plans 
and capital planning process. 

Action Planned: Not Provided 

Status: The drali update of DOF: Order 200.1, \\hich ~nodilics existing policy. was submitted to 
for approval in Scptembcr 2007. C01ii1lien1 resolution is expected by the end of Feb~uary 2008. 
arid Iinal publication ol'tlic signed Order m i l l  occur in Marcli 2008. 

Original Estimated ('ompletion Date: 9/30/06 Current Completion Date: 1 /3  1/08 

Open liecommendation (2): Modil) existing policy and guidance fbr thc enterprise 
architecture to dcscribc the coinmitmcnt to develop. implement. and maintain an architecture. 

Action Planned: Not Pro\.ided 

Status: 'l'lie draft updatc oi'T>OF Ordcr 200.1. which moditics existing policy. was submitted to 
li>r approval in September 2007. ('omiiient resolution is expected by the end ol'February 2008. 
and Iinal publicatio~l ol'the signed Older will occur in Marcli 2008. 



Original Estimated ('ompletion Date: 0/30/06 ('urrent Completion Date: 113 1/08 

Open Recommendation (3): illodifi, existing polici, and guidancc for tlie enterprise 
archi~ccti~re to dcscribc the cnli~rccmcnt policy to implement the architecture. 

Action Planned: Not P1.ovitlc.d 

Status: 'l'lic drali i~pdatc 01' DOII Order 200.1. uhicli ~iiodifies existing policy. was submitted to 
for approval in  Scp[cnlber 2007. ('o~iimcnt resolution is expected by tlie end 01' Fcbn~ary 2008. 
and final pi~blication ol'tlic signcci ()rder \$- i l l  occur in March 2008. 

1 Original Estimated ('ompletion Date: 9/30/06 (lurrcnt Completion Date: 113 1/08 

Open Recommendation (4): Modil) cuisting polic! and guidance for tlic enterprise 
architecti~re to dcscribc [lie roles and responsibilities of' program Ic\.cls. including the 
Department's contractors. 

Action Planned: No1 I'ro\.ided 

Status: 'I lie drali upda~c ol 'D0E Order 300.1. uliich modilies existing policy. was submitted to 
for a171x.o\,al in Scptcniber 3007. ('omment resolution is expected b). the end ol'I-ehruary 2008, 
and final publication ol'tlic signed Order m i l l  occur in March 2008. 

Original Estimated C'ompletion Date: 0/30/06 Current Completion Date: 11-3 1/08 



Tlte Nationtrl Nrfclear SecrrriQ Aclmitzistmtion '.r Pit Disassemb! trncl Conversion Facility 
I(;-0688 

May 3.2005 

Summary: 4 n  Ollicc o~ '11~~pcctor  (;enera1 revicu examined the delays in tlie construclion of 
the Pit Disassemblq and C'on\crsio~i 1:acilitq (('onversion Facility) at the Savannah River Site. 
7 ~ h e  re\ icu I'ound that the schedule and C 0 4 1  parameters outlined in tlie Department's Februarj 
2002 Report to ('ongress ~zould not be niet dcspitc the high priority ot'11ic project. At the time 01' 
the re vie^. llie National Nuclear Securitg t2dministration's cstiniate for con~plction oftlie 
facil it) had been p ~ ~ s l i e ~ i  back four q ears to 20 13 and the estimated cost mould likely increase 
beyond original cstiniatcs o S $ I  .7 billion. While international policy issues appear to have 
plajcd a significa~it role in the pro.iect's delaq. thc rez,ieu noted that the National Nuclear 
Security 4dministration had encountered tcclinical problc~ns in co~iipleting the design phase 01' 
tlic project. I'urtlier. thc National Nuclear Security t2dniinistration had not identilied a viable 
approach lbr disposing 01' tlic uaste generated by tlic C'on\ ersion Facilitq . 

; The rrrv@w& th$td$Wi3 
i n c r d  s ~ m d  cost$ ofoy.m $2@* 

Open Reconimcndation ( I ) :  7'he Adniinistrator. Natio~ial Nuclear Security Adniinistration. 
should li~ialitc the design ol'tlic equipnicnt ~icedcd to successii~lly operate the Pit Disassenibly 
C'onwrsion Facility (PDC'I:). 

Action Planned: The design of tlic equipment that u i l l  be ~ ~ s c d  in the PDFC' is ongoing. 'I'hc 
National N~~cleur  Sccuritg Adn~inistration will identify a design completion date as part o f  the 
PDIX' project cost and scliedulc: baseline information. \thich is currently ~ ~ n d e r  development. 
The cost and schedule baseline inl'ormation is expected to be complete during the 4th quarter ol' 
FY 2007. 

Status: 'The National Nuclear Sccuritg Adnii~iistratio~i.~ design completion date is expected to 
be during FY 2008. 'flie basclinc inl1)rniation will take into account ilic in~pacts ol'the Revised 
C'ontin~~ing Appropriations Resolution 2007 and tlie re\ iscd li~nding li>r the prc?jcct. 

/ Original Estiniatcd ('ompletion Date: Ol30107 Current Completion Date: h/3OIOS ~ 
I 

Open Recommendation (2): The Administrator. National Nuclear Sccuritq Administration. 
shoulct develop a complctc cost basclinc for the C'onversion Facility Project that includes waste 
disposal. 



Action Planned: 'The National Nuclear Security Administration is currently developing cost and 
scliedulc baseline inlhrmation fbr thc ('onversion Facility. The cost and sclicdulc baseline 
inlhrmation is expected to he complete during the 4th quarter of  FY 2007. 

Status: '1 lie National Nuclear Securit] Administration's design coniplction date is expected to 
bc during I:Y 2008. 'I'he baseline in formation will take into account the impacts ol'tlic Re\ iscd 
C'ontinuing Appropriations Iiesolution 2007 and the re\ ised filnding for the project. 

Original Estimated C'ompletion Date: C)/30107 Current Completion Date: 6130108 

Open Recommendation (3): The Administrator. National Nuclear Security Administration. 
should ~~~~~~~c. tliat the C'onwrsion Facility I'sqiect and MOX Facility schedules arc linked to 
avoid idle capacity at the MOX Facility. 

Action Planned: The National Nuclear Sccurit~ Adniinistratio~i is currently developing an 
integrated program sclicdulc tliat uiII ensure that tlie schedules of tlie two facilities are Iinkcd 
and tliat there uill not be idle operating capacity at tlie MOX Facility. This is expected to be 
completed during the 3rd quarter ol' TY 2007. 

Status: A:, a result o1'1Iie 1-Y 2007 C'ontinuing Resolution tliat delayed construction of the MOX 
facil i t > .  the integrated prograni scliedulc is no\+ anticipated to be completed in 2008. 

I Original Estimated Completion Date: C1130107 Current Completion Date: 61-30108 



Electrorric Recor(1ing c$ Telephotle iind Rrirlio Conver.sritiot~s b j ~  Sritrdiii Protective Force 
Mrinagenten t 

I(;-070 1 
September 30. 2005 

Summary: An Orfice of Inspector (ieneral reviem fi,und that Sandia National 1,aborator)-Nen 
Mexico protective Ihrce tnnnagement mas regularly recording telephone and radio conversations. 
These recordings were not perfbrmed in cotnpliance m i t h  Department policies and procedures. 
Specifically. various teleplione con\ersations uere recorded without obtaining the consent of all 
parties: telephone l inc beep tones. uhich nere an acceptable method ol'alerting all parties to the 
recosding of'a con\ crsation. \kcre disabled without an alternative notilicat ion mechanism being 
established: and telephone and radio con~ersation recordings were retained and i~sed without 
conliplying \\it11 Department records management requirenients. 

Open Reconimendation: l'he Department's Chief Inlbrmation Ol'ficer. in  coordination with the 
Director. Ol'licc ofSccurit> and Safe[). Pertbrniance i2ssurance should take action to update 
DOE Order 1450.4. 

Action I'lanncd: I lpdate and issue DOE Order 1450.4. 

Status: 'I-he OI'licc ol'the C'liiel' Information Officer is currently working on [his 
recommendat ion. 

Original Estimated (:ompletion Date: 7130106 Current Completion Date: 313 1/08 



Clirrrrrctrrizntioti Well.$ (it Los Alrrntos Nntioncil Laborntory 
I(;-0703 

September 30, 2005 

Summary: Pursuant to a 1 Iqdrogeologic M'oshplan. tlic I os Alamos National 1,aboratory was 
required to install 32 regional a q ~ ~ i l > r  uells. commonly rekrred to as cliaracteri7ation wells. to 
cliaractcri7e tlie hydrogeologic setting beneath 1,os Alamos. Construction of tlie wells \\as 
covered by tlie Rcso~~rcc. ('onsxl'ation and Reco\erj Act (R('RA). All Oflice ol'lnspcctor 
(iencral re\ iew So~~nd tliat I os Ala~iios did not adhere to specific constraints established by 
RC'RA guidance during [lie construclion of the characteri7ation \\ells. In addition. I,os Alanios 
could ~iot assuse that certain residual drilling Iluids \\ere fi~lly renioved alier constn~ction. 
potentially creating a chemical en\ ironment that could mash tlic prcsence o~radionuclide 
contaminalion and compromise the reliability oI'ground\\ater contamination data. 

Open Recommendation ( I ) :  'Phe h1anagc.r. 1 os Alanios Site Oflice. should ensurc tliat 
monitoring data are reliable as tlie I lydrogcologic U orhplan uel  Is are converted to monitoring 
well\ undcr tlie ('ompliance Ordes on C'onsent. 

Action I'lanned: Tlie 1.0s .Alamos Sitc Ofiice will ensure tliat tlie Tlydrogeologic workplans arc 
conberted lo monitoring \\ells under the Compliance Order on C'onsent and 1.0s Alamos will 
ensure that monitoring data arc reliable. 

Status: I'lic New Mexico State (;o\emment approved tlie u o r k p l a ~ ~  fbr R-M el1 Rehabilitation 
and Replacenlent o n  August 30. 2007. uliicli required the submittal o f a  well action tracking 
table tliat documents the specific correspondence requiring rehabilitation or replacement actions. 
I,o:, Alamos and tlie 1.0s Alamos Site Of ice  m i l l  con t in~~e  uorhing with tlie regulator to gain 
agrcclnent o ~ i  groundmatel- n e t ~ o r h s  for monitoring tlie mqjor watersheds. 

Original Estimated C'onlpletion Date: 12130106 Current Completion Date: C)/30108 

Open Recommendation (2): Tlie Manager. 1,os Alamos Site Oflice. should ensure that as I,os 
Alanios implements a groundwater surk ci I lance monitoring program pursuant to DOE Order 
450.1. particular attention is gi\en to mell dc\ clopment anti purging ~iietliods, the quality ol' 
radionuclidc data. and a n j  cluali fications on that data. 

Action Planned: 1.0s Alnmos mil l  implenient a ground\xater surveillance monitoring program 
pursu:lnt to DOI' Order 450.1. 



Status: With rhc appro\.cd n ~ r k p l a n  li)r R-Well Rehabiliration and Replacenienr. no further 
actio~is arc rccluircd related to planning Ibr well rcliabiliratio~i. deve lop~~~en t  tccl~l~iques, and 
sampling systcnis. 'Tlic 1,os Alamos National 1,aborator~. and the 1,os Alanlss Sitc Oftice will 
continue working with tlic rcgillator (State Government) to gain agreement on groundwater 
networks &IS monitoring rn~~.jor \vatcrshcds. 

I Original Estimated C'ompletion Date: 1213010h Current Completion Date: 9130108 

Open Recommendation (3): 'I'hc Manager. I os ~ l l a ~ i i o s  Sitc Ol'ficc. should cnsurc that thc 
voluntary reporting o l ' rad io~i~~cl id~ '  contamination data contain5 appropriate q~~alilications 017 the 
accurac) and precision ofthat data. \kith particular attention to data that rnay be impacted by the 
cfti-cts ol' residual mud and othcr drilling fluids. 

Action Planned: 'l'hc 1.0s i l lan~os Sire Ol'licc \ \ i l l  ensure that voluntary r~porting of 
radioni~clidc contamination data contains appropriate q~~alilications on the accuracy and 
precision 01 '1  hat data. 

Status: I~i~plenientnt ion 01' the data qualification contracts uere  put in place and the nork is 
progressing. 1;innl completion of thc Iiistosic data qualification is planned t'or Dcccm1,er 2007. 
Implcmc~itatio~i o l ' r ~ ~ ~ t i n c  data screening nil1 begin in Octol,er 2007 as part ofthe normal data 
assessment process. 

Original Estimated Completion Date: 12130106 Current Completion Date: 9130108 



ilcc.elertrte~l Tank Wl~ste Retrievnl Activities nt tlte Hnnfi~rcl Site 
I(;-0706 

October 17. 200s 

Summary: II11dc.r tlie I080 I'ri-l'artj, Agrce~ncnt between the Ilepart~i~cnt. the M'ashitigton State 
Dcpar~mcnt of F:,ci,log?-. and the En\-ironmental Protection Agency. firm milestones werc 
established Ibr completing ihc retrie\.al of wastc fic~m underground tanks at the Ilanford Site. 
One of'the critical benchmarlis of'thc Agreement \\.as the retrieval of'waste Srom all ofthc 16 
single-slicll tanks located in I Ianl'ord's C-Tank Farm by the end ol' FY 3006. ,An Ol'fice of 
Insl~cctor (icncral rcvic\v disclosed that. in terms of bath schedule and cost. the Department will 
not mcct its Agrccn~cnt milcston~' for the retrie\al of\vastc from the single-shell tanks located at 
I - ~ a i .  In addition. tlie Department estinlatcd that \vasic retrieval costs had incrcasecl to 
$215 millio~i, more than cioubling tlie initial estimate. 

I ww Impact: The current monetary impact or patentid fbiue wvings can mat be 
pt?&mbd. 

Open Recommendation: Notilj rcg~~lators that the cuisting mileslo~~cs arc not likely to be 
acIiic\lcd and establish tie\\ milestone's based on more accurate estimates. 

Action Planned: The ~'egulators lia\ c been noti ticd. A re\ ised baseline will be prepared and 
prokidcd by .Iunc 2006. Rc\ ised milcstoncs will be negotiated starting not later than September 
30. 2006. per an existing Tri-I'art! Agreement milestone. 

Status: Since 1:cbruarj 2006. in montlilj project status meetings with the regulators, the Ol'tice 
o1'Rivcr I'rotection has rcportcd the ('-Tank Farm r-ctl-ieval milestone as "unrccovcrabIc." Fornial 
negotiations to establish new ~nilcstoncs \\ere initiated in May 2007. Negotiations are ongoing; 
n o  agrccmcnt has been rcaclicd yet. 

1 Original Estimated Completion Date: 1213 1,'OO Current Completion Date: 6130,'O~ 



Mrrnrrgenietit c? f ' tli e Department 's Isotope Progrclm 
I(;-070'1 

No\,ember 17. 2005 

Summary: 'I'lie Departmcnt's Isotope I'rogra~ii produces and sel Is radioactive ancl stable 
isotopes a~ id  related isotope ser\:ices. wliicli are used Sor research and dcvclopnie~it as well as 
biomedical and industrial applicatio~is. An Office of I~ispcctor General review disclosed that the 
Department had not al~vays provided researchers with the isotopes needed to conduct planned 
research. much ol'wliicli was designed to identifj: breaktliroughs in the diagnosis and treatment 
of various Ii)r~iis ol'cancer and other lire-tlircatc~iing diseases. Specilicall!.. tlic Department was 
unable to rcspo~id to approximatel!. 250 requests Ihr research isotopes in FYs 2002 through 
2004: had not adequately addressed recognized production problems during its Isotope Program 
planning process: and adopted pricing and payment policies that made i t  very dificult. if not 
inipossiblc. li)r tlie research coniniunit!; to purcliasc the Department isotopes. 

a- 1-t: The cwmt monetary impaeB ar po&mtW f@W saVhgs Jsat be 
t e ~ : ,  

Open Recommendation: Ensure that processes are in place to address and/or mitigate issues 
identilied during the Isotope Program planning process. 

Action Planned: 'l'hc Ol'fice ol'Nuclcar Ilncrgy n.ill consider the conclusions and 
reco~iinicndntiolis I'roni tlic jointly spo~isored National Institi~tcs oi't3ealtli and tlie r)epartnient of 
Energy National !lcademy ol'Sciences study. 'The target date Sor co~iipleting this action is March 
3 1. 2007. 

Status: The National Researcli ('ouncil stud) committee on tlie "State ol'the Science oSNuclear 
Mcclicinc" has completed i t \  linal report and is expected to be released to tlie public by tlie end 
(31% Scptcnibcr 2007. The stud) m i l l  address i~iipacts o r  shortages of isotopes. Iiighlj trained t-adio 
cheniists. and medical research. aniong other topics. Tliisjointlj-sponsored studj is tinnnccd by 
the National I~istitutes 01'1 Iealtli and the Dcpartliient ofFnerg1 Office of Science and Office of 
l\iuclear I:net-gj. -PIic results ol'tliis report. a\ uell as other ascessments. will be considered in 
developing tlic Isotope Program Plan. 

1 Original Estimated C'ompletion Date: 313 1107 Current C'ompletion Date: 1213 1/07 



ilf~irtrigentent Cbntrolc over tlte Hnt~fijrd Site Trnttsirranic ilIi.1-ed Tcrrik Wnste 
OAS-ICI-06-0 1 

Nn\.ember 25. 3005 

S u m m a q :  In I>ccember 2003. the Department's Of'lice of Rives Protection began plans to 
retrieve. dry. and package contact-Iiandlcd transuranic mixed maste lilt. shipment from the 
lTanli,rd Site to the Waste Isolation Pilot Plant (WIPP) in C'arlsbad. New blexico. An Ofticc of 
Inspector (icncrul review disclosed that the Department liad ~ i o t  sufficiently addressed regulatory 
and pcrniitti~ig issues pr-ior lo proceccling \villi the transuranic mixed waste prc?jcct. Speci tically. 
the Ol'lice ol'River Protection initiated the project and incenti\.ized thc contractor to c o ~ n p l e k  
work tvitliout li~lly addressing issues rele\.a~it to obtaining the nccessary permits to retrieve. treat. 
and dispose ofwastc: or compleli~ig reg~~latory actions required L I I ~ ~ ~ I -  the :"c'rr/iontrl 
Enr~ir.onr~~c~n/rrl Polic:1. ..lc./ o f ' /  YhY. In April 2005. the O f i c e  o1'Rivcr Protection decided to 
curtail uol-k o n  [his project and rcclucstcd its colitractor to prepare a transition plan. 

I@~w$alk~r.$ppaot: The current monetary hgwt or poteatid %we savings can oat $e 
qtemihed. 

Open Rccommendation: Mitigate regulatory and permitting risks, including the concerns 
raised b\ the Oflice ol 'Sakt1 and I Iealth. belhrc resuming uork 011 the Transuranic Mixed Tank 
Waslc I'r~jcct. 

Action Planned: M. orl\ 011 retrieval and processing systems for tanks containing transuranic 
mixed waste lias bcc~i suspended. Wor-h is ongoing to attain public input \ ia an Enviro~inie~ital 
11iipact Statement under preparation. 

Status: Work continues o n  die Fn\ ironmental Impact Statc~lle~lr. 

Original Estimated ('ompletion Date: 7130106 Current Completion Date: 313 1/09 



Asse.s.sntent of ('ltcrnge.~ to tire Interttcrl (hntrol Structure rrttrl Tlt eir Itnpnct on tlt e A 110 wnbiliw 
cf Co.sts C'lrritnerl h-y crncl Reintbursed to Srrttclirr Corporntiort Under Department c$ Energy 

Corrtrmct .No. D E-AC04-Y4,4 L8SOOO 
OAS-V-06-06 

Decem ber 20. 2005 

Summary: An ()Slice 01' Inspector (icneral assess~iicnt disclosed condi~ions in thc inlernal 
control structure ol'Sandia in eSSect during FY 3004. which resultctl in more tlin~i a relatively low 
risk 1.1iat unallo\vablc costs \\.ere claimed by ant1 reimbursed to Snndia. Specilically. [he review 
disclosccl $200.432 ol'projcctcd cluestionablc travel costs li)r Iirst class airline tickets. niisuse of 
corporate travel cards. and unsuppol.ted airfare; $1 1 .OX0 ol'questioned rclocatio~i costs 
unrccovcrcd lhr early terminations and lbr cxccssi\.e miscclla~ieous items; and $1,732,292 
~lnresoI\.cd costs li>r home oflice expenses that ha\-e yet to be audited. 

vonetary Impact: $2,032,805 in questioned costs 

Open Recommendation ( I ) :  flic Manager. Sandia Site Oltice, bho~~ld direct the C'olitracti~ig 
Officer to m:il\c a dctcrmi~iation regardi~ig the allouabilit) ol'and recokcr tlie l i ~ l l  exte~it 01' 
~~nallo\vahlc trakel and ~.elocat~ons co\ts identified in the TY 3004 SC'IC' audit. 

Action Planned: 'flic C'o~itracti~ig Ol'liccr will make a delerniinatio~i ol'allowability ol'costs. 

Status: Tlic Sandia Site Ol'lice C'oritracti~ig Oflicer concurred uith the Ol'licc ol'rield Financial 
Managcrnen['s rc'commcntlatio~~ and. 011 September I 1 .  2007. sent Sandia an inquirq lacgarding 
tlie qllcstioncd costs A n  a ~ ~ a l l s i s  of Sandia's rcsponsc will determine il'the Sandia Site Office 
Contracting Ol'liccr should prc~cccd u ith a Notice oSIntent to disallou ('osts o r  other appropriate 
pat11 l'orwiirti. 

Original Estimated C'oniplction Date: 12/30/06 Current Completion Date: 313 1 I08 

Open liccommendation (2): '1-lie Manager. Sa~idia Site Oflice. should obtain Ilic DC'AA revien 
of I Tome OIlicc I ':xpc~i~cs to dc'tc'r~iii~ie tlie allonabilit> ol'allocations fioni I,ochliecd Martin 
Corporation to Salidia. 

Action Planned: Thc Sandia Sitc Ollicc concurs on the DC'AA re\,irw. In  addition to the 
DC'AA audit. the DC'MA negc~tiation settlemerit will h a ~ e  lo  he obtaineci before these costs can 
be scttlcd 

Status: N o  ('liangc in Status. C urrentll awaiting action lioni an external agency. 

Original Estimated ('ompletion Date: 13/30/Oh Current C'ompletion Date: 12130108 



St(rtu.s of tll u hfi.suc1 O.\-i(lu Fuel F(l hricntintt Fncili!~~ 
I(;-07 1 3 

December 2 1 .  2005 

Summary: In Scptcmhcs 3000. the I lnitcd States and the Russian Federation signed the 
Plutonium Management and 1)isposition !\grec~iient. which conimiltcd each country to dispose 
01-33 metric tons ol 'surpl~~s plutonium. To meet this goal. thc National Nuclear Security 
Administration planned to construct a Mixed Oxide Fuel Fabrication (MOX) Facility at [he 
Savannah River Sitc. An Oflice ol' Inspector <;enera1 review detcrniined that the cost ol'the 
MOX Facility will signilicanlly cxcced the aniounts reported to C'ongress in 2002. The National 
Nuclear Security Administration's project management weaknesses and limited oversight 
contriburcd. in part. to ~ h c  prc!icct*s cost incrcases. 

Open Recommentlation ( I ) :  Ihe ?-\dniinistrator. National Nuclear Security Adniinistration. 
.\Iiould incorporare pcrfi~r~iiance inccnti\cs in fi~rurc contract negotiation. 

Action Planned: 'l'he ncut phases ol'i l ~ e  M( )X project. uhicli inc ludcs construction and 
opcralions. will contain all auard fee and inccnti\e h e  structure to control cost growth. schedule 
slippage. and provide contractor perti)rmaticc incentives. The MOX project C'ontract i~ig Ofticer 
and MOX project pcrsonncl are currcntlq developing and negotiating thcse pro\ isions. which 
will be in place bcli,re MOX constsuctio~i begins. 

Status: l'he Pcdcral Project Director. C'ontracting OSliccr. and MOX prqjcct personnel are in the 
linal stages ol'ncgotiatiotis. rlic Federal Project Director plans to execute the contract option in 
Sanuarq 2008. The contract 11. i l l  include an auard fkc. incenti~e k c  and ~iiilestonc li-c structure to 
control cost ~ S O M  tli and schcdule slippage. We anticipate that tliesc negotiations will bc 
co~nplcte and that a constl.~~ction contract niaq be in place bq October 2007. 

I Original Estimated Completion Date: 0130/0h Current Completion Date: 1213 1/08 

Open Recommendation (2): The Ad~iiinistrator. Narional Wuclear Securitq Administration, 
should include and adhere to contract cost ceilings to coritml spending. 

Action Planned: 'I'lic existing cost-plus Iiscd 1L-c structure of'the dcsign contract limits tlic 
Government's ability to penalize the contl-actor for poor perSormance without aci\.crscly 
impacting dcsign completio~i. ?his phase ofthe contract is near conlplction and the ncxt phases 
ol'tlie MOX proiect. which include constr~~ction and operations. % i l l  contain an award lee and 



i~icc~ltivc Ibc s t r ~ ~ c t i ~ r e  to co~itrol cost g r o ~ l i .  scliedulc slippage. and contractor performance. 
'The A.lOX prc!jcct C'otitracti~lg Ofiiccr and MOX prc?ject personnel are currc~itly dcveloping and 
~iegotiating tlicsc pro\~isions. \vliich \vill bc in  place beii~re h1OX co~istrilction begins. 111 

addition. tlic National Nuclear Security Ad~iiinistratioti will utilizc I'arl~ed Valuc Reporting 
against a \.alidatc.d baseline to monitor cost and schedule pcrtbrmancc against approved cost . . 
ccll~ngs. Variances will he reported to the Deputy Secretary as part oi'OT:C7M's ~iio~itlily report 
011 the Departmelit's TCla.jor System Accluisition I'rqjccts. 

Status: 'l'lie I.'cderal I'l.ojcct Director. ('ontraciing Ol'licer. and MOX project personnel are in tlie 
Iinal stages ol'ncgotiations and tlic Federal Prc?iect Director plans to exccutc Illc contract optioli 
in Sanilary 2008. 7'hc contract u.ill include an award k c .  incelitive k e  and milestone l'ec 
structi~rc to control cost gro\vtIi and schedule slippage. The National Nuclear Security 
Administration continiles to i~ sc  Ear~ieJ Value Managenlent Systc~il Reports. which iliclude the 
baseline approved by the I)cpat-tnicnt^s Acqi~isition Execi~tivc, to lllonitor cost and schedule 
perl'ortnance against appro~vd cost ceililigs. Variances will be repo~-tcd to tlic Dcpilty Secretary 
as part ol'thc 1;cdcral Prc!ject I>irector's quasterl>~ report and via niontlily input into the Oftice 01' 
I'ngincering ~alid ~'onst~.i lctio~i Managenlent (OEC'h4) Project Assessment and Reporting System 
(PARS ). 

Original Estimated C'ompletion Date: 9130106 Current C:ompletion Date: 1213 1/07 

Open liecommendation (3): The Adn1inistrator. National Nuclear Security Administration. 
shoilld pcrli)r~ii thoro~~gli. rec~lrrilig, and timely r e ~ ~ i e u s  ol'contract perlbrnialice. and verify that 
problc111s are col.~-cc~cd. itlcluding cost estimation prohleliis identified in DC'AA audits. 

Action Planned: 111 A L I ~ L I S ~  7004. the C'ontracting Ol'licer idcntilicd a number ol'delicicncies i l l  

D('S' conlract ma~iagcmc~it policies. practices. and procedures and directed the contractor to 
dc\clop a corrcctivc action plan. 7'he C'ontracting Officer approved thc DC'S plan in November 
2004. ('orl-cctivc ~ ~ c t i o n s  ucre monitored nionthly and in April 2005. a Del'c~isc C'ontracting 
Ma~iagcmcnt Agcncq (DC'h.I.4) rcvicu \\as conducted to confirlii inipleriientation. DC'MA 
conlirmc~i that cor.rccti\e actions were completed and also pro\ ided additional tindings and 
rccon~niend:itions. M liicli D('S u i I I inlplcment b) N o \  ember 2005. In Septeniber 2005. DC'AA 
conipletcd a rcvic\\ 01' DC'S' billing and accounting sqxtcnis and in October 2005. will conipletc 
a review ol'I>('S' estil~iating sbstems. D('S M i l l  be required to iniplement the DC'AA findings 
and rccom~nendations b~ December 2003. Additionallq. in .lanilarq 2006, OEMC'IDC'MA is 
scheduled LO condilct an independe~it assessment of 1)C'S' Earned Valuc Managenlent System. 
~ h i c h  is rc~]ilircd priol to ~alidating the project baseline. 

Status: Slia\+ ARI:VA MOX Ser\.iccs (thniicrly DC'S) has i~~ip lemc~i te~t  c ~ r r ~ c t i v e  actions 
resulting li.0111 tlic DcI\11isc ('ontracting Manageliient Agc~icy (DC'MA) independent assessment 
that was cond~tctcd i l l  .lulie 2006 on their Eanicd Valuc Ma~iagenielit S ysteni. N NS A has 
reqilestcd that tlie Ollice ol' I<nginecrilig and Managemelit (OFC'M) pcrfor~ii [lie required I'ollo\\:- 
u p  assessment to gain ccrtilication ofthe Slia\v AREVA MOX Se~ \~ iccs  Earned Valuc 
Management System. This asscssnicnt \\-as scheduled t i ~ r  September 2007 hut u.as postponed by 
O K ' M  due to higher priorit ies. ( )E('M \t i I 1  re-schedule the assessment as so011 as possible. 

/Original Estimated Completion Date: 0/30/06 Current Completion Date: 1213 1/08 



Assrssnirtit c1fC1iringr.v to tlir Ititrrticrl Control Strirctirre crncl Their Itnpact on tlir Allowability 
of Costs Claimr(1 h-p atirl Rrimhrrrsrrl to Los Alrrmos Ncrtioncrl Laborrrtory utirlrr Drpcrrtmmt of 

Energy (htitract No. N'- 7405-ENG-36 
OAS-V-06-07 

December 23. 2005 

Summary: An Ol'licc ol'lnspcctor (ieneral assessment disclosed coliditions in the internal control 
structure nl '1.o~ Alamos in cfli-ct during FY 2003. which resulted in a more than a rclativcly low risk 
tliat unallowahlc costs \vc~.c clainied by and reimbursed to I,os Alamos. Spccitically. tlie assessment 
disclosed tliat: 

Approximatel!- $4.8 million in questioned or i~nallo\\.able subcontract costs 11)s FYs 1092 to 
2003 arc unrcsolvcd: 
Scll~Assessmcnts and Procurement Kcviews identitied internal control wcaknesscs and 
c1ucstioncd costs ill liciglit and .lust-In-7'inie (SIT) procurements oS$2.2 million incurred in 
FYs 2000 tllr~~llgll 200.3: 
Tlic I)cpartmc~it has not ~iiadc a tl~ial dctcrmination 011 tlic allowability 01'about $14.7 
~iiillion in questioned costs prc\;iousll. rcportcd by tlie Oflice oI'11ispector General for costs 
clai~iiect ill 1:Ys 1006 through 2002. 1,os Alamos has ~ i i~ lde  proposals to tlie Dcpartnicnt to 
resolve approxiliiately $ 1  1.6 million ol'tlie costs: alid 
An intenial nllo\vable cost audit lilr 1:)' 2003 questio~icd claimed costs in the a~iiount of 
$035,765. 

Jkfrmets.y . Impact: , $7,947,368 in questioned costs 

Open Recommendation ( I ) :  1-lie Manages. 1.0s !Ilanios Sitc Ol'ticc. should ~iiake a 
dctcrmination regarding tlie allo\zabilit\ ol'cluestioned costs. including i~nrcsolvcd questiol~ed 
subc~~itract  costs and ~ l ~ o s e  cluestio~ied b) tlic S 41'R Team. 

Action Planned: The I os Alamos Site Ol'lice will makc a detcrniination regarding tlic 
allowability ol'iluestioncd cask including i~nresol\ed questioned subco~itmct costs and those 
questioned by the SlZPR Teani. 

Status: l'lic i.os Alamos Sitc Oliicc had discussions ~vitli lhc Ilnivcrsity ol'C'alilhniia the week 
of Scl~tc~iibcr 10. 2007. At tliat ti~iie. thc I Jnivcrsity of C'alifhr~iia provided substantial 
documcntatio~i that substantiated tlic allo\vahility ol'the costs iden~ilied i n  the sub.ject rcpi)rt. 
With the exception ol'$08.000 in c~i~cstioncd costs associated \vith lieigtit charges. all other 
questioned costs were detc'r~iii~ied ti) bc allowable. The l.ini\.ersit; of C'aliSclrnia will tcnder 
paynicnt ol'$OX,OOO. When pa>nicnt is received. this recom~iiendation will be considered closed. 

Original Estimated C'on~pletion Date: 313 1 I07 Current Completion Date: 313 1 I08 



Open Recommendation (2): The hlanagcr. 1.0s Alanios Site Office. should seek recover!. o f  
those costs determined to be unallo\\ablc. 

Action Planned: 1 I'applicablc. the 1.0s Alamos S i ~ c  Ol'ficc n'iII seek recovery ol'tliosc costs 
determined to be ~lnal louablc. 

Status: 'l'hc 1,os Alamos Site Ollice had discussions \\,it11 the I lnivcrsity ol'('ali1hrnia the week 
ol'Septcmbcr 10, 2007. At [hat time. the Ilnivcrsity ol'('ali1hrnia provided substalitial 
documentation that substantiated the allowability nl'thc costs identilied in the sub.ject report. 
Will1 Ilic cxccptio~i ofXO8.OOO in clucs~ioncd costs associated \villi l'rciglit charges, all other 
questioned costs were determined to be allowable. T'lie I lniversity ol'('al ili~rnia will tender 
payment ol'$OX.OOO. When payment is recei\.cd. this recommendation will be considered closcd. 

I 

Original Estimated ('ompletion Date: 313 1107 Current C'omplction Date: -3/3 1108 

Open Recommendation (3): Tlie Manager. I<os Alanios Silc Ollicc, should resolve outstanding 
questioned costs p~.c\.iousl? idcnti lied b! the Otlice ol' Inspector (icneral. 

Action Planned: The I os Alamos Site Office \ + i l l  rc\ieu and resolve. it'applicablc. an? 
nutsta~iciing q~~cstioncd COSIS p r e ~  ~ ~ L I S ~ J  idcntilicd b! [lie Ol'lice ol'lnspcctor (ie~ieral. 

Status: 'llic 1.0s Alamos Site Ol'ficc liad discussions with the Ilni~ersity ol'('ali1hrnia the week 
of September 10. 2007. AI that time. the IJnivcrsity ol'('alili)rnia provided substantial 
documentation that substantiated the allowability ofthe costs identified in the sub.jcct rcport. 
With the exception ol'$OX.OOO in ql~estioned costs associated \\.it11 fi-ciglit charges. all other 
cluestioncd costs were determined lo be allowable. The Ilni\,ersity ol'C'alifornia will tender 
payment ol'$OX.OOO. When payment is sccei~.cd. this recommendation will be considered closed. 

1 Original Estimated ('ompletion Date: 0/3010X ('urrent Completion Date: 313 1/08 



Securitv C1erlranc.e Terminrrtioils rrn(l B~rlge Retriev(11 ut the Lrr wrence Liverinore Nrrtionrrl 
Lnborr~tor~v 

I(;-071 0 
. l an~~a r \~  19. 2000 

Summary: Due to tlie nature ol'its niission. the ~iiqjoril> of'thc uorkli)rce at the I awrcnce 
I . i \  er~iiosc National I ,aboratosq possesses perwnnel securit! clearances. An Office o f  Inspector 
General inspection concludeci tliat tlic I abot-ator>'\ inter~ial control structure was not adequate to 
ensure that sec~ritq badge\ \+ere retrie\cd at tlie tinie oi'an emploqee's departure or tliat security 
clearances oi'dcparting c~iipln!ces bere tcrminatcd in a timclq manner. 

Iapp.& The current monetary impact or potential htqm savings can not be 
endnd: 

Open Kecommendation (I): 'I'lie bl~lnager, I,i\crmorc Site Of'ticc. should ensure that the 
1,awrence I,i\cr~iiore National I.aboratos! establislies internal controls fhr the titiicly ( a )  recovery 
oi'badges ol'tcrriiinating c~iiploqecs: (b )  coriipletiori o1'Securitq. 'Termination Rrielings; (c )  
conipletio~i ol'Securit\ Tel-niination Statements: and. (d )  notification to tlic Department uhcn 
security clearances should be terminated. 

Action Planncd: 1,aboratorj ~iianagemcnt is revieuirig the itistitutional tcr~nination policy to 
detcr~iiinc Iiou il is applied to all eniployees and non-emploqees (alTiliatcs) and \ + i l l  implement 
necessarq cliangcs to impm\zc internal C O I I I ~ O I S  and enhance compliance with requirements. 

Status: ('urrenllq. [lie I,i\ermore Site Ol'tiec is ensuring t11at all sccuritq badges related to 
sccurit> tcrniinatio~is cluring the third quarter are appropria~clq tracked and docunientcci. Prior to 
making a iinal \.alidation clccision. the I.i\ermore Site Of'ficc \till ensure tliat thc tracking system 
results in limelq. compliant tcrmi~iatio~ic ol'acccss authorizalions and the retrieval of' security 
badges. 

1 Original Estimated ('ompletion Date: 1213 1 JOO Current C'ompletion Date: 

Open Kecommendation (2): The Manager. I i\ermorc Site Of'tice. r l l~u ld  ensure that I,a\+rencc 
I.i+crmorc IVational I aboratosq officials i~iipso\c internal controls such tliat all security 
clearances arc termirialed in the ol'iicial 1,aboratorq database in a timely manner. 

Action Planned: 1,aboratorq lilanagemelit is revie~.ing tlie institulional processes 10 evaluate 
currclil coritrols and will idcntiij: i~npro\.eriients. Personnel security is reviewing iriternal 
processes to deter~iiiric whal controls need to be i~iiple~iiented to terminale clearances in the 
1,aboratol-y cleasancc dalabase \vitli tlic rccluired time ti-ames. 



Status: ('~~rrcntlq. rllc I i\crmorc Sitc Oflicc is ensuring that all security badges related to 
sccuritq terminations during the third quarter are appropriate11 tracked and documented. Prior to 
nlaking a linal \alidation dccision. the I i~erniorc Site OSIice m i l l  ensure tliat the tracking s j  stem 
results in t i~ i i c l~ .  coniplia~it terminations of acccss autliori7ations and the retriei al of security 
badge\. 

Original Estimated C'ompletion Date: 12!3 1/06 Current C'ompletion Date: 121-3 1/07 

Open Reconimendation (3): Tlie Manager. I.ivcniiorc Site Ollice, sliould ensure that tlie 
1,awrcncc 1.ivermore National 1 aboratorq cstablislics controls to iniprove conipliancc uitli out- 
processing p r ~ e c d ~ ~ r e ~  l'or terniinating emploqccs. 

Action Planned: 1,aboratory nianagcment is re\ icuing tlie institutional processes to detcrniine 
the best P ~ O C C S S  l i~ r  Iiolding cniploqees. ilt'tiliatcs. and prograniniatic personnel rcsponsiblc for 
clisusing that terminating i ~ i d i ~  iduals adhere to tlic 1,aborator~ out-processing proccdurcs. 

Status: ( '~~rrc~i t lq .  tlic I i\erniore Site Ol'lice is ensuring tliat all sccuritj badges related to 
security ter~iiinations during the third quarter arc appropriatclq tracked ant1 documented. Prior to 
~iiaking a lin'il \ al idatinn decision. tlic I , i \  crmorc Sitc Ot'ficc will cnsurc that the tracking systcni 
results in tinicl~ . compliant tcnninations of access autllori7ations and tlic retrieval of security 
badges. 

I Original Estimated ('ompletion Date: I ?.'3 1/06 Current Completion Date: 1213 1/07 

Open Iiecommendation (1): Tlie Manager. I,i\ern~ore Site Ol'ticc. should cnsurc that the 
1.aurc11cc I.ivc'r~iiore National 1,aboratorj~ in~plemcnts a process to nionitor the e~iiploy~i~cnt 
status ol'subcontractor cniployces and afliliatcd perso~incl and pro\ ides timely notitication to 
Personnel Security ol'licials about rmploynient status changes. 

Action Planned: 1,aboratorj. llosts or programmatic managers in various organizations monitor 
the ongoing  iced li)~- 1,aboratol-\: acccss li,r al'liliate personnel. Tlie Personnel Security division 
depends on the Iiostl~iianagcrs to in  for111 them ol'tlie need to extend or terminate access to tlie 
I ,aboratory for their afli l iatc personnel. I .aboratory ~i~anagc~iieilt is r~ \~ icwing institutional 
contractual modilications and policies to deteniiine lion. tlicq. can better hold al'filiates and 
progranimatic personnel responsible I'or ensuring eeniploynient status changes are monitored and 
rcl~0rtc~1 to I'crs~n~icI S c c ~ ~ r i t j ~  i n  a timely nlanner. 

Status: C'i~rrcntly. tlic 1 i\erniore Site Ol'ticc is ensuring tliat all security badges rclated to 
security tcrn~inations di~ring tlic third clua~ler are appropriatclq trachcd and docunientcd. Prior to 
niaking a final ~alidation decision. tlic I.i\ermore Site Ol'ficc \ \ i l l  ensure tliat tlie tracking system 
results in ti~iicly. compliant tcrmi~isrions of access authol-irations and 11ic retr.ie\.al ol'security 
badges. 

Original Estiniated C'ompletion 1)ate: 1213 1 I06 Current Completion Date: 1213 1/07 



Mrrt~cigemettt of tlte De1)cirtrnent '.s Dechtop Cbntputer Softrurire Enterprise License Agreement.$ 
I(;-07 1 8 

.lanuarq 30. 2000 

Surnmary : 'The T)el)artnic~it ;~nd ils faci l ity contracLors cniploy niore than 1 1 0,000 desktop 
coniputers in their operations. Although the Department had established several Dcpartmctit- 
wide software ;Igreenients. an Ol'tice 01' Inspector (iencral audit Ihund tliat tlie Age~icy had not 
adequately managed tlie accluisition and niaintenance ol'desktop computer soliware licenses. At 
the sites reviewed. the Departn~cnt spenl more than necessary over tlie last live years to acquire 
and maintain Je~litc)p soli\vare. The report contained se\eral recomniendations. which were 
designed to increase the el'liciency ol'tlie Ilepartnient's desktop s o f ~ . a r e  nianagemcnt practices. 

~ t @ @ ~ @ g + :  By acquiring certain s o h p e  at the lowest available pr&, $he 
w e  at least $2.3 million over t£$riex~' five years. A&%-% by 

m$nteme costs on u n w d  liceass, tExt: o d d  stwe $1 @,4W 

Open Recommendation ( I ) :  I)c\elop and implement a Ihrm;~l policy Ihr ensuring that softibare 
purchahes arc coordinated bct\tcen ITeadcluartcrs and licld sites. to include consideration 01' 
enterprise license agreements w i t h  \cndo~.s. wlicre appropriate. and establishment ol'a ce~itral 
source ol'inlhrmatian to allo\\ \ites and progranis to identit) the best availahlc contracts or 
ngreenielits. 

Action Planned: A li,rmal policq wi l l  be established rcq~~il-in2 all soliwarc purchases use either 
Ilepartment enterprise-wide snli\\are license agreements or. \\lien available. SmartTZIJY. This 
policy will include a pro\ ision uliicli exempts Department prograni elcnients and contractors 
lion1 an cn~crprisc-wide agreenicnt i n  instances in uhicli the progranl or contractor secures more 
I'avorablc terms li,r tlie p~lrcIia\e ol'tlie soliuare. This pnlicj is expected to he issued bq Su~ic 
2007. 7'lie Ol'licc oftlie ( 'Iiiel 'l~~li~r~iiiltio~i Ol'licer. in coordination \\it11 the Oflice of 
Management. \ \ ) i l l  establish and maintain a \\ebsite that \ \ i l l  be a cc~itral source of inl'or~iia~ion 
that w~l l  enable all Dcpartnicnt progranis and contractors to identilj. the best available 
SniartBlJY and I)epa~-t~nent e~iterprisc-wide contracts or ngreenients. This website becomes 
opel-atiotial in March 2007. 

Status: 7 he Ol'lice oftlie ('liicl'I~ili)smatio~i Ol'liccr is in the process ol'updating DOIT Order 
200.1 to ensure that all pnlicq clianges rclatcd to cl't'ecti\e IT man'jgcnient and cl'licient use of' 
1)epartmcntal re\o~rces li>r entcrr)rise-\\ii1e softuare acquisition. including SnlartBI IY. soliwarc 
asset managcnicnl. and corporate asset managcnient. arc appropriatelj addressed. The draft is 
under revieu bq Ol'lice ol'the ('Iiief Iulbrmation Ofliccr senior nianageme~it and is e\pected to 
be sub~~iitted li)r 1)epartmcntal comment bq September 2007. In acidition. the Smal-tBlrJ' 
website 113s been established ancl pro\ ided inli,rmation li)r all 1)epartment programs and 
contractors on Snial-tL3l I]' and enterprihc-I\ idc agreements. 



Original Estimated ('ompletion Date: 6,'30/07 Current Completion Date: 3,'; 1 I08 

Open Recommendation (2): I'nsure tliat sitcslprograms design and implement assct 
management systems to elTecti\.ely track solinare license inventories and iitilization ol'existing 
l iccnscs. 

Action Planned: A ihrmal policy u.ill be csiablished recluiring that all programs ensure 
government-ou~~icci solin.at-c liccnscs and their ilse arc tracked through an inventory process. and 
that all contractors that operate s\ste~iis Sc~r tlic I)epa~-tment also track all of'their software 
liccnscs ancl their L I S ~ .  TO the cutc~it tliat it is practical. the system assct identitication and 
managemelit soli\\arc 11ou. being deployed throughout tlic Department tliroi~gli tlie 1)epartmcnt 
C'onti~iuous Asset Monitori~ig System Lvill bc used to support this softnxe license in\,entory 
process. Additional 11,. the 1:ntcrprisc I .icc~ise Agrccn~ent Program &.i l l  develop policy and 
guidance dclining all enterprise liccnst: inventory process enabling the 1)epartmcnt to track 
soli\+arc liccnscs and optimize license i~tili~ation across the enterprise. 7'his policy is expected 
to be issued by .lune 2007. In\.cntor~. tracking processes \vill be in place tliroughout the complex 
no later than Scptcmbcr 2007. 

Status: 'T'lie Oflicc ol'tlic ('Iiicl'1nli)rmation Oi'ficer is in the process ol'i~pdating DOE Order 
300.1 to ensure tliat all pol ic~ changes related to ef'ikctivc IT management a~ id  ellicicnt use of 
I>cparimental resources l'or enterprise-nide solinare acquisition. including SmartB\ Y .  sof'twarc 
asset nianagcment. and corporate assct management. are appropriately addressed. 1-lie draft is 
u~ider 1.c~ ien by 0I.lice 01' tlie C'liief' 1nli)rmation Oi'iicer senior management and is c~pected to 
be sub~iiit~cd 1;1r Dcpartriiental commcnt b\ September 2007. 

/ Original Estimated Completion Date: c~/30107 C'urrcnt Completion Date: 313 1108 



&Irrtrrrgrrttc~nt ('orttro1.c ollrr BII',YT'.c Trcrntitrg Prrrtrtrr .,,I rrrrngrmrrrt rrt Prrtttr.~ 
( )!\S-M-00-04 

1;chruar) 8. 3000 

S u n ~ n i a ~ y :  111 .1~11! 2000. rllc I)el?;~~.i~))e~lr ii\\.;l~.dc'cl I3M'XT' 1'anre.c. I . I  .(' n li\ c-) car nianagclnc'lil 
alirl ol>cralirlg c.olilracl Ii)r I'alllc\ hi1sc.d ill part o n  a leanling al.rangcrnc.lir wirll 13cchlcl \or-(11 
' I  csas. I~ lc .  111 2007. l3b8\'l ;1pp1.o\e~l ii s l~hco~i t rac '~  ~i ioc\ i I~cat io~i  r l i : ~ ~  ~ i ~ ~ o w c i i  l3ccli~cl lo 11o1i- 
c.ompclili\cI> ohrain her\ icc.5 I'ro~n irs parcnr corpora~io~i .  I3ecli1c.l Narional. lnc. 1111 Ol'ficc 0 1 '  
InspCcrol. (;clicral I-c\ i c \ ~  1i)~111(1 111;11 F3WX'I'ilicl 1101 nl\\il>,s acr to mi~ii~liic-c cosrs ro rlic 
Dcpnrr~i~crir \&lie11 ad~ili~lihrc.t.i~~g rllc I3c~clircl slrhco~lr~.acr. Spccilically. nlrliol~gll I3M!X 1' \\as 
r cq~~ i r cd  I>! irs c,o~lrl.acr ro I i ~ i l i r  p o s ~ - r c r i r c ~ ~ ~ e ~ i ~  lic;~Jrli b c ~ i c l i r ~  ro irs c~iiplo!~ecs. I3 WX'I i~iclucicd 
I3ccli1cI c~~liployccs i n  rhc I )c.par-rnic~ir-li~nclcd 1~osr-reri1.c1llc~11r 1ic;llrh hc~ielirs pl;ili \i.irllour 
I>cparr~nciiral allpro\.al. 

hfoneiary Impact: $90,000 in questioned costs 

Action I'lannc.tl: 'l'lic Sire Ol'licc' hc'g,'_;~~i rI1c allomabilir! d c ~ c . ~ - n l i ~ ~ : ~ ~ i w  process li)r rllc p ~ ~ r c h a s t s  
II.on1 I3ccllrcl ;~l ' l i l ia~cs h! rccl~~csririg rhar 13WX'T ohlaill conipleric)rl \.o~rclicrs l i )r  cacll ol'rhe 
Work Or-dcl .A~~rllori;.;~rions. 'I hcsc \ ol~clicrh rc,llccr rhc acrual cosl o l ' \ ~o r j \  pcrli>rnicd. 12lic1. 
rcccipl. rhc Sire 0I'lic.c arlci I3M'X'I' \ \ . i l l  \.alidarc rlic co~r s .  alld rllcrl ~ h c  S i ~ c  Ol'l?ct. \ + i l l  seek 
rci~lihl~rscnic~fl I'r.olli I3ccllrcl ];)I. all! 0i.c.r pa).mcrlt. U'irli regal-ci lo li~ncis all-catl! spc~lr ro 
17ro\,idc po~r - r . c r i r c~~ ic~~r  Ilcaltll hc~riclirs. rhc Sire ()l'licc. rcq~~csrccl  liar I 3  WX'l' pro\.iilc rlic aclual 
dollas 1igt11.c rhnr Iias hccn xl7e1ir ro ciare, li)r pos~-~~c~i rcr l ie~l r  hrsriclirs. !2r Ilia1 point. all 
i1llowat3ilir~ cosl dc.rCl.minaric)~l \ \ - i l l  be ~iiadc. 

Status: ' I  Ilc l'anrc~\ Silc Ol'lic'c a114 I3M"l-X are amailing cc)pics ol'rllc illcurrcd cosrs ai~dirs 0 1 '  
rhosc I3cclilcl al'liliatcs I\orl~ ullicll I3M'X'l' I'nnrcs pul.ch;\scd scr\ ices. 'l'he [>cli.nsc ('ori~rnc'l 
Audit A g c ~ i c ~  (1)('.2:1) \ \ . i l l  pcrli>1.111 rlicse al~dirs.  01 ice  rllc 1)C'AiZ al~clils ;Ire rccc'ivcil. rlie 
I'alircs Sirc ()l'lic.c \ \ i l l  dcrc~rnli~ii. rlic al lo\iahilil! ol'costs i~lcurrcci li)s cacli pl1rcIi3s~. 1:\1e1.11;1l 
agency llah rlw i~crioli. 

1 Original  Eslirnatril ('onipletior~ 1)atc: 12 1 I '00 ( 'urrent  <'ompletion Ilate: O/.?0108 



Open Recommentlation (2): 1 lie Assc>ciatc Administrator  ti,^ Management and  
Administration National Nuclear Secilrit! Administration. should de\?elop and issue guidance 
related to cmploj ec benelits li)r integrated subcontractnrs included in teaming partner 
arra~igcmcnt\. 

Action Planned: 1 he National Nuclear Secusitj Administration uill assess the appropriate 
guidance I chicle uorking in consort uitli the Ilepartmcnt during tlie dcvclopnlent oftheir over- 
arching ~~ensio~ilpost rctire~iic~it benefits polic~ . Alier dc\ clopnient.  lie National I\luclcr~r 
Sccuritj Administratio11 bill use the policj to assess adcquacj ol'existing Llrraligeliicnts and to 
guide tlic design ol'nc\+ polic! . 

Status: I he National h ~ ~ c l c a r  Scci~ritj Administratio~i's drali policj is being revised to be 
consistent uith the rece~i t l~  ,ipp~-o\ cd sen  ice credit pro\ isions at provisions uscd in the 
I,aurcncc I i\crniorc National I ahorator> contract competition. Discussions regarding the 
application ol'tlie IICM pro\ i s i ~ n s  at otlicr National Nuclear Securitj iZdniinistration sites are 
ongoing. 

1 Original Estimated C'ompletion Date: 1213 1/06 Current Completion Date: -31'3 1/08 

Open Recommendation (3): I'lic .\ssociate Administrator f(>r Managenicnt and 
Administration. National Nuclear Sccuritj Adn~inistration. s l io~~ld determine ulictlicr controls 
over i~itegrated s~~bcontractor~ ;it Nc\ ada and an) otlicr site it11 teamiiig partner arrangcmcnts 
arc adccll~atc to protect L I ~ C  (;(>I cr~i~i ic~i t ' s  i~i terc~t .  

Action Plannet!: 'T'lic National Yuclcar Security Ad11iinist1-ation will assess tlie appropriate 
guidance \clliclc working in co~lsort uitli the Department during tlie developnicnt ol'thcir over- 
arching pcnsion/jx)st retirement benefits p ~ l i c ~ .  .4t'ter de\eloprncnt. tlie National Nuclear 
Security /ldniinistration uill use tllc policj to asscss tlie a d e c l ~ ~ a c ~  nl'cxisting arrangements and 
to gilidc t11c design o l ' n e ~  polic: . 

Status: 'l'lic National Nuclear Sccuritj. Administration's drali policy is being revised to be 
consistent with the reccntl!, approved scr\,icc credit pro\.isio~is at provisions uscd in the 
1,anrrcncc I.i\,er~iiorc National I.aborator!. contract conipetitio~~. Discussions regarding the 
application oI'~1ic ncu- pro\-isions at other National Nuclear Security Adniinistratiori sites are 
ongoing. 

Original Estimated ('ompletion Date: 13 3 1 /Oh ('urrent Completion Date: 31-3 1 /OX 



Tlrr Drpnrtnrrtrt of Etrrr,qy'.(. Prrfornrnncr c~ftlrr &firrmishrrr,o Closure Project 
I(;-072 1 

March 11. 2006 

Summary: 111 hlay 2001. tlie Ol'lice of Inspector (ieneral reported that tlie Department's 
r24i:lmisburg (('lnsi~rc I'roject w o ~ ~ l d  not be complcicd ~indel  ci1rreni cost and schedule 
requirements. !I li)llo\s.-i~p audir cnnzludcd that tlie Dcpartmen~ was ~llllikely to achieve revised 
closure goals on tlie I'rc!icct. The I>cpartment had no1 adequately planned 1;)s unccstainlies such 
as employee pension costs and changes in soil voluliies tlia~ require remediation. 

Monetary Impact: Under the current contract, the Department was expected to s p d  at 
$59 million more than the baseline estimates and take longer than planned to complete 

+e Miamisburg Closure Project, thus delaying the site's availability for commercial use. 

Open Recommendation: I'or ,111~ f i ~ t ~ s e  site closl~sc\. the Axsistant Secrctarj li)r 
Envirorimc~ital Managcmcn~ should cnsurc that proper risk analysis techniques are perfornied 
and iniplemcnted cxpcditiousl~ to (11 oid. eli~ninatc. or mitigate potential risks to achieving site 
c loa~~re  accordilig to set cost and \clicdulc. goals. 

Action I'lannccl: ?'he rlcpal.trncnt's Ol'licc of Environme~ital Managc~nent uses its Quarterlj 
I'erlhrm;~nce Rcvie\\. ((JI'R) to acI1ie1.c' tliis goal. i lone\ er. ~ h c  Ot'iicc o r  I~nvisonmental 
Management will revisit its risk analq.sis ~ecliniqucs to address risk. Tllc I-cccntly-awarded 
Ashtabula contract will sc r~ .e  as an crccllcnt opportunit), lo e\.aluatc thcsc analyses. 

Status: '171ic Ollicc' o I ' I S I I V ~ ~ O I ~ ~ I ~ C I I ~ I  \lanagement is in the proccss ol'closing the Ashtabula 
Pro.jccl. The Ollicc 01' I:n\~i~.onn~ental Management u-ill e~.aluate tlic Ashtabula contract for 
handling ol'soi l vol~~rnes.  

I Original Estimated ('omplction Date: 3/11/07 Current Completion Date: OOOIOK 1 



Infi)rnlution Trcl~trolog~~ Support .Servicrs rrt tllr Drpcrrtmrnt of Etrrrgl9's Oprrcrtittg 
C'ontrr~ctor.~ 

1 (i-0725 
April 1 '1. 3000 

Summary: In an August 200 1 report. 111fO~~t~1(1/io11 Tc.c.hnologr .Y~y>/>o/-/ .\'c./.\lic.c.c ( 'ot~//~rc./.c, tlie 
Ol'licc 0 1 '  Inspeclor (icncral concluded that the Dcpartmcnt did not lia\,e a comprehensive 
frame\\-orh Ii,r acquiring Inli,~.mation 'Technology (IT)  support services. A li,llo\v-up rc\.iew was 
initiated to dcterminc whc.thcr the Dcpartnicnt liad re-engincercd its processes and implemented 
an c l l c t i v c  nleclianism li,r managing and controlling contractor IT support serviccs costs. Thc 
audit revealed that u.liilc the I)cpa~-t~iicnt liad initiated action to consolidate rciluirements for 
ser\~iccs provided to Fccit'ral cmplo>.ees. it continued to lace a number ofcliallenges. 
Spccilicnlly. i.hc Dcpartnient had not established a comprchi.nsivc franiework that would p r o ~ i d e  
a corpori~tc-\vidc approach to pro~riding IT suppol-t services. 

pact: The Department could save at least $14 million through the 
of a comprehensive h e w o r k  far pwviding IT $?;lpport services fix c - 
eo-located at the Hanfiord Complex. Additional signiscant ~ ~ t i f i a b l l e  
be achieved by establishing a comprehensive fmmemrk for providing IT 
es for other contractor-managed sites qxoss the complex. 

Open Recommendation ( I ) :  To ensure that 11' suppol-t costs are elYecti\cly managed and 
controlled and potential cost sa\ ings are examined. the C'liiel' Jnli>rmation Oflicer shc>uld 
coordinate u it11 the Director. ()l'iicc nl'k/lanagcmcnt: the Ad~iiinistrator, National Nuclear 
Security .\dministrat~on: and thc I!nder Secretary lijr Fnelg). Scicncc, and Environment. to 
requirc that the Program Secretarial Ol'liccrs provide guidance lo  Iield ol'lices to cnsurc that 
contractor I'I support s c r ~  ice coxts arc aclccluately mo~iitored and controlled. 

Action Planned: l'lic (Il'lice ol' Science. Ol'iice ol' Infc>nnation 'I'echnalog\i Management is in 
tlie process ol'prcparing a plan. 

Status: Revised direction to sitc n iana~crs  has been s~1hrnittt.d lilt. thc Ofiicc of  Science 
( )p ra t ing  ()l ' l ice~ signature. 

Original Estimated Completion Date: 3'1 8/07 Current Completion Date: 1211 3/07 



Open lieconimendation (2): 1)ircct Jit'ld contracting ol'iicers to examine opportunities for 
controlling 1'1' support scr\.iccs costs. including determining tlie practicality ol'cstablishing 
consolidated IT suppol-I sen ice contracts in support oftlic \vorh psograliis ol'thc Department's 
major contractors. 

Action Planned: 'I lie Ol'licc 01' Scicncc. Ol'licc ol'lnl'ormation l'cchnologq Management is in 
tllc process ol'p-cparing a plan. 

Status: Kc\ iscd direction to silt managers has been subniitted li)r the Ol'ticc ol'Scic11ce 
Operating OI'liccr signature. 

Original Estimated Completion Date: 4/18!07 Current Con~plction Date: 121 14107 

Open liecomniendation (3): I<e\ ic\\ contracts ror potential inclusion 01' IT pcrli>nnancc 
inccnti\cs andlor [kc-impacting pcrrormancc ~ i i ca s~~rcs  C O I I S ~ S I C I I ~  with the 11iihsion ol'tlic 
I)cpartmcnt. 

Action Planned: Department management is conducting a review ol'tl~e contracts for potcntial 
incl~lsion of 1'1' pcrti)rmance inccnti\.cs and/or 1i.e-impacting pc~.li)rmanoc measures consistent 
\\:it11 the mission ol'thc Ilcpartment. 

Status: N o  ('hange in Status 

Original Estimated <'ompletion Date: 31-3 1/07 Current C'ampletion Date: Ilnavailable 

Opcn Recommendation (4): Direct Iicld ccl~ltr-acting ol'ticcrs to cuaniine opporti~nitics ['or 
controlli~lg l'r support her\ ices costs. ~ncluding re\ icuing contracts lbr potential inclusion of IT 
perti)r~~lance inccntil es andlor [kc-impacting pcrli~r~nance measures consistent \$ it11 the mission 
ol'thc I)ep:irtmc~lt. 

Action Planned: Ilcvelop a Master Service I.e\.el Agrccn~ent for Department scr-vices. In 
partnership \vitll tlie ()llicc o t' the ('l~iel' Inlbrmation Ofliccr. discuss potential opportunities Ihs  
using ~ l i c  III:S/I.I,(' \~cliicIc ti) lii~pport ~ilissio~i-specific work done by the Dcpartmcnt's ~najor 
contractors. 

Status: !2 subtask \vas issucd to program~l~atic elements \\.ithin lhl: Department on Scptembcr 
20. 3007. LO s~~ppor t  the dctailed 1ietwo1.k design 1;)s 11ic transition oi'l~ederal employees currently 
on a contractor-owncd net\vorh lo a sc~~ara tc  IT i~iii.astruct~~re. An SIdiZ is expected once the 
linal design is agrcccl upon. 

I Original Estiniated C'ompletion 1)rtc: 4 1  8/07 Current C:ompletion Date: 1 ?/ 13/07 

Open Kccomn~cndation (5): 1)ir-cc~ licld contracting ol'licers to exa~iiine opportunities h r  
controlling I'l'support serviccs costs. including reviebving contracts fix poten~ial inclusion 01'17~ 



pcrli,rmancc incentibes and/or 1l.c-impacting pcrlhrmance Ineasurch consistent tsitli the mission 
ol'thc Ilcpnrtmcnr. 

Action Planned: 'T'lic ( )  llicc of Science. ( )  t'lice o 1' 1nfi)rmation 'Fcchnology Maliagrment is in 
the procc'ss 01'prcp;iring a plan. 

Status: Rcviscd direction to site managers has becn submitted 1;)s the Ol'licc of Science 
Operating Ol'licer si, "nature. 

Original Estimated Completion Date: 4'1 8/07 ('urrent Completion Date: 1 2/ 1 4/07 

Open Recommendation (6): Ilircct Iield contracting officcrs to examine oppotlunities Sol. 
controlling 1'1' support scrt ices costs. including making Depailmental organi7ations aware of 
entcrlxisc l'r support contracts that mcct 17' services needs. 

Action Planned: 'l'he Ol'lice ol'Scicncc. Oflicc 01' Inli~rmalion Tcchnolog~ Managelllent is in 
the procc~s 01' preparing a plan. 

Status: Rct ihcd direelion 10 site managers has bceii submitled for the Ollicc ol'Sciencc 
Operating Ol'licer signature. 

Original Estimated ('ompletion Date: 4/I 8.07 Current Completion Date: 1 ?/I 4/07 



Mnnagemerrt Cbrrtrols over tlre Stc~te E n ~ r g v  Program's Formuln Grants 
()AS-bI-06-05 
April 26. 2006 

S u m m a y :  The I)cpartmcnt*s State Energy Program pro\.idcs grants to states to promote energy 
conscr\.ntion ilnd cl'licicncy. An Ol'lice 01' Inspector (iencral audit was initialed to determine 
\vhctlic~. the I)cptlst~i~ent l i ~ ~ i  irnplcmcntcil controls to cnsurc grant funds were used Ibr their 
intended pusposc. The audit disclosed that the Ikpartrnent did not regularly perlbrm on-site 
monitoring 01' Stutc I-ncrgj. Ot'ficcs to cnsurc that grant liinds Lvere being used fhr their intcnded 
purpose and had not cstahlislicd nleallingf~l pcrfi)rtnance metrics to determine tlic cost bcnclit 01' 
1.hc pogram.  

n e w  fmpwtr The current monetary imwt or patent@ fb- sitvings caa bq gnaL1 

Open Recommendation ( I ) :  The I'rvgsnm Management C'cntcrs will have the prograrl~~ilatic 
and financial ~.csponsibilitj for the S131~ I:nergy Program. :I monitoring sclieciule lhr the 
gsantces bascd on the aiailabilitj  ol'program direction S~~nding \ \ i l l  be completed in the last 
c]lraster. 

Action Planned: I'liis is an on-going cl'lhrt. The I)cpart~ncnt anticipates that an outsicie rcvicw 
ol'tlic c ~ u l ~ ~ a t i o n  assessnicnt \\ i l l  bc completed b\  A~igust 2006. 

Status: I lie I'rogra~ii Ma~iagcnient ('enters \ \ i l l  ha\ c ~ h c  programmatic and financial 
respc~isibility Ibr tlic State 1:nergq Program. il monitoring schedule fbr the grantees bascd on 
the av,lilabilit ol'program direction Iilnding will be completed in the last quarter. Quarterly 
desk monitoring ( l i~ia~lcia l lprogra~i~~i i i~t ic)  using our grants management system i:, on-going 

1 Original Estinlatcd ('ompletion Date: 3130107 ('urrent C'ompletion Date: c~l~30~Ocl  

Open Recommendation (2): 'Pl~c Assistant Secrctnrj shall use the results ol'improied 
pert'orniance Illcasurcs to re-cial~iatc tlic cost bcnelit o t ' t l~e  State Fncrgq l'rogran~. 

Action Planned: 'I'his is an open item sut!jcct to completion ol'Rccc)mnienciation I .  

Status: 'I lie I'rogralii h4a1iagcment C'entcrs nil1 lia\e [lie programmatic and Iinancial 
responsibilitj l i )~  the State Fnerg) Program. A monitoring schedule f i ~ r  the grantees bawd 011 

the availabilitt ol'progr:~ni direction li111di1ig \ \ i l l  be completed in tlic last quarlcr. Q~larterly 
desk monitoring (linancialiprogrnm~iiatic) using o11r glantc managcmcnt sqstcm is on-going. 



Original Estimated ('ompletion Date: 3130107 ('urrent Completion Date: 9/30/00 



Mrrttrrget~tetrt c$S/~ettt Niiclenr Firel rrt the Snsnt~rtrilt River Site 
I (  i-0727 

Ada! 12. 2006 

Summary: As part ol'a~i cl'li>rt to identivq. the best mctliod to [>repiire spcnt nuclear tile1 fi)r 
disposition at the Savannah Ri\:cr Site. the Ilcpart~iic~it selected a process k~io\vn as "melt and 
dilute" as 1.11~ prel'crrcd alternative in a .luly 2000 Rccord 01' Decision. establishing a goal 01' 
liavi~ig ~ l i c  tcclinologq~ i n  placc bj. 2 0 0 8 .  The Rccord 01' Decision also comlnitted tlie Dep~irt~llen~ 
to c'xplorc direct disposal ;is an alternative strategy and to niaintai~i llie currcnt conventional 
processing hcility. kno\+~n as I I-<'an!-on. to address an), degrading of' spent fuel stored at the 
Sa\lannali River Sitc until a ncu disposal program u.ns inlple~nented. An Office 01' Inspector 
(ieneral review \vas initiated lo dcterniinc the status ol'tlic spcnt nuclcar li~cl program at the 
Savannah Ri\,cr Site and to dctcrnline \\hctIicr the Dep~~rtmcnt would have 10 maintain [I- 
C'anyo~i capabilities bcyond the time required to cars). out dclincd work requirements. The 
rctiicu li,u~id that tlicrc lia\~c bee11 dela1.s in  dc\~cloping and imple~nentin:! a spent nuclcar Iucl 
program at tlic Savannah Ri\cr Sitc. .AS a rcsi~lt. I I-C'an~vn will have to be maintained in an 
idle. bul operation mode. Ibr at least t ~ . o  ).cars. 

Moneery Jmpact: Given the commitment the &+nt ma& in the Record of &hian 
d thq aadence of a M y  developed disposition shategy, a two-year delay is pro$c$sd to qost f payers approximately $300 million. 

Open Recommendation ( 1 ): The :Issistant Secrelary tbr En\.ironniental Management sliould 
accclcratc uork to conipletc a coniplex-\vide strategy l i~ r  the disposition ol'spent li~el. 

Action Planned: l'lic Ol'licc ol 'F~i\  iron~llental Managcnicnt is u.orking closely with cach ofthe 
sites and  the Ol'licc ol'C'i\'ilian Radioacti~.e Wastc Management to conipletc a complex-wide 
strategy lix llic disposition ol'tlic Ol'licc oI'Eiiviron~ii~~i(a( blanagetiienl's spenl ~iuclear liiel at 
Yucca hlountain. 1'0 a signilica~it extent. this strategy is dependctlt 011 decisions i.Iiat are made 
regarding 11-('anyo11 opelalions and tlie sclicdule li)r (he geologic repository. I-lie Ol'fice of 
Envi~.o~i~nental Managelllent will conipletc the stratcg). as soon as practicable consistent with a 
resolulion ol'llicse exisling uncertai~itics. 

Status: I'lic Ol'licc 01' 1In\ irontiienlal Management remains on scliedulc to clc\rclop a complex- 
uidc stn~tegy li,r tlic disposition hl R4a) 2008. 

I Original Estimated C'on~pletion Date: 5'3 1 '08 ('urrent Completion Date: 51-7 1/08 

Open Recomniendation (2): Tlic Assistant ~ c c r c t a r ~  Ibr r n \  ironme~ital hlanagc~iicnt should 
li)rmnllq select a prel21-sect tcchnologq li)r preparing spent li~el at the Site li)r disposition 
consixtc~it \\ ill1 the complc\-\\ ldc stl.atcg>. 



Action I'lanned: l lie Ol'lice 01'1'1i1 iroii1iienla1 Managc~iicn~ elpccts that the spcnt nuclcar file1 
at the Sa\annali Riicr Sitc \ \ i l l  be prepared for ciispnsal either by packaging li)r direct clisposal at 
Yucca Mountain. con\cntional processing i i i  1 I-('anqon. or a conibination or the two approaches. 
A n  amcndcd Record 01' 1)ccision for the Sa\ annah Ri\cr Sitc Spent h ~ ~ c l e a r  rucl Management 
I'inal Iqni ironnicntal Impact Statcnie~lt \ b i l l  be prepared to sclect rhe preferred approach oncc the 
plans li>r an> addirional I I-('anqon mis\ions are S~~rtlicr de\ eloped. 

Status: 'Plie Ol'licc ol'Il~i\~ironme~it;~l Management is \vorking tvirh tlie Idaho National 
1,aboratory and the Sa\~an~iali Ri\.cs Sitc to prepare a Supplcniental Analysis to eval~~atc 
adccl~lacy ol'prior National Iln\,ironmental Polic! .Act analq.scs li)r processing o fa l~~~ i i in~~n i -c l ad  
spent n~~clcar  li~cl at I I-('an!.on and managcmcnt and disposirion ofnon aluminum-clad spent 
nuclcar li~cl at thc Idalio National I.abnrator!. 'Plic Supplemental Analysis is expected to bc 
coniplctcd by Dcccnibci. 2007 .  Subscqucntlq.. tlie Office 01' I~nvirsnnicntal Managc~nenr will 
prepare a11 amcndcd Recorci 01' Decision to process and disposition alumin~~ni-clad spent 11~1clear 
file1 t h r ~ ~ ~ g l i  1 I-('aiiq.o~i. 71'lic co~iipIex-~~idc ~Iratcgy 11)s spent nuclcar fuel is being developed. 

1 Original Estimated Completion Date: 513 1/08 Current Completion Date: 513 1/08 

Open liecornmcndation (3): Tlie Assistant Secretarqs li)r T.nvironmental M~lnagcment cxpcditc 
the implcnicntation oftliis teclinologq to niinimi/e the impact of cutending I I-C'anyon 
operations. 

Action Planned: 'l'hc Ol'licc ol'l'n~ ironmental Management \till cuecure rhe iniplcnienta~ion of' 
the sclccted approacli li)r preparing tlie Sa\annah Riber Site's spent nuclear file1 for disposal 
consistent M it11 tlic plilns li)r 1 I - ( ' a ~ i ~ o ~ i  operations. the sc l ic~i~~lc  for Yucca Mo~~ntaiii. and (lie 
priorities ol'thc Department. 

Status: Plans arc being made to begin processing al~iminum-clad SNF iii 11-C'anyon in early 
201 0 .  ,411 I~itcgratcd I'rojcct 'l'cam lius been estal2lislied to develop an implcnicntatioli plan For 
tlic transportatioli and receipt ol'spcnt nuclcar fi~cl bctxvcen the Savannah Ri\.cr Sitc and rhc 
Idaho National 1,aborator~. Tlie planned spent n~~clcar  li~el transfer will cnable proccssing ofall 
a l~~min~~m-clad  spcnr nuclear li~cl at I I-C'anyon. I t  should he noted that the linal congressional 
appropsiations in  FY 2009 and allocation of'li~nds in 1-Y 2008 niay impact the Department's 
ability to proceed with this pro.jcct. 

Original Estimated C'ompletion Datc: 513 1/08 C'url-cnt Completion Date: 513 1/08 
I 



(httc.ertt.c Reprrlitrg Lerrrl Cotrtatili~atiott atrrl Rarliologicml Control$ at the Nevrrrlrr Test Site 
INS-( )-00-02 
hIa> I 7. 2000 

Summaq: Responding to an allegation that lead bricks at the Nevada Test Sitc's ()ccupational 
Medicine 1:ncility crcatcd a lead dust hazard and 1.1iat there ~vcrc' IiLlnieroLIs specilied radiological 
control violations at the Sitc. an Ol'ficc ol'Tnspcc[or (icneral rcvieu- I ~ I L I I I ~  [hat surl'ace lead dust 
contamination at I~ILII. locat ions 01' the ( )ccupntional Mcdicinc I:aci lily cxcccded the sitc 
contrilctos's established threshold Ic\.els. F~~rtlicr. tlie contractor had not taken actic~n to make 
surl'accs in tlicsc contaminated areas "as Ilee as practicable" (11' lead dust. as required bj. the 
Occi~pational SaI2tj. 311d I Icalth Administration. Regarding the alleged radiological control 
violations. a n ~ ~ m h c r  o t'\.iolations did csist. but they \\.ere sell-reportccl by 11ie site contractor and 
corrcctivc actions ~ . c r e  in proccss. The rc\.icw also idcntilicd areas l i~r  improvement in the 
Site's scaled sadioacti\,c S ( I L I I . C ~  program. 

- Momrceta>y Impact: The current monetary impact or potentiaJ 
detrmpind. 

Open Recommentlation: The Manager. Nc\ ada Site Ol'licc. s l in~~ld  ensurc t h a ~  the site 
operating contractor tahcs ti11ic1j and appropriate action to address the lead contamination in 
13~1iIdi1ig 0 5 0 .  

Action Planned: 'l'lic nlc\ada Sitc Ollicc nil1 ensurc that tlie site operating contractor takes 
timely and nppropriatc action to address lead contami~lation in Rnilding 650. 

Status: 'Ihc remediation plan has bee11 placed into tlie sitc Fn\  ironmcnt. Salktj & Ilealth 5-year 
Plan fi)s dctcrmi~~ation of l i ~ ~ ~ d i n g .  The de\clopmcnt ol'tlie abatement plan, upgrade and mnrc 
resources is clcpcndcnt on thc lilnding 'I lie hational Nuclear Sccuritj i2dniinis~ration is 
awaiting a ('ongrcssiona1 lirnding determination behrc final action can be taken. 

1 Original Estimated ('ompletien 1)a te: 313 1 I07 Current Completion Date: C1/30/08 



S u m m a q :  D L I ~  to t11c inliercntl!- clangcrous ~ i a t ~ ~ r e  ofliigli esplosives. Ilepartment regulalions 
recluirc that strict control and acco~~ntability be maintained over all components. An  Ol'tice 01' 
Inspector (icncral rcvie\\- mas initiated to determine nlicther tlie Department was :~dcquatclq~ 
managing its non-nuclear liigli csplosives materials. Tlie re\.ie\s- Ihuncl that the 1.0s Alalnos 
National I .nbor:itor\; anel 11ie Sandill National 1,ahorator~ n.ere not always maintaining eontrol. 
accountability. and saktj .  o\.er a ~ . i d e  array ol'esplosi\~es. Tlie lack ol'control and 
accountability occurred. ill Inrgc part. because tlie 1,aboratories IBileci to design and implement 
el'kctive local high ewplosi\.c management strategies. 

' Moaebry Impact: The current monetary impact or potenfiat future savingscan not be 
determined. 

Open Itccommcndation ( I ) :  7'he Administrator. National Nuclear Security Aclministration. 
should develop and implemcni. Iil2-c~cle asset and propert). management policies and procedures 
that. at a minim~1111. rcquise contractors to periodicallj. \.cril). inventor!. amounts. ownership, and 
location. including 01's-site locations. ol'liigli explosives under their cognizance. 

Action Planned: Site Managers \ \ i l l  instruct each ol'tlieir respective Management and 
Operating (M&O) contractors to estahlisli a baseline in\.entory of high csplosives. ownership or 
progra~ii application ol'thc stated in\,entory. location and licquc~icy 01' in\.cntory cycle of'the 
esplosi\.cs. A report \vill bc prepared b \  each M&O and submitteel to their respective Site Office 
Ihr revicw. acceptance and agreement on the proposed justi lieation to retain the high explosives 
in the in\.entorl. 'I'lic Site Of'fice nil1 submit inSormation related to high esplosivcs to the 
Deputy Administsator 11,s Delknse Programs. All a l~pr~priate  docunientation will be submitted 
no Iatcs than Septcmbe~ 2008. 

Status: 'Ihc Savannah River and I~i\ermore Site Ollices report this xt ion as completed based 
on n.orli 13erli)1.11ied or that 110 item as described is on site. l'he 1.0s Alamos National I.abnrator!; 
lias re-established the Storage Re\,ien- ('ommittee and several actions liavc bee11 accomplished. 
Several actions are underwaj. to ~.ed~icc the inventor!.. including re-application li)r sen-iceable 
c?cl3losi\.cs. Sandia National I.aboratot-j- is revising elc~iients ol'tlic inventory sj,stem to illclucle 
requirements that all esplosi\-c materials be evaluated Ihs retention basecl on a set ofcriteria that 
arc contained in revisions to the Esplosi\.es Salkty Man~~a l .  ilrea will continue to be a part ol'tlie 
validation process \.ia personal property re\,it.\vs 

1 Original Estimated ('ompletion Date: 9/30!08 Current C'onlpletian Da te: C)/-30/08 



Open Kecommendation (2):  TIic Admill istrator. National Nuclear Security Admi~~istration. 
should c11si11.e tliat colitractors co~~duct  periodic re\.ie\vs ol'esisting esplosivcs inve~~tories to 
establish prograni~iiatic need. 

Action Planned: As s t~ t cd  in the rcspo~isc to Rcco~ii~iiendatio~i 1 .  contractors nil1 subm~t tlieir 
baseline in\cntor!. onncrsliij~ or progra~ii~~iatic application, location. and i~ivcntory cqcle to tlicir 
scspccti\c \ite ol'licc. Thi\ docun~e~~tation mi l l  be completcd bq June 2008. 

Status: 'l'lic Savannah l i i \ , c ~  Site and I.i\~ermorc Sitc Ofliccs repost tliis action as co~nplrltcd 
bascd o n  n.ork perli>rmc.d or tliat 110 item as described is on-site. Evidence lias been presented to 
docu~ncnt tliat tlic l,os .4la1ilos National 1,aboratol->. is acli\ cly reviewing the crplosivcs 
invc~~tosy to vcrif!. tliat a psogran~matic need for the explosives still exists. Sonic sites continue 
to \bark oli 111is issue. 'l'lic rcco11i111t.ndatio11 \ \ i l l  remain open until all actions arc coniplctc. 

Original Estimated ('ompletion Date: 6130108 ('urrent Completion Date: 6'30108 

Open Recornmendation (3): The Administrator. National Nuclear Security t ld~ni~~istration. 
should c~isurc tliat contractors i~iiplement the pro\:isions ol'the Ilcpartnict~~t I'xplosives Sakty 
M a ~ i ~ ~ a l  by cstablisliing storage rc\.icw programs and conin~ittees to evaluate 1.1113 stability and 
sali-ty 01':111 csplosi\.cs u~~cicr tlictir cognizance. 

Action I'lanned: 1:acIi M&O contractor lvi I I certilj: to tlieir respective Site Ol'fice t11at high 
explosives lield within tlicir in\.entory are sal'c. stable. and meet applicable 1:ederal requirements 
ancl101- local or-dinanccts. A copy ol'tlieir subnlissio~i. ~ , l i i ch  will include ~ l i c  basis 1'0s the 
certilicatinn. will be pro\'idcd to the National Nuclear Security Adniinistration's Advisor Ibr 
En\~iro~inient. Sal?t!; and I lcnl~h. ('crtilicalion to the Sitc Ol'iice should occur no later tlian 
Septc~iibcr 2008. 

Status: 'I'hc Sava~i~i~rh Ri~rer S itc and I .i\~csmorc. Sitc Olliccs report tliis action as completed 
bascd on ~vork pcrl'ormcd or that n o  i(em as dcscribcd is on silc. Sandia lias reinstituted a 
Explosives Storage Rc\,ic\\. C'omniittcc. 'flic ('ommittee is currently assessing the scope of 
activitits. c\ ,al~~ating appropriate sanlpling and analytical nicthods I'or measuring stabilizer 
content. and developing 21 derailed plan to assure the salk use of all esplosi\~cs alicr storage. A 
co~~iplctc  a drali ol'our storage re\.ieu program will be completed by .luly 2008 and \vill hegin 
reviewing the s r a t ~ ~ s  ol'all cx~>losi\~c ~natcrials ill coorciination nith our nc\v inventory system. A 
Storage IIc\.icw ('om~nittee lias also been re-cs~ablisl~ed anci \.crilied during \,isits by rllc Service 
('enter i~idividual tasked n.ith pro\, idi~~g explosives salL.1~ support to 1,os Ala111os. Other sites 
conl in~~c  to n'o~*k tliis issue. ilction \ \ i l l  rcmai~i open until all arc complctcd. 

Original Estimated ('omplction Date: c)/30108 Current C'ompletion Date: 9/30/OX 

Open Kecommendation (4): 'l'lic Adnlinist~*alor. National Nuclear Security Administration. 
should establish a 1:edcral o\,crsiglit n~eclia~iisni, in coordination with tlic OI1icc 01'Independcnt 
Oversigl~t, l'or the managcniclit ol'higli csplosi\les that includes examining the accuracy and 
programmatic need ol'rcportcd csplosi\,es inventories. and the existence and el'lctiveness ol'site 
storage rc\~icw pro* "r'lnis. 



.Action Planned: 'l'hc Narional Kilclcar Sccuritg; Aduiiinis~ratin~i will i~istruct Ilcpart~ncnt site 
ol'liccs 10 il~cludc. sal2t~-.  prcllxst~.. nndlnr progmmmalic reviews ol'thc' M&O's high explosi\,es 
and will provide thc psopcsly ancl disposition e~itities ol'Supply C'llairl Management with the 
ri'sulrs ol'tliosc ICX iews. :.It a rni~iiiiil~m. the appsopsia~c. clcmc'nts ol'ovessiglit contained in the 
1lepastmen1.s Sali'ty Maniiel nil l be seinlbrccd. 

Status: 'The Sa\.annah Iiiver Site and I , i ve r~~~ore  Site Ol'lices rcpoll this action as completed 
bascti on ~vosh pcrlir~nccl or [ha\ IIO itcm as described is on site. Sonw sites continue to \vorl\ 
this issue. 1.0s Alan105 National 1.abosatol-y organizations are rcqilired to providc a complete 
programniatic jiislilicarion ol'nezd. -Phc Sandia Site Oflice has been scheduling and conducting 
asscssmcnts at Sandia National 1,aboratorg;-('aliIi)r~iia and Sandia National 1,ahoratot-y-New 
Mexico, but \{ ' i l l  re\ ic\v current plans (and assesslncnt scope) in light ol'the above 
s c c o ~ i ~ ~ i ~ c u d a t i o ~ ~ s .  ;Zsca \ \ . i l l  contini~e to bc' a past ol'tht' \.aIiciatio~i proccss via personal propert). 
rcvicws. Action mil l  rc~iitlin open until all actions are complete. 

Estimated <'omplction 1)atc: 12130108 Current Completion Date: l ? / 3 0 / 0 q  



Tlir I111trtcrn Rrlirrbili[~~ Progrrtm crt Lmwrrrtce Livrrmorr Nrrtiontrl Lahorritoty~ 
I(;-0732 

.lunc 30. 2000 

 summa^ : 'l'hc I .a\vrencc I .i\.crmorc National I,aboratsry has an extensi\,e I luman Reliabilit~. 
Program ( I  IRI') intcndccl to ensure that its many cmplol.ecs working in thc ~iuclcar weapons 
program meet tlic liiglicst standarcis ol'pliysical a~ici mental stability. Strict coriipliance with 
applicable ~ ~ r ~ c c d ~ ~ r e s  a~ict P ~ O C C S S ~ S  is esse~iti;~I. i11i Oflice of I~ispcctor ( ~ C I I L ' S L ? ~  rc\.ic\v found 
that the I IRI' at 1,ivcrmorc was not ndministercci in li~ll accordance \t.ith applicable requiremc~its. 
For cxa~iiplc. tlic mctliodolog- ~ ~ s c d  to select indivictuals for drug and alcohol testing did no1 
ensure t.liat the tcsts were random. as rccluircd. In acidition. I IRP nicciical re\.ie\vs were no1 
al\vaj.s as cornprclic~isivc as required by I)epartmen~ t-eg~~lations. 

Mosetary Impact: The current monetary impact or potential hture savings can not be 
determined. 

Open Recommendation: Ptic Manager. I.i\crmorc Site Ot'fice. should ensure [hat I amrenctl 
1,ivcniiorc National I aboraror> super\ iwrs arc a\+are of and act on their responsibility to 
question I IRl' incli\ iduals about alcohol consumprio~i when called in I'or unscheduled duty. 

Action Planned: Not Pro\ idcd 

Status: l'lic I,aivrc~icc I .i\.criiiorc National I~aho~.ator> Ass~~rance Oflice (1,AO) has provided 
copies ol'mcmoranda datcd blarcli 15. 7007. and ilugust 30. 3007. rliat de~no~lstrarc that all IIRP 
supervisors ~vcre norilicd oftlic ~ie\v I IRI' training. 11s of April 30. 20(!7. approximately 5 0  
pcrcc~i~ 01'1 I I t I '  supcr\~isors participated in I IRP Supcn.isor Salrtl. 'I'rai~iing and Security "Round 
Table" Training. I . A 0  has scheduled li3~11- additic~nal training sessions. It is expected tliat all 
I IRI' supcr\,isors will lia\,c completed tlic training bj. Dccc~uber 3 1 .  2007. 

1 Original Estimated ('emplrtion Date: hl30/07 Current Completion Date: 31i 1/08 



,4ssrssntent c!f'Clrrrtrges to tlre It~tertrtrl Cotltrol Strrrctlrrr mnd tltrir Irnj~crct ort tlre Allowtrbility 
qf'(i)sts Cltrin~ecl by crntl Reimbursetl to Los illrimos h'ntin~tnl Lnhortrtoty irntlrr Depnrtntetit of 

Etrergy Co~itr(~ct !Yo. If'- 7405-ENC-36 
0.4s-v-06-  I I 
.ILII>. 10% 2006 

Summary: Iq\cept lor clucstioncct costs of'$l.337.01-3. changes to tlic internal control structure of 
1.0s Alamos p r o ~ ~ d c  reasonable assurance that costs claimed bq 1.0s Alamos and rctn~bursed by the 
Department are allouable. Specilic areas of concern identified during the assessment includcd: 

Intel-nal A~ldit's 1-Y 2004 tZllo\vable ('(1st Audit cluestioncd claimed costs in the amount of 
$895.272 incurred betm~cen 1907 and 2004: and idcntiliecl all internal control weakt~ess 
pertaining to Intergo~.e~.nmcntal Personnel Act agreements and ('hange o1'Station 
rcim bursements: 
I,os Alamos incurred $250.-322 in  qi~cstionable I lomc Oflice expenses: and 
Internal control \+.eaknesscs \$.ere identilied in  the managellielit of (ieneral I'lant Prqjects and, 
as a result. the OIlice o1'Inspector (;enera1 questioned $Ic)2.-3 10 in ti~rnishings paid with 
operating cspcnsc li~nds. 

In addition. the I-ield 1)ircctor ol' I'rocurcmcnt had not signed the FY 2004 SC'IC' as I-cquirccl bj the 
1)cpartment's Aceoi~nting 1 landbook. 

Monetary Impact: $1,337,913 in questioned costs 

Open Recommendation ( I ) :  'I he Manager. 1.0s Alamos Site Oftice. should rnakc a 
determination regarding the a1 lo\jnbilit~ of cluestinn co:,ts. 

Action I'lanned: ?'lie ('ontractitig Ol'fice will rc\ i c i ~  all clut.stiont.d cost:, and make a 
dctcrnlination oI'the cost allouabilit? . 

Status: 'Plic I ,os Alamos Site OHicc had disc~~ssions nit11 thc I lniversitj, ol'('alilbrt~ia the week 
oi'Scptcmbcr 10, 2007. 'I'lie 1,os Alalnos Sitc Oflice ('ontracti~ig Oflicer mi l l  issue n final 
determination on outstancling costs associated with the recommendation. Closure oI' this iten1 is 
not expc~tcd li)r another year lo 1 8 months. 

Original Estimated ('ompletion Date: 7/21,'07 Current 

Open I<ecommendation (2): The Manager. 1.0s Alamos Site Office. should scch recovery of 
111ose costs c1ctcr1lli1~cc1 10 he unallo\~ablc. 



Action I'lanncd: !In> cost5 tlial tlic ('onlracting 0)l ' t i~cr de~~riiiiiies Lo be iinallo\\ablc, will be 
I.L'CO\ crcd. 

Status: 'l'lic I .os Alamos Sitc 0l'lic.c Ilad discussions u.itli the Ilniversity o f  ('alifhmia the week 
ol'Sc.ptcmhcl 10. 2007. 'I'hc 1.0s Alamos Site Ollicc ('ontrac~ing Of'ficc'r will ~ S S L I C  a final 
dctcr~nination on outslanding cosls associated 11.itI1 the recommendation. C'losurc ol'this item is 
not cspcctcd li,t anolhcr >.c;ir 10 1 X monlhs. 

Original Estimated ('ampletion Date: 713 1/07 C'urrcnt Completion Date: 0130~08 



.~lccrss (bnfro/.s.fi)r Foreigtr :V(ltion~I.~ ~f tlte L L I I C ~ ~ ~ ~ I C P  Berkelq* N ~ ~ t i o ~ a l  L~~borutoty 
INS-I ,-06-08 

August 38. 2006 

Summary: An Ollicc ol'lnspcctor (iencral revie\\, concluded tliat access controls li)r l'oreign 
~iatio~lals at the I ,a\vrcncc 13crkcle~ National I,aborator! could be iniprovcd. 'Tl~c rccicw Ibund 
tliat the Iiilurc O U  I .aboratory Iiunian resources ol'licials to hilly exccutc tlicir rcsponsit~ilities 
regarding l.hc processing ol' lilreign national \.isitors and assignees resulted in at least one 
occasion u l ic~i  a ji)rcign ~iatio~ial I'ro~n il state spo~isos ol'terroris~n \\.as allowed admission to a 
controlled acccss I'acilit). \\.itIiout the rccluircd coi~nterinrclligc~icc' scrccnillg and Department 
approiral. In addition, tlic re\ ie\\ noted tliat hosts iverc not sul'ficiently knowledgeable ol'export 
control rcgl~latio~is to rccog~iizc potential export control issucs involving the limign nationals 
they hosted. 

Monetary Impact: The current monetary impact or p9tential future qwings can aat b 
determined. 

Opcn Recommcndation ( I ) :  7'he Maliager. nerkele!, Site Ollicc, slioulcl ensure tliat 1,awrcncc 
13erkcle!~ National I,aboralor!- hosts and human resource ol'licials receive appropriate training 
rcgardirig their responsibilities li)r processing and hosting Iimign nationals visiting or assigned 
to the I .aboralory. 

Action Planncd: 'Tlie I.a\\re~ice Berkeley Natio~ial 1.abi)ratory ~ v i l l  cle\:c1op a t r a i ~ i i ~ ~ g  module 
1;)s all hosts and h ~ ~ m a n  I - ~ ' S O L I ~ C ~ S  e~iiployccs tliat address tlic responsibilities dcscribccl in 
I)cpastmcntal policy. A dcplo!.mcnt plan \\ : i l l  be in place li)r this training hy .lanuary 30.  2007. 

Status: ( \ I 1  ot'tlic I.a\\,rcnce 13erkeley Uitti~)11;11 I.aborator!. li~nda~iiental training milestones. to 
date. lia\:c. heen complctcd and tlic rlepartnlenl is o n  target to complete the last li~ndamental 
training piece. tlic desk ~.cll-~.cnce. 'l'liis includes the processing and hosting ol'lbrtign nationals 
visiting o r  assigned to tlle I.aborator!.. Tlie I3erkele~. Site ( ) f i c e  will conlirm that this Iias 
occurred prior to Octobc~ 30. 3007. \vliicIi will cnmpletc this recom~iicndation. 11 ccrtilication o f  
cl'll'cti\~cncss oI'corrccti\.e action \ \ i l l  li,Ilo\i-. 

Original Estimated ('omplction Date: 7/30/07 Current C'ompletion 1)atc: 10130i07 

Opcn liecommendation (2): 7'he \lan:rger. 13crkclcj Site Ol'ticc. s h o ~ ~ l d  ensure that I aNrcnce 
13cl.l\clc! National I abo~.ator! per\onncl are aLvarc 01.. and adhere to. export control rcg~~lations 
and guidance to cont~ul pns\iblc loss of'scnsitii e I lnited State5 tccli~~ology. 

. . .Action Planncd: 'I'lie I.a\\rcnce I3erk~Icy National ~~~~~~~~~~y will develop a t r a~n~ng ,  
cciucation. and awal.eness plan li)r export control compliance that I'ocuses on hosts. rcscarclicrs 
known to \vork \\,it11 export c011[1-01 ~ccl inolog~.  ant1 ongoing awareness 1i)r the I.aboratory 



population ma5 a uhole. I \port control auareness uill bc integrated into the host training 
dcscribcil aboie. and a ~clicdulc Ihr ongoing training. cducation. and a\zarcncss will be 
dc\ cloped. 

Status: AI l ol'tlie I anrcnce Bel-Lele\ National I,aborator> li~~idamcntal training milcstones. to 
datc, h a ~ e  been coniplcred and tlic Dcpartmcnt is on target to complete thc last findatiicntal 
tra~ning piece. tlic de4L ~.clkrcncc. This includcs e ~ p o r t  control gi~idancc and regulations. Tlic 
I3crLcley Site Ol'iice u i l l conii1.m illat this has occurred prior to October 30. 2007. u hich mil l  
complete tIii .4 rcco~nmcndation. A ccrtilicatio~i of'ct'li'ctiic~icss ol'corrcctivc action mill  f i~llou. 

Original Estimated C'ampletian Date: 7/30 07 ('urrent C'ompletian Date: 1 0,30107 
I 



F o l l o ~ ~ - ~ r l ~  oti the ,M(it1(1gemet1t f? f'P11rtotlirrrt1-2-3 9 .Sc)cilc)cl  source.^ Reco \wty .4 ctit~itic.s 
Ot4S-M-06-09 

September 12. 2006 

Summary: 'I'hc mission ol'tlie National Nuclcar Seci~rit!. Administration's Oil-Site Recoverq, 
I'rc!ject (OSRP) is to rcco\er i~n\tanted radioacti\~c scaled sources held in the public sector. 
tlicrchy seclucing tlie threat ol'tlic sources tlci~ig i~scd in  radiological dispersal dc\sices or a "dirty 
bomb." I'lulonium-210. O I I ~  ol'tlic sadioactive sealed s011rccs scc~vered hq. OSRP. requires 
aclditional sakgnards h c c a ~ ~ s e  it  is a special nuclear material. O n  i\i~gilst 1 .  2005, the Oftice ol' 
Inspector (icuc~.;tl reporteel that OSRP could not immediatcl~, rrco\.cr 1'11-2.79 sources ~ h c n  Lhcy 
beca~iie c x ~ e s s  ancl unnanrcd because ol'a lack o l ' sec~~rc  interiiii stosagc. In a Ihllon--up reviru. 
it was rc\~calccl that as a result oStlic D e p a ~ ~ m c n t ' s  Wastc Isolation Pilot Plant's approval of  [lie 
1'11-2.70 waste stream, ( ) S  Ill' no longer liaci a nccd t'or the clusntity ol'additional intcrim storage 
space identilied in 2004. (~onscqucntly. neither I,os Alanios nor the Ne\;ada Test Site lirlllllcd 
tlie co~iimitnic~it to PI-o\ride additional stosagc spacc. I Io\t-c\.er. the li,llo\v-up review noted that 
becausc tlicsc sites had not been spccilically dedicated spacc h r  Pu-230 storage. OSRP 
contini~ed to cxpcricncc dil'ticulties i l l  planning to rcco\.er scaled sources. 

Monetary Impact: The current monetary impact or ptmtial 
1 determined. 

Open Hccommcndation: rTlic hlanager. 1.03 Alanios Site Oflice. should prepare a contingencq 
plan li,r tlie storage ol'reco\ered sourcc.4 in tlie e\ent linal disposal oSPu-230 at tlic Waste 
Isolation I'ilot Plant is interri~ptcd. 

Action Plannccl: 'I'lie Manager. I os Alamos Sitc Ol'licc'. hill pseparc a contingene> plan l i ~ r  tlic 
storage oi' rccovc~.ed S O L I ~ C ~ S  in the c\ ent Iinal disposal 01' 1'11-2-79 at tlic Wastc Isolation Pi lot 
Plant is rntcr~~upted. 

Status: 'l'lie 1.0s Aliimos National I.abot-atosy contractor. 1-0s Alamos National Security. 1.I.C'. 
( I .ANS) 7'12-55 stal'l'Jia\~e ;~ppro~.ed 01'25Og ofcontingencj. storage space could be made 
a\.ailahlc in the basement. IIo\xc\~es. 1.0s Alamos Site Ol'ficc managcmcnt has recently changed 
and the ~ic\\.  Sitc M~1nagc.s \ti I I nwcl to re\'ie\\ and accept the c o ~ ~ t i ~ i g r ~ i c y  plan as a sliol-t-ter~ii 
risk until final disposition is complctcd. The 1.ANS group NN-(;-I'R is clraliing a contingency 
plan. \vliich will need t o  be suhmittcii to I ,os tllanios Sitc Oftice niariagcnient till- review and 
appro\lal h!. tlie cnd ol'the lil-st quarter 01' I:Y 2008. 

I Original Estinlatcd ('ompletion Date: 0110107 ('urrcnt Completion Date: -7;; I I08 



Tli e De/~crrtnrrnf's l~trclrrssijirrl C')?brr Srcrrri!y Progrrrnt - 2006 
I(;-0738 

September 10. 2006 

Summary: As rccluircd b!. [lie Federal 11ifot.mation Security Ma~iagemenl Act (1:ISMA). an 
Ol'licc o I'  Inspector (iencral rc\.ic\x \vas initiated to dctcrm ine \vliether the Department's 
unclassilicd cr.bcr sccurit!. progsam adcquatcl!- protcctcd data and inti>rmation systems. During 
the p r c v i o ~ ~ s  year. ilie I)cp:~rtment lau~iclizd a cyber sccusilj. re\/ilalization program and issued 
enhanced guici:uicc designed to strengthen protecti\'c effi,rts. Wliilc tliesc were positi1.e steps. 
the e\.aluation continued to obscrvc deliciencies that exposed 11ie Department's critical systems 
to ~ u i  incrcuscd sisk ol'compromise. ('ontinuing cyber security u-eakncsscs occurred. at least in 
past. because program ancl field clements had not alm.a!,s implemented or properly executed 
I>epartmcntal ~uid 1:cderaI cqber securit!. requiserne~ils. 

, Monetary Impact: The current monetary impact or potential future savings can not be 
I determined. 

Open Recommendation ( I  ): Perlbrm compliance ~iionitoring acti\,ities lo cnsul-c ihe a d e q ~ ~ a c q  
of'cyber sec~~ril!  program pcrSor~iiancc. 

Action Planned: lmplcmcnt a compliiuice re\ ieu program to monitor acti\~itic's to ensure the 
adequacy ol'c! ber securit! program perfi~rmancc. 

Status: 'I'lie concept ol'opcralions is not J'CI complc~cd. ('ompletion i h  anlicipaled b! the 3"" 
Quarter ol' I:Y 2008. 

Original Estimated ('ompletion Datc: 011 6/07 Current Completion Date: 3/3 1 iOX 

Open liecommendation (2): IInsurc t l i ~ i t  the Plan ol' Action and blilestoncs (POA&M) 
management tool is used to ils maximum ad\.anlage by idcntilying. tracking to resolutio~i. and 
sharing cyber security weaknesses across organizationd elemenls. 

Action I'lanned: 'I'hc Ol'Jicc ot'tlie C'liieI' Information Ol'licer \ \ . i l l  conduct routine analysis ot' 
11ie POIZ&M database 10 brict'('ybc.r Security Working (;soup ~J 'systemic cybcs security 
wcalincsses and I'0AK.M deliciencies o n  a quartcrll, basis. 

Status: 'I'lic I'olic> and Planning Di\-ision I)irector will pro\.icic montlill. briefings to the C'ybcr 
Scc~~sit! Worki~ig (iroi~p.  

Original Estinlatcd ('ompletion Date: O/l6i07 Current Completion Date: 313 1/08 



Perfi,rn.t~~t~c.e-B~~.cc~~/ Chwtrtrrt I t~c~t i t ives trt the IfanJOrd Sitc~ 
I (  ;-0730 

S e p ~ e ~ i i  bcr 20. 2000 

Summary: Ah a reh~11t ol ' t l~c c\traord~nar! health and salktj. risks that exist at the 1 Tanford Site 
ancl the h11ablc commitment ol'lilndh li,r sitc environmental rcmed~ation. all Olljce of Inspector 
(;ciict.al re\ icu ~ 3 . 4  initiated to dctc-rminc ~zlirtlicr the I)epart~iicnt had el'ikctivcly inipleniented 
the pcrSormiince-haxd inccnti\cs program at the sitc. The re\ ieu  li,und that although thc Office 
nI'Ri\ cr Protection and the Ricliliind Opcrntio~ls Ol'licc intended Sor their perli)r~iiaticc-based 
contrael inccnti~ch to be rcwlt-oricntcci. in certain c;ises. li'es Mere paid 011 project5 uhcre  the 
Lvorh ,lsbigncd n a \  not realistic (11. acliie\ablc. 

; Monetary Impact: The Department was not able to maximize the amount of suecessfid 
1 cleanup work possible wit4in available funding constrahts. SpecScally, the Deparh-~en~ was 
slow to reorient h d s  available for incentive fees to accelerate other high priority work at t& 
Hanford Site. 

Open Recommendation: Rcc'\,aluatc the contract Ikc change atid rcvicu process to dcterriiine if 
the current strilctilrc is pl.o\.iding timely rcsults and to consider allouing greater authority to the 
field to ad.just and realign incent i\,es. in a timely manner. as circ~imstanccs change. 

Action Planncd: 'l'lic I)cpal.tmc~lt's Ollicc 01' F~l \~ison~i ie~i la l  Management will initiate an 
analysis 01' its review and appro\;al processes as a part 01' its business process improvcmcn~ 
program ancl wi l 1 dc\,elop and i m plemcnt nccdcd in~pro\,ements based on this rcvic\v pmcess. 

Status: In order to crpcdite Pcrli)rmance Rased Incentives (I'Bl) approval proccsscs. the Ol'tice 
01' Environmental Managcme~lt. in coli.j~~nction \\.it11 tlic other Dcpart~nental ol'liccs with 
jurisdiclion oker c o ~ l t r a c t ~ ~ a l  ~iiatters. is atte~lipti~lg to dctine tlie o\vrall approval proccsscs with 
t l ~ c  context ol'tlic si~igle I lead oS('ontracting /I~~thosit! ( 1  I C ' i I )  iniplenientation. An 
Implementation Plan (TI') li,s this ciclegation ol 'a~~thor i t j -  \vas tr:lnsn~ittcd by rhe Assistant 
Secretary li)r I<nvironmcntaI blanagcmcnt to the Director. O f i c e  01' Proc~~rement and Assis~;lnce 
Managcnicnt (OI'AM) 011 .4~1g~is t  3 1 .  2007. 7'hc IP acldrcsscs roles. responsibilities aricl 
processes li)r rckiciv ancl appro\.al ol'proposed contract modilications, includilig changes 
rcquircd li,r new and re\.ised PBls. :\dditionally. the Ol'ticc' o f  I'in\/iro~~nientr~l h;lanagcmenl 
req~lestcd that OI'AM consicie~ higher do1 lar thresholds for approval ol'contract modilicatio~is as 
a ~ i i c a ~ i s  ol'cxpccliting tlic ;jpp~.o\.;~l and iniplcnicntatio~i ~ I ' n ~ c e s s ~ r j ~  PBI ~1i;lngcs. The OStice of 
T:nvisonmcntal Managcme~it is ~.orj \ : ing ivitli tlie Orlice 01' Psocuremc~it and tZssistance 
Managc~iicnt o n  implementation i s s ~ ~ c s  u.itIi a goal ol'I;i~~ncliing the Environmc~ital Mi~nage~nenl 
I IC'A in carlj. 1:Y 2008. 

Original  Estimated C'ompletion Da tc: 0120107 Current  Completion Date: 12,'; 1 !07 



Summaq: 'l'lic I1cpart1l1cnt.s Sa~idia National I.aboratory has a progralii to reli~rbisli the Spin 
Rocket Motor. wliicli is a prime component of the 1361 n~lclear weapon system. IIpon receiving 
allcgalions saising coliccrns about the Departnient's decisioli to pl-ocecd with tlie B61 Spin 
Rockct Motor prc?icct. an Ol'licc ol'11ispucto1- (ieneral rc\,ie\+ was initiated to c v a l ~ ~ a t c  [he 
pcrli)rmancc ol'thc motor. Based o n  reported test anoliialics. coupled u-it11 the I'~;lct that some 
versions ol'tlie Spill Rockct h10tor haci bcen ill use li>r ()\.el- 30 ycass. wc' co~icl~deei  that these 
was a reasonable basis to bc concerned about thc agilig and litruse performance ol'thc tiiotos. 
I Iowe\.cr. tlic I)cpartmclit did not  ha\^ conclusi\.c inli~rmation on the cause ancl impact of 
obscr\zcd test ano~iialies or oftlic. cost ol'alternati\,e options. both ol'whicli \?..ere needed to 
prioriti;/c the de\-clopmcnr ol'a ncu. motor in tlie contest ol'co~npcting Iveapons developliicnt 
rccluircments. 

,Monetary 1-t: The Spin Rocket Motor project lms an e&qated-$60 million b W &  
, Had the Department fdly investigated the cause and o b M  mamabs and its@- 
' observations, it may have allqated the estkwtd $50 @ion being spent on b Spin RmW 
Motor to other refurbishments with more urgent needs. 

Open Recommendation: 'I'lie ilclministrator. National Nuclear S c c ~ ~ r i t y  Administrarion. s h o ~ ~ l d  
cnsurc ~ h a l  Ihr li~turc \+capons rcll~rbishmcnt prqjccts tliat data supporting the ~iccd I'or 
relilrbislimcnts and cost estimates li)r rcliirbislicd components arc validated prior to committing 
r )~ '~ar t111~11t  r c s O L ~ ~ c ~ S .  

Action Planned: '1 lie National h~ tc lea r  Sccurit! ildministratio~i will ensure that cost I alidation 
\ $ i l l  be perlbrmcd psior to co~iimitting resources lijr weapons rcli~rbishmen~s. 

Status: The National NucIeas Sccurit) Administration has begun the tirst step in dcvcloping a 
valiciation process plan l i ~ r  cost 1-alidations ol'mqjor weapons retralits. alterations and 
~nocjilications. In h4arcli 2007. a tcani \\.as li)l.mcct to \\ site the Program Raselinc (hidance 
which \vill provicic programs with tlie tools nccessar!. to baseline scope. cost. and schedule 
consistently. and \ \ i l l  pro\.idc thc basis to Ibrm the \Aidation process. C'ost valiciation guidance 
\$i l l  be dt.\.clopcd subsecl~~clit to issuance ol'tlic Prograni I3asclilie G ~ ~ i d a n c c .  No date has bcen 
set liIr imple~ncntation. 

Original Estimated ('omplction Date: 313 1/07 Current C'ompletion Date: 1313 1 I07 



Summary: i\n Ol'licc ol'lnspcctor (icncral rc\.ic\v \\as initiated to dctcrmi~ic il'tlic Department 
had dc\.clopcd a comprchcnsi\.c clca~lup stratcgy 11)s tlie remediation oI'tlic burial grounds 
s to r i~~g  ~iuclear wastc at tlic I 1a11l'ot-d Sitc. 'rhc re\.ie\v fi)u~id that tlie Department's renieciiation 
stratcgy: ( 1 ) ma) ~>l.ociucc a \ \ m e  i'osm or \ \ask package that. in some cascs. will not nieet the 
1)cpartmcrit's current acceptance criteria for interim storage or disposal, and (2 )  did not rcllect 
the cost to prepare the rctric\,cd \vastc to mcct \s.astc acceptance criteria li)r storage or Iinal 
disposal. 

6 Monetary Impact: Because the Department did not have a comprphnsivct s kr 
I remediating the 6 1 8-1 0 and 6 18- 1 1 burial grounds at the Hdord Sste, it qgty Sruoq . : approximately 5 188 million more than planned to store, monitor, p d  w e  the waste &om 
;these burid gr~unds. 

Open I<ecommendation ( I ) :  'r'lic Assistant Secretas), li)r J:n\~ironn~cntal Management should 
Inanage tlic rcmcdintion ol'tlie 61 8-1 0 and 618-1 1 bi~rial grounds as a "cradle-to-gra\,e" project 
by integrating and coordi~iating rc~ric\.al technologics \\.it11 waste disposal req~~i rc~nc~l t s .  

Action Planned: 'file Assistant Sccrctarj Sor I<n\.ironmcntal Ma~lagcmcnt will c\raluatc the 
approach ~ ~ s c d  to manage the ~.cmcdiation of tlic 61 8-1 0 and 61 8-1 1 burial grounds as well as 
risks associatccl \\.it11 the rciiicdiation to ensure a comprclicnsix cleanup strategy is 
iniplcmcntcd. 

Status: Riclila~id Assistant hlanager li,r tlic Ri\zcr ('orridor ( tZMKC7)  has completed Phase I 
revicw ol'1I1c Wasliington C'losurc I Ianli~rJ (WC'I I )  strategic plan for additional site i~i\/cstigation 
and cliaracrcri/aticm cl'li)rts at the 6 I X- 101 I 1 13urial ( ; ro~~nds.  The ('ontracting Ol'liccr dircctcd 
WC'I I to initiate identilied \\ot.l\ scope associated \vitli Pliahc 2 ol'tlie proposctl approach 011 
August 8, 1007. Pliasc 3 is conti~luing cic\elol>mcnt o f a  de~ailcd plan Ibr cliarac~crizatio~i 
acti\ritics. .l'lie plan tvil l i~icludc the docume~itatio~i needed to perli)rni the cliaractcrizatio~i 
activities. cva l~~atc  tlic data I'rom the cliaractcrizatio~i activities. ~ rv i sc  the conceptual design. and 
prepare tlie cietailcd design. .rhc plan will augment pre\.ious W('1 I I~istorical record research 
clli)rts and when combined \\'it11 prc\.iously completed rcsearcli. will pl-ovidc a more accurate 
wastc charactcri7atioli detcr~nina~ion. 'The plan \ \ i l l  include a description of the overall path 
l'or\vard and n rcsou~.cc loaded ~c l icc i~~le  clepic~ilig the costs li)r the Pliase 1 dcsign solution. 
'I'hc 1)cpastmcnt will continnc to concitlct reclinical revieus ofcacli phased strategic plan 
dcli\.crablc. WC'I I \ \ . i l l  not procccd u i ~ l ~  the ncxl phase ol'tlic strategic plan until the Department 
has cerii?cd  lie subuiitted documctnt satislies open technical issues previously identilied in tlic 
Design Solution re\.icw. '7'lic cut-rent submitted WC'I I schedule shows completion ol'l'hase 2 by 
Sanuary 3 I .  200X. 



p i s a & s i i m a  tcd Completion Date: I I)! 18/07 Current ('ompletion Date: 1 13 1 / O X  

Open Kccommcndation (2): The Assistani Secrctar> li)r I'n\ ironnicntal Management should 
rcbise the I)epartmentl\ baseline to accuratcl? quanril) ilic richs associatccl uilh remedialion of' 
the 0 18- I0 and 0 18- l 1 burial g r o ~ ~ n d s  liom tlie "cradle-to-gra~c." 

Action Planned: 'I'lic i\ssis[ilnt Secretary l i~ r  lin\~ironmental Management \ \ . i l l  e\.aluate the 
approach i~scd 10 managc the remediation oi'the 61 8-10 and 61 8-1 1 burial grounds as well as 
risks associated uilh ilie rcmediarion to C I I S L I I . ~  a co~iip~.cIiensivc c l can~~p  strategy is 
i~nplemcntcd. 

Status: 'l'lic Ilicliland Assista~it Manages l i~ r  tlic Ri\.er ('orridor (AMRC') lias completed Phase I 
revie\+ ol'tlic M~asliington ('losure I lanti~r-d (WC'I I )  strategic plan l i ~ r  additional siie investigation 
and charac~crization cl'1i)rts at the 01 8-1 011 1 Burial (;rounds. The ('ontracting Ol'liccr directed 
%'('I I to iniliaic identilied \\.orC; scope associated \\-it11 I'liase 2 ol'tlic proposcd approach on 
ALI~LI"  8. 2007. I'liase 2 is continuing dc\~elopmcnt ot'a detailed plan Ibr cliaractcrizatioli 
acti\,ities. 'l'lie plan \ z . i l l  i~iclude the documentation needed to perli)l-m the cliaractcrization 
activities. cval~late the data liom tlie characterization acti\-ities, revise 1.hc conceptual desig~i, and 
prepare tlie dc~ailed design. '1-lie plan \ % - i l l  augment pre\ . io~~s W('I1 Iiistorical record resear~li 
cl'lhrts and wllcn combi~iccl with prc\-iously complctcd research. will provide a more accurate 
waste cliaractc~.izatit,n dctcrmi~iatio~~. Tlic plan \vill include a description of'thc o\;erall path 
li)r\+.ard and a resource loaded schedule depicting tlic costs liIr tlie Phase 1 dcsign solutic~n. 
r .  I lie I)c~x~rtrncnr will cont in~~c to conduct tccllnical rc\,ieu.s ol'cacli phased strategic plan 
dclivesablc. W('1 I n.ill nor proceed 11-ith tlic nest phase of'thc strategic plan unt i l  thc Dc'pal-t~iient 
lias vcrilicd [he s~~b~ii i t tcd documcnr sarislies ope11 technical issues pre\~iouslq- idcnlilied in llie 
1)csign Solution revic+~. '1 '11~ current s~~b~iiittccl \'('I I sclied~rle s h o w  complelion of Phase 2 h). 
. l a n ~ ~ a r ~ .  3 1 .  2008. 

/ Original Estiniatcd ('onipletion Date: 10,18107 Current 

Opcn Kccommendation (3): ('ontinue to conduct research on historical rccorcis co~l ta in i~~g 
\vastc cIiarncteri/ation inhrmation Ibr  lie nahtt. in rhc burial g ro~~nds  and incorporate results 
into llic I)c\ign Solurion. 

Action I'lanncd: The liisto~.ical records research is co~?tii i~~ing and the results will be 
incorporatetl into tlie design solution. 

Status: In response ro tlic 1)cpartment's Subject Matter ISxpert (SMr:) Rc\.ic\\ Team. comlncnis 
and subsccl~lcnt C'o~itracting Ol'ticer direction (07-i\ILlR('-O 173). WC'I I has dc\/cloped a Iive- 
phase. detailed plan Ii~r ilie characreri7ationisa11ipling portio~i nl'llie path lhrward to mitigate tlie 
SMl' concerns. l.liis cIinractcri;.atio~i/sa~i~~~li~ig plan n.i l l augment previo~~s WC'I I historical 
record ~~cscarcli el'li,rts. When combined \vitli pre\,io~isl>- completed historical research. this plan 
will pro\:ide a ~iiorc accurate \+.rlste cliaracterizatioti dctermi~iation. l n  addition. WC'I I continues 
to coordinate with I'NNI. to search 1;)s adclitional rcle\.anr historical records. ' I  lie pla~i includes a 
description ol'thc overall path li)r\\ard ancl a resource loaded schedule depicting the costs for 
I'hasc 1 .  The ('olitracling Ol'ficcr directed Lb'C'II to initiatc identilied work scope associated with 



llic second phase ol'thc' prolmscd ~ipproach o n  A i ~ g i ~ s t  8. 2007 (07-AMRC'-0250). 'This phase 
will dc'vclop a derailed plan (01. c1iaracte1-intion acti\.ities. 7'hc characterization activitics will 
include necessary doci11iientatio11 recll~ired prior to initiating ttic charactcrizatiol~ activitics. 
perli)~.~iiing ~ l i ~ ~ r a c t e r i ~ ~ i t i i ) ~ ~  acti\.itics. e\.aluating the data liom rhc characterization activities. 
rcvising the co~~ccp tua l  dcsign. and preparing the detailcd design. The currcnt suhmittcd WC'II 
schcdirlc alio\ss completio~i ol' Phase 2 h!- .lanuary 3 I .  2008. 

Original Estimated ('omplction Ilatc: 1 0 ' 1  8/07 Current C'ompletion Date: 1 3 1 '08 



Drug Testitrg.fi)r SecirriQ Positions crt tlre Depnrtnrent's Portsmorrtll rrrrtl Pntlucrrlt Sites 
INS-I .-07-0 1 

October 18. 2000 

Summary: According to I>epart~iient reg~~lntions. specilied individuals. including protective 
I'orcc personnel who possess lil-earriis. \vill be subject to random d r ~ ~ g  testing. 'Phc Ollice nS 
Inspector (icncral initiated an  inspection at tlic Department's Portsmouth and Paducah Gaseous 
I>il'li~sion Plants to c\.aluare tlicir drug testing programs. l'he inspection revealed tliat random 
drug testing rcil~~iremcnts 11)s protect i\.c li)rcl: personnel had not bcen implcn~cntcd at either site. 

Monetary Impact: The current monetary impact or potential future savings sari not be 
- determined. 

Opcn liccommcncla tion: l'lic h4a1iager. ()ak Ridge ( 1  Stice sliould ensure that a Workplace 
Substa~ice Abuse I'rogram 11)s Protecti\.c I:orce Ol'ticers is established at tlie Portsmo~~tli and 
I'ad~~cali Sites consistent \\.it11 the rcq~~iremcnts ol' 10 ('FR 707. 

Action Planned: Oak Ridge supports the Inspector <;cneral.s position li,r random drug testing. 
I lowc\~er. Oak Ridge is in a ~~nicluc position \$ it11 the I lni~cd Slates Enrichnient C'orpora~io~i 
( I  JSI-< ' )  and is in tlie proccss ol'determining the appropriate mcclianis~i~ to impose I0 C'FR 707. 
A plan ol'actis~i is in process and is targeted to be completed by 1213 11200h. 

Status: 'Plic I)cpart~iie~it 113s I-ccei\.ed tlic implenientation procedures issued by IJSI'C' Ihr 
random dnig testing. Also. tlic rlepartment has bcen noli tied that I1SI.K' will initiate 
i~liplemcntatio~i ol'tliesc procedures at Portsn~outh and I'aducali during the week ~SSeptemher  
24. 2007. Inirially I ISIS<' will iniplemc~it tlic random d r ~ ~ g  testing proced~~res li)r salary Security 
Police OI'licers (SP( ) )  at the Portsnioutli and Paducah sites. At I'aducali. negotiations are 
~~ndcru-ay  with tlie SPO I ~ O L I S I ! ~  person~iel regarding iniple~iie~itation ol'random d r ~ ~ g  testing. At 
Portsmo~~tli. rhc general contract is being negotiated with tlic randoni C J S L I ~  testing requirement 
being a part ofthose negotiations. 'I'lie SPO hourly personnel u-ill be included in the randnni 
clrug testing at each site upon completion ol'tlicse negotiations. Rased o n  tliese actions. O R 0  is 
assured that a \vorkplace substance abuse program li,r Pro-Force Ofliccrs is in place. 

Original Estimatccl ('ompletion Ilate: c)/30/07 ('urrent ('ornpletion Date: 313 1 i08 



Work P(~clicr,ne.~.fi~r Site Sylport Services c~t Lo.c. A/nmos .iVntiotztrl Lrrhorcrtoq~ 
I (  ;-0746 

ho\.cmbcs 29 .  2 0 0 0  

Summay: 13asc.d upon an allegation that nosk packages at the 1.0s tllamos National 1,aboratory 
\liere 13cing Salsilicd in certain scspects. \\.liicli compsomiscd the saScty ol'uork activities, an 
Oflicc of lnspcctor (iencral re\ ien. u a s  initiated. 7'hc rc\~ic\v identilied various work package 
issiics and instances ol‘non-compliance with applicable policies and procedures. For cxamplc. 
u.ork package authorizing signati~rcs ancl datcs were olicn missing. In  addirion. scvesal internal 
and cxtcrnal ~.evic~\.s at 1.0s Alamos ctemonstmted similar \\.ark package issucs had existed since 
at least 2002.  \\.it11 various correcti\.c actions lia\,ing ljiled to I-csolve tlicsc' problenis. 

Monetary Impact: The current monetary impact or potential future savings can not be 
determined. 

Open Recommcndation (I): (;i\.cn tlic potcntir~l signilicancc ol'tlic issues associated wit11 KS12 
ivork acti\.i~ics at thc I .os illarlios National 1.abosatory ancl their impact on salkty and security. 
the Manages, 1.0s Alamos Sitc Ol'iicc. slloi~ld e1isi1re tliat 11le I.aboratnry provides inimediate 
attention to and continilcd oversight 01' KSI. \~.ork package activities and ensures that all KSI, 
~vork p:~ckagcs are tlcvclopcd ancl apprn\,ed in  accorclancc \\.it11 applicable policies and 
proced i~rcs. 

Action Planned: I lic 1,ahoratorj i.s deieloping nc\\ programs to I'acilitatc the compliant 
execution ol'wosk such as :I ('onduct ol'Operations M,~nual. a Condi~ct ol' Maintenance Manual. 
and a ('ondi~ct ol' Fngineering blanual. A \\orking group lias been li,rnled to enhancc tlie 
Implemcntat~oli I'lan li)r IMP 300.2. TIic I.aborator! is implementing tlie Maintenance Plat~~icr 
Training and ()~~alilication I'~.ogrniii. 

Status: 'l'hc I .os Alan~os Sitc Ol'tice lias rccli~ested a \didation and verification nl'tlic work 
packages and subcontract adnlinistratinn pesli>rmcd bj IANS on the subcontract associated with 
KSI.. 'I'lic I,os Alamos Sitc Ol'fice ('olitracti~ig Ol'licer is a~vaiting the report li-om tlic 1,os 
i"\laiios Site Ol'ficc Silb.ject klatter 1:xpert. 

Original Estimated C'ompletion Date: C)1?0107 ('urrent C'ornplction Date: 6130108 

Open Recommcndation (2): (;i\.cn llic potc~itial signilicancc nl'tlic issucs associated \\.it11 KSI. 
work acti\,ilics a[ tllc 1.0s tllamos National 1,aboratory and their impact on salkty and security. 
the Manager. 1.0s Alanlos Sitc Ollicc. S I I O L I I ~  ensiirc tliat tlic 1,aboratory provides immediate 
attention to and continued o\.ersiglit ol'KSI. \\.ark package acti\:ities and ensures that all KSl, 
work package activilics asc concluctcd in accordance \zit11 tlic reqi~irc~ncnts of IMP 300.2. and tlie 
I W M psocess. 



Action I'lanncd: T'lie 1.aboratos). issued an Integrated C'osrc~ti\~c .Action I'Ian \~.~liicIi addresses 
several ol'tlic noted issues related to "1Ml' 300.2" and tlic Integrated Work Management 
I~rocesscs c)bscr\;cd in asscssnlcnts. A n  lmprovcme~it Plan Sos the Integrated b'ork Management 
(IWM) processes \ < . i l l  be issued in .lan~~ary 2007. 

Status: 'l'lic 1.0s Alamos Sitc Ol'licc lias rcqi~estcd a \.alidation and \~crilication ol'1.lie work 
packages and subcontract administration per1i)rmcd by 1.ANS o n  the subcon~ract associated u,itIi 
KSI.. The 1.0s i\l;imos Sitc Ol'licc ('ontracting Ol'ticcs is a\\-niti~ig tllc rcport liom  he 1.0s 
Alamos Sitc Ol'licc Sub.icct Matter llspcrt. 

I Original Estimated C'omplction Date: 313 1/07 ('urren t Completion Date: 6/jO/08 

Open Rccommcndation (3): 'I'lic Manager. I .os Alamos Sitc ( )llicc. should liavc the I,os 
Alanios National 1,abosatory and KSI. c\aluatc the rccent assessments of tllc IMP 300.2 and tlic 
IWhl processes and dcvclop ;I " l essc~~~s  Icamtd" to be used in correcting uork package 
tlclicic~icics. 

Action Planned: 'I'lic I .aborator! and the subcontractor is incorporatilig any lessons Icar~ied into 
the Maintenance Planncs training prograln and will share. as appropriate. lessons learned with 
others in the National N~lclcal Security Administsation complcs. 'The National Nuclear Securit>- 
Administration will mo~iito~. the 1.aboratory's succcss atid progress through the 1,at)oratory's 
vcrilic;ltion and audit p~.ocess in its C'ontsactnl tIssu~.ance Systc~ii. 

Status: .I'lic 1.0s Alarnos Site Ol'lice lias requested a \.alidation and vcrilication nl'tbc work 
packages and subcon~ract administration pcsli>rmcd by I.ANS on the subcontract associated u,ith 
KSI.. Plic 1,os Alamos Sitc Ollicc ('ontracting Ol'ticcs is a\vaiting the ~~cport l'rom tlic 1.0s 
Alamos Site Ol'licc: Sul!icct hlattcr 1:upert. 

1 Original Estimated Completion Datc: ')/30/07 Current Completion Date: 6/30/08 



Tlr e Drl~crrtment 'c  En rug\*, L'c.iencr, crtrtl En virorrmrri t Situ.5 ' Intplrmrntatiot~ of tli r Design 
Basis Tlrrrtrt 

I(;-0740 
I>cccmbcr 14. 2006 

Summary: 'I'lic I ) c ~ > ~ I s ~ I ~ I L ' I I ~  L I S ~ S  1111' r)csigli Basis Threat (1)BT) process to idcntilj- the most 
credible I lircats adversaries pose ro liiglil J. sensirivc and classi lied Ilepartmcntal assets and 
operations. Sites cngagccl in the Energ}. Scicrncc. and I:n\.ironmental (MI.)  components ofthe 
r)epnrtmc~it's ~iiission arc rccluircd to co~nplq \4:irli the DRT. An Ol'licc 01' Inspector (icneral 
re\,iew was initiated to r c \ , i e ~  implclncntation ol'thc 1)nI' at \.arious llSIl sites containing 
subsra~ltial qilnntitics oI'sensiti\.c s~~ccia l  ~ii~clear matesials. Alrhough signi licant progress in 
implcnicnting mcasilrcs ncccssar!. lo ~iicet tlic lirst pliasc ol'tlic DRT requirements had been 
made, rhc rnajorir> ol'I1SI; sites ~.c\.icwcd were unlikely to ~iieet thc more stringc~it IIE37' 
jxovisions recli~ircd by tlic end 01' Scptcmber 2008. 

po~etary Impact: The current monetary impact or pote~tid fjlture savings can not lx 
determined. 

Open liccommendation ( I ) :  rlic I 'nclcr Sccrctarics ol'l'nct-gj and Science should ensure 
timely resoli~tion ol'marcrial catcgori7atio11 issucs bctueen I ISS. prograiil ol'iiccs. ancl sites. 

Action Planned: Nor I'ro\.idcd 

Status: Nor J'ro\~idcd 

I Original Estimated C'omplction Date: 9130107 C'urrent C'ompletion Date: 31.3 1/08 

Open liecommcndation (2): l'lic I nder Secretaries ol' Energy and Science should ensure 
tinlcly updating ol'bitc plans. as appropriate. to account 1;)s dclajs in ~nccting DRT req~~ircments. 

.4ction Planncd: Not Pro\ ided 

Status: Not Pr.o\.iclcrd 

I 

Original Estimated C'omplction Date: cl/30107 Current Completion Datc: 313 1 I08 



Opcn licconimendation (3): I'lic I ndcr Secsctarq Ibs Scielicc should ensure the a~ailability 01' 
ridccluate anal] tical resources to plan li)r cost-cll'cctiac approaches to meeting the DnT 
rccl~lircmcntx. 

Action Planned: 'I lie Annual Pcslhr~iiancc 4ssusancc Plan nil1 outline a risk bascd program 
that m i l l  include. but not bc limited to. those actil ities that conduct pcrl;,rmancc. acceptance. 
operahilit). cI'l'ccti\cncss. and \ alidation tests i ~ i  s~~ppor t  of' thc protection of the SNM at building 
tlic Oak Ridge National I ahoratosq. 

Status: 'l'lic Annual Pel.lbsmance flssusancc Plan is due to be completcci by 1)eccmbcs 3 I .  2007. 
and this action will sclnain open until tlic 1 "' ()i~astcs. 1:'Y 2008. 'I'lie Department has held 
multiple meetings to cnsilre tliat 1 ulncrabilit); assessment resources arc available alicr 
constr~~ction is completed. 

Original Estiniated ('ampletion Date: 12/14/07 Current ('ompletion Date: 12'1 3/07 



c?j'C'ltrrttgrtc to tile Itttrrnrrl Cot~trol Str~rctirrr rrnrl their Imprrct on tltr .4llownbili<~~ 
'Irriiite(1 hy clttd Reinthrrrred to .%ttclici (brportrfioir rrirrler Drprrrtmrt~t of Etrergy 

Cotrtrcrct No. DE-,4 C04-94.4 L85000 
OAS-V-07-05 

Sanl~arq 16. 2007 

S u m m a q :  I~:sccpr lilr cl~~estic~necl costs 01'$3.83(>. 18 1. tlic internal control stt.ucti~rc of  Sandia 
l i ~ r  l:Y 2005 provided ~.easonable iissurance tliat costs claimed by the 1.aboratcll-y and reimbursed 
by the [)cpat-t~iicnt \xerc allo\xablc. Specilicnllj.. the assessment disclosed that: 

Sa~ltlia's I:Y 2005 Incurred C'ost Audit clncstioncd costs 01's 1.045.5 17, ol'wliich 
$108,(> 1 1 had been t -e i~~~burscd to tlie I )epar~~ncnt .  -The Ol'licc (11' 111spcctor (ie~lel-al 
clucstioncd the di l'lkrcnce (1l'$~).36.~)06. 
Sandia's ('ontract !\i~cIit clucstioned subcontract costs oIL$87.23(~ incurred in 1:Y 2005 
and $3.345.42.5 incurrecl in F Y s  1001 rh1.0~1gl1 3004. I lo\vcvcr. $62 1.633 remained to be 
rcco\crcd or resol\.ed. 
Sandia i~lcurreil about $ 1  -277.642 in Ilome Ol'lice I:\pcnscs that havc yet to be aiidited 
by tlic Delknsc ('ontract Audit Agency. 

Monetary Impact: $2,836,18 1 in questioned costs 

Opcn liecommendation ( I ) :  I'he hlanager. Sandia Sitc Ollicc. sliould direct tlic C'o~itracting 
Ol'liccr t o  maLc ii d c t c ~ . ~ ~ l i ~ l ~ ~ t i o ~ i  regarding the allomabilitj ol'cl~~estioncd cosls. and recover 
a~nounts  detc.r~iiinecl to he ~~~ial lo \xablc .  

Action Planncrl: 'Tile cluestioned costs icientilic'd should be adiustcd to rellect 1 . 1 ~  additional 
alnounl ol'$8.3.010 rcimburscd to tlic Natio~iaI Nuclear Sccuritj. Ad~iiiriistration by the Salidia 
('orporatio~l. .l'his is relatetl to ~~on-cmplo>~cc.  cspcnsc \-ouchers and is in addition to tlic 
rei~iibu~.secl amount of'$24.701 identilied in tlic Audit Rcpon. In addition. Sandia's response 
indicates tliat $10,(~00 has bcen rc iml~~~rsed .  but tlie Sandia Sitc Oflice ('olitract Olliccr has not 
recci\,cd documentation. and is in the process ot'\,aliciating this statement. Firla1 disposition 01' 
thcsc ~~11estiolie~1 costs ; I I I C ~  other q~lestioned costs M - i l l  take into consideration what can bc 
vcvi lied and \vIiat tlie ('ontract Ol'ficer detcrmincs rcasonablc. 

Status: tZs ol 'Septc~iibc~. 13. 2007. the Ser\ ice ('cntcr's Ol ' l i~c of'~~ic1ci rinancial Management 
is c o ~ l d ~ ~ c t i l ~ g  a re\ icu 01 '  Sandia's proposed rcsolulion ol'tlic $')36.')00 qilcstioned costs. 

Original Estimated ('onlplction Datc: 12,!3 1 i07 Current Completion Datc: 3,/3 1/08 



Open Rerolnmendation (2): rPhc blanagcs. Sandia Sitc Ol'licc. should obtain 111~. IIC'AA rcvicu 
01' I lomc Ol'licc 13penses t o  determine thc allo~.abilit>. o1'allocatio1is l'so~ii I ,oclihecd Mallin 
('orpoleation and seco\.er amounts dctermincd to be unallo\vablc. 

Action Planned: In addition to the I X ' 4 A  nut i i t .  the 1)C'M.A negotiation scltlcmcnl \vill ha\c  to 
he ohtainccl bel;)se the Sandia Sire Ot'lice can settle thesc ~041s. This i \  a process that takes )ears 
t o  prodi~cc '1 linal sell Iement c ~ g s e c ~ ~ i e ~ i ~ .  

Status: Acrion pe~id i~ ig  IIC'iZA rc\.ic\\- ot'I.ockhccci Mallin corporate costs and subsequent 
negotiation bct\vce~i thc Dclknse ('ontract Corporate 1,;xccutivc and I.(~clihccd Mar-till. External 
agcncl- has action. 

Original Estimated ('ompletion Date: 12,'; I /OC) C'urrcnt Completion Date: 1213 1lOc) 



hl(rntrgetnent (i)ntrol.t over tlrr De~~crrtnlent c!f'Etrerg)"r Si~prrcottdrrcti~~i[~~ Pcrrttzt~rc.lril~s 
(?AS-M-07-0 I 

. l a n ~ ~ a r j  18. 2007 

Summary: 'The Ollicc ol'lnspector (;cncral i~~it iutcd an audit to determine \h.I~ell~cr ihe O f i c e  or 
I:lectl.icity 1)clivery and Energy Reliabilit! (OF)  had cl'fc.cti\,cly ~nanagcd linancial assistance 
pro\.ideJ to its Supcrconducti\.it!~ Partnership projects. The audit Ihund t h a ~  while el'lbrts werc 
takcli to actdress certain technical risks. thc financial risl\s u-ere 11ot always addressed, and 
changes in market conditions u.ct-e not al\$.aqs ~ ' L I I I J .  assessed. Of the 10 opcn Partnership 
projects I-cvie\t-ed during i ~ s  aud i~ .  5 \\:ere identilied as needing stronger Iina~lcial rc\.ieu.. 
C'onsistc~lt \%.ill) depart men^ g ~ ~ i d a n c c  and sound business practices. tlic OE 1)ircctor should 
ensure that policies and procedures relating to the tinnncial management of' its Part~icrsllip 
coopcrati\:c a~rcclncnts  arc dc\,elopcd and in~plen~cntcd.  

Monetary Impact: $5 million was spent to redesign a project and on other unnecessary costs 
!that could have been better spent by the Department. 

Open liecommendation ( I ): Preparc a liiiancial risk mitigation plan at tlie time or  project 
award and periodical I )  updale. 

Action I'lanned: 0 1 1  \vil l  con~plctc a Iinancial risk mitigation plan at thc timc ol'pro~ject a\vard 
and periodically ~ ~ p d a t c  tlicrcalic~-. 0 1 7  1% i I  I i ~~ i t i a te  this \%.it11 FY 2007 awards made ~111dcr 
F~lnding O p p c ~ - r ~ ~ n i t y  / \ ~ i ~ i o ~ ~ ~ i c e ~ i i c ~ i t  IIE-I'S20-0(~NT42874. S~lperconducti~ig Power Eq~~ipment .  
'I'hc prc!ject ln;i11agcr at 11ic National Ikergy 7echnology 1.aborarol-y and the applicant's project 
tea111 will idcntil'y linanciul risks and \ \ - i l l  prepare a Iinancial risk mitigation plan. The National 
Ilncrgy rl'eclinology I-aborator!- will conduct an initial financial risk assessliicnt 11s part o f  the 
applica~ion e\!alua~ion. Tlicsc lina~icial risks. as \vcll as an). others that niay bc identified 
~ ~ ~ b s c q l l e ~ i ~ l y  during discussions \\it11 the applicant. \ \ i l l  be analq.zed l i ~ r  tlicir probability and 
pntc'ntial i~npact. In addition. a Dcpartmcnt l?~iancial analyst will rc\:ic\v the liliancial 
n~a~iagcmcnt sq stem as par1 ol' the negotiation process to ensure il  meets Fcdcral standarcis. 

Status: 'Ilic I>cpartmcnt has co~iiplc~ccl a linancial risk mitigation plan the timc ol'each 
project award and pcriodicall!. updated i t  thercatic~. in FY 3007. The Prc?jcct Manager. National 
Fncrgy '['cchnology I,abora~ory. and the applicant's plujcct tcam idc~ltilied financial risks arid 
prepared a linancial risk mitigation plan. The plan included Ibrmal ~ ~ p d a t e s  at each decisio~i step 
in tlie pr(?icct. 111 r~cldition. a Dcpi~rtmc~it li~iancial analj.sr I - c v i c ~ e d  the participa~it's linancial 
nianagemc~lt s).stem as  part ot'thc ncgotialicln process to cnsurc i t  met the Federal standards. 

Original Estimated ('ompletion Date: 1213 1/07 Current Completion Date: Not Provided I 



Open Recommendation (2): 1 Iisurc that e ~ ~ c l i  coopcrati\c agreement clear11 dcli~icates tlie 
\ubstantial i ~ l k o l ~  cliic~it ;~nticipntcci bctucen tlic I)epart~iic~il anci industrj partners. 

Action Plannetl: 1:acIi coopcrati\.c aagrccmcnt will clearly dclincatc tlie substantial involve~~ient 
anticipated bet\\.ccn the go\rcrnmcnt and the industr~. paizncrs. 01: will adhere to the follou-ing 
proccdurcs. based pl-imari 11. upon t lie F~11idilig Opportl~iiit!. . ~ ~ I I I O L I I I C C I ~ C I ~ ~ .  .-lcl~)~injs/t.~/li\*e (/tid 

h;tr~iontrl l'olic:~ Kec/lrit.et)1cjt1/.~. 

Status: 0 1 :  cnsurccl [liar each coopcrati\~c agl.ccnielit clearly deli~ieates thc substantial 
involvc~iicnt anticipated hcr~vccn the 1)epartment and industrj- partners. OF adhered to 
procedures based primarily upon [he F0;I V1.B.. '-Ad~iiinistsati~lc and Uatio~ial Policy . . 
Rcclui~~cmcnts. 

Original Estimated <'ompletion Datc: 1213 1 I07 C'urrent C'ompletion Date: Not Provided 

Open Hecon~mcndation (3): Fl.aluatc. tlic \~iability of continuing prc!jects uhcn  industry 
partliers rcq~~csL ter~iii~i;~tioli ol'tlic prqicct or bclic\.c tlic ~iiarkcts 110 Io~igcr support [he continued 
iina~icial invcstmc~it. 

Action Planned: 01: M - i l l  continue projects onl). a1it.1- industry partners submit a C'ontinuation 
Application. \vliich 0 1 :  ~iiust appro1.c be1i)t.c projects ad\,:lnce into the ncxl pcrli~rmance period 
<l'Iic 1:~lncling Opportuliit~. i~grccmcnt  ~ C C I L I ~ I - c s  tliat tlic applicant divide the total proicct period 01' 
pcrlhrmancc into hudgct periods li)r funcling purposes. 111 the end ol'cach budget period. thc 
succcssli~l applicant uill I~rcparc a ('ontinuatioli Application. which ()P: u i l l  c v a l ~ ~ a t e  to assess 
technical and Iinancial pcrli~~.mancc. ability to meet cost. sclicdule ancl pcrlhrmancc milestones. 
compliance \villi reporting rcq~~ircliicnrs. and pro\,ision tijr cost share. 

Status: 0 1 :  Iias ~i iadc i t  a practice to continue a p r ~ j c c t  01i1y alicl- i11dustl.y partliers subniitted a 
C'o~iti~i~latioli Applicatio~i. u.liicli ~iiust be approved by 017 bclbrc projects advance to tlic next 
p c r l ~ ~ ~ ~ m a ~ i c e  period. At the c ~ i d  ol'cacli budget period. the succcssli~l applican~ prepares 
C'onti~iuation ~Ipplicatioli. u-liieli 011 c\.aluatcs to assess technical and tinancial pcrti~rnia~icc. 
ability to meet cost. schcclulc and pcr l i~r~i ia icc  ~iiilcsto~ics. conipliance with reporting 
rcql~irc~ncnts. ancl pro\,ision Ihr cost share. 

Original Estimated <'ompletion Date: 12:; 1/07 C'urrent C'ompletion Date: Not Provided 



Srrt~rlirr .hT(rtioriul Lrrhortrtor)~ - Ctrlifhrtricr Procrrrrn~rtrt Cirrtl Program 
I(;-0754 

.la~iuar\. 1 8. 2007 

S u m m a q :  An Ol'licc 01' I~lspcctor (ie~icral rc \ r ic~.  \\as conducted ol'Sandia National 
1.aboratory-('alili>r~ii:~'s procuren~ent card prograni. 7'hc rc\~ic\v r ~ \ ~ e a l c d  that Sandia's internal 
controls did not ensure that purchases made using procurcnicnt c~lsds wcrc i l l  accordance with 
applicahlc policies and procedures. Spccilicall!.. managers approvcd transactions that lacked 
adccli~atc ~Icscr i j~t io~is  ;111d rcstrictcd itcnls u.crc pi1rcliascc1 \s~itliout the ~ippropriatc authorization. 
7 7 I lie rc\~ie\v ;lIso icicntilied iteli~s ol'c~uestinnablc allo\\-ability- such as catc~vcl ~ ~ i c a l s  and 
-'soi~vcnirs." I ~ ~ ~ r t h c r .  tlic rc\-icu- c~ucstic>ncd n.liei her the issuance ol' procurement cards to 44 
percent o t'Snndia cmploj-ccs was consistent \vitli procurcn~cnt card gilidancc on limiting the 
n ~ ~ m h c r  ol' procilrcllicnt card I I S ~ S S .  

Monetary Impact: $102,277 in questioned costs 

Open Keconimenclation ( I ) :  I'hc h/lanagc~.. Sandia Sitc Ol'licc. should direct the Sandia Sitc 
Ol'lice ( onrracting Ol'liccr 10 i1lahc ;i cost a l l o ~ a b i l i t ~  detc~.rnl~~at ior~ li)r the $ 1  02.377 in 
q i ~ e s t i ~ ~ i c c l  costs as~oci;itcd \\ iih the ~>~~rcI iascs  b! Sandia t.niplo~ecs, and rccoler l i~nds  that are 
dctcrniineci to be unal Ion able. 

Action I'liinned: -1 lie Sandiu Sitc Ol'licc 1185 r ~ c ~ i ~ c s t c d  that Sandia pro\ idc all decail data 
associated u ith 11ic e111e\t i01iec1 purcl~ascs so tliat the Sitc ( )Ifice ( '~n t rac t i~ ig  ()I'licc'r may mahe a 
cosl allounbilitj determination. i Z n ~  co\ts dctcrminccl to bt' unalIo\\ahlc \ \ i l l  he rcco\,c~.rd. 

Status: 7 he Sanclia Sitc Ollicc is in the process ol'rc\ ~ c \ \ i ~ i g  the addi~ional clata pro\ icled b> 
Sandia. I Ipon complciioii. the ('ontracting Ol'licer \ \ i l l  rcqucst reco~el-1 ol'thc costs that arc 
dcemccl unallo\\ablc. 

Original Estimated ('ampletion Date: I2i3 1 /'07 ('urren t Completion Date: hl30108 

Open Kccommendation (2): ?'he hllanager. Sandia Site Of'fice. should direct the Sandia Site 
Oflicc ( 'o~itracting Ol'liccr to conduct a re\,ie\\ ol'tlie Sandia I'inancial Manual ~nea l  policy to 
t'nsurc' that it is consistent \\it11 ('omptrollcr (icncrul Dcc i s io~~s .  

Action Pl;inned: Sanclia's 1"inancial Mannal meal polic! has been reviewed b\r the Sandia Site 
Ol'licc and aligns M it11 CUI.I.CIII I . ' : l I <  anci T)F.:.AR recli~irements. Sandia looks at each cost against 
the allo\\.ability criteria set I'ortll in F;IR 3 1 .205. Specilicallj-. the cost musl be allocablc to [lie 
contract, [lie cost milst bc reasonable in nature and the anloi~nt m u s ~  nor include i~nallo\vablc 
costs such as alcohol. 1 lo\\.c\.cl.. c,\.cr tllc last li'\v niouths and as a rcsult ol'separate Ol'tice ol' 
Inspcctc)~. (icncral reports rclatcd to both tra\:cl and meals expense. the Sitc Ol'fice has been 



working with other National 1V11clear Seci11.itq. .Administration site oI'iiccs to drali policy which 
will li~rtlicr limit Managcmcllt and Operating ('c>ntrac[ol.s usc of filnds f i~s business meals. When 
the National Nuclear Security !2dnlinist1.at.ion issues its policy i t  \ \ - i l l  bc provided to the site 
ofliccs li)r implcmcntation. 

Status: 'l'lic Salltlia Sitc ()Ilicc ih anailing the issuance 01' policy bq the National Nuclear 
Secusitq ,Idministrat ion. 

1 Original Estimated ('onlpletien Date: 12'3 1/07 Current (:ompletion Date: 6130108 I 

Open liceommendation (3): The hlanagcr. Sandia Sitc Ol'ficc. should direct Sandia-Nc\\ 
hlcvico to conduct a re\ ic\i ol'tlic $273.000 in procurement card transactions that lacked a 
clescril>tion to cnsurc tliat all appropriate bu\iness nccessitq existed for thcsc pi~rcliascs. and 
recolcr li~nd\ tliat arc determined to be ~ ~ n a l l o \ \ ~ ~ b l e .  

Action Planned: 'T'lic Sitc Ol'licc ha\ sccl~~cstcd tliat Sandia re\ i e n  tlic details ol'cach 
procurement card transaction that lackctl a dcscl-iption to cnsurc that a legitimate business 
necessil! cvistcci and t1ia1 anq questionable costs are idcntiticd. Afier Contracting Ofliccr rc~icw 
ol'tlie inI1)rmation. an! cost., determined to be unallonablc \ ? i l l  be recovered. 

Status: Ihc Sandia Sitc Ol'lice is in  [lie process oI'rc\ i tning ,!lit. atlditional data provided by 
Sandia hational ~~~~~~~~~~~~q. 1 ~pon completion. tlic ( 'o~it~acting Oi'iiccr will request rccoverq of 
the co\t\ tliat are dccn~cd ~~nallo\iablc. 

1 Originill Estinlated ('ompletion Date: 1 2 3  1107 ('urrcnt C'on~pletion Date: 0130108 



Review oftlre Depcrrtntertt of Errergv'.~ Ccrrtirte Progrcrm crt Sele~bted DOE Sites 
I( ;-0755 

San~~ary 2.3- 3007 

Summary: 'l'lic Ilcpartmcnt's ('aninc Program is ~ ~ s e d  to identify and deter potential threats to 
hcilitics anc1 personnel. Ilcpartmcnt site canine teams arc trained in cxplosi\~cs clctcction. 
suspect npprclic~~sion. and search tecliniclues. 'The Of'lice 01' Inspector (iencral initiated an 
inspection to re\,ic\z. the ('aninc I'rograms at three Dcpartnient sites and I;)und that the programs 
were in;~cicc~~~ate i n  a nu~iiber o1'rcspccts. Spccilicallq,. ha1 I'ol'the caninc teams fiilcd explosive 
detection c\.aluations: cr~cli ol'tlie canines obscr\.ecl in suspccr apprehension demonsrrations 
fjilcd to respond to ar least one of'tlic handler's commands: ancl tlic canines were not receiving 
the min im~~ni  n~~n ibe r  0 1 '  1io~11.s 01' \\.cekI!. training Ihr explosives detection. 

onetary Impact: The current monetary impact or potential future savings can sot be 

Open Recommendation ( I ) :  7'hc :lssistant Secretary li)r I.'ossil Energy sliould take immediate 
action to ensure tlic ('anine Program (at spccilicd sites) provides an adequate level ol'protection 
Sol- Ilepartmcntal pcrson~iel and licilitics in accordance \\-it11 applicr~blc Federal standarcis. 

Action I'lanncd: 'I'lie Stsatcgic I'ctrolc~~ni Rcse r~~c  Project Management Ol'fice (SPRPMO) 
Security and Ilmcrgcncy Operations Di\.isio~i (SEOD) identilied six actions to ensure tlie 
Explosive I)ctectio~i Ilog Program pro\.idcs an adccluart. Ie\.cl of' protcclion li)r Department 
personnel and I>~cilitics in accordance uith applicable Federal standards. 1:our oSi.lie six actions 
have been completed t l i ~ ~ s  Ihr. 

Status: 0 1 1  August 3. 2007. the tu.o caninc teams that Llilcd so~iic elements ol'ccrtilication 
testing were rercstcd bq. 'Iarlieel ('a11 ine I'raining. Inc. at tlie Strategic Petroleum lieserve's West 
I Iackbcrry ( ' r ~ ~ d c  Oil Storage racilitq. near I.ake ('liarles. I .ouisiana. Additional ly. a nc.\2. canine 
[cam uns tested 1i)r certilication on that date. One of' the t ~ . o  tcanis retested s~ccessf i~l ly  
completed all rccluircd re-ccrtilication. One team was gi\.cn a conditional pass on cxplosives 
clctectio~i. but I'ailcd i n  patrol. The lie\\ tcam passcd all rccluired testing and mas ccrtilicd. The 
tcam that received a co~iditional pass 011 explosives detection. but failed i n  patrol will continue 
training and he li~rtlicr c\.al~~ntcd. 

Original Estimated C'ompletion Date: 1 15/08 Current C'ompletion Date: 111 5/08 

Open Recommendation (2): 'l'lic ('hiel: Ol'licc oI'Ilealtli. Sali-1) and Securitq sliould dc\clop 
policies ancl procedures li)r the Departmcnr ('anine Program to establish m i n i ~ i i ~ ~ m  training and 
testing recluire~ncnts li,r cani~ic teams at Ilcpartment t'acilit ies. 

Action Planned: Not 1'1-o\ idcd 



Status: Revisions LO 10c I'rolec'~i\.c 1:orc.e Manual \ \ - i l l  no1 be submitted until al l  revisions to the 
entire manila1 scrics (470.4) ha\.c bccn complctcil. l'his is not expected to occur unt i l  nest >.ear. 
The Ol'licc 01'1'0licy ( I  IS-71 1. Oflice 01'Securit~. Policj. ( I  IS-70) has dralicd lang~~agc to modilj; 
the I'rotccti\.c 1;orcc Mani~al. DO[! 470.4-3. 10 address the i s s ~ ~ c  raised by the Inspector General. 

Original Estirnatcd ('ornpletion Date: 113 I / O X  ('urrent Completion Date: I /-3 1 / O X  



Surnniaq: '1'11~' Ol'licc 01 '  111sp~'cti)l. (icncral initiated a rc\.ic\s- basccl on an allegation that o\vr 
400 cml>loycc< 1-0 I;)r~lls. \ s l~ ic l~  arc used to record \,criIication of'prooI'o1'ci~izcnship. were 
cill~cr lost or stolc~l lYom t l~c  Dcpartmcnt's Pa~itcx I'lnnt. C'oncern \vas expressed that the 
missing li~rnls. \vhich contained personallq. idcnti tiablc information. such as social security 
numhcr u11d date ol'birth. could be uscd to swal identities or create false documentation to gain 
ilnauthori;rc.cl access to I'antcx. l'he re\.ie\v concliidd that Pantcx had significant internal control 
\i;eakncsscs in the management and retention O K  I-') Ib~.nis. 1 lowever. a delinitive conclusion 
regarding \vhe~licr I-!, Ibrms \\:ere lost or stolen fium Pantex could no[ be reached. Spccilically. 
in May 2000. ~ l i c  I'antcx contractor. BU'X'T. could not locate 442 1-0 I\)rms that shoulcl habe 
been on lile li,r curl-cnt and terminated e~nployees hired bet~vc'en Noveniber 1086 and :\pt.il 
2000. 

Vonetary Impact: The current monetary impact or potential future savings can n ~ t  be 
&mlined. 

O ~ e n  Recommendation: i\nq lines le\ icd bq Immigration and C'iistoms Er1Ii)rccmcnt (1C'E) 
shoiild be re\ ic\icd li)r '11 lo\sabilit>. 1 hcsell~rc. the Manages. Pan1c.i Silc Ofljce. slioi~ld ensure 
tliat the ('ontracting Ol'licer 111ahcs an allo\sabilit> determination iS IC'F imposes any civil 
penaltie5 o n  Ihc contractor. I3U'XP. 

Action I'lanned: Shoulcl IC'1'  imposc an) ci\ i l  pc~lalties o n  RWNT. lhc C'ontracting Ol'ficc'r \sill 
conduct an allo\$abilitq ol'cobt re\ ic\s and i l l  mahe ;l cost determination. 

Status: I ( ' I  ha\ 11ot con~acted I'antc.\ concerning t h i \  issue since March 27. 2007. I t  is 
anticipatccl that I( ' [  ma! tahc !car5 to re! ici\ thest. docl~mcnts. 

I Original Estimated C7on,pletion Date: I l l3  1/07 Current C'ompletion Date: 1213 1/08 



Summary: 'l'lic I'anrcu I'lnnt. a nuclear \t.capons assembll' and disasscnibly filcilir~., uses 
apl'rosirnatcl~~ 3.000 di1'1;'rcnr kinds ol'liai.ardous chemicals. including acids, bases. Ila~iiniablt. 
and combusrihlc licluids. comprcssccl gases. tosics. and csplosives. 'l'lic Ol'licc ol'lnspector 
(;cncral initiarcd a rc\,ic\i at I'antcs to dctcrminc iS the site managc'mcnr contrAactor implenicnted 
an cl'ii-ctivc clic~iiical salkty prograrn. The rc\,ie\v rc\~ealcd tliar several aspccts ol'tlic program 
nccdcd improvement. It  also nored sigliilicant discrepancies in the Iiazardous clicmical inventory 
at I'antcs. 

~netary Ilppact: The cwent monetary hpact or ptenti@ fu- wvbgs not be 

Open Recommendation ( I  ): The Manager. P a n t c ~  Site Ol'ticc. sliould ensure lliat BWXT 
aawssex all Iia~ards and conducra Iirc protection engineering acti\ itic.4 to ~iiitigatc an) lia7ards on 
an ongoing basis. 

Action Planned: ('hcmical sroragc arcas arc assessed qunr~erl y by the Firc Dcpnrrment. Both 
the Firc 1)cpastrncnl and 1:irc I'rotcction Enginecri~ig personnel inspections arc li,rmnlized in the 
Work Insrructic>ns. 1)uring the quarterly r e \ . i c~ .  conducted Jan i~a r~ .  through March 2007, 
personnel inspecring thc areas \vill be directed lo have a special emphasis placcd on tllc clieriiical 
storage areas lo assess tliat lirc erringi~ishers and n means ro summon the lirc department arc 
present. 

Status: .l'lic I'antcs Site Ol'licc personnel. Sq.stcm Engi~iccring. the Firc Protection 1-ngineer 
accompanied IIWX'I' l~cr.sonncl in \talking down b~~ildingsand rhe connecting ramps. to vcril): 
tliat the processes put in place has been implemented and is eI'I;'cti\~c. Signs ~ r r c  posted for the 
chemicals storage areas as \t.cll as 1;)s ~o1 i i~~rcs~cc1  cyli~idcr storage areas: ilpdated buildi~ig lists 
have been created and arc being used. training li>r al'l'cctcd personnel has been co~iiplercd; and 
the inspection crilcrin have been added to the Fire I)cpartme~it Fire Inspection critcr.ia. The 
National Nuclear Sccirril~. .4dminist1-ation considers the acrions relatcci to this recommendation 
closed. 

1 Original Estimated Completion Date: 12.3 1107 C7urrent ('omplction Date: Not Pro\ idcd 
- 1 

Open Recommendation (2): The Man'~gcr. Pantc\ Site Ol'lice. slioulct ensure tliat H b  X7' posts 
appropriarc xaScr~ \taming \igns LII appropl.iate locariona ar all lacilities ihat contain lia/ardous 
chcn~icals. 



Action Planncd: 13% X I Salkt! & Indu\trial 1 Iqgicne uill conduct a re\ icu of adequate signagc 
for clicniical storage loc~~tions to dctcsminc ii'anq additional concern:, exist. 

Status: I,'rom March 20 to ilpril 13. 2007. RWX'I' Salkt) cYI Industrial I lygicnc (S&II I )  
concluctcd a rcvicu ol'adcquatc signage I'or chemical storngc locations to determine il'any 
additional conccrlis exist. Due to this rc\.icw. placarding \$.as addecl to areas tliat containeel 
co~iiprcsscd gas storage. ill accordance \zit11 tlic ('01iiprcssc~1 (;as Storage pamphlet ('(;A P-I. 
Sal2 I landling Ol'('omprcsscd (iascs In ('ontaincrs: explosi\~cs magazines are marked. and no 
oxygen systcms mccting tlic delinition ol'bulk ox\,gc.n exist on tlie plant: and tlic hulk chemical 
storage areas \vcre lahclcd using  lie co~iipositc-i~idividi~al combi~ied metl~ods ol'NFPA 704. 
section 4.2.3.3. 'flic Pantcx Sitc Ol'licc, Safcty alicl Ilcaltli Stafl'conductcd \valk-through surveys 
ol'dil'lkrcn~ areas ol'tlic I'antcx I'lalit. ~vhicli contained cliemical storage areas. The sur\.e).s 
vcriiicd that u.nrnings signs \$.ere posted in the appropriate areas. TIic Natiolial Nuclcar Security 
Ad~iiinistration considers the actions related to this rcconimcndation closcd. 

Original Estimated ('ompletion Date: 0130'07 Current Completion Date: Not Pmvidcd ( 

Open Recommendation (3): The b\/la~lagcr. I'antex Sitc 011iec. should ensure tliat BNX7' 
continues to implcmcnt impro\cmc~its that \ $ i l l  cnliancc the accLIr;1cy ol'thc cc~~ t r a l  hazardo~~s 
cht.micals database and considers establishing a requirement to conduct recurring pcrioilic 
pliysica l inventories o I' its Iiazardoi~s chcliiicals. 

Action Planned: In order to assure co~iti~iuous i~iipro\.c~nent in the systc~ii. I3WXT will co~iduct 
random physical in\.cntorics ol'indi\~idually targeted chemical storage l'rlcilities 011 a pcsiodic 
b asls . '  to dc~crminc [lie adccluac). ol'tlic new sj,stcm. A~iy need to adjust issues will he made at 
(his l.imc. 13y using l.lii5 approach. the sy t cm will be validated and cont in~~o~lsly approved over 
the liIk1imc ol'tlic PI-ogram. 

Status: I3WX'r has concli~ctcd random pIiq.sica1 in\.entosics of indi\.iilually targeted clien~ical 
storage Ihcilitics to clctermi~ic tlic adciluacy ol'tlic nc\s system. Due to this review S&II I 
updated their intcrlial procedure to include periodic inspections ol'cliemical inventorics in Plant 
1; ~ L I  :I.  tics by tlie I lazard ('ornnii~nication stall: Adciitional spot invcntorics will also he conducted 

during ssalbt). i~~dustrial liq.gicnc and lire protcctio~i walk-do\\.ns and the DFSKAIII-04 12. 
Processing tlic PX-701. ('licmical Recluest Form has been rc\.iscd. The Pantcx Site Ol'licc. 
Sa1i.ty and I Icaltli Stal'l: c o ~ i d ~ ~ c t c d  walk-through sur\~c!s oI'\.aric,i~s areas that contain chemical 
inventories. 'l'lic si~rvcys ucrc  c~~ieI i~c ted  \.alidatcd thc adequacy ol'tlic improved process and to 
ensure closure oi'tlic linding. 'I'Iic National Nuclear Sccurit! Adniinistratio~i considers the 
actions ~.clatcd L O  1.11is recc>mmcndation closed. 

Original Estimated ('omplction Date: 0130107 Current Completion Date: Not Provided 



Assessment c!f'('litrnge.c. to tlre Intertic11 Control Strlrctlrre crncl Tlieir Impcrct on the A llownbility 
c!f'G)stc. C'lrirnecl h,, trticl Reinibursed to Lcr~vrerice Berkele~l ~Vcrtionnl Lnborntoty Ifticler 

Dej~rrtniet~t oJ' Etr ergp Con trcrct No. D E-A C03- 76SF000 Y 8 
OAS-V-07-06 

l:cbri~arj 2 1 .  3007 

Summary: 'l'lic I ,a\\~rc~icc 13t.rkclc!. National I,abo~.arorj~'s linancial nccou~its arc intcgrr~tcd with 
tliosc ol'tlic r>epartmc~it and the resi~lis ol'linancial transactions are repol-led ~iionthly according 
to a uniIi,rm set ol 'acc~unts.  13crkc.l~~. is recli~ired to account l i~ r  all filnds admnccd by tlie 
Department and to sal'cgilard tlie Dcpartnient's assets in its care. An Ol'ticc 01' Inspector (iencral 
asscssIiicnt c ~ ~ i c l i ~ d e d  ~liat csccpr ti,r questioned cosrs ot'$700.000, tlic internal control structure 
ol'Bcrhclcy provided reasonable assill.alicc  hat costs claimed b!- 13crkelc.y and rcinlbursed by the 
I)cpart~iient ncrc al lo\vablc. Speci licall!.. tlie asscssliicnl disc loscd that in FY 2005. Berkeley 
inci~rrcd $300,000 in Iio~iit. o Slice cspc~~scs .  i~icluding the ( )  l'ticc o l' V ice I'residc~it Sol- 
I.aboratorj. Management (VP1.M) cosrs. which had not !.ct been audited. In addition to thc 
~ lbo \~c  e ~ i ~ e s t i ~ ~ i c d  COSIS. t3e1.kcIcy claimcii and i tas rcinihurscd $ 1  2.764 li)r uncollccliblc 
cmploqcc ancl studcnt debts in FJ' 2004. 

Monetary Impact: $3 12,764 in questioned costs 

Open lieconimcndation: 'I'lie Manager. Berhclc! Site Oflicc. should request rc in~b~~rse~i ient  01' 
the total nliioilnt ol'unallo\+ablc VPI M costs. 

Action Planned: ll'rccluircd as a 1.csi11t nl'tlic audit ol'VPI TC1 costs. the BSO C'ontracting 
017iccr will li)l lois tlic t-ecluirc~ilcnts ol'clause 5.1 1 - I'AR 52.242- 1 . +;)/ic,cl o f  /ti/etii io D i w l l o ~ ~  
( 'o \ / \ ,  to ~.cndcr a li~ial dc.tc~-mi nation and r c ~ ~ i ~ e s t  repq  ~ i ie~ i t  01' an j  unal lowablc costs. 

Status: Ba\cd on tlic C'o~itracti~ig Ol'liccr's detcrnlination ol'$22.695 ro be u~lallo\sablc. the 
Ilniccrsity oI'(';~liIi)r~iia \Z i I  I ~ io t  contest the findings o1'tht. audit and has indicated tliat [lie 
nioncy nil I he rcturncd. Ilpon noticc of receipt 01'1I1est' lil~lds, thi\ rec~nin~endation u i l l  be 
closed and n ccrtilica~io~i o I ' ~ I ' ~ ~ c ~ ~ \ c I I c s s  oI 'corrccti~e action \till be s~tbmitted. 

I Original Estimated Completion Date: I '4IO8 Current ('ornpletion Date: 1/4/08 1 



Nntiotinl N I I L ' I ~ N ~  Secr~ritl? Adt~~itiistrntioti'.~ Implemetttrrtiott cqtlre Fe(lern1 Itfli~rmtrtiotz 
Secrrri<l~ Mnnnget~zent Act 

I(;-0758 
I:cb~.irarq 22. 3007 

Summaty: At ~ l ic  National N~~c lca r  Security Administration-s request. and consistent with 
Iindings in 0111 annual ct.nl uat ion report o n  7 / 1 0  l)el~trr*/t1lcr7/ '.Y ( .~ IL . /LLY.YI /~CL/  ( : \ I ~ L J I .  ,Y~>( . l r t , i / j ;  

Progrtrtrl - -7OOh. an Ol'licc ol' Inspector (;encrill rcvicn. \+.as initialed oftlic National Nuclear 
Security Administration's i~nclassilicd c>bcr. sccuritl program. Tlie audi~  I'ound tlial tlie National 
Nuclear Sccuritl Acl~iiinistralio~i had implemented a number ol'mcasu~.es designed to reduce 
cybcr security risks and t~ulncrabilitics. 1 Iou,c\,er. a ni~mbcr ol'dcliciencics that exposed cri~ical 
unclassi lied slstcms to an  increased risk ol'compromisc continneii to exist. 

hfonetary Impact: The current monetary impact or potential fitture ravings can not be 
&termined. 

Opcn liccommcndation: '1'0 c~ i s i~rc  the prolcclion nl'tlic ?i'ntio~ial Ni~clcal Securitl 
Aciministration's irnclassi lied data and inli)rliiation s).stcms. [he Dcpartnicnt s l io~~ld  evaluate tlie 
NAPs to ~ I I S L I I . ~  Illat they riicc~ all currcnt Federal. NIST. OM13. and Dcpartmc~it cl.bcr securitl. 
requircmcnts. Il 'ncccssa~.~~. modil) NAPs to ensure compli~~nce with Federal and I)cpart~iie~it 
cyber security ~ ~ c c ~ ~ ~ i r c ~ i i e ~ i t s .  

Action I'lanned: I Ipdatcs arc c~~rre~itl!  being iiorit' to the hational Ni~clear Security 
Administration policies and proccdul.es related to c~ .be r  sccirritj.. 1-lie irpdatcs instruct National 
Ni~clcar Sec i~r i t~ .  Administration sites and 1abor.atorics to i~iiplcriie~it DO1: orders. manuals and 
dir-cctivcs i l l i t i  l policies arc issiled 10 implement the rccluircnien~ cstabl islicd in those docunients. 

Status: ,211 comments Iiate bee11 acij~ldicated b~ the ('1 bcr. Yecuritq Program Manager 

1 Original Estin~atcd ('omplction Ilate: I213 1 I07 Current Completion Date: 313 1/08 



1Txc.r.ssing c!f'('ot~r/~~rtrr.s lisrrl j i ~ r  1lticlrr.tsijirrl Cotitrollrrl Itfirmcrtion irt Lrr wrrncr Livrrltiorr 
,Vntioncrl Lcrhorntorj, 

1(;-0750 
March 5. 2007 

S u m m a y :  'l'lic Ol'licc ol'l~ispector (iencral ini~iatcd a rc\.ic\i to determine i t '  I.ivcrrnorc: ( I ) 

had excessed ~lnclassilicci compiltcrs and other electronic memory devices in accordance with 
applicable policics and procedures and (3 )  had adcqilate intcr~ial controls in place to prevent the 
i~nauthori;led disscniillation ol'i~nclassilicd con~rolled i11li)rmation during the excessing process. 
r .  I he review co~icli~dcd tI1;1t I . i\~er~iiorc+s policies. pr~cecii~rcs. and internal controls for excessing 
ilnclassilicd c o ~ i i p i ~ t c ~ . ~  ;111d o~licr electro~iic ~iieli~or). dc\.ices were 1101 always consistent n it11 
applicable I)epartmcnt policies. 

Impact: The current monetary impact or potential future savings can not be 
determined. 

Open liccommentliition ( I ) :  The Manager. I.i\~crmorc Sitc Olfice. s1ioi1Id e11si11.e that all 
cornpi~~crsiind o~lier ccl~~ip~iient with electronic mcmosj, cic\,iccs that contain or may contain 
unclassilicd co~~trollcd ilili)rmatio~l arc sanitized in r~ccot-dance \villi the requirements in DOF, 
Mun~~al  205.1 -2 and NAP- 14.16 prior to tl-a~lsli'r to a ~ l e ~ i .  i~ser  ~t-ithin a DOli-controlled 
c~ivironliic~it. 

Action Plannctl: 'l'lic Sitc Ol'licc and 1,aboratorj. ha\-c dc\,eloped an implementation plan to 
adcircss the rcc~uirernc~its ol'NAP 14.16. and t11c 1.aboratory is currently rc~,ising internal policics 
and practices appropriritcl!.. 

Status: l'lic I.a\il.-rcncc I,i~.c.rmorc National 1.aborator~~ has developed a drali disposition plan li)r 
c q i ~ i p ~ n e n ~  with cmbeditcd Iiiemos~. c.g.. l\~csimile machines. PIIAs. printers. copiers and 
cameras. 71'lic drali plan is ~lndergoing rc\.icw. 

Original Estimated C'ompletion Date: 1213 1107 Current Completion Date: 1213 1/07 

Open liecommendation (2): 1 he Manager. I . i~cr~nore  Sitc Office. s h o ~ ~ l d  ensure that the 
I awrcncc I i \ermo~v National I,abor:~tor! iml,lcmcnts DO1 Manual 205.1-3 and NAP- 14.16 
recli~iremcnts pertaining to: ( a )  docilmcntation ol'the clearing and/or saniti7atioi1 o1'~1ncIassilicd 
controlled inli)rmation mclnorj dc\ ices: and ( b )  ilic e\amination ol'elcctronic cqi~ipmcnt that 
potcnti~illy h,lx embedded memorj d c ~  ices. 

Action I'lanned: I'hc Sitc ()l'licc and I,aborator> ha\ e d c ~  eloped an implementation plan to 
addres5 tlic rcqi~iremcnts 01' NAP 14.16. and the 1,aboratorj is cusrentlq re\ ising intc~nal policics 
and practices approprintcl!. 



Status: 'l'hc I .aborator>.'s ('ybcr Scci~l-il! (>rgani7atic,n. in co~!ji~~ictio~~ \\.it11 Property 
Managcnlcnt. Iias dc~~clopcd  a clrali c!.bc~ scci~rit>. polic>. and in1plcmcntatio11 manila1 with 
procedurcs lo clear. snniti7c. or dcstrc,!. i1l1classilicd inli1rmatio11 storage media. memory dcviscs. 
and otlicr rclnlcd lii~~.d\\arc. .l'lic I.a\vrcncc 1,ivcrmorc Natiol~al I.abc,ratorq will i~pdate its cybcr 
securit! t~nining ~~ialcrinl to rcllcct the neb. clearing. sanitiyation. and destruction policy and 
procedurcs. 

Original Estimated C'ompletian Date: 121.3 1 I07 C'urrent C'ampletion Date: 1213 1/07 



The Dq~crrtnrerrt'.s Wilcllcrrrtl Fire Plt~~rrrirrg trntl Prepnmtiorr E[fi~rt.c 
I(i-0760 

March 0. 2007 

S u m m a q :  In 2000. rlic 1)cpartmenr cxpc~~ ie~~ccd  s~'\~cr;iI large \vildland lircs that ~lircatcned the 
sal'cty ol'personnel. Iacili~ies. and ccluipment at the I,os .p\lamos National I.abora~or>,. the 
I lanlbrd Site. and tlie Idaho National I ,aborator>,. 'I'licse lires burned over 212,000 acres o I' 
I>cpartmcnt land. resulting in lire-related costs totaling almost $ 1  -30 million at I,os Alamos 
alone. A n  Of'licc 01' Inspccto~. (icncral re\.icw uas  initiated to determine w-hctlier tlie Department 
had talien action to i d c n ~ i l  possible hazards associated uitli ~. i ldland lircs and mitigate the 
impacts ol'tlicsc Iircs. 'l'lic ~.c\.ic\\ ~.c\.calcd that all three sites liad made a number of 
impro\emcnts in this area. IIowc\.cr. essential u-ildland lire ~iiitigation activities in\,olving tlic 
assessment atid rcmo\,al of \.egctation and t lie maintei~ance o 1' roads liad cit her not been 
pcr1i)rnicd 0 1  \\-ere not compIctcl>. t'l'll-cti~~c. 

Monetary Impact: The current monetary impact or potentid future savirtgs  an not be 
determined. 

Open liccommendation (1):  To cnsurc that nildla~id lire ~iialiagcment is consistently applied. 
tlic ('liicl'l Icaltli. SaSctl and S e c ~ ~ r i ~ >  ()l'Iicc'r should ensure that the 1;ederal Wildland Firc 
Man~~gc~iient I'olic> is hpccilicall> incorporated into Departmental directives. 

Action I'lanned: Not Pro\ ided 

Status: '['lie Ol'licc 01'1 Ical~h. SaSet>. and Scci~rit>. is cuucntl>r in tlic re\\.rite phase of'DOE 
Order 450.1. --I:n\.ironmcntal Protcc~ion Program." and a part oStliis ~.c\\.ritc incl~ldcs stronger 
sell-rcncc to the 1;cderal Wildland Fire Management Polic) and its implc~~ienration guide DOE 
Order 450.1-4. 

I Original Estimated Completion Date: 12,30107 Current Completion 

Open liccommendation (2): '1.0 help reduce the risks associated ~vitli \vildland lircs. tlie 
Administratol.. National Nuclear Sccurit~. Administration. and tlie Assistant Sccrcrar>. 
Nuclcar Ihergy. in coordinatioli \{.it11 rhc C'Iiicl'TIcalth. SaScty and Sccuritj. Ol'ficcr. should 
require tlia~ site I:cderal 171.e prorection ol'licials rcvien- and approve Firc Plans and vcritL that 
vegetation rc~iio\ al acri\,itics lia\.e hccn conducted as planned. 



Action Plaririetl: I lie National Nuclcar Sc.curit> Adminislratio~i's Ol'lice ol' I:n\ ironmcnt. 
Salbt) and I Icalth m i l l  rccluire that site 1:cdernl tire protection ollicials ~ e r i  tj acli\ ities have been 
co~~ductcd as planned. 

Status: 111 co~i.iu~iction uith the I)cpartmcnt's Ol'lice ol'llealth. Sali.1~ and Security. Nalio~ial 
Nuclear S e c ~ ~ r i t j  Administration. and other Program Oftice firc salL.1~ SMKs. Departmen1 lire 
protection  id cliicrgencj response CI-itcria lia\ c been elpanded. Publ icatio~i o fthe crileria is 
pc~idi~ig National Nuclear Stcurit> 2dministration ('T 2 concurrence o1'a re\ iseci Department 
Fire l'rotection and I.~iierge~ic> Response Implenientatio~i (luidc. 

1 Origirial Estimated ('otnpletiori [)ate: 12l3 1 I07 Current C'ompletion 



TIir Drpcirtnirtit c!f'Etirrgv'.s Mciticigrmrtit of ('ontrcictor Ititrrgovrrtinirtitcil Prrsotitirl atid 
Cltcitigr c?fStcitioti Assignmrtits 

I(;-076 1 
March 36. 3007 

Summary: 1 lie [)cpartmcnt's cont~.~lctor-opcratcci I ~ c i l i t i e ~  LIW I~i tergo~cr~i~i ic~i tal  Personnel 
Act (IPA) and ('liangc oI'Station (('0s) as\ignmcnts to permit contractor cmploqccs to work at 
other organi/ation\. II'A as\ignmcnts arc tc~nporarq tlanskrs of personnel between tllc 
contractor and a I'cdcral ~~gcnc!. 1 Jndcr ('OS assignments. pcrsonncl arc temporarily transti-rred 
to a non-1 cdclal organi/ation. A re\ icn u a s  initiated to determine whether the Dcpartnlcnt was 
cft'ccti\,clj managing contractor use ol'IP4 and C'OS assignments at three National Nuclear 
Sccurity 2dministration national laboratoric\ and tlircc science laboratories. 4 detailed review 
o f77  active 11'A ,lnd ('0s assignments Ihund that the Department was uot actively ensuring 1hat 
the assignments mere cost clll-cti~c: opcratccl in accordance uitli e~ is t ing  ~ I - O C ~ ~ L I ~ C S  or good 
busincs\ practice; or that taxpabcr-pro\ idcd lilnds supporting IPA and ('0s assignnlents were 
pi11 to the best pos\iblc i~sc. 

Wnetary Impact: $1 1.9 million in funds that could be put to better use and $289,000 in 
q+stioned costs were identified. 

Open Iiccommcndation ( I ) :  As part oftlic Department-mide gi~idancc. tlic ('hairman. Field 
Managers ('oi~ncil. should 1.cc1~1it-c a determination oftlie cost bcnelit ot'alternati\es to meeting 
the mission objectives ol'IPA and ( '0 s  assignments. 

Action I'lanned: I o be determined based on the results ol'thc National Nilclear Security 
Administration's actions. Ilata I'lans shoi~ld be d e ~  eloped 1 st (juarter FY 3008. 

Status: 1)ata I'lans arc still being d c ~  eloped. 

Original Estimated C'omplction Date: 1 2'-3 1 107 Current Completion Date: 6130108 

Open liccommcndation (2): As part ol'thc Department-u.ide guidancc, the C'l~airman. Field 
Managers ('oi~ncil, should establish paranlcters and requirements Ihr length ol'assignmcnts: 
rcimbursemcnt ol'dislocation allowances: and cost sharing. 

Action I'lanncd: 'l'lic National Nuclear Security Administration will develop gi~idance fbr both 
[PA and ('0s assign~nents. .l'liis g i ~ i d a ~ ~ c c  \ + . i l l  be presented to the Field Managers C'ouncil for 
l.hcir rcvicu ancl possible implcmentatio~i Dcpastmcnt-u.idc. 



Status: National Ni~clcar hecurit> Ad~iiinistratio~i guidance li)r both lPAs ilnci ('0s uill be 
issued bq the end ol'tlic ccllcndar leas. 11iitial re\ it\\ \\as co~iducted and guidance docu~iients 
\ \ i l l  go to Site Ol'lices the earl> part o1'October 2007. 

1 Original Estimated ('ompletien Date: 1213 1/07 ('urrent Completion Date: 313 1 108 

Open Recommendation (3): rl'lic h~lanages. 1,os Alamos Site Oflicc. sIi0111ci dc\.elop and 
i~iiplcmcnr processes to ensuse t l i r l t  tlic rccluircmcnts ol'tlie cstablishcd guidance are fbllowed. 

Action Plannctl: I'lic I os illa~iios Sitc Ol'licc mi l l  de\clop and i~nplc~i ien~ processes to ensure 
tliat the recluirc~iicn~s ol'tlic established guidance arc Sollo\\cd. 

Status: I ) L I C  to re\ iseel g~idancc.  tlic 1 . a ~  Alamos S i k  Ol'licc and OFFM arc rc\~icuing tlic 
payments made under NM(;RT. as \vcll as an! c sc~np~ ions  claimed by the 1.0s Alamos National 
[,aboratorq,. A n y  issues rliat arise \viII be identilied in tlic FY 2006 SC'l(' audit. Phis issue will 
also be rc\.iewcd as past 01' rlic 1-Y 2007 tina~icial rlildit perlbrmcd by 0l:I:M in their A- 123 
re\rie\vs. 

Original Estimated ('omplction Date: 1213 1 107 Current C'omplc tion Date: 6130108 

Open I<ccommcndation (4): 'l'lic Manager. Sandia Sitc Ol'licc. should develop and i~iiple~iie~it 
processes t o  cnsurc ~liat llie requirc~iicnts ol'the cstablishccJ gi~idancc arc Sollowed. 

Action Planned: I lie Sandia Site Ol'licc uill dc\elop and i~iiplcment processes to cnsurc that 
tlie rcclui~.cment\ 01' tlic establ islicd guidance arc li,llo\\ed. 

Status: O n  Septe~iibcr 17. 2007. tlie Sandia S i k  Ol'fice ('oritracting ()l 'licc~ ~.cqucstcd Sandia 
Iinali/c the last docuniclit \tliicli discussed 11ic rclocatio~i policies agreed to pending issuance 01' 
any suhscclue~ir I>cpi~~.t~iic~it  or National Nuclear Sccurit! Administration policq. 

Original Estimated ('omplction Date: 1213 1 I07 ('urrent Completion Date: 313 1 108 

Open Recommendation (5): The Ma~iages. I i \  crniorc Sitc Ol'ficc. should develop and 
i~iiplcnic~it proccsscs to cnsi~rc tlinr rhc rcquiremc~its o t' tlic cstabl islicd guidance are li)l lowed. 

Action I'lanned: Not Pro\ iclcd 

Status: 'I'hc I.i\crnlore Site Oflicc sccei\.es and rc\.ic\\s a Monthly Ilpdatcd 1,awrcncc 
I,i\lcrniore National 1.aboratol-y ('0s I.isting. and I3i-Yearly I)islocation Report. 'The Idiver~iiore 
Sitc OI'lice dc\.clopnient and implementation 01' li~rtlicr proccsscs \ \ i l l  be rcllcctivc of 
manageriic~it~s scsponsc to Rccommcndario~i 1 rliat "tlic Associate Ad~iiinistratio~i fhr 
hlunagcmcnt and .~\dministr~irion. National Nuclcar Securit> Administration, dc\,clop guidance 
l i)r  contractor use 01' IPA/('( IS assig~i~iic~its to be prcsc~itcd to the Field h,lanagcrs C'ouncil Ii)r 
adoption tlirougliout the Department." I lo\i.c\.cr. as a result of recent sell'-assessnie~it ol' its 
II'Al('0S policy & proccdurc. 1.11~ 1.au.rc1ice I.i\~cr~iiore National I,aboraror> is currently making 



changes. inclutli~ig rcquircmcnt\ to mot.c li111> document as\ignmcnt bcnclits to tlie 1,awrence 
1,ivermore National I aborator). tlie expected costs. the terms and conditions. and tlic transition 
plans li,r beginning ;aid ending cacli assignment. 'The enhanced IPAIC'OS practices are expected 
to be li111j implcmcntccl b~ Scplcmbcr 30. 2007. In tlic meantime. tlie I.i\er~iiorc Site Officc \ \ i l l  
be pro\. itlcd an ul,datc on rhc \tatus ol'thc I aborator>.s efforts to implement its enhanced 
practices b] its established completion date. 

Original Estimated ('ompletion Date: 11 '3 1 107 Current <'ompletion Date: 6130I08 

Open Recommendation (6): .I'lie Manager. Sandia Sitc Ol'tice. should make cost allo\vabilit~ 
determinations on amounts paid li)r a:,signecs discusscci in this report undcr [PA agreements and 
('0s ;~ssignments and collect an! il~lallouable amounts. 

Action I'lanncd: 'Phc Snnciia Sitc Ol'ticc C'ontract Ol'liccr \ \ i l l  revie\\. the questioned costs and 
make a dctcr~lii~iation o l ' a l l o~~ab i l i t~  . 

Status: As indicateci in the Ol'tice ol'lnspector (icneral report. the Sandia Sitc Ol'licc lias been 
rcvic\\ing some ol'tlic questioned costs and lias eschangetl correspondcncc uith Sandia. The 
Sandia Sitc OI'Iicc is still i l l  the p~.occss of lict lillding. 

1 Original Estimated Completion Date: 1213 1/07 Current Completion Date: -313 1 /OX 

Open Recommendation (7): 'l'lic Ma~iagcr. I.i\.crmore Sitc Ol'lice. S I I O L I I ~  makc cost 
allowability dctcrrni~~atio~is on amounts paid l i ~  assignees discussed i n  tliis report under IPA 
agrccllients and C'( IS assignments and collect any unallo\vablc amounts. 

Action Planned: Not I'rovidetl 

Status: l'lic I i \  errnore Site ()l'lice i \  pursuing a re\ icn fi,r cost allowability determinations o n  
the a ~ ~ ~ o u n t s  paid li~r assignee:, discussed in tliis rcpnrt undcr IP.4 agrccmcl~tsJ('OS assignment>. 
'fhe 1,abnratol-y is pro\ itling Jocunlcntation to the ('ontracting Officer li)r re\ ieu and cost 
al Ionability deternii~intio~i. 

1 Original Estimated ('ompletion Date: 1213 1 107 Current Completion Date: 313 1 108 



Intertlcrl ('ontrols Over (i)n~prrter ProperQ crt the Depcrrtment's Counterintulliguttce 
Diructorcrte 

I(;-07h2 
March 38,  2007 

Summarj:  'I-lie Ol'licc 0 1 '  Inspector (ieneral initiated a re\ icu to c\ aluatc the aclcquacq of 
internal controls over computer propert) maintained bq the Department's ('o~~ntcrintcl ligelice 
Directorate at I Icadquastcr\. PIic re\ ic\z concluded tliat internal controls ozrcr classilicd and 
unclassilicd computer p~.opcrt! at tlic progsam office mere inadequate. Speci tical 1 ) .  the 
C'ountcrintclligc~icc I>ircctorntc: ( I ) c o ~ ~ l d  not locate 20 desktop computers listed on its property 
inzcntor) tliat either processed or ma) haic proccsscd classified inlbrniation; (2 )  liad 57 
c o ~ i ~ p ~ ~ t e r s  that ucrc not included o n  the C'c~~~ntcrintclligcncc 1)ircctorate's property inlentor): 
(3)  liad expired loan agreements 1i)r 96 I lei~dcl~~ar-tcrs computers tliat were located at field sites: 
and (4) had n o  labels al'liucd to 74 computers inclicati~ig classilication Icvcl. 

3fopet.ry Impact: The current monetary impact or potential future savings not be 
dytermined. 

Open Recommendation ( I ) :  Tlie Dirccto~.. Ot'licc of Intclligencc and ('ountcri~itelligcncc. 
s l io~~ld ~ I I S L I ~ C  tliat intcsnal co~itrols over C'o~i~itc.ri~itcl ligence Directorate computer property are 
strengtlicncd so that i r  is acco~~nted for in a tinicly 111anncr. 

Action Planned: Not I'ro~ idctd 

Status: I'lic Ol'licc ol' Intelligence and ('ountcrintclligcncc ( I N )  lias instituted multiple measures 
to help strcngilicn its co11t1.01 ofacco~~~i tab lc  propcstj. TIie4t. include the creation of a position 
for wliicli I lie principle rcymnsibilitq is propcrtq acco~~ntabi lit) .  the irnplcmcntatio~~ of policies 
that rccluirc each piece ol'p~.opcrt~ he assigned to a spccilic user in a specilic location r111ci tliat 
requires the immediate report ol'thc rclocatioli ol'anq accountable propert) itcni. 

1 Original Estimated ('ompletion Date: I2 1 07 Current Completion Date: 12 '1107 

Open Recommendation (2): 'PIit. Director. Ollice or Intclligcncc and C'o~~ntcri~itclligc~~cc. 
shoulcl C I I S L I ~ ~  tliat all i t c ~ ~ i s  pre\ iousl) rcportcd to ttie Office ol' Managenlent or1 Retiremcnl 
Work Ordcrs i~rc appropsiatel> rcportcd to the Office ot'Sec~~rity Operations. 

Action I'lanned: Not I'ro~ idcd 

Status: I'l~c remaining computc.r.s. originall) submitted bq this Ol'lice on Retirement Work 
Orders. Lvcrc rcporrcd to the Ol'licc of Seeusit). 

1 Original Estimated Completion Date: I213 l I07 Current ('ompletion Date: 13 '-3 1 '07 



Open l i c c o ~ ~ ~ m c n d a t i o n  (3): Tlie I)irector. Ot'iice ot' [ntclligc'ncc and ('ountcri~itelligencc 
should c n s ~ r e  ~liat  all computer cquipnicnt assigned LO the C'ounterintcllige~icc Directorate is 
approp~.iatcl> marhcd as processing ,!Jnclas\iiicd. ('onlidcntial. Sccrcl or I'op Secret inlbrmation. 

Action Planned: Not I'ro\,idcd 

Status: O n  April 3. 2007. all Ollicc ol' Intel l igcncc and C'o~~~itcrintclligc~icc computers at 
Department Iieadqnartcrs orkspaccs were inspected LO con tirm \vliether they were missing 
stickers: lio\t.cvcr; none uc rc  Ii)i~~id i~nmarkcd. Tlie Ol'licc is in the proccss ol'rcviewing a list 
pro\ridcd by the Ollicc 01' Inspector (;cncr;~l on July 17. 2007. which identi tics ~ h c  73 co~iiputcrs 
and tlicir corresponding Department Iieadcluartcrs propert>- identilieation stickers that were fi)und 
not be i~l'lixcd with classilications stickers. 

Original Estirnatecl Completion Ihte: Not l'ro\idcd Current Completion Date: Not I'rovidcd 



Tlir Dqurttiietit '.Y Eff0rt.s to It1~pI~met1t Cbninton It!fi,rmntion Teclinologv Services nt 
Herrcly ucrrters 

I(;-0763 
March 30. 2007 

Surnrnaq: In 2003. the I)cpartnic~it I,~uncIied an i n ~ t i a t ~ \ c  to consolidate ~ l l  aspects ol 'co~ii~iio~i 
infi)rm;ltion tcclinologq \! \lc~ii\. The Oflice ol'lnspector (;cncral initiated ,I re\ ieu to dctcrnii~ie 
ulietlic~ the l)cpartmcnt'\ ('ommon Opc~a r~ng  I'll\ ironnicnt (('Or) initiati~c u a s  ~iieeti~ig 
planned goals and obiccti\es. I lie re\ icn li)ilnd ~liat althougli the Dcparlnient had made 
progress in irnplc~iic~iti~ig ('Ot at IIca~Jc~i~ar~er\ .  i t  liad not ti~ll! acliicvcd tlie goals and 
objcct i~c\  ell\ i\io~icd b! the original inil~:~ti\ e. 

Open Recommendation ( 1 ) :  '1'0 address issues with ('OIi implcmcntation. the Ol'lice ol'11ic 
C'liicl'lnli~r~iiation Ol'liccr. in co~i,iunctio~i \\it11 responsible National Nuclear Security 
Administration and other program ol'licials slioi~ld co~iiplctc ~ l i c  I leadcluartcrs migration to ('OF. 
To hcilitatc this cl'li)rt. c~isurc that migration plans art: completed. 

Action Planned: Not I'ro\.idcd 

Status: With tlic C N C C P ~ ~ O I ~  ol'tlic Ol'ficc 01' Seic~ice ;lnci tlic OI'Iicc 01'111iergy I~~flicicncy. all 
I>epartmcnt 1 Icaclcluar~crs organizations lia\,c migrateel to ( 'Oll.  1'11~ Oflice 01' Energy Ffficic~icy 
migration is ongoing and ~vill be completed by Febr11al-y 28. 2008. I>iscussions between the 
Ol'licc ol'Scicncc and llic Ol'fice ol'tlie ('hicl' In~orniation Otliccr art: ongoing while the Ollice of' 
Science rc\~iews tlie Ol'licc ol'llie ('liicl' Inli,rmatio~i Ol'liccr's propost:~J niigralion plan. 

1 Original Estimated Completion Date: 3'20108 Current C'omplction Date: 9liOlO8 

Open Rccommcndation (2):  To address issues with ('01: implenientation, the Ol'licc ot'tlie 
C'hicl'lnli~r~iia~ion Ol'liccr. in co~i~ii~iction u.itli responsiblc Nalional Nuclear Security 
Adminislration and other program ot'ticials should cotii~letc tlic 1 Icaclqi~artcrs ~iiigration to COT:. 
To facilitate this cl'lbst. cns1li.c [hat rcc~uircmcnts anal!-scs arc conducteci. 

Action I'lanncd: Not I'ro\,idcd 



Statu\: Wilh the clccption ol'thc Ol'licc of Science and the Of icc  01' r ncrgq I I'licicncq. all 
Ilcpartmcnt I lc,~dquartc~.~ organilation5 hakc migrated to ( ' 0 1  . The Ol'ficc of r nergy I'l'liciencq 
migration is ongoing and m i l l  be complctcd bq rebruarq 28. 2008. Discuscions bctwcn thc 
Ol'licc oI'\cicncc and the ()t'licc o 1' the C'hicl'lnfi~rmation ()Iliccr arc ongoing u hilc thc OIlicc of 
Science rcvic\ss the Ol'licc ot'thc C'llicf [nformation Olliccr's proposed migration plan. 

I Original Estimated ('ompletion Date: 3130108 Current ('ompletion Date: .3/2')/08 

Open Recommendation (3): I'rior to eltending the initiati~c to the lield. cnsurc that formal 
~nigration plans arc d c ~  eloped. 

Action Planned: Not 1'1-o~~idcd 

Status: As part ol'tllc ( ' I 0  111igration process. for111a1 migration plans are de~~cloped [or lield 
( ' 0 1 ;  initiatives. T l ~ c  lirst Iicld nligration is the Albuquerque officc ol'thc National Nuclear 
Security Administration. \t.hich is scheduled Sor 11ligration plan completion by October 3 1. 2007. 
A standard plan is tailorcd l i~ r  cach lield sitc. The n~igration plan proccss includes a lilnctional 
recluirc~ncnts ;unalq,sis and a cost bcnclit analysis. 

Original Estimated ('ompletion Date: 3/3')/08 Current Completion Date: 3/2c)/08 

Open liecommendation (1): Prior to extending thc initiati~ c to the Iicld. cnsurc that lilnctional 
rccluircn~cnls ~unalqscs arc co~ldi~cted. 

Action Planned: Not I'ro~ idcd 

Status: As part ol'tllc ( ' I 0  migration proccss. formal migration plans are dc~~cloped Ihr Iicld 
('01' initiatives. 7'hc Iirst lield 11ligration is the Al bucluercluc ol'lice of the National Nuclear 
Security Adn~inistration. \s.hich is scheduled Ihr migration plan completion by October 3 1. 2007. 
A standard plan is tailored li)r each Iicld sitc. The migration plan proccss includes a li~rlclional 
~-equirc~l lc~~ts  analq.sis and a c o s ~  bcnclit analq.sis. 

Original Estimated ('ompletion Date: 3/29/08 Current ('ompletion Date: 3/29/08 

Open liecommendation (5): Prior to extending the iniliatikc to tllc lield. ensure that cost 
bcnclit analq SCS arc ~pct.li)r~~lcd. 

Action Planned: Not Pro\ idcd 

Status: As part ol'thc ( ' I 0  migsation process. Ii)rnlal 11ligration plans asc developed Ihr lield 
C'OI: i ~ ~ i t i a t i ~ c s .  'l'hc lirst Iicld migration is Ihc Albuqucrcluc ol'licc oI't11c National Nuclear 
Security ad mini st ratio^^. u.I1icI1 is scl~ed~iled li)r 1nigrati011 plan completion by Octobc~. 3 1 .  2007. 
A standard plan is tailored Ihr cach field sitc. 'l'hc migration plan process includes a hlnctional 
rccluircmcnts analysis and a cost bcnclit analysis. 



Original Estimated C'ompletion Date: -3120108 C'urrent C'ompletion Date: -3120108 

Open Recommendation (6): Re\ ise account matiagcmc~il procedures lo cnsurc account 
tcl-~iiinalion i n  a lime]) manner. 

Action Planned: Nor I'so\,idcd 

Status: A nianagcnicnt ancl linancial plan has been cscatcd and returned bq the contractor lo the 
Ollicc oI'11ic ('Iiicl' Inli)s~nation Ol'liccr. 'The Ol'licc oftlie ('1iit.i' Inibrmalion Olliccr is in [lie 
process ol' icming llicse plans and idcntii) ing ii~nding ti)r implcmcnlalion. Once lilnding has 
been idcnrilicd. uork can begin and an c~pcc tcd  completion date \till be provided. 

Original Estimated C'ompletion Date: 3120~08 C'urrent ('ompletion Date: 3/2C)/OX 



' t?fCllctngc..t to the Ittterttcil Cotltrol Striicture cincl Their Im/)cict on tlte Allownbilit~~ 
Clciinretl by ritlcl Reintbiir.$ed to tlte Wnsllittgtott Scrvcinnnlt River Com/)~ti-y, LLC 

Utltler Depnrtnietit of Etlrrgv Cotltrcrct ,Yo. D E-A COY-Y6SR I8500 
OAS-V-07-08 
April 10. 2007 

Summary: 'l'lic Wasliing~on Sa\.annali Ri\-cr ( 'ornpanq,'~ (Lf'SR(') linancial accounts arc 
integrated with those ol'tlic Ilcpartmcnt and tllc results ol'linancial transactions arc reported 
~nontlily according to a ~~niIi)rni SCL ol'accounts. F~~rtlicr. M'SRC' is required to account lhr all 
li~nds advanced by tlie Department. and LO salkguard ~ l ic  Department's assets in its care. Thc 
asscss~iicn~ l i ) ~ ~ n d  that cl~anges to the inlcrnal control structure ol' WSRC' l i ) r  FY 2005 provide 
reasonable, but not absolurc. assurance I.liaL cosls claimed 17)- %'SR(' and reimb~~rsed by tlie 
Department arc allow-able. I Io\xc\.cr. tlie assessment did identili that opportuni~ics Ihr 
impro\.cmcnt in WSR("s adherence to its 0 n . n  inlcnial procedures. 

Bfanetary Impact: The current monetary impact or potential future savings can not be 
d#ermined. 

Open Recommendation ( 1 ) :  'I lie Manager. Si~\annali Ri\ cr Operation\ Of'tice. should tiircct 
Washington Sa~annali  Ri\cr (onipali! Inlc~.n~~I Audit to complq \\it11 cstablislictl policies and 
procedures to ensure that super\ i\orq rc\ icu i \  thorough and sui'ficicntlq documented in a timely 
nlallllcr. 

Action l'lanned: IVot I'so\.ided 

Status: 'I'lic ('Iiicl'l~inancial Ol'liccr. Sa\,an~lali River Opesations Ol'tice. lias rcq~~estcd tliat the 
Financial 1:valualion Team conduct a li)llo\\--up rcvicn- LO ensure corrective actions have been 
iniplcmentcd. rl'liis rc\ric\\ is to be co~llplcrcd belhre No\,cmber 30. 2007. to ensure that 
Washington Sa\.annali Ri1.c~ C'ompan!. lias complicct \\-it11 estahlislied policies and procedures. 

1 Original Estimated ('ompletion Date: 1213 1 107 Current ('omplction Di~te: -1'10108 

Open liecommendation (2): 1 lie Manager. Savannah R i ~ e r  Opcra~ions, s l io~~ld  direct WSRC' to 
establish a procedure idcntil) ing Iiow 7'eaniMate m i l l  be used in  perti)rming and docunic~iting 
audit \toll\ to include linali7ing and archi\ ing uorl\paper lilcs. 

Action Planned: Not I'~.o\,idcd 

Status: I lie C'liiel'I inancial Ol'liccr. %a\ annali Ri\ er Operalion\ Ollicc. has recl~~ested tliat the 
Financial I .~luation 'I'cani conduct a li,llou-up rc\rieu to ensure correcti\ c 'lctions ha\ c been 
implemcnled. 1 Iiis re\ icu is to he complctcd helijrc No\ en1bc.r 30. 2007, to ensure tliat 



Washington Sa~~anna l i  Ri\.cs ('ompan>. has complied \~.ith cstablisl~cd policics and procedures. 
'l'hc Washington Sa\.annali Ri\-cr C'ompanl 1x1s i~pdatcd its Pees Review Process to address 
linalizing and arcIli\.ing \voskpapcss . including tlic utili7ation o f a  Quality Assurance C'hechlist 
to cnsurc that thc rcspccti\.c audil con~plics \+.ith propcr standascls and psoccdurcs. 

1 Original Estimated CTompletion Date: 1 ? I 3  1 107 Current C'omplction Date: 41 10108 



Qcrrrlity As.c.rrrru~cr Strrtirlr~rrlsji~r tlir Intrgrr~terl Cotitrr~l :l.'~~tritnrlc rrt tlie HrrtlJi~rrl  site'.^ Wrrste 
Trerrttt~ent Plrrt~t 

I(;-0764 
May 4. 2007 

Summary: An ()l'licc 01' Inspcclol- (icncral rcvicm li)und that the computcri7ed ililcgrated 
control nctuorh a[  I Ianlbrd's Waste 'Prcat~iicnt Plant did not meet applicable quality assurance 
standards. 'I'lic co~itrol nct\zork pro\-ides cclitral communicalions I;)r l.he I'lant's pumps, valves. 

7 

and instruments. I lie rc\.ic\\ ~~ccoiiirncnded [hat senior I:n\,ironmental Management ol'licials 
conduct Iiecessar~~ tests to ensure that the control systc~ii ii)r the integrated control network at the 
Plant mecls ~~pproprintc cluality assuralicc requiremcnls. 

4onetom Impact: $13 million in questioned costs 
P 

Opcn Recommendation ( I ) :  'I'lic t2ssist;uit Secretary ihr P:n\ironmcntaI Management should 
ensure that tlie inlegsated control network lbr the Pla~it meets appropriate quality assurance 
standards ii,r its immobilizatio~~ of high-lc\.cl m-asle li~nctions. 

Action I'lanned: Not Pro\.idcd 

Status: INot Provided 

Original Estimated C'amplction Ilate: 5/4/08 ('urrent C'omplction Date: 5/4/08 

Open liecommcndation (2): 'Ihc Assistant Sccrctarj Ihr En \  ironliiental Management sliould 
dctcrmi~ic \vlictlicr Ilic c l ~ ~ n l i t !  assurance recluirenicnts thr sal'ct! sofiuarc appl) to the integrated 
control nctwol.!,. 

Action I'lannecl: Not I'ro\,idcd 

Status: Not I'rovidcd 

~ s t i m a t e d  Completion Date: 5;4/08 C'urrent ('onipletion Date: 5/4/08 

Open Recommendation (3): I'lic .Is\ixtalit Secrctar~ Ihr Pn\  ironmental Managemcnt should 
direct ilic Ol'iicc ol 'Ri\c~. I'rotcction to pro1 idc more stringent o~erxiglit 01'  Bechtcl National's 
procLlrcmcnt procesh. including ;a re\ icu oi'tlie ;~ctcqi~acj oSI3cchtel hational's procurement 
system. 

Action Planned: Not Pro\.idcd 



Status: No[ I'rovidcd 

1 Original Estimated ('ompletion Date: 5/4/08 (:'urrent Completion Date: 5/4/08 



C'olirt~tnr,~ Sel~crrtrtiot~ Progrtrnr crt the Idtrho C'lecrt~up Project 
I<;-0765 

Ma! 18. 3007 

Summary: 'l'lic ()l'licc ol'lnspcctos (icncsal initiated a rc\ . ic\~ to determi~ie \vIietlicr t l ~ e  cost and 
benelits associated ~vitli the Idaho ('leanup I'rc!ject's \.oluntar). separation program were 
consistent \\it11 recent similar c1'li)rts at otlicr Ilcpartment Iacilities and \\.]lether the separation 
u a s  structured to ensure that tlic Idaho I'ro.ject retailled tlic skill mix necessary to nice[ niission 
ob~jcctives. 'r'lic sc\,icw li)uli~i ~Iiat tlic managing and opcratiiig contractor at lhc Idaho I'rc?ject 
reduced the s i x  01' its \vorkli)scc b! 2 9  1 cml7lo!.ccs ~lnder  the voluntary separation program at a 
cost to the I)cpastmcnt 01'$14 million. I Io\vc\:er. the separation program pro\!cd to be 
exceptionally costly and. in cc~.tai~i rcspccts. ineflicicnt. To ensure tlic reasonable and equitable 
trcatnicnt 1i1r scpara~cd cmplo).ccs and their al'fcctcd c o ~ i i ~ i i ~ ~ n i t i c s .  Iht: Ilcpartmcnt needs a 
consistent approach to \+.oskli)~.ce rcstr~~etusing. 

Imp-t: The Department spent over $6 million mwe at Xd&o than comparable 
ental sites for a voIwtary incentive portion of a woMorce separation plan. 

$2 million of the separation incentive was paid to employees who w e ~ e  still 
nwded to complete the contractor mission activities. 

Open Recommendation ( I ) :  U or!, \Z it11 p~.ogram~iiatic secretarial ofliccs to clcnrl! delineate 
roles ;~nd responsibilitic4 l;)r \~orL.f;)scc s c s t s ~ ~ c t ~ ~ s i ~ i g .  

Action Planned: Not I'ro\,idcd 

Status: Not I'rovided 

Original Estimated C'ompletion ])ate: 121-3 1 '07 Current Completion Date: 1313 1107 

Open Rccomrnendation (2): [)e\ clop and issue D C ~ ~ I I I ~ ~ C I I I - M  ide guidance to assist tield 
ol'liccs and coli[racto~.s in planning \zor!,li)rcc reu~suctusing aclions, including ~netliodologies for 
dcterniining appro~x.iate amounts oI'bc~ictit\ ol1L.rcd r~nd cosporaIe parameters o n  rcstsucturilig 
activities. 

Action Planned: Not I'so~~idctl 

Status: Not I)ro\:idcd 



W m E s t d  ('ompletion Date: 1213 1/07 Current ('omplction Date: 1213 1,'07 

Open Rccommcndation (3): I:,tablisli 1)cpartmcnt-mi& perti)rniancc standards to evaluate and 
weigh tlic relatikc cost and bcnclit:, o l '~orLI i~rce  r e s t r ~ ~ c t ~ ~ r i ~ i g  acti\.itics to assist ~iianage~iic~it i l l  

its cvaluatioli ol'p~.oposcd actions. 

Action Planned: Not Pso\,idccl 

Status: Not I'ro\ idcd 

Original Estimated ('omplction Date: 1213 1 107 Current C'oniplction Date: 1213 1 ,'07 

Open Recommentlation (4): 1-lie Assistanl Secretary li)r T:n\~ironmcntal Managcmcnt should 
recluirc sites to ji~sti l and document the reasoning behind benelits ol'Scred in I\-orkli,rce 
rcstructu~.ing activities. and considers I'actors such as comliii~nity impact. industry standards and 
Department 11.clids. 

Action Planncd: 'I'lic Ol'licc ol' I.n\ ironmental Management \ \ i l l  re vie^ current uorl\Sorce 
restructul.ing gi~idancc as part ol'tlic re\ i c ~  of' Ileparlmcnt guidance concerning morl\ti,rcc 
restri~cturing. 

Status: 'l'lic Ol'licc ol'I'~i\,ironmcnta[ Managcmcnt lias ticsignalcd a stal'f'membc~ 10 participate 
in a ~vorking group, Icd b ~ .  the Ol'licc of'1,cgacq- manage men^ lo discuss Department 
methodologies li)r determining appropsiale amounts of' bcnclr~s ol'f'ered and corporate parameters 
on  ~ ~ o r k I i ) r ~ c  r c s ~ r ~ ~ c t ~ ~ r i i g  activitics. 

Original Estimated C'ompletion Date: 511 8/08 Current ('ompletion 1)atc: 511 8/08 

Opcn Recommendation (5): I:\ aluatc \\ hcthcr an) ol'the ncarlq $2 niillion in pa! ments Ibr 
separa~cd positions that \\ere bacLlillct1 arc allo\\ablc. under tlic contract. 

Action Plannetl: l'lic Ilcpartment \ \ i l l  pcrI01~1ii a revie\\ ol'11ic $2 million in paqmcnts li,r 
separated positiolis thal ~ c r c  hacLii I Icci lo determine i t'tlic cmts are allo\\able i~nder C' WI's 
contract. 

Status: I lie I)cpartmcnt ha:, conlplctcd an c\aluation ol'11ic ncarl] $2 million in pa!mcnts made 
by C'U'I 10 \cpasatc position\  hat \+ere bacLlilled to determine irtliese payments are allonable 
under ~ l i c  c o ~ ~ ~ r a ~ t .  I lie rc~ul ts  ol'tliis c\ aluation arc currcntlj being rc\,iewcd bq Depar~ment 
maliagcmcnt. 

Original Estimi~ted <'omplction Date: 0!30107 Current C'omplction Date: Not Provided 



Reviettl r!f'.Stutu.~ ($Prior E-vport C'otztrol Reconrmetzdations at tlie Departmetit ($Energy 
INS-( )-07-0 1 
Ma] 18. 3007 

Summary: As ~iianclatcd by 11ic National Dclk~ise .4~1thorizatit,n Act 01'2000. the Ofiice 01' 
Inspccttc". (ic~icral cond~~ctccl a rc\.icr\- ol'thc status of all 17 prior export control 
rccomniendations made to rhc 1)cpartmcnt b\: our ol'ticc. The re\riew li~und that i.hc actions take11 
by tllc r>epart~iicnt regarding 16 of'tlic 17 reco~i~~iict idat io~~s appeared responsive and should be 
closed. '1'0 li1I1y implement tlie re~iiaining recommendation. National Nuclear Security 
Administratio11 management s h o ~ ~ l d  c~pcdi te  action to issue a dirccti\re or modiij the 
Department 01'liiicrgy Accl~~isition Regulation (T117.4R). I t  \\.as also reconimcnded rllat Energy 
Order 143.3. "( Inclassiticd Foreign Visits and Assignments." be revised to rcllcct the cLlrrclit 
Energy p~-ocess 1i1r rcvie\\.ing Ii~reign national visitors ancl assignees I'rom certaiti desig~iatcd 
nations. 

vonetary Impact: The cunent monetary impact or potential future savings can not 
dqtennined. 

Open Iiccommendation ( I ) :  The I ) C I > L I ~ J  ,Zd~iii~iistratos. DeI2nse Nuclear No~lprolili'ration. 
. . 

should expedite action\. s ~ ~ c l i  as Issuing a dirccti\c or niodilj ing lhc DI.AR, to ensure 
compliance mi t l i  export control rc.cluirctiic17t.4 througliout the Fnerg] comple~ .  

Action I'lannctl: 'l'lic National huclcar Scc~trit). Ad~i~i~iistratio~i is cxa~ni~iing the modilication 
ol'the 1)epartmcnt's Accl~~isition I<cguIations. 'r'liis ~vould the11 recluirc, any contractor who lias 
business with the I>epartnic~it to conipl? \\-it11 Export C'ontrols r~11es. 

Status: 'l'lie National Nuclear Scc~~r i t \ .  Administratio~i's Oflice of I~~tcr~iational Regimes and 
Agreements lias co~iipletcd thc Natio~ial N~~clenr  Securit? Adniinistration TIEAR la~iguagc as 
discussed in ~~ iec t i~ igs  wit11 National N~~cIear  Security Adniinistration's Cic~icral C'ounsel and the 
Deparlrnc11t.s pl*ocuremcnt stal'l: and s~tb~iiitted i t  li>r proccssi~~g via tlie Assistant Deputy 
Administrator li,r Nonproli Ibration anci International Sccurit~. to the Ol'ficc 01' Procurenlent and 
hla~iagcnicnt ,\ssistnncc. 'I'lic latter m i l l  reproduce tllc prescription clause listed below as an 
instant flash message to the Departnlc~it and Natio~ial N~tclear Securily Administration 
procurc~iicnt \vhile s i rnul tanco~~sl~~ starting the Ikpartnient of'1'1iergy's jZcq~~isitions Kcg~~lat io~i  
~iiodilication ~ I . O C C S S ,  \vIiicli niay take up to two ];cars. C'urrentl!.. the Ol'lice ol'lntcr~ialional 
Regimes ;111cl Agrec~iicnts is awaiting response to the rc'cluest. With this language. the National 
Nuclear Security Adrniliist~xlio~~ would be rccog~iircd as the subjcct Iiiattcr expert in pro\.iding 
assistance to the ('ontracling O)l'licc~- \\-lien ~ l i c  C'nntracting Ol'licer executes due diligence in 
pcrli~r~iiing export conlrol compliance o\.crsight ovc~. Dcpart~iic~it M&O contractors. 

)()riCinal~stimatctl ('empletion Date: 3 3  1/08 Current Completion Date: 313 1 i08 



Open liccon~mcndation (2): 'I lie C'liicl'l Icalth. Sakt l  and Sccurit~ Oj'liccr should rc\tise Ordcr 
142.3 to rcllcc~ rhc actual procci\ lijr se\ i c ~ i ~ i g  access ~ .cquc~ts  (i>r nationals ol'state sponsors 01' 
terrorism. 

Action Planned: Not I'ro\,idcd 

Status: The rcclucstccl re\ i\ion is currentl~ ~~ndcrgoing an Ol'lice ol' Management revic~z process 
scparatc liom that rccluircd b~ I)OT M 25 1.1-13. I)c~l,~~t./rrlen/trI I)irc~,/i\~clc Pt.og~.trn~. To  date. 
numerous rnilcstoncs ha\c bccn co~npletcd related to the recommendation. 

1 Original Estimated ('omplction Date: 1 l GO107 Current C'omplction Date: 2/28/08 



Tlre Del)crrtnzent's .3 rrclit Resolution crtzel Follotv-Clp Process 
I(;-0766 

Ma! 24. 2007 

S u m m a y :  An Ol'lice 01'  I~isl~ector (icncl-a1 r c \ . i c~ .  \\as initiated to c\ralur~te tlie 1)cpartment's 
prog~.css in correcting prior audit Ii)IIo\\,-i~p issi~es and to dctenninc whether issues identitied 
tlirougli rcccnt ()l'ficc 01' I~ ispec t~r  (icncral audits had been ~.c'solvcd. 'l'lic revieu- li)iinJ that the 
Departliient Iiad made signilicant ilnpro\,crne~its to man! aspects of' its li>llow-up system. In 
particular, it liad cns~~red  tliat target ~ I O S L I ~ C  ciatcs \\.ere estahlislicd i i~r  all agreed-upon 
rccomliietidatims and that. in 111ost cases. audit rccommendatio~is were closed in a timely 
manner. I Io\vc\-er. in some cases. agreed-upon rccom~iiendatiolis liad been closed. b ~ ~ t  corrccti\.e 
actions either liad not been conipletcd or \wrc ine1'kcti\,e. 

onetary Impact: The c m n t  monetary impact ar potential ti,tws 

Opcn Rccommcndation ( I ) :  Fnsusc that t'ormal correc~i\ c action plans arc co~i i~ i i~~~i ica ted  lo all 
applicable sites li)s implementation. 

Action I'lanncti: 'l'lie 1)cpartment \hi11 issue gi~idancc to re-empliasizc the rc'cluircments of'tlie 
audit rcsolution and I~~IIoM~-LII? psograni. This guidance \$-ill  fixus on tlie cfficiclit and eSf'ecti\;e 
resolution ol'audit lindings and recomliiendatit,ns: the assignment ol'acco~~~itability lo senior 
program clement maligcrs fi,r the managemem of'thcir respective audit rcsolution processes: and 
senior maliagcr sccluiremcnts li)r pro\.iciing corporate o\.crsiglit. re\,icu and resoli~tion ol'audit 
issues. Additional I > - .  the ()l'licc ol'11ic ('liict' Fina~icial Of'licer will be issi~ing a revised Audit 
C'oordinator's I Iandhonk which idcntilics the roles and responsibilities ofthe Program Secretarial 
OI'lices' (PSO) designated audit coordinators in supporting tliis objccti\.e. 

Status: (ii~idancc has bec~l ciraficd and is a~iaiting ~iia~iage~iie~it  rc\~icv. l'lie Audit 
C'oordi~iatol.'?;ts I landhook Iius been updated and is a\/ailablt. on tlie web at: 
littp:llww\v.1iibc.cloe.go\~!c1'1-3!a~1di1rcso1~1tio1i.litni. Issuance outhe sccond annual 'I'rend 
Alialysis report by llic Ol'licc ol'lnternal Rc\fie\t is also sclicduled fils completion hy I213 112007 
to li~rtlicl- cnsilre that polentiall>- cross-cutting issues are adequatelj. disscliiinated fils 
consicleralion across tlie coniplcs. 

Original Estimated ('omplction Ihtc:  1 Y30107 Current ('omplction Date: 12/30/07 



Open Recornmendation (2): Dc\.clop Ii)r~iial auclit li,llo\\--up assessment review proccclures as 
rcquiscd by I)cpartmc~itaI Order. to \csiS>- and documelit that actions taken have corrected tlie 
issues idcntilicd through audits prior to llic submission oi'thc assurance certification. 

Action I'lanncd: TIIC I)cpartmcnt \\ i I I issue g i ~  idance lo ~~cc~npliasizc l.hc rcquircliienls of' the 
audit resolution and Ihllo\\.-up psogratii. This guidance M . - i l l  pro\jide spccillc clarilication oI' 
rcc~uircnicnts Ii,r I'SOs to maintain operating pr~ccdi~rcs  and systc~iis Sor audit rcsc~lution and 
I'ol low-1111. and ensure cot-rccti\.c actions have been implemcntecl to el'fkcti\.cly address audit 
r cpo~ .~  recommendations prior to si~hmission ol'assurancc ccrtilicatcs. I l ic OSlice of' the ('hicf' 
Financial ()l'l'iccr \vi I I co~icluct periodic \,a1 idations to ctisurc that these ~ ) r ~ e e e i ~ ~ r e s  art' in place. 

Status: (ii~idancc lias been dralicd ancl is a\\.aiting 1iianagclncnt review. '['lie (Illice oS Internal 
Review lias ~~crl 'or~iicd t\\o on-site Iicld rc\.ie\vs to \~alidatc that corporate procedures arid 
systems arc being cl'lkcti\,elj, implcmentcd. Tlvo Dcpart~nent I Icadcluartcrs \:alidations are 
planned li)r co~nplclion b!, Dcccnibcr -3 1 .  2007. 

1 Original Estimated C1ompletion Date: 12/30/07 C'urrent Completion Date: 313 1 /OX 

Opcn Rccommcndation (3): 1;nsurc that appropsiale ol'ticials are held accountable li)r cars! ing 
out Ii)rnial asscssnlcnts and re\ ic.\\s. 

Action I'lanncd: ('i~rsent I)cpartmc~iraI gi~idelines dcline clear lines ~Faccountahility For audit 
resolution aclivitics. incluciing asscss~iicnts and re\:icws. 'I'hc I)epartmcnt will issue guida~icc to 
rccmpllasizc the rcc~i~irc~ncnts ol' the audit resc~lution and Ibl lo\\.-up program. including tlie 
concl~~ct ol'audit Ii)l lo\\.-up assessments or t.eviem.s on the imple~iic~ita~ion c~l'cc~rrcctivc actions to 

. ~7 .. 
address all auclit report rc~o~l i~ i ie~ ida t io~is  prinr to pro\.iding an !Assurance of 1:l Icctivcness of 
C'orrecti\.c Actions Taken. I'eriodic \.alidations ol' PSO proccdurcs to accomplish tliese 
assessments \till help cnl ia~~cc tliat accountabilily. 

Status: ( ; i ~ i d a ~ ~ c c  lia\ been dralicd anci is ansiting managenlent rcvien. The Ollice ol' Internal 
Rc\~iew has pcrli)rmcd t\ \o on-site Iicld rc\ iems to balidate that corporate procedur.cs and 
\?sterns arc being c l l>c t i \e l~  i~iiplc~iicntcd. I \I.() I)cl~art~iic~it I Iea~1e~~1arters ~alidations are 
pla~inccl 1i)r co~nplction b> December 3 1 .  2007. 

1 Original Estirna ted ('omplction Date: 12/30/07 ('urrmt Completion Date: -313 I /OX 1 

Opcn I<ecommcndation (1): Either I'rogram Sccseta~.ial Ol'ticers. in coordination with the 
C'l~iel'Financial Ol'liccrs or the Ad~ninistrator. National N~~clear  Securit! Administration shoulcl 
reinli)rcc cxisti~ig recli~irc~iicnts hj. rc\.ie\ving all Inspector ( ic~~cral  lindings and 
recomnicndaticlns to dctel-lnine the applic:ibilit!r ol'thc issnes idcn~ilicd and whether actions need 
lo be taken at sitcs!prc~gramliiis other than those specilicallj. mentioned in [lie audit. 

Action I'lanned: I'he National Nuclear Sccurit! Adniinistration has all cstahlislicd process to 
allom all clc~iie~lts to re\ ic\\ 1;)s applicahilit! to their spccillc sites or progranis those issues tliat 
are being saisccl i n  auclit reports. Phis pt-occss includes tlie li)llo\\ing steps: 



All drali re~,orrs. regardless ol'ropical area audited 01- site \cisited. arc provided to the 
National Ni~clcat. Sccuri~!. Administratioti co~iiples. 1-his com~nunications process 
includes sc~lior ~iianagcrs (Adtninistrator. De[,ut! and Associate Administrators, Se r~ icc  
( ' e ~ ~ t e r  1)ircctor. i~tld appropsiate Site h4anagc.r). Senior Program h~lanagers, Federal 
Ilitcrnal ('ontrols co~iinlunitj.. and Internal Auditors. 
:I11 IinaI ~.cports arc pro\.idcd to tlic entire National Nilclear Security Administration 
co~iiplcs as described abo\>c. 
'fhc National Nuclear Securit). Atl~iiinistratioli Intcnial ('ontrols cotiimunity is infot-n~ed, 

on a \vccl\l>. basis di~ring a co11li.scncc call. ofdrali andlor linal reports tliat have been 
issuccl. 

Status: No 1i1srhe1- actio~i \ \ i l l  be taken oti this iteni. 

1 Original Estimated C'ompletion Date: 1213 1 /07 Current C'ompletion Date: 1213 1/07 

Open liccommcndation (5): Re\ ic\\ all Ollice 01' Itispcctor (;ene~.aI li~idi~igs and 
rcconimeudatio~is to detcnlii~le tlie applicabilitj ol'tlic i\sucs identilied and \~liethcr aclio~is need 
to be taker1 at sitcslprograni\ otlic~ that1 those ~pec i l ica l l~  mcntioued in tlie audit. 

Action Planned: 'l'lie I>cpartmcnt \ \ . i l l  issue guida~lcc to recmpliasize primary responsibilities of 
tlic head o l'cacli I)cpartt~ic~ital orgariiznlion to review- all audit report lindings and 
reco~iir~iendatiotis assigned to otlicr organizations to cicterminc whetlicr they may be applicable 
Lvitliin tlieir own orgiunizations. '1'0 help liicilitatc tlic programs' assessments ol'applicability. the 
Officc ol'tllc C'llicI' I~itia~icial Ol'licer rcccntll, impleti~cnted an Audit 'l'sends/('rosscutting Issues 
Analysis, m~liicli idcntilics signilica~it audit issues tliat ma). impact mulliplc prograliis and sites. 

Status: (ii~idancc Iias bee11 dr;~lied a~ici is awaiting tma~iagenicnt r c \ k v .  7'hc Audil 
('oordina~ot.'~ I lalidbook has been i~pdateci and is available on the web at: 
http://m ~w.~iibc.doc.gov/c 1'1 -3~auditrcsoIi1tion.lit1ii. Issuancc 01' the second a11ni1aI 7'relid 
Anal~,sis report by [lie Ol'licc ol' Intcr~~al Rc\,icw is also sclicdulcd li)r completion by 1213 1!2007 
to li~l-tl~cr ellsure tliat potentiallj~ cross-ciltti~ig ~SSLICS are aclecli~atcly disseminated ['or 
considc~.atioti across tlie cotiiplcx. 

Original Estimated ('ompletion llatc: 12i30107 C'urrent Completion llate: -313 1 / 0 8  



F(rcili<r Cbtltrtrctor iictlrri,~itintz nntl .21rrtztrgeti1etzt of Injbrmtrtion Teclrtiology tlrtrrdwnre 
I(;-0768 

Silnc 22. 3007 

Summary: 'I'lie Ollice 0 1 '  Inspector (icneral initiated a rc\.ie\v to deierniinc wlietlier [he 
Dcpar~mcnt Iiad cI'lL.c~i\~cl!. mallaged its acqilisilion and control ol' Inlbrmation 'I'cclinology (IT) 
harduarc. 'I'lic rc\.ic\v established that certain Ilcpartmcnt l'acilitq, contractors ~ i c r c  not 
adcqi~atclj administering 17' liard\\arc. A number ol'contractors hacl not takcli advantage 01' 
opportunities to rcdi~ce aci~i~isit io~i and support costs. addressed security concerns related to 
certain azing systems. or e n s ~ ~ ~ . e d  tliat accountability M.as maintained over sensitive computers 
and devices. 'I'licsc problcnis occurred because the rlepartmcnt had not developed a coordinated 
approach lo 11' Iiardu.arc accluisition. management. and control. 

bfooetary Iplplet: The Department could 
s ~ d a r d i ~  IT hardware and ensuring that 
pqices. 

Open Reconimendation ( I ) :  The Adniinistrator. Natio~ial Nuclear Security Administration. and 
tlic Ilndcr Secretaries li,r 1~11crgj. illid Scie~ice should coordinate M-ith the Department's ('hicf 
Infhrmatio~i Ol'liccr a id  l.hc Natiotial Ni~clcar Sec~lritl. Administration's ('liicl' Inli,rmation 
Oflieel. to dcvclop and implc~iicnt hard\\-arc standards and related rchcsh policies as appropriate. 
and i ~ t i  lizc s~leli standards as a basis l i ) r  streamlining accluisition. (In /hi.\. in.~/~o~c,c>, /he) 
~.ec~ot?i/t~c't~r/~//ion I I . L I . Y  l>~.o\lic/c~c/ 10 ~lic) ()fjic.o ( ~ / ' E n \ ~ i ~ ~ o ~ i ~ i i c ~ n / r ~ I  . \ I L ( ~ L / ~ C I ~ ~ I I I . )  

Action Planned: 'l'lic Ol'lice ol'tlie ('hiel' InSoni1a~ion Ol'iicer is responsible Ibs issui~ig 
policy/guidancc and tlic progratiis  ill the11 be responsible Sor implementing tliat 
pol icy/guiclancc. 

Status: 'I'Iic Ol'licc 01' 1:1i\ ironnicntal h4anagemclit is a~a i t i l i g  gilidancc l'rom the Ol'licc o r  the 
C'liicl' Inli,rmation ()llicer. 

1 Original Estimated ('ompletien 1)ate: h/??lOX C'urrent C'ompletion Date: 6/22/08 

Open Recommendntion (2): I lie Adniinistrator. 1Vational hilclear Securitq Administration. ancl 
the I1ndc.l- Secretaries li)r 1-ncrgl ilnci Scic~ice should coordi~iatc with tllc Ilepastment's C'liieS 
Infi)r~iiatio~i Ol'liccr ;11ici ~ l i c  Ni~tio~ial '2,~1clear Scci~ritj Ad~iiinistration's ('hiel' Inl'orl~iation 
Ol'ficc~ to dc\ clop and implen~cnt liard\\arc standard> and related reSrcsIi policies as appropriate. 



and utilize such sta~idnrds as a basis 1'0s slrcamlining accluisition. (In /hi.\. in.~/cinc.e, /lic~ 
t + c ~ c ~ o t 1 j t 1 i c ~ t 7 ~ / c / t i o t ~  I I Y / . Y  /)t~o~~ic/c~c/ to thc~ (?tfic,cj ~j 'Fo.s .~i /  Enc~t*g\>. 

Action Plannecl: I'hc Ol'licc o1'FossiI f'ncrgy subscribes to the 1)cpartmcntal "('onimon 
Operational Ilnvironmcnt" (C'OE) administrated by tlic 0 Slice ol'tlie C'liicl' Inlhrmation ()f'ficcr. 
( ' 0 1 :  has stand;u.dizcd tlic desktop and associated nct\+orking liardware and also pro\,ides a 
stancl;~rcl three ycar rcplnccment policj,. Acq~lisilions li)r missioi~ spccilic systems arc procured 
tliri~ the ( ' 0 1 :  as \\-cll ~lic~.cb!. taking ;ad\.antagc nl'corporatc agreements and vc~lumc purchase 
discoilnts. 

Status: According to the progr;im ol'lice. corrective actions have been implemcnlcd. The Oflice 
01' Inspector (;encral docs not concur \\it11 management's proposal to close this recommendation. 
Managcmcnr's stated actions. \l-hilc addressing tlic 011icc of I:ossiI E ~ ~ e r g j .  I Icadqi~artcrs. have 
not been implemented a[ I:ossil Fncrgj. Iicld sitcs. such as National I:nergy Technology 
1,aboratol-j-. 'I'l~crcli)rc. the ~.ccommcndalion should remain open pending l i ~ l l  implemcntalio~i. 

Original Estimatctl ('omplction Date: 6120i08 C'urrent Completion Date: 6120108 

Opcn liecommendation (3): l 'he Ad~ninistrator. National Nuclear Security Administration. and 
tlic 1 Iniler Secl-ctar'ics li,r I'ncrgj, and Science should coordinate w-ill1 tllc I>cpi~rlment's C'liiel' 
InIbr-mation Ol'liccr anci ~ l i c  National Nuclear Sccu~.it)- .Adrninistratio~~'s C'liicl' Inlbrnlation 
()Slicer to dcvclop and i~nplcmcnt liard\+.asc standards and rclatcd refresh policies as appropriate. 
and utili;le sucli standards as a hasis for slrcamlining aciqi~isition. ( l r l  /hi.\. irj,~ttrnc.c'. t11c 
t.cc.ow1wtc~~7ciciljoil 11 'c i .~  /)i.o\'ie/c~e/ to  /he (?ffic,c c!f',';c.icnc.c. / 

Action Planned: ('oordinatc \+ it11 tlic Ol'lice ol'the C'Iiicl'I:inancial Olliccr and other 
I>cpartmcnl~al I :lemcnls on tlic d c ~  elol>~iic~it a id  i~ilple~iic~itatio~i ol'gi~ida~icc, as appropriate. 

Status: Initial contacts ha\c been made to idcntilj Ikpartment organizational points of'contact. 

Original Estimated <'ompletion Date: 012OiO8 C'urrent Completion 1)ate: 0120108 

Opcn Recomn~endation (4): 7flic Ad~iiinistracor. National N~lclcar Scci~rity t\d~ni~~istralion, a11d 
the I [ndcr Sccrc~arics 1i)r 1-ncrg). and Scicncc should coordinate ~vith the Dcpal-tment's ('hiel' 
InI'orn~ation Ol'licer alld thc National Nuclear Security !\dmi~iistralion's ('IiicS Inlhrmation 
Olllcc~. to dc\.clop and inlplcmcnt harcl\varc. standards and rel:~tcd rel'rcsh policies as appropriate. 
and i ~ t i l  izc S L I C I I  st;llldards as a basis for strcan~lin ing accluisitio~~. (In /hi.\. in.s/c/nc~c. tho 
r~)c:otii~)ie~iic/~//ioii \ I ~ ~ / . Y  /)t.o~,it/c>c/ to  /ljcl 0fj'ic.c) o/'Enc)t:q\, Effic~ie)nc,~~. ) 

Action I'lanncd: Management is in the process ol'complcting this recommendatio~i. 

Status: No ('liangc in Status 

Original Estimatetl C'om~letion Date: 6 / 2 / 0 8  C'urrent Completion Date: 017108 



Open Rccommcndation (5): 'Phc !lcl~iii~ii~tralor, IVatio~ial Ni~clcar Scci~rit) Aciministration. and 
the Under Sccrctarics li)r I'llcrg~ ancl Science should coordinate with the I>epart~iicnl's ('hiel' 
InIhsmation ()I'liccr and t I ~ e  National Ni~cIca~. Sccurit!. Administration's ('liicl' ItiIi,rmation 
Oflieel to develop and implement liard\\arc standards anci related relicsh policies as appropriate. 
and 1 1 t i l i 7 ~  S L I C ' I ~  standards as a basis lhr streamlining accluisirion. (117 /Iii,s irr,\/[inc.cl, 111o 
t ~ ~ ~ c o t i i t ~ ~ o r i ~ l ~ r ~ i o t i  I I > ~ I , S  /)t.o\,idol/ 10 1 / 1 ~ 1  (??/~C,O o/ ' ( ' i~ , i / i~ i t l  R L I L / ~ O L I C . I ~ ~ Y J  1'1 ~ / , Y I C J  l f ~ ~ t / ~ ~ ~ c ~ t ~ ~ c ~ i / . )  

Action I'liinncd: Not Pro\ idcd 

Status: Not I'~.o\,idcd 

Original Estimated ('ompletion Date: 12'3 1/07 ('urrent C'omplction Date: 6/20/08 

Open Rcconlrrlcndation (6): The Administrator. hational Ni~clcar Security Administratio~i, and 
[lie I Indcr Secretaries 1i)r 1<11c.rgy and Science sliould coordinate uirh thc Dcparrmcnt's Chief 
11ili)rmation Ol'licer and the National Nuclear Scci~rity .Administration's ('11ic.f Inlh~.mation 
Ol'licer to cic\.clop and implement hardnarc standartls and rclatcd relies11 policies as appropriate. 
and u t i l i ~ c  sucll standards as a basis lhs strca~nlining acquisition. (In 1hi.s it1.~ltrt1c.c. 1110 

1 .cc~ot11~~ic~t1r /~r / io11  1i.rr.s /)t.o\lic/i~rl lo 1/10 0ffic.o o/'..\.'/rc.lc>crt. Et~et 'x~. . )  

Action Plannctl: '1 he Ol'licc ol'tlic ('11iel'Inli)lmation Olliccs plan:, to issue pollcq guidance b) 
Dcccmbcr 2007. Once g i ~ i c i ~ ~ ~ i c c  is recci\ecl. thc Ollice 01'luuclear Energ) uill plan an 
appn)lxi:ite action. 

Status: N o  ('Iiangc in Status 

1 Original Estimated Completion Date: h/2I;'OX ('urren t Completion Date: 012 1/08 

Open Recomn~endation (7) :  'fhc Adliii~iist~.ato~.. National Ni~clcar Sec~~r i ty  Ad~iiinist~.ation, and 
the I lndcr Secretaries 1i,r 1111crg). and Science should coordinate wit11 the Department's ('hiel' 
Inli)rniatio~l ()I'licer a i d  the National Xi~clcar Securi~y :Zcl~iii~iistratio~i's C'hicl'lnlhr~i~ation 
Ol'liccr r c )  dc\~cIop ant1 i~nplcmcnt liard\varc standards and related rcl'rcsh policics as  approprialc. 
and u ~ i l i ~ c  S L I C I I  standards as a basis li)~. st reamlining acquisition. (It? /his in.c/rrt~c,c, /he 
~ ~ ~ ~ ~ O I I ~ ~ I I C ~ I I ~ ~ L I I ~ O ~ I  11 , l 1 . 5  /)t.i) ~,il/ol/ 10 t11e ( ??/ice (? f . l I 7 0  ( '/~ic;/ Jt?/ot.tt~~iliot~ (?ff;c~ct4. ) 

Action Planned: I'hc Ol'licc ol'thc ('liicl' Inlbrmation Olliccr \ \ i l l  d c ~ e l o p  IT hardware 
ac~1~1isitio11 and I . c ~ I ; ~ c ~ I ~ I L ' I ~ ~  guidance hascci on ( '01: standarci:, and EA targel en\  ironmelit. 

Status: I<olcs and rcsponstbilitics relakxi to 17 liard\\are accluisitions Iintlc been included in 
drali Dcpartmcnt Order 200.1. Supplcmcntal guidance o n  1 f hardware and soli\\arc acquisitions 
m i l l  be dc\elopcd b) the Ol'licc ol'the C'liiel Inl'ormation 01'licc.r and pro\ idcd agency-nidc in 
tI1c I " <)~l:lrtcr 01- 1 3 '  2008. 

I Original Estinlatcd ('ernl,letion 1)ate: 1213 1 '07 



Open Recommendation (8): 'l'llc Administrator. National Nuclear Security Administration, and 
the Ilndcr Scc~.ctarics li11- Ir~icrgy a11d Science sliould coordinate ~vi1.h thc r)cpartnicnt's C'l~icl' 
Inlirtnatio~l Ol'liccr alld lllc National Nuclear Securit! Aclministrntion's ('Iiicl'lnli~rmation 
Ol'liccr to develop and implement liard\t.arc standards and related rclicsh policies as appropriate. 
and utilize such standards as a basis li1r strcaniliniug acquisition. ( In  1lii.c. i~ is/~/nc.c.  1/71> 

1*cc~o1)11)ion~/~/lio1? \ I ,L / .Y  l > ~ . o l ~ i ~ / o ~ /  1 0  1l1e) . ~ I ~ / ~ ) ~ i ~ i i . s / ~ ~ i / l o ~ ~ ,  . lzu/ ionl / /  . I ~ I I ~ ~ / ~ L / I ~  Sc~c,~u.i/.y . t ~ / ~ i ~ i ~ i i , ~ / ~ ~ ~ / i o r ~ . )  

Action I'lanncd: 'I'llc National Nuclear Sccusitg; Administration has taken tlic approach tliat a 
pcrli1rmalicc mcasurc in contracts tliat rcuards tlic contractor Ihr good business practices will 
lead to more cl'licicnt. cl'Scctivc ;~cquisitions regardless ol'tlic establishment ol'standards. Tlic 
establishment ol'standarcis ]ins to he \vritwn r ~ t  such a le\cl to allow individual sites the latitude 
to exercise 1'1' procurcmcnts \vith small businesses or participate in strategic sourcing. TO 
cstahlisli standards with any less flcsibility means that cost bcnclits may not be a reality. The 
National Nuclcar Seeusit!. Administration does no1 agree that implementing universal hardware 
standarcls co~nplcs-wide uill ncccssaril! result in cost hcl~clits or even act as a basis for 
strcan~lincd accluisitions. Adherence to sound business practices fhllowing tlie concepts 01' 
strategic sourcit~g ;as outlined in our contractor's mcn~orandi~~ii ot'understanding certainly will 
realize cost henelits. 

Status: Not I'ro\,idccl 

Originill I<stirnatccl Completion Date: Not I'm\ ided Currcnt Completion ])ate: Not l'rovided 

Open Recommer~tlation (9): 'l'lic Adminis~rator. National Nuclear Sccurity Administratioll, and 
tlic Iindcr Sccrctarics li11. Ilncrg! and Scic~icc S I I O L I I ~  coordinate with the Director. Ol'licc of 
Management: the National Nuclear Sccurity Adn~inistratisn Senior Procurc~ncnt I<sccutive: and 
tlic Department's and National huclcar Secu~-it)- ~ldnlinistration's C'liicf Inlirmation Ot'licers to 
ensure I liar hat-d\varc purcliascs arc coordinated bctu-ccn 1 Icadcluartcrs and licld sitcs. lo include 
consideration ol'cntcrprisc agrcclncnts. \~lierc appropriate. (111 1I1i.c. i~l.s/tr~~c.e. /ho ~.cc.onlnisnc/c~/ior? 
11.tr.v p~.o\~ i i /c~r /  lo l l~c) ()ff j [ .c c?f'll?cj ~ ' l ~ i c ~ ~ l t ~ f l ~ ~ ~ n ~ r ~ l i o ~ i  (?f/jc.c>r.) 

Action Planned: Not I'ro\,idcd 

Status: rl'hc Ollicc ol'111c ('hiel' Inli~rniation Ol'ficcr is in tlie pl.occss ol'updating g~~idnnce l i r  
Department 1'1' managc~iicnt processes to include requirements and stantlards related ro I'r 
Ilarcl\vare and Soliu-are accluisition. Process guidance re\,isiotis will be published in FY 3008.  

Original Estirnated C'omplction 1)ate: 3!-3 1/08 Current Completion Date: 313 1 I08 

Open Recommentlation (10): 'l'lic Administrator. Nalional NucIea~ Sccurity Administration. 
and the I Indcr Secrcl~~rics li,t. 1:ncrgy and Science should coordinate with t11c Ilircctol-. Ol'lice of 
Management: the National Nuclear Sccurit!- Adn~inistration Senior Procurcmcnt Ilsccutive; and 
the 1)cpartmcnt's ancl National Niiclcar Security Administration's C'hief Infbr~iiation Ot'licers to 
ensure thal li;~rd\~.arc p~~rcliases arc coordinated hcr\vec~i 1 Ieadquartcrs and lield sitcs. to include 
considel-ation ol'cntcrprisc agreements. \vl~ct-c appropria~c. (111 1lli.c. i1l.c.1~117c.e. / / ~ e  ~.c~c.otr?~iienc/trlion 
I I *L~ .Y  p ~ - o ~ ~ i ~ / c ~ d  10 / / i c l  (?f/ie.cj o / ' E I I ~ - ~ ~ ~ ~ I I I ) I ~ ~ I ~ / L / /  . I ~ L I I I ~ I ~ ~ J I ) I ~ ~ ~ I I . )  



Action I'liinned: 'l.lic Ol'licc o f  the ('liiel'I:i~ia~icinl Of'liccr is scsponsible li,r issuing ancl 
im1'lemcntatio1i ol'policy/guidancc. 

Status: 'I lie ( )I'Iicc of I : l i \  iro~inlcntal Wanagcmcnt is auaiting g~~idancc  Vrom the ()l'lice ol'thc 
C'liicl' l ~ i l i ) ~ ~ ~ i i i ~ t i o ~ ~  ()l*liccr. 

Original Estimated <'ompletion [late: (>'22/08 Current C'omplction Date: (1122108 

Open Recommendation ( 1  I): I'hc Ad~iiinistrato~.. National Nuclear Sccusity Administration. 
and the Ilnclcr Sccrctarics li)r I'ncl-g~. and Scicncc S I I O L I I ~  coordinate with the Ilircctor. Ol'lice o f  
Managenlent: the National T\luclcar Securitj. Administration Senior Procurement Excc~~tivc; and 
the I)ep;irt~iic~it'~ alicl N;~tio~iaI Nuclear Security Administration's Cliiel'lnli~rmatio~i OFliccrs to 
ensure that hardware p~~rcliascs arc coordinated bet\\-cen I leadquarters and licld sites. to include 
consideration ol'cntcrprisc agrccli1ents. \i.licrc appropriate. (111 //~i.\- ~ Y I . V I L I P I ~ . O ,  /he> t . o e ~ o ~ i ~ n i e n ~ / ~ / / i o ~ ~  
I{*U,\- / )I-o ~ ~ i ~ / c j ~ /  10 1 / 1 0  (? f / ; c . c~  f'.Yc,ie~tic,c~. 

Action l'lanncd: ('oordinate \ k i t t i  the Ol'lice ol'tlic ('liicl' I~ili,rmation Otliccr and other 
Depart~iicntal Illc~i~cnts on the dc\.clopmcnt and iniplenientation ol'g~~iclance. as appropriate. 

Status: Initial contacts Ii:l\c been made to idcntil) 1)cpartnicnt organi;lational points ol'contact. 

Original Estimated <'ompletion Date: (~120lO8 Current Completion Date: 6120108 

Open Rccommcndation (12): rPIic lldministrator. National Nuclear Sccul.ity Aclministration. 
and the I lndcr Sccrc~arics Ihr I'nergy ancl Science should coordinate wit11 tllc [)ircctor, Ol'ticc of 
Manage~iient; the National Nuclear Sccurit~. ildministratio~i Se~lior Procuremcnt Ilxccutivc: and 
the I)cpart~iicnt's and Natio~ial Nuclear Security Administration's ('liicl' Inlbr~iiation Ol'liccrs to 
ensure tliat liarduarc purcliascs arc coordinatccl bctneen IIcadqual-tcrs and lielcl sites. lo include 
considcratiori ol'entcrprise agreements. \vlierc appropriatc. (111 //ii.\- in.\-l~/nc'e. lhc t . c ~ c . o t ~ i ~ ~ o i d ~ ~ ~ i o / i  
\I)(/.\- / ) t .o~-i( /c~/  1 0  / l i e )  0fjic.c~ o/'I-~tic>/,g~, l<f/;c,ic~t7c;l, L I I I ~  Ret7c~11~lihIc~ E n c ~ ~ ~ j ~ . )  

Action I'lanned: Management is in the process ol'complcting this rccomme~ldation. Expected 
dclii,cr> datc is .lune 02. 3008. 

Status: N o  ('liangc in Slatus 

Original Estimatetl C'ompletion Date: 6/2/08 Current C'ompletion Date: (112108 

Open Recommendation (13): Tlic Acl~ninistrator. National Nuclear Sccul-ity Administration. 
and the Ilndcr Scc~.ctarics li)r Energy and Science should coordinate with tlic Director. Ol'licc ol' 
Management: tlic National Nuclear Security Adminislration Senior Procurement F:xecuti\.e; and 
the Dcpartmcnl's and National N~~cIcar  Sccuritj. Administration's ('hiel' 1nli)rnlation Ol'liccrs to 
ensure Illat liardwarc purchases are coordinated between I Icadcl~~at-ters and liclcl sites. to include 
consideration ol'cnterprisc agreements. \~-Iicrc app~'oprintc. (117 /hi.\- it7.~/r1/7c,~~, lhc t.cc.onitt2endlilio11 
I I Y ~ . V  /)t.o~,i~/c)d 10 /he> Of/ic,ei (?f ' . l '~~c~/c,~i t .  I<tic,t.gj,.) 



Action l'lanned: 'The Ol'licc ol'tlic C'liicl'Inli,~-~iiation Ofticel. plan5 to issue policq guidance bq 
March 2008. ()llcc guidance is rccci\ cd. tlic OI'ficc ol' Nuclear rncrgq \sill plan an appropriate 
acrion. 

Status: No ('liangc in Status 

Original Estimated Completion Date: 012 1 O X  ('urrcnt Completion Date: 612 1 'OX I 
Open Recommendation (11): 'I'lic ild~iiinistriitor. National N~~c lea r  Sccuritqr ~ldministratio~i. 
and the I lnder Sccretarics li)r I:~ie~'g). and Science s l io~~ld coordi~iatc with tlic Director. Oflice ol' 
Management: [lie N;itio~ial Nuclcar Security Administratio~i Senior Procurcnient Frxecutivc; and 
tlic I)cpartmc~it's and National N~~cleal. Sccuriry Administratin~i's ('liicf Inlhr~iiation Orlicttrs to 
ensure that liarcl\\.arc purchases arc coordinated between I Icadcluarters and Iicld sites. to include 
considcriition ol'cntcrprisc agreements. \illere appropriate. ( / t i  1lii.c. ~ H . Y I ( I ~ I C C ~ ,  /he t.e~(,oliililetith/io~7 
u7rl.c. /)t.o\.i~lc.rl lo 1/70 0ffic.c~ of ' (  'i~'ilitln Rr~rliotrc~/i\'e Cl i l . c . /~> .21r1~1(1gel/10/1/. ) 

Action Planned: Not I'ro\.ided 

Status: Nor I'rok idcd 

1 Originill Estimated ('ompletion Date: 1213 1/07 C'urren t Completion I)a tc: 6130,'08 

Open Rccomrnendation (15): 'l'lie i2dniinistrator. National Nuclear Sec~~r i ty  Ad~iii~iistration. 
and tlic I Jndcr Secretaries l i j r  Encrgq. nncl Scicncc s l io~~ld coordinatc with the Director. Oftice (,I' 
Managemelit; tlic National Nuclear Sccurit! Atlministration Senior Procurcnient 1:xccutive; and 
tlic Departnicnr's and Natiolial Nuclcal. Sccurit). Administration's ('hiel' Inlhrmation Ol'iicer to 
dcvclop and implcmc~ir consistcnr assct managcmclit policies Ihr ~iiaintaining accountability over 
IT h a r d ~ a r c .  (11, 1lii.v iti.s/tlt~(.~. l/ie t . ~ ~ c ~ o t i ~ l i l o t i ~ / ( ~ / i o t i  11.(1.s /)t.o\'ir/c~l lo /he (?fiic,e ( ? / / h e  ( 'h io f '  
/nfOl-tiic~/io~i (?ffic,c~t..) 

Action I'lanned: Not l'ro\.idccl 

Status: ' I  lic Ol'licc ol'tlie ('hiel' Inli)~.matic,n Ollicer \ \ i l l  \iorl\ \\ i t l i  rhc Of'fice 01' Management 
to jointlq rcv icu existing asser management policies to dctcrmine il'a~iq additional policy is 
needed. 

1 Originiil Estimated ('ompletion llnte: i '3 1/08 Current ('ompletion Date: 5,'; 1 /OX 

Open Recommendation (16): l'lic .AcI~iii~~istrato~~. National N~~c lea r  Sccuritj. Ad~iiinistration. 
and the I Indcl- Sec1.ct;1ries lijr I,:~ierg>. and Science s t io~~ld  coordinate \\it11 tlic Director. Office of 
Management: tlic National Nuclear Securitq. .:Idministration Senior I'rocurcmelir Exccuti\e; and 
thc Dcpnrrmcnr's and National N~~cIcar  Security Atlminist~.ation's C'hiel'l~~fijrrnation OI'ficcr to . . 
develop and i~iiplenlcnt consistcnl asset ~ilanagcment policies Ihr mainta~n~ng accountability over 
I?' liarduarc. (111 1l1i.s iti.s/rltic.e. 1 / 1 0  t.cjc~oti~tt~etir/(~/ion \ I ' ~ I . Y  /)t.o\,irlcd lo /he .,1dtiiil1i.c./t.c1/01.. . l ' r~ / io~?t~ /  
!VI/C./CJ(I~. .Sc~~~it,i/.\~ : t ~ / t i ~ i t i i . c . / t ~ ~ ~ / i o t i . )  



Status: ICoi 1'1.o\ idctl  

Status: 'I-llc ( )l'I?cc 0 1 '  I.II\ i ~ . o ~ i ~ i l c ~ i ~ i i l  \ / l ; i ~ i a g c ~ i i c ~ i ~  is a i \ ; l i l i~ ig y ~ ~ i ~ l i l ~ l c c  I.ro111 111c ()l.licc ol ' t l lc 
~ ~ l i i c l ~  I ~ i l i ) t . ~ i i ; ~ t ~ o ~ i  ()I'lic.cl.. 

Original  I<:stimatccl ('omplction Ilate: hi22!OK ( 'urrcnt ('ompletion Ilatc: 0122'0t: 

Action I'lanoctl: ' l ' l ic  c.( )l'lic.c 01 '  I 'ossi l  ci\cl.gj. uses SIIII~~OM~I. data hnsc IO ~r ; lck  I i a r c l w ; ~ r ~  assets. 
S ~ ~ ~ l l l o n , c t .  is ;I I )C~~~II I~IL~I~L \ ~ i c l c  11.acki1ig S!,SICII~. 111 :tdclitio~i. I I I ~  ( ) l ~ l -~cc  01. l 'ossi l  l < ~ i c r g y  is 
pa l .~ i c ipa t i~ lg  ill ~ l i c  T)cpai.t~nc~rral ('!\MS t iet \ \o~.k bnscs asset t racking hqs tc~ l l  ~ l l a t  is  l l c i ~ l g  
i n ~ p l c ~ i ~ c t ~ r c d  17) I IIC ( )l'lict' o l '  [ l ie  ( ' I ~ i c l '  I ~ l l i ) l . t i l a t i o~ l  ( ) I l i c e ~ -  to track IT assc~x. 

Status: Wosk ill psog~ .~ss .  'l ' l lc ( ) l l i c c  01' 1:ossil 1.1lcl.g~. has . ; ~ ~ b l \ l i ~ l c d  IIIC l i rst  Cq.AblS asset 
r c p o ~ ~ l i ~ i ~ .  10 the ()l ' l-~cc 01. 111e ( ' I l icl '  I t ~ l i ) r ~ i i i ~ t i o ~ i  ( ) l~ l iccs.  

- -- 
Original  l ~ k t i n ~ a t e d  ( 'or~~ple t ion  [late: 6i?OiOX C'urrcnt ( 'on~pletion 1)atc: t7/770'0b 3 I 



Open liccomn~endation (10): 'I'lie Administrator. National Nuclear Security Adnii~~istration. 
and tlie I lndcr Sccrctarics l i ) ~  lincrgy alicl Scicncc S I ~ O L I I C I  coordinate with the Director. Office 01' 
M:~nagc~iic~lt: [lie National Nuclcar Security Adlni~listration Sc~iior Procureme111 I ~ x ~ e ~ ~ t i v e :  and 
tlie I)cpi~rtmcnl's and National Ni~cIcas Seci~rity Admi~~istration's ('hiel' Information Of'ticcr to 
develop and implcmc~it consistent assct management policies Ihr n~aintaining accountability over 
IT liard\varc. (It1 111i.~ ~ / I . Y I ( I ~ K ~ ,  / / I C  / * o ( ~ o t t ~ t ~ ~ c ~ t ~ ( / ~ ~ / i o r i  I I , L I . Y  ~ ~ t - o ~ ~ i d c d  10 1 / 1 0  (?fj;(*cj ( ? / ' .S (* i c~n( , c> . )  

Action Planned: C'oordiliatc \i it11 tlic Ol'ijcc ol'tlic ('Iiicl' I~ili,rrnation Ol'liccr and other 
[)cpartmcn~al I~lcnicnts on the dc\clopmcnt and in>plcrncntation ol'additiol~al polic!~. as 
appropriate. Issi~c Ol'licc o1'Scicncc spccitic clircction. il'ncccssar!. 

Status: Initial contact5 lime been ~iladc to idcntil) r)c.partn~ent orga1ii7a1ional points ol'contact. 

Original Estimated <'ampletion Date: 0120108 Current ('ompletion [)ate: 6120'08 

Open liecommendation (20): 'I'Iic .~4dniinistrator. National Nuclear Security Administration. 
and tlic I Indcr Sccrctarics li,r Ilncrgy :111d Scicncc sIioi11d coosdi~~ate wit11 the I.)irector. Ol'fice 01' 
Managemelit: 1.11~ National lVuclcar Securit\, Administration Scnior Procurement Frccuti\~c; and 
the r)cpartnientls and National Nuclear Scci11.ity Ad~iiinistsation's C'hiel'Infi)r~nation Ol'ticcr to 
develop and implement consistc~it assct ~nanagcn~cnt policies for maintaining accountability over 
IT liarciw~arc. ( I n  I / I I . Y  i t ~ . ~ / ( ~ t ~ ( ~ c ) .  / / I ( >  t.o~.oit11~1(~ni/~11iot7 I I , ( I . Y  p t . o ~ , i [ / ( ~ /  10 / h c  (?ff;c.cj ( ? f ' l ?nc~ t .gp  
F,;f/ic,;c~/?~:\, ( I t ? ( /  l < ~ ~ t l ( ~ l l ~ ~ I h l c ~  l~~.tlcji.<q\~. ) 

Action I'lannctl: Maliagcmcnt is in 11ic process ol'co~iiplcti~ig this rcconi~iiendatio~~. 1:xpected 
d c l i ~ , c r ~  date is .lunc 02. 2008. 

Status: No C'liatigc in Status 

Original Estimated C'ompletion Date: 0'3108 Current Completion Date: 012/08 

Open Recommendation (21): 7'hc Administrator. Natiolial Nuclcar Security Ad~i~i~listration. 
and the I I~idcr Secretaries li,r Energ! and Science sIioi11d coordi~iatc with tlic Director. Ofticc of 
Maliagcmcnt: tlic Natiol~al Nuclcar Scc~lsity Adnii~iistsatio~~ Scnior Procurenic~it I:xecutive; and 
the Department's and National Nuclear Security Ad~iii~listration's ('hiel' Inforniation Of'iiccr to 
develop and implc~iicnt consistc~it assct nia~iage~nclit policies li)r ~iiaintai~iing accountability over 
IT Iiardwarc. ( I t ?  111i.v i t ~ . s l ( / t ~ ( , o .  1/7( '  t . c ( . o t t i ~ ~ ~ o t ~ ( / ~ ~ l i o t i  1 1 . ( 1 . ~  ~ ~ i , o ) ' i i / c ~ i /  1 0  1 / 7 0  (?f/;ce O ~ ' . V ~ I C ' I ~ ~ I I ~  
I:'n (1 t.g I I. I 

Action Planned: 1 hc Ol'lice ol'tlic C'liiel' Inlhrmation Ol'liccr plans to initiate a spcciIic stlid> 
uilli [he Ol'licc oI'M;l~iagc~iie~it 1 0  lirst dctcr~nilic i l 'an~ ncu polic~lguidancc is required. The 
study is xclicdulcd to begin No~ember.  Once gi~icia~icc is recci~ed. the Of'licc o1'Nuclcas Ihcrgy 
will plan an appl'opriatc action. 

Status: No ('liange ill Status 

1 Original Estimated ('ompletion Date: 012 1/08 
- - 

- 71 ('urrcnt Completion Date 6 - llOb 



Open Recommendation (22): The !\dministsr~ror. National Nuclea~. Security :Idministration. 
and the Ilnder Secretaries li,~. Energ>. ~ I I C ~  Science should coosclinatc with the Director. Olfice 0 1 '  
Manage~iient: rhe National Nuclear Sccuritq. ildministration Senior Procul-cment I:,xccutivc: and 
tlic Department's and National Nuclear Security ;\dn~i~iistr;~tio~i's ('l~icl' InSormation Oficcr to 
de\,clop and ili~plcmeni co~isistent asset managemen1 policies maintaining accountability over 
17' hardu arc. (117 /lii.s in.\./~/~lc.c~. /he) 1.c~c.o111111cjtlili1/iotl 1 1 , ~ l . s  I ) I .OI '~LI~JLI  to I ~ C  ( ? t / ; ~ . e j  (?/ '( 'il~ili(lt1 
Ri~~lio(l~./ i \~c) I?'LI.Y/L> .Z I L I I I ( I ~ L ~ ~ ~ ~ ~ ~ J I I ~ .  ) 

Action I'lanned: Not I'ro\.ided 

Status: Not I'rovided 

1 Original Estin~rted ('omplctien Date: 12:: 1/07 C'urrent Completion 1)ate: 6 20/08 

Open liecommcndation (23): '1 '11~ Administrator. National Nuclear S e c ~ ~ s i t j  Administration 
and the I lndcr Secretaries li,r Energy and Science sliould coordinate with the Ilirector. Ol'lice ol' 
Ma~iageme~ir : ~l le  National N~~clcns Sccuri~q. iZdministration Senior Procurement Executive; and 
the Departnient's a id  National N L I c I ~ ; ~ ~ .  See~~ri ty .;Idrninistsatio~i's (']lief InSor~i~ation Ol'licer to 
implement meclianisms to el'l>cti\.el~. nionitor and co~itrol the cost 01' IT hard\varc p~ircllases. (It1 

/hi.s iti,~/~ltli.c~, 1110 ~ ~ o ~ ~ o t ~ i i ~ ~ c ~ ~ ~ ~ l ~ ~ / i o t i  I ~ . i l .s  1)1,o 1.i~l~~e1 1 0  111c1 (?t/;c.cj (?/ / h [ ~  ( 'hi{/ It?/Ot~1m1/io17 (?ff;cact,. ) 

Action Planned: Not I'ro\.ided 

Status: I'hc (Il'lice ol'thc ('hiel' Inl'orn~atio~l ()Slices \\ i l l  MOT!, iointlq with I he 0lblicc' oS 
Managcmcnt to ioilltl~ re\ i e ~ t  elistillg asset ~ l i a ~ l a g e n ~ e ~ ~ t  policies to c l c t c r~~~ i~ le  if'any additional 
policq is needed. 

I Original Estimated C'ompletion Date: 5,; I 'OX Current <'omplction Date: 5 ' 3  1 'OX 

Open Recommendation (21): The .AJministrator. National Nuclear Security ;Ictministration 
and the I Jnder Secretaries li)r I'ncrg~, and Sc ie~~ce  s l ~ o ~ ~ l d  coordi~latc u.ith the Director, OStice oS 
Management: the National Nuclear Security Ad~ninistration Senior I'rocurcmcnt I'xecutive; and 
the Department's and National Nuclear Security t\tin~inistration's ('IlieE Inli)rn~atioll Ofticer to 
i ~ l ~ p l e ~ i ~ e ~ ~ t  mechanisms to cl'lkcti\,clq.  non nit or and control the cost of IT hardware p~~l.cliases. (111 
/hi.\. iti.s/(/~~c.e~, I ~ C J  I . L ~ ~ . ~ I ~ ~ ~ ~ ~ C ~ I I L I L I I ~ ~ Y I  11'~1.\  ~)t.o\'i~lc~c/ to /lie . - ~ L / ~ ~ ~ ~ I I ~ . s / I . ( I / ~ I . .  .'l'(l/io17~11 . V I I ~ . ~ ~ ~ L I I .  S~c.llt.i/j: 
~ t d r ~ ~ i t i i . s / ~ ~ ~ ~ / i o ~ ~ . )  

Action Planned: 1 he National Nuclear Securitj Adn~inistratio~l has dc\elopcd visib~lity into 
subcontract spend data and has begun to ~ ~ t i l i ~ e  the data to \tor!, hand-in-hand with the M&O 
contractors to ide~ltil) co~l~modities li,r strategic so~~rcing. 

Status: NOI Pro\,idccl 

Original Estinlatcd ('ompletion Ilate: Not l'rovided C'urrent Completion 1)ate: Nor l'rovided 



Open liecommendation (25): 'l'lic Administrator. National Nuclear Security Admillistration 
and 1.11~ I Indcr Sccret~isics li)r F,ncrg>. anci Scicnce should coordinate lvitli the 1)ircctor. Ol'lict' of 
Mnnagcmcllt: rllc National Nuclear Security Adlninistration Senior Procurclncnt rlsecutive: and 
the Department's and N~lr ional Nuclear Sccuriry Administration's ('liicl' I nli)rmatio~i Oflicer to 
implement mechanisms to cl'li.cti\,cl> monitor and control tlie cost ol'l'l' hardware purchases. (It7 

/hi.\ i t l . ~ / t i t 7 ( . o .  1 / 1 0  t . o ( . o 1 1 1 / 1 1 o t 1 ~ / t i / i o t 7  \ ~ . r i . s  ~~ / .o \ . i t i c t l  t o  //7c (?ffjc.~' c ? f ' F , 7 t 7 \ ' i ~ o t i r ~ l c ~ t 7 / ~ ~ I  !2/~in~ig0117(~17/.) 

Action Plannecl: 'fhc Ollicc ol'tlic ('liicl' Inlbrmation Ofliccr is responsible li>r issuing 
~mlicy/guidance and I lie programs \\ i I  I then be responsible Ii,r iml~lcmcnting that 
policj /guidance. 

Status: rTlic Ol'lice ol'1'11\ ironmental Management i:, mairing guidancc liom the Ol'lice ol'the 
('hiel' In li)rmation ()l'licer. 

Original Estimated (l'ompletion Date: 6/22/08 ('urrent C'ompletion Date: 6/22/08 

Open liccortimenclation (26): 'I'lic ~ldmi~listrator. National Nuclcal. Sccuriry Administration 
and the I Indcr Sccrctarics l i~ r  Encsgy and Scicncc. slioulcl coorclinate witli the Dircctor, Ol'lice 01' 
Managcmcni: the Natiollal Ni~clcar Sccuritj. Administration Scnior I'rocurcmcnt Esccutive; and 
the Department's and National Nuclear Seci~rity hdministration's C'liiel'lnf~~rmation Oilicer to 
implement mcclianisnis to cl'lkcti\.el!. moni~or and control the cost 01'17' hardware purchases. (In 
/hi.\ i t l . s / r l / l ( . c ) .  / / ~ o  / . o ( . ~ / I T ~ I I c ~ ~ ~ L / L ~ / ~ ~ H  ~ t ' r i . ~  /~r.oi' idotl  t o  / I I C ~  (?ff ic .c> c?f',\'c.iclnc.c>. I 

Action I'lanned: ('oorclinate \\ ith tlie Ol'lice of the C'liiel' 1nli)rmation Ol'liccr and other 
Dcpartmc~ital I :leniclits on the re\ ic\t ol'current processes and idcntilication of best practices. 
Issuc Oflice ol'Scicncc spccilic dil-ection. iI '~icccssar~. 

Status: Initial contacts Iia\e been 11iaclc to ide~itilj Ilepartment organi/ational points ofcontacr 

1 Original I<stimated Completion Date: 6120'08 Current Completion Date: 6120108 I 

Open liccommenclation (27): l'hc Aciministratnr. National Nuclcar Security Administration 
and the I Indcr Sccrctarics li,r I,:nel-g~ slid Science should coorcii~iatc witli tlie Ilircctnr. Oflicc 01' 
Managenlent: the National Nuclear Sccurit>- Administration Scnior T'rocurcmcnt I:secutive; and 
the Dcpartmcnt's and National Ni~clci~r Scci~rity Acl~iii~iistratio~l's C'liiel'lnli~rmation Ol'licer to 
implement ~ncclia~lisms to cI'lkcri\~clj~ ~iionitor and co~itrol tile cost 01'17' hardware purchases. (111 
/hi.\ i ~ l . s / r i t i c . c ~ .  /lit' 1 , ~ c . o r 1 7 / 1 l ( ~ / l r l ~ i t i o 1 7  1 1 ' ( / . \  ~ ~ / . o \ ' i i i ~ ~ c l  /o /he ( ? f f j c . ~  c?f 'Er~et-y l .  FI.:fj'i~.ic~nc:\' ~ i n ~ i  
R ~ ~ n ~ w ~ i b / c ~  / ~ 1 7 0 / , ~ ~ \ ~ .  ) 

Action Planned: Managc~~ic~ir  is in the process ~ I ' c ~ ~ i ~ ~ > l c t i ~ ~ g  this recomniendation. Kxpected 
deli~crq tlatc is  .lunc 02.  2008. 

Status: No ('liangc i l l  Stalus 

1 Original Estimated (l'ompletion 1)ate: 6IYO8 C'urrcnt C'ompletion Date: 6/2/08 



Opcn liccornmcndation (28): The Adminisrrator. National N~lclcar Securiry Aciministra~ion 
and rlic I lndcr Sccrctarics Ihr Ilncrgj- and Science slin~llcl coordinate wit11 the 1)ircctor. Ofticc ol' 
Managcmcn~: tlic National Nuclear Security ~Iciminislralion Scnior Procurement 1Jxcci1tivc: and 
tlie Dcparr~iicnl's ant1 National ?i; i~clca~ S c c i ~ r i ~  .4dministration's C'liiel' Inli~rniation Oi'ticcr to 
implement mcclia~iisms to c'l'll'cti\.cl! n~onitor and control rhl: cost 01'1'1' liarclwarl: purchases. ( I / ?  

t /?i ,v  ~ ~ I . s . / L I / ~ c . c J ,  t / / i l  t . ~ ~ ( ~ 0 / / 1 t ~ i c t ~ ( / ~ i / i o t i  11'(1.v / I I . O \ * ~ ( / P L /  t o  1/10 0 i f j c . o  o f ' . I ' 1 1 ( . 1 0 ( 1 t .  l?11(~1.j .p~.)  

Action Planned: I lie Ol'licc ol'tlic C Iiicl'I~ithrma~ion Ol'liccs plans to initiate specific sr~ldy 
with rlic Ol'licc ol' blanagcmcnt to lirs1 dctcr~iiinc il'an! ncn polic! 'gi~idance is rccluired. Once 
guidancc is rccei\ccl. I he ()I'lice o('Ni1c1car rllc'1.g~ \ Z i I  1 p1a1i an appropriate action. 

Status: No ('hange in Srarus 

Estimated ('omplction Datc: 612 1 , ' O X  ('urrent ('ompletion Date: 6 ' 2  1 I08 

Opcn Rccommcntlation (29): 'T'tic lZdministrator. National Nilclear Security Admil~istration 
and the I lndcr Sccrcra~.ics Ihl- I:ncrg\ slid Science should coordinate with tlic I~lirector. Oftice of' 
Managclncnt; the National Nuclear Security Adminisrrarion Senior Procuremenr Executive; and 
tlie 1)cpartmcnt's and National Nuclear Sccurit!. Administration's C'liicI' In thrmatioli Ot'ticer to 
implement nicclianisms to c1'1l'cti\~cI~- moniror and control the cost of 17- hardware purcliascs. (In 
tI1i.v i / i , v t ~ / / l l ~ ~ ~ ,  tI10 t ~ ~ ~ ~ ~ o ~ ~ ~ t ~ ~ o t ~ ~ / ~ ~ / i o t ~  \ I > ( I S  p t . o \ , i ( / c ~ /  t o  / / I ( >  {?ffL,c 0 l ' ~ ' i \ ~ i / i ~ 1 t 7  R ~ ~ ~ ~ i o ( ~ ~ ~ t i \ , o  ~ ~ ' ~ I . S / Q  

, 2 . l L 1 l 7 L 1 g o t l 1 ~ ~ t 7 ~ . )  

Action Planned: No1 I'tovidcd 

Status: Not I'ro\,idcd 

Original Estimated ('on~plction [)ate: 1213 1 I07 Current Completion Date: 6120108 



Mcrncrgrl.t~rtrt of'tlrr JC 'orhers ' Conzpet~s crtion Progrcrm crt tlze Depcrrtment of' Eltergl~ 
flecrdq 11c1 rtrr v 

I(;-0709 
.I unc 30. 2007 

Summary: i11i 0 l'licc ol' Inspector (ic~icrnl rc\.ic\v concli~dcd that the Ilcpartmcnl's Oflice ol' 
I Iuliian Resoi~rcc Scr\,ices' l ~ i i p l o ~ ~ c c  LI.'c~rLI.il'c ('enrcr (1,;M''I.C') did ~iot  cl'll-ctivcly manage Lhc 
I Icadq~~arlcrs \~.ol*kcrs' compcnsalion program and tliat sc\.cral aspects ol'rlic program needed 
improvement. Slxcilicall\.. an ilispccrion l'ound tliat 15M'l.C' did not: ( I  ) maintain adecluate 
records li,r many ol'tlic cases re\.iewed: ( 2 )  adcquatcl~ monitor its long tern1 cases: (3)  have 
written policies 01. ~~roccdi~res  for managing opcn cases under rhc 1 Icadquarters norLcrs' 
compensation program: and (4)  ha\.c pcrSorliia~icc measures ro assess its maliagcmcnt of the 
1Icadqua1.tcrs uorkcrs' compc~isation prograni. 

lkfonetary Impact: The current monetary impact or potential future savings can not be 
dejtennined. 

Open liccommcndation ( I ) :  Ilc\ clop and implcmcl~t nritten policies that cstablisli 
rcs lx~~~si i l i t i cs  alicl procedures 1'01- managing and administcril~g ,!he Depa~-tliic~it I Icadquartcrs 
norLcrs' compelisation program. includilig case management and lilc niailitenance. 

Action Planncd: Nol I'ro\ idcd 

Status: lVot I'ro\ idcd 

Original Estimated C'omplction Datc: 11'3 1 '07 C'urrcnt Completion Datc: 0139108 

Open Reeommcndation (2): De\ clop pcrli~rmancc ~iicasurcs and cmplo)ee slandards that 
e ~ i c ~ i ~ ~ ~ a g c  cI'l~cli\c manugemcut o1'1Iic Dcpart~iicnt 1 Icadq~~artcrs uorLcrs' compensation 
progralil. 

Action Planned: Nor I'ro\~idcd 

Status: Not I'roviclcd 

Original Estimated C'omplction Datc: 12'-3 1 107 ('urrcnt C'omplction Date: 1213 1107 



A Ileged llnneces t rrrrt Protective Force Er/ ~~ipnient  Purcli rrs e.5 at Prrnte-Y 
INS-I -07-07 
Sul\ 1 1 .  2007 

S u m m a q :  'f11c ()l'licc ol' I~ispector (;enera1 initiated a re\.ie\v based 11po11 allegatio~is tliat 
certain pl~rchases o1'prorccti\~c hrce ecluipment at [he I'antex Plant ucrc ~111nccessary. During 
the rc\,ic\z. I'antex pro\.idcd \\hat appea~.ed lo be a \.slid basis fi,r the cluestioncd acquisitions. 
I lo\\.c\.cl.. the I-eview detcr~iii~led that I'ante\;*s dcplol.ment ot'approxiniatcl! 5 0 0  Busli~iiastcr M 
4 carbine rilles. \.alucd at $300.06.3. u-as signilicantly dc1a~c.d due to Ilaws in planning by 
rcspc~isible I'antcx contractol. and Federal ol'licials. 'l'lic re\ ie\v also identilied that an Aircrali 
Detection S>,ste11i (AIIS) purchased bj. Pantex Iias had problems uitli its Salsc alar-111 rntc. 

1\6netary Impact: The current monetary impact or potential future saviags can not bc 
d*rmined. 

Open Recommendation: 'I'he Manager. Pantex Site ()l'licc. should closely nlonitor protecti\.e 
Sorcc per~onncl response to AIIS alarn~s to ensure 1.1iat applicable procedures co~itinue to be 
I'olloucd as I'nrltcx \vorks to sul'licicntl~ lo\vcr rlie lalse alarm 1.3re associated with the ADS. 

Action Planncrl: '1.0 l i~r~licr enhance protccti\.e li,rce deplo! mcnt cl'liciencics. the site 
contractor. I3WXT Pantex. de\.clopcd and implcmcnted a Ii,rmal process that is used to ensure 
new technologies and ccluipmcnt arc e\.aluatcd and dcploj.ed in a timely manner. 1-liis process 
includes idcntilicalion ol'pc~.li,rniancc req~1iremel1ls. market surlxys. testing and e\.aluatioti and 
detailed i111plcmentatio11 pla~lning. 

Status: I'antcx cle\,clopcd a plan entitled. "Reco~ii~iicndations Ihr a Parli F'or\vard to Improve 
Pcrlbrn~a~icc ol'tlic Aircrali IIeteclion S>~stc~ii*' (ADS). 1'onrc.x re~,icws ADS. as with all 
protection systems. li,r upgrades and enlia~icc~iictits rliat  ill improve systc~iis pcriirtiia~icc. 0 1 1  

thrcc occasions \i i~liili I lie past 12 nlonrlis. Pantex niade clia~igcs to System to impro~ e or reduce 
the false alarm rates. The tracking and classilicatio~i soli~i-asc Iias bccn upgraded. 'The Digital 
Signal I'rocessor (DSP) and Techniques ( ;CI~CS;I~OS (Tecli(;l:N) have bccn replaced. Tlicsc 
impro\.c~ncnls ha\.c sig~iilicantly reduced both tilsc and nuisance alaniis. I'antcx Iias plans to 
install a new panel design li,r testing and e\,aluarion. 111 addition. Panlc.1 is upgrading the ADS 
nel~vorl;. We anticipate rliat ~liese changes \ \ . i l l  13roducc. more positive results in our ongoing 
et'li)rts to improve 1.11~ ~ ~ c r l i ) r ~ i i i c c  ol'tliis System. 

1 Original Estimated C'ompletion Date: 1213 1107 ('urrent C'ompletion Date: 1 213 1 107 



( 'ontrolt Osrr A mmutlitiotr Witllil~ tll e Ojfice cf Secure Tr(~n.cportcrtioti 
INS-( >-07-02 
.Ill l!  13.  2007 

S u m m a q :  I Ipon rccci\,ing allcgalions regarding internal control ~cakncsses  related to the 
accountahilit!. and transportation ol'a~iirni~nition associated %,it11 an OSlice 01' Secure 
'T'ransporratio~i training exercise. rlie Ol'lice 01' Inspector (;enera1 i~iitiated a review to cxa~iiine 
tlic Iacrs ;111d circu~nsta~lccs surro~lnding the allegation. 'The inspection substantiated the 
allcgario~ls and concli~ded that tlic Ol'licc 0 1 '  Secure Transporta~io~~ did not liavc adequate internal 
controls over its ammunition. 

qnretaq hpact: The current monetary impact or potential fFrtur8 savings can not be 
&&mnimd, 

Open Reconimcndation ( I ) :  'I'lic Assisranr IIcput!. Administrator Sc>r Sccurc Transportation 
(OST) s l io~~ld  ensure that OS'I' policies and procedures idcntil) ammunition as sensitive 
properly. us req~~ircci t y  I)Ol) 0rde1. i S 0 .  I .  

Action Planned: 111 .ILI~!. 2007. OS'I' i~pdated its scllsiti\.e itcmslslores. listing to include (lie 
munitions requircn~c~~t .  !lcldi~ionallj.. ()ST is in tlic process ol'developing a new personal 
property nlani~al. 'l'lie sensiti\,c properr! listing. which includes mi~nitio~ls. is ide~itiliccl in 
Appendix A. 

Status: 'l'hc lirst dru ti o l'the I'crsolial I'ropert! Ma~ii~al.  ()S'I' Matiilal 8.07. was dralicd in 
August ancl Iia:, bccn roi~ted tIiri)i~gli the OST I ,e ;~~i~rs l~ i l> .  ( ' ~ m ~ i i e ~ i t s  arc ci~rre~itl! being 
incorporated. rflic IICM. rna~lllal. \\.Iiicli includes ~~rnmunition as a scnsiti\.e item, will be brielkd to 
the OS'I' I'ropcrt!. ('i~stodial (>I'liccrs at an OST Pro~~crt!~ C'o~iI;'rc~ice. Octobcr 3 I -Novcmher 2. 
2007 in Albuquerque. Nc\i. Mexico. 

1 Originill Estimated C'ompletion Date: 12/3 1/07 ('urrent Conipletion Date: 1213 1/07 

Open Recommendation (2): 'I'lic Assisrant Deputy Administrator l i ~ r  Sccurc 'fransportatio~i 
slioi~ld cnsure  hat a~n~nunition tr:lnsported o n  hoard National Nuclear Security Administration 
aircrali is clcclnred, as rccluircd. to a\.oid li~ture serious saSet!. \.inlations. 

Action Planned: I ipdatc ol'tlic Munitions Manual i~icludcs tlic statenlent !.hat 40 ('1:R Part 17i 
will he L I S ~ ~  li)r ~ra~lspo~. t i~ ig  ~iii~nitions by air. t\dditionall!. n recluest Ibr waia~er. sub~iiitted b! 
OS'T to tlic National N~~clcar  Sccurit!. Administratio~l clnl-ifies reporling thresholds Sc>r the 
various munitions ill LISC h! ()ST. 



Status: OS'I' M 5.10. Munitions Management S~,stem. C'liapter 3 -- Munitions Transportation. 
dated I~cbruary 2. 2007 includes the abo\.c rel'crcncc and consiclers tliis action closed. Ilowcvcr 
OTI, will li~rtlier clarilj. these rcc~uircmcnts during the a n n ~ ~ a l  ~~pciate of'the document in 
February 08. 'flic Narional IVuclcar Sccurit~. Aciministrntion is closing this recnmniendatio~i. 

Original Estimated C'ompletion Date: 1213 1 I07 C'urrent ('ompletion Date: 1213 1 I07 

Opcn Recommendation (3): 71-lic Asistanr Dcput~ Adminisrrator lhr Secure Transportation 
ensures rhal amml~nition in possession 01.1 cdcral Agents is psnpcrl~ controlled and storcd. 

Action Planned: In attempts to ensure I'cdcral .+Igcnts account For ammunition in tlicir 
possession. OSI' lias begun conducting semi-ann~~al in\.cntorics ol'all Federal Agent issued 
assets. OST lias strengthened the Report ol'S~~r\.c!. r)roccss to better hold Federal Agcnrs 
accountable Ii,r loss. damage or tlicli ol'ammunition in tlicir possession. Additionall!-. the 
aSorcmcnrinncd drali Personal Propcrt~, Managcnient Manual includes t.hc statement. "All issued 
or assigned cquipmcnt must be secured at the appropriate local C'ommand Iacility N o  
issucdlassigncd gear or ammunition is autliorized to be stored i n  Agents' rcsidcnccs or privately 

9. 

owlied vehicles. Since October 1. 2006. at least three inventories have been cond~~ctcd at each 
C'ommand o1'issi1cd opcr;~tic,naI nm~nunition. 

Status: In addition to tllc ;~ctic)~i planned. semiannual in\.cntories ol'munitions lia\,c been 
initiated. 'l'lic ht~.cngrticncd Rcport ol'Sur\,c>, Program has been implemented. 'l'lic lirst draf ol' 
the I'crsn~inl I'ropcrtj. M a ~ i ~ ~ a l .  OST Manual 8.07. \vas drafted i n  ! Iug~~sr  and lias bec~i routed 
through the OS'I' I .caclcrsliip. C'ommcnts arc currently being incorporated. The new manual, 
which incluclcs nmmunirion as ;I scnsiti\.c item. &. i l l  be brictkd to the OST I'ropcrrj. C'usrodial 
OSliccrs at an OS'I' Propert), C'onl2rcncc on Ocrobcr 3 l -No\.ember 2. 2007 in Albuquerque. NM. 
'fhc National 1V~1clcar Sccurit). Ad~~iinistratinn is closing tliis rccom~ncndatinn. 

Original Estimated ('omplction Date: 12:; 1 107 ('urrent ('ompletion Date: 1213 1 I07 

Open Recommendation (4): 71-I~c Assistant I)cput\ !Idministrator li)r Secure Transpol-tation 
ensures [liar all armor piercing amn~unition is propcrl~ controllecl a~ici accounted [or. that all 
nlissing :ar~ilc)r piercing rounds arc appropriately reported. and that al~propriatc action is taken 
against a l l ,  1:cderal Agcnt \i.lio at tc~l~pts  ro conceal thar armor piercing rounds arc 111issing. 

Action Planned: OS I ha\ identilied I I I L I I I ~ ~ ~ O I I S  in\entor~ capabilities as a rcc~uircu~ent lhr the 
neu OS1 corporate in\cntor> tracking sjstcm. addition all^. OST will prepare ,I request Ihl- 
waiver, to be subn1ittc.d b~ OST to tlic Natio~ial Nuclear Securitj Administration. \\Iiicli clarilics 
reporting rhrcsholds li,r tlic \arious I I I L I I ~ ~ ~ I ~ I ~ ~  ill use bj OS7. 

Status: ()S'I' is currcnrl) re\ ic\\ ing ~~c~~ l ; l cc~ i i e~ i t  options [or its outdated existing in\.cntory 
tracking systcm. 'I'AIMS. I:sti~~intcd complctio~i date ol'con\.ersion fi.0111 TAIMS to ncu system 
is .lul y 3008. Additional I>. a request 1i,1. n.ai\.cr lias been sitbmittcd by OS'T to the National 
Nuclear Scci~rir>. Administration. ~ I i i c l i  clarilics reporting tlircsliolds fi,r tlic \.arious n~unitions 
in use by OSrI'. 



1 Originit1 Estimated C'ompletion Date: 1213 1/07 



Protective Force 41K-I9 G'retrtrrle Ltrirtrclrer Ilte trt tlre Nntiot~trl Nirclenr Secrrri[v 
Arltninictrtrtion 'Y Prrtrte-v Fncili[y 

I (  i-0770 
. l i ~ l ~  20. 2007 

Summary: 7'lie Ol'lice o1'Inspector (;encral rccci\.t.d allegations tliat tlic MK-lC) 40 millimeter 
(ircnadc 1,aunchcr (MK-10) Mas being i~tilizccl by Pantcs I'lant protccti\,c li)rcc ol'liccrs who ( I )  
lacked aclccluatc training 011 the \+.capon and (2 )  liaci limited access to a training simulation 
system duc to mani~fllcti~rin:! issucs. The re\.iew substantiatctl the allegations and identified 
concerns with cc l i~ i~~~i ic~i t .  trai~ii~ig. and cli~al ilication regarding the MK- 1 at Pantex. Several 
reco~iinicndations ~ ~ c r c  11i;ldc to ~iianagc~iic~it dcsigncd to enhance NIK-IC) training :nnci use at 
Pantcx. 

Impact= The current monetary impact ar potential future savings can not b 

Open Recommendation ( 1 ) :  71'lie h4anagcr. Pantcs Site Ot'lice. should reassess the decision to 
cancel llic order Sor an attached. conipatiblc redi~ccd \.isibilitj. sighting systcni regarding the 
1)epartmcnt rccluirenicnt to ha\,e a lo\s--\,isibility sj.stem that is conipatiblc \+.it11 the weapon 
sigliting s>.stc~ii. 

Action Planned: Not I'ro\.ided 

Status: Not I'so\ iclccl 

Original Esti~natecl C'ompletion Date: Uot I'ro~idcd Current Completion Date: lNot I'rovided 

Open Recommendation (2):  1-lie Manager. l'antcs Site Ol'ticc. should continue cflhrts to 
acq~~ i rc  a compatible sighting dc\.icc that allows opti~iial LISC ol'tlie weapon regarding the 
Department recluircmcnt to lia\.e a lo\+-\.isibility sJ.steni tliat is compatible with the weapon 
sighting system. 

Action Planned: Not l'ro\.idcd 

Status: Not I'ro~ idcd 

Origirlal Estimatecl C'ompletion Date: Not I'ro\ idcd Current Completion Date: Not Provided I 



Open I<ecommendation (3): T'lie hlanager. I'antex Yite Ollice. as an interi~ii ~iicasurc. should 
see\\ a d e ~  iation Iioni Ilepart~nent requirements reg'lrding the Ilepastment recluirc~nent to liave a 
li)\v-\ isi bil it! \y\tc~ii that is co~iipati ble u it11 the \\capon sighting system. 

Action l'lanned: Not I'ro\.ided 

Status: Not I'ro\:icled 

Original I<stirnatecl Completion Date: Not I'm\ ided Current Completion 1)atc: Not I'rovided 

Open Hccommcndation (1): I'lic Manager. I',lntex Site Ot'lice. should ensure tlic MK-Ie) 
hrmal training prograni dc\ clop\ prntecti\ e Sorcc ollicer p~.olicienc~ in engaging targets at 
operatin~lal clistances. and in tlie condi~ct ol'night operations. ('onuider for~iiali/ing simulator 
etcrcises li)~. as4igned MK-  10 operators 'rnd establishing La u11ifi)rni approach. based on priorit! 
ol'nccd. li,r access to tlie si~iii~lator. 

Action I'lanncd: Not 1'1-01 ided 

Status: Not Pro\ idecl 

Original I'stinlated C'ornl)lction Date: I'rovided Currcnt Completion Date: Not I'rovided 

Open Recommendation (5): 'l'lic Manager. Pantex Site Oflice. slioirld I J L I ~ S L I ~  i~iipro\:e~iients to 
Pantex TVIK-10 range Iicilities to enable clualilication lire at operational distances. and during 
limited visibil it!. Il'sucli imp~.o\c~iients are determined to be infeasible. recluest an appropriate 
deviation I-ronl Ilepartnient recluirements. 

Action Pliinncd: Not T'ro\.ided 

Status: Not l'so\.icl~d 

1 Original Estimated Conlpletion Date: Not I'ro\ idcd Carrent Completion 1)ate: Not I'rovided / 
Open Recommendation (6): I'lie hlanagcr. Palitex Site Ol'lice. slaou Id cstabl is11 a system o 1' 
internal controls to ensuse tllat all Sccurit~ l'olice Ol'licer-Ill's consistently rccci\ e all required 
rel'seslier training. 

Action I'lanncd: Not l'ro\,idcd 

Status: Not 1'1-01 iclcd 

Original Estinlatecl Completion Date: Not I'rovided Current C'ompletion 1)ate: Not I'rovided 



Protective Force O~trrtittzr Pcrq* crt Lrr wrrtrcr Livrrnioru l.lTrrtiot~crl Lnhorcrtoty 
INS-( )-07-0.3 
.I11ly 23. 2007 

Summary: 'l'lic ()['lice o I' Insl~ccto~. (icneral r.ccci\:ed 111~1ltiple allegatiolis regarding operations 
and payroll compc~isation uirliil~ I,a\z.rcnce I.i\crmore National 1.aboratol-y's I'rotccti\,c Force 
Division ( I ' 1 : I ) ) .  The re\ ic\\ clid not substantiate most ot'tlic allegations. I lo\s.c~~cr. i t  dicl lind 
that. as allcgccl. I'I,'I) supcr\:isors \\-crc not 17ropuly ~ i i a ~ i a g i ~ ~ g  payroll input Ii)r physical f i t~~es s  
training. Spccilically. I'I,~l) supcr\~isors \\.ere not vcritj-ing the accuracy ol'phl.sical fitness 
training overtime charges prior to appro\.ing timecarcls. 

qnetary Impact: An estimated $104,000 in questionable costs war identified ovu. a three- 
@nth period. 

Open Hccommendation (I): The Manager, I.i\.crriiorc Site Ofl?cc, S I I O L I I ~  direct the I !niversity 
of('alili)rnia. and succcssc~r contractors to ensure that rcsponsit>lc supervisors propcrll. \triSy 
overlime pa\.mcnts li,r pli~.sical litncss  raining prior to pal-mcnt being made. 

Action Planned: 'l'lic I'acts prcsc~itcd in tliis recommc~idation arc colisis~cnt w.itli the most 
currcnt I.awre~ice I,ivcr~iiorc 1Vational 1.aborntor~ Sell-assessment ol'"El'fecti\!cncss ol'tlie PFD 
I'itness Program" dated Marcli 7007 (I'FD-M(;M'I'-07-0-3). in \\-hicli deticicncics. causes and 
corrccti\c actions were issi~ed bj. tlic ; ~ ~ S C ) S S O I ~ .  'l'lic I.i\~er~iiorc Site Office \vill validate 
correcti\c actions taken no later than -30 days al'tcr August -30. 2007. 

Status: I lie I i~crmorc  Site OI'IIcc C'ontrac~ing Ol'liccr has issued a letter to the T.at>oratory to 
pro\ i~ lc  (lie li,l lo~z ing docunic~itation li,r the period ol' March 1 .  2006 to Si114 3 I .  2007: 

1 .  A copy ol'tlic I.a\vrcncc I.i\~crmore National 1.abnratory's policy on payment of 
o\~crti~iic li,r plij,sical litncss: 
2. 'l'hc ~vorkout trclining log li)r each applicable protecti\c li~rcc employee: 
3. 'l'lic time cards ol'cacli applicat>Ie protcctivc force indi\.iduaI: 
4. 'fhc ollicial paj~roll records spccilj,ing the actual o\'crli~ne paid to each applicable 
c111pI0ycc: 
5 .  A conip;~ison ol'tlic o\.crtimc rcclucstcd in k.3 to the paid o\.crtimc in #l. 

Tlic dcacllinc li,r the abo\,c inli~rmation is Scptclllbcr 28. 2007 

The I ivcrmorc Site Ol'licc ('ontracti~ig Of'liccr has also requested the d o c u ~ ~ ~ c ~ i t a t i o ~ ~  for #2 
tliro~~gli 115 tlic period 01'  /Iirgi~xt 1 to Scptcmbes 78. 2007 bj Nn~embcr  2, 2007. 

I Original Estimated C'ompletion Date: 1213 1 107 C'urrent C'omplction Date: 6130108 1 



Open liecommendation (2): The Manascr. I.i\c.rmore Sitc Olticc, s h o ~ ~ l d  direct the I lni\ersit> 
ot'C'aliIi~rni,~. and ~ L I C C ~ ~ S O I .  contractors to re\ icu llic allo\\abilit> ofpajmcnt l i~r  as much us 
$ 1  01.000 in ~inclocumentcd o\c.rtimc. li)r thc period cilc'cl in this reLicm. 11.; well as remaining 
physical litnew o\crtimc paid ti-om hlarcli 2006 to tlic pl-cscnt. 

Action I'lanncd: I he I . i \  cr~norc \ilc Ot'lice \\ i I  I collcc~ and I-e\ ie\t relc\ant data and make an 
al Iouab~Iit! dctcrmi~iat~on. 

Status: I'lie I i\~crmore C'ontracting Ot'ficcr has req~~estcd docurnc.ntatio11 bcti~rc u determination 
can be nladc. 

/ Original Estimated Completion Date: I l i 3  1107 Current C'ompletion Date: 6/30108 



Secrrritl' over Persotirrll~ I(let~tificrhl~~ Itiforttrrrtioti 
I(  i-077 1 

.Illl) -30. 2007 

Summary: In response to a rcq~~cst  I'rom tlic ()Slice ot'bla~iage~iie~it and Budget (OMR). thc 
Ol'lice ol'Ins~>cctor (icncral. in coordination with tlic I'residcnt's C'o~lncil o n  Integrity and 
I!Hicicnc>,. pcrli)rmcJ a rc\.icu ol'tlic I>cpartnicnt's controls over tlic protection 01' Personall>. 
Identilinblc Inli>rmation (PI]) .  'Plic rc\.ic\\ Sound that the I>epartrnent had not li111y iniplcmentecl 
all protccti\c I ~ ~ C L ~ S L I ~ C S  rc~o~i i~ i ie~idcd  h!. ObIB and recluired b!. the National Instit~~le 01' 
Standarcls and 'l'cclinology. As a result. several reconimendations were madc to impro\,c 
security over 1'11 maintai nccl by the Department. 

onetolq Iwpact: The current monetary impact or potential fbtwr$ savings aw not be 
krmimd. t 

Opcn Rccommcndation ( I ) :  I'hc Administr~itor. National Nuclear Sccurity Administration, the 
Ondcr Secretary li,r 1:nct-g!. and the I !~ider Sccrctar~. for Science. in coordination with  lie 
Department and lYational Nuclear Sccurit~. Administratio11 C'I1ic.F Inli>rmation Of'iicers should 
~ ~ p d a t c  I)cpartmc~ital and site-Ievcl policies li)r protecting PI1 to include applicable OMD and 
National Institute 01' Standards and 7'c.clinology (NIST) rccluircments. (In /hi.s i t~ ,s /~i t~cc,  /he 
t.c~i.on7tnc~i1t/tiliotl 1r.ti.s /)t.o\'it/i~~1 10 I I I C J  (? f f i~ .e~  ( ! f  I:'t~~~t;qj' Efjic.ioney~ t i t ~ c /  R ~ j ~ i ~ ~ ~ t ' t ~ h l c ~  Enot*gj'. ) 

Action I'lanncd: Not Pro\.idcd 

Status: Audit is being ~.c\ ic\\cd h> maliagclilcnt. As o f  September 27. 2007. no management 
decision Iiad been madc. 

1 Original Estimated ('omplction Date: 7'30108 Current C'omplction 

Open Rccommcndation (2): 'l'lic Administrator. IYational N~~clear  Security Administration. the 
I Jndcr Secretary li,r 1:licrgj.. and the I lnder Sccretarj- Sor Science. in coordination with the 
Department ancl National Nuclcav Security Adniinisrration C'liiet' 1nti)rmation Ol'licers should 
~ ~ p d a t c  Dcpartmcntal and site-level policies li)r protecting PI1 to include applicable O M B  and 
NIS'I' rcq~~ire~iic~i ts .  (In /ti;,\ it1,s/linc~c~, 1/10 1 ~ c ~ ~ ~ o / 7 7 t 1 ~ c ~ t 1 ~ / ~ i l j o t 1  11 ,~ i . s  /~i.o\\idc~t/ lo 1/70 (??/icc> (?f'l.c)g~ic;~s 
.I.ltrtltigc't~lc~l7/. ) 

Action I'lanned: Not I'roi idccl 

Status: Not I'ro\iidcci 



/ Original Estimated ('ompletion Ilatc: 7130108 Current C'onipletion Date: 7130108 

Open Recommendation (3): I'lic Administrator. National Nuclear Security Admi~iistralion. the 
I J~idcr Sccrclasy li,r I;ncrg>.. and the I inder Sccre~ar>. for Scie~ice. i l l  cnordinatio~i \vitli the 
D~piirt111~11t and National Nuclear Sec~ri ty Administration ('\lief Inli,rniation Ol'ticcrs sliould 
update 1)cpartrnental and site-Ic\,cl policies for protecting PI1 to ~ I I C I L I ~ C  applicable OWIR and 
N IS'I' rc~l~~i~.cmcnls .  (117 I / I ~ , Y  i t ~ , ~ / ( / t ~ c , e ) ,  1 / 1 c ~  i ~ c ) c ~ o t i ~ t ) ~ c ~ t ~ ~ l ~ i / i o t ~  \I,L/,Y />t.o~,i( lc)~/ lo / h e >  . ~ l ~ l t ~ ~ i n i . s l ~ ~ ~ l o ~ ,  

'vl/l;otll/l . l ' l ic~/c~~it. Lsc~c~lit.il.l~ . ~ ~ l l t l l i t l i , Y l ~ ~ l l l i o t l . )  

Action I'lanned: 'I hc National 1Vuclcar Sccurit) Aciministration belicvcx that tlic policieh and 
proccduscs l i~r  the protection ol' PI1 arc adequate. I lout\ cr. I lie National Nuclear Security 
Adniinixtration will re\ ic\t the current policcx and procedu~.cs and il'applicablc will update tliose 
policcx anci proccdu~.cs as ~1ppropriatc'. 

Status: Not I'ro\ idcd 

/ Origini~l Estimated ('ernpletien Date: I2,'3 1/07 ('urrent Completion Date: hl3OlOX 1 
Open Recommendation (4): l'lic Administrator. National Nuclear Security Acltiiinistration, thc 
I!~idci. Secretii~-y li)r I~ncrg>~. and the I lndcr Secretary I'or S~ience,  in  coordination with thc 
1)cpartnicnt and Na~.ional Nuclear Sccurit~. Administration C'lliel' 11ith1.1iiation Ofliccrs should 
updatc 1)cpartmcntal and site-Ic\.cI politics l i~r  protccti~ig PI1 to include applicable OMR and 
N IS'T rcc~~~irc~iic~i ts .  (111 1 h i . ~  it~.s/lit~c~c~, I ~ I ~ J  /~c~c .o t )~ t~7c~ t1~ / l1 / ion  \ I .LI.S pt.o~)idc~c/ 10 / / ~ c >  Of j i c .c>  o f ' ( ' i ~ ~ i / i l i n  

RLIL/~OLI~. I ; IYJ Jj >i,51c) : I / ~ I / ~ ~ I ~ O ~ ) I O ~ ~ / .  j 

Action I'lanned: Not I'ro\.idcci 

Status: Not Pro\ idcd 

1 Original Estimated ('ompletion ])ate: 7130108 ('urrent ('ompletion Date: 7130108 

Open liecommendation (5): 7'hc Administrator, National Nuclear Security Administration. the 
Ilndcr Sccrctary Ii,r Energ). and tlic Ilnder Secretary thr Science, in coordinatioti wit11 the 
1)epartrnctit ancl National Nuclear Security Adriiinisiration ( ' I~ i e j  Infornlation 0flicc1-s should 
update I)cpa~.tmcntal and site-lc\-cl policies l'or protecting 1'11 to il~clude applicable OMR and 
N IST r e c ~ ~ ~ i r c ~ i ~ c ~ i t s .  (It7 / / i j . s  i t ~ . s / ~ ~ t ~ c ~ o ,  /ho t . o ~ ~ o t i i t t ~ e ~ / ~ [ / ~ i / i o t ~  I \>L/.V / > t - o ~ ~ i ~ / c ~ ~ /  lo  I ~ L ]  0 f f ; c ~  . . of' 
J~conoit~ic, J ~ ) I I ~ L ~ ( . I  L I / ~ L /  r I i ~ ~ ~ / . . ~ i / . l ~ .  ) 

Action Plannccl: Not Pro\ ided 

Status: Not I'ro\,idcd 

Original Estimated ('ompletion [late: 1213 1 '07 Current C'ompletion Date: 1213 1/07 



Open Recommendation (6): 7'lic Acl~iiinistrator. hational N~~clcar  Sccurity Acln~i~listralion. the 
IJndcr Sccrelar! 1;)s I l~icrg~-.  and the llndcr Sccrelar!. fi)r Science. in coordinatiot~ with the 
I>cparl.menl and National Nuclear Sc'curitj. .~ldministratiol~ C'liiel'I~~S(>rmatiol~ Ol'liccrs sllould 
i111pletllcnt OM13 and NJS'I' rccl~lirc~~lents li,r protecting PI1 OII sj.stems. to inc l~~dc  ~ ~ p d a t i ~ i g  risk 
assessments and executing adccluate rc1110te access ~ ~ r o c c c l ~ ~ r c ~ .  (111 1hi.s it?.v/rinc.c. /he) 
r c ~ c ~ o ~ ~ / t ? ? ~ ~ t ? ~ / l i / i o t ?  \ I ' ~ I . s  /1t.o19ic/c~[/ /o / / ic l  . ~ l ~ / t ~ ~ i t ? i , s / t ~ ~ ~ / o t ~ ,  .l'ri/io~u// .I~i{c./c~lit. .Yc~c~~{t.i/.\~ : t~/ t~?i t~i .s /r~/ / ion.)  

Action I'lanned: 'l'he National N~~clcar  Security Administration believes that the policies and 
procedures 1'0s 111c protection ol'P1I arc adecluate. I Io\i.c\,cs. the National Nuclear Security 
Adn~inistration u.i I I  rcvic\i. I 11c c ~ ~ r r c i ~ t  polices and proced~~rcs and il'applicablc will upciate those 
polices iunci ~ ~ r ~ c c d ~ ~ r c ' s  21s appropi'iate 

Status: No1 I'ro\,idecl 

Original Estimated ('ompletion Date: 1313 1 I07 Current Completion Date: 6130108 

Open Rccon~mcndation (7): Tlic Acl~iiinistr'ator. National N~~cleat. Security Adniinistration. the 
IJnder Sccsetary Sor rSncrg!.. and thc l indcr Secretar!- fi)s Science. in coordination with tile 
Departtment ancl National Nuclear Sccurit~. :Idministration ('hiel'lnli~rmation OIliccrs should 
implement O M B  2nd hIIS7~' rcil~~ircmctits li)r protecting 1'11 on sj.stems. to inclucie ~~pciating risk 
asscssmcnts and cxcc~~ting adccl~late rcmotc access procedures. (In 1hi.s in.s/utlc.c~. /he> 
t . c ~ c , o t ~ i t i ~ c ~ t i ~ / l / / i o t ?  \ I ,L / . S  /~t.o~-il/c)l/ 10 //io (?fj;c.c> (?f'Ec.otioli?i~. lti?/)~ie./ ~ / n l /  Dillc~i.,si/-\~.) 

Action I'liinned: Not I'ro\,idcd 

Status: N o [  J'ro\,icled 

1 Original Estimated ('ompletion Date: 1213 1/07 Current Completion Datc: 13-/3 I i07 

Open liecommentlation ( 8 ) :  '1-11c :\dministrator. National N~~clcar  Security Administration. the 
Ilndcr SccretarJ- l'or I<ncrg!~. and the I jncier Sccretar~, 1.0s Science. in  coordination with the 
I)cpartnlc~it and IUational N~~cIcas Security Administration C'liiel'lnli~rmatiori Ol'licers slioultl 
implement OM13 and NISI' rc'quirclnct~~s li,r protecting 1'11 o n  sjstems. to include updating risk 
assessnlcnts and executing adccluatc rc~iiotc access procedures. (It? //ii.s it?,s/~it?c,(>, /he1 
?.ec,ot)itiic~t?l/[i/ioti \ j l ~ / . s  /)~.o~,il/cj[/ /o / I ? L )  Ojjicx~ ~f.Enct.g\ ,  . Efjie~ic~nc~~~ . .  ~ I L /  R c ~ ~ i c ~ ~ ~ ~ ~ i h / c ~  l<net.p-~~.) 

Action Planned: Not I'ro\.idcd 

Status: lud i t is being re\ icu cd b! ~na~l;rge~llc~lt. As 01' Septc111 bet. 27. 2007. no managcmcrlt 
decision has bccn made. 

I Original Estimated ('ompletinn Date: 7iiOlOX Current ('ompletion Date: 7/30108 1 



Open Kccommcn(1ation (9): 'l'lic i\ciministrator. National Nuclear Security Administration. tlic 
Ilndcr Secretary 11)s I:ncrg!-. and 11ie I lndcr Secrctarl- l i )~ Science. in coorclinatinn \\.it11 tlie 
Dcpartmc~lt and National Nuclear Scci~l.it>. !Z~i~~li~iistratio~i ('Iiic1'I1ill~rmation Oflicers slioi~ld 
implement OM13 and NIS'I' rcquiremcnrs Ii)r protecting PI1 011 systems. to include updating risk 
assessliients and esecutiny adeclunrc remote access procedures. (111 //ii.v in.~/e~tic~o, 1/10  

r . c ~ ~ . o t ? l t t l c ~ t i c l c t l i o t l  I I ' ~ ~ . Y  /~t.o\~itlet/ lo 1/1c (?ffic.o c?f'l.~gclc:)~ .2lclt1c/gst?leti/.) 

Action Planned: Not Pro\ ided 

Status: Nor I'ro\ ided 

1 Original Estimated ('on~pletion Date: 7,'30108 Current C'omplction Date: 7 / 3 0 / 0 8  

Open Rccon~mcndation ( I  0): 'The Administrator. National N~~cIcar  Sec~~r i ty  Administration. 
the Ilndcr Sccretar\, Ibr Encry>,. and tlic I lnder Secrctar~ for Science. in coordination with the 
Ilc~~artment and National Ni~cIc;lr Scc~lrity Adliiinistration C'hiel' Inlhrmation Ollicers s h o ~ ~ l d  
iniplemcnt OI\;11\ and NIS'I' rccluiremcnts li)r protecting PTI on systems. to includc i~pdntilig risk 
assessments and escci~ting iidccluate remore access proccdi~res. (It7 /hi.\ in.s/clnc~e. /he> 
rc~c~otnttle~lr/tl~ioti 11'c1.\. /~t.ol~it/c~e/ lo / / I O  (?ffjc.c' c?f'('i\'i/iclt~ Rele/ioc~c./i\~o IZi/.v/c !\.fclnclgc~/,7c~n/.) 

Action Planned: Not I'ro\,idcci 

Status: Not I'ro\,idcd 

1 0rigin;ll Estimatecl Completion Date: 7'30108 Current Completion Date: 7130/08 

Open Recommentlation ( I  I): The Administrator. National Ni~clcar Sccurity Adminis~ration. 
the I lndcr Secretary Ibr Ilnergj-. and the I indcr S c c r c ~ a ~ . ~ .  Ibr Science. in coordination with tlie 
Dcpartmcnt and National Nuclcar Security Aclministration C'liiel' Inli~rmation Ot'liccrs should 
implement OWIB and !VIS'l' rccluirements l i ) r  protecting 1'11 on systems. to include updating risk 
asscssmc~its a11J excci~ti~ig acicqi~;~tc rcliiotc access procedi~~.cs. (111 1hi.v itl,~/c~tic,~, /he 
r.cc.onlnlc~ric/cllio~l \ I ~ ~ I . \ .  /~t.o\,irlc~c/ lo 1 / 7 0  (?ffic.e c?f',Sc.ic>nc.cj. 

Action I'lanncd: All risk assessments rellcct Personall\ Identiliable Inl'ormation as beilig an 
area ol'conccrn as well as an inli)rmation type tliat requires NIST modcrate controls. By policy. 
remote acccss to all inl'ormation systenis that have modcrate inlbrniation pl.otcction requirements 
should ~ l s c  two lilclor ~lutlicntication. While we had lioped tlie PIV carcl \vould sntisly this 
requircment, the initiative lias lagged. and so tlic Ol'lice oSScience lias implcmcntcil a two Iictor 
strategy tliat is based on secure toke~is. Implementation ol'tokens is a project that rcqi~ircs 
coordination ol'man! elements (procurement 01'LIic tokens. installation of the autlientication 
soliwarc. testing. training. ctc) vvitl~ill tlic sites. 'Ilic OI'Iicc 01'Scic1ice sites arc i l l  dil'li'rcnt phases 
of implcnlcntarioli. 

Status: I iglit vtcs Iia\ c opcl-ational [ \ to  I'actor authentication Ibr remote access lo moderate risk 
. . 

inFormat~on. '1'11~ rcmalnlng sites arc in \arious xtages ol'planning. accluisilion, or 
irnplcmentation. 



I Original Estimated Completion Date: 711 5'08 Current ('ompletion Date: 711 5/08 

Open Rccommendation (12): The ./\dministralot-. National INucIear Sec~~r i ty  Admi12istration. 
the I Jndcr Sec~.ct;~ry li)r I~:ncrg~.. and the I Jndcr Secretar!. 1i)r Science. in coordi~~ation with the 
1)cpartmcnt and National NucIcnl Security .;Idministration ('hiel' Inlbrmation OI'liccrs should 
veril) tliat 1'1 I on mobile comp~rting dc\ iccs is idcntilicd and adequatel) protected by pcrli)r~-ning 
rand0111 checks to ensure data is cncr) pled. ( I t7  / / ~ i , s  i t1 ,s1(1t7c~c~,  / l ~  I ~ C J ~ ~ O ~ T I ~ I I ~ ~ I I ~ / ~ I I ~ O ~  \ 1 , c 1 ~  / ) t . o \ 3 i ~ / c l ~ /  10 

IITCJ . ~ ~ t c / t ~ ~ ~ n i ~ s / t ~ c ~ / o ~ ~ ,  .\'c11iot1~1/ . \ ' / I ~ ~ / C ~ ~ I I .  . S C J ~ ~ I I I . ~ / . I ~  . ~ ' f e / ~ ~ i i t ~ i . ~ l ~ ~ c ~ l i o t ~ . )  

Action I'lanned: l'lic Natio~lal Nuclear Sccu~.ity Administration disag~.ccs with [his 
rccommc~idation to vcrilj. that PI1 is on mobile cornp~~ting devices. Ratlicr. the National Nilclear 
Security Administration bclic\.es that i t  is a Illore prudent course to assume that all mobile 
co~ i ip~~ t ing  de\.iccs contain I ' l l  and protect them according to the national guidance and local 
directions. I:cl~~ally. tlic National Nuclcar Sccurit~. Administration believes that indi\.iduals that 
utilize (io~crnrncnt issuccl compu~ing devices that can be ~~til ized in a tra\.c.l/mobile environment 
are also liscally accountable li)r ~hosc  devices as \sell as tlic i~lfi)rnlation contai~~ccl therein should 
anything happen to tliose dc\.iccs during the time that the de\,iccs are i n  a tra\.cl/mobile 
cnviro~i~ncnt. 

Status: Not I'ro\ridcd 

Original Estimated C'ompletion Date: 1213 1/07 Current C'ompletion Date: 6/30 08 

Open Recommendation (13): ' 1 ' 1 1 ~  Administr;~tor. National N~~c lea r  Security Adniinistration. 
the I lndcr Sccretarj li11. Ilnerg~.. ant1 the I lnder Sccrctarj. 1'0s Science. in coordinatio~l wit11 the 
Departmc~it anti 1National Nuclear Secusit). Administration ('hiel' Information 01'Iiccrs should 
vcril) [ha1 I ' l l  on mobilc computi~ig dc\,iccs is idcntilicd and adeqllatcly protcclcd h!; pul'orming 
rand om chcc ks 10 c~isure d a ~ a  is c ~ l c r ~  pled. (111 111i.s i ~ ~ . s / c ~ l ? c . c l .  1/70 t.c~c~ot1?n1c~t1t/c11iot7 \ I . ~ I . Y  / ) l . o \ ~ i c / c t l  lo 

/he. ()fjic.cl c? f ' l : ' c . o t~o t t i i c .  l t n / ) o c . l  c1nc1 I)i\-c'~..si(\.. ) 

Action Planned: Not I'ro\,idcd 

Status: No1 Pro\. itlcd 

Original Ehtimatcd C'omplction Date: 12,'; 1/07 C'urrent C'ompletion Date: 1213 1/07 

Open Rccommendation (14): 'I'hc Adniinistrator. Natio~ial Nuclear Security Administration. 
the I J n d c ~  Sccrctary 1;)s I<ncrg~.. and the l incler Sccrctar~ 1;)s Science. in coortlination with the 
I)epartmcn[ and Niitio~~al Nuclear Sccurit). Administration ('hiel' 1nli)rmation Ol'liccrs should 
\,cril). [ha[ I'I I o n  mobi lc computing dc\ iccs is identilied and adcql~a~cly protected by pcrli)rlning 
random chccks [o ensure data is cncr! p~cd. (111 / / ~ i . s  i t ~ . s / ( ~ t ~ e ~ c ~ ,  / h e )  ~ ~ c ~ c ~ o ~ ~ ~ t ~ ~ c ~ n c / ~ ~ / i o t ~  I I Y I , S  / ~ t - o ~ * i d c l c /  10 

/ h e )  ( ? f f i c ~ ~  O / ~ L ' I I C ~ I * ~ \ ~  E j j i c ~ i c ~ t ~ c ; ~ ~  c111c/ R c ~ ~ ~ c ) \ i ~ ( / h / c ~  E I IC) I .~J , . )  

Action I'lanned: I\lot Pro\.idcd 



Status: Auclit is being re\ i c~ icd  b! management. As ol'Scptcriiber 27. 2007. 110 managc~iierit 
decision has bee11 ~iiadc. 

Original Estimated Completion Date: 7/30,'08 Current <'ompletion Date: 7130108 

Open Rceommcnd;ition (15): The Adriiinistrator. National Nuclcar Security Administration. 
the I Indcl Sccsctasy li)r I.:ncsgy. and the Illider Secretas!, lhs Science. in coordination with the 
I)cpartmcnl and National Nuclear. Sccurit> Adniinistratioli C'liicl'lri~c~r~iiation Ol'licers should 
vcsih that I ' l l  o n   nob bile comp~~ting dci ices is identilied and adcquatel! protected by ~~crlhrrning 
random c lieclis lo cnsilrc dala is encry ptcd. (111 1l1i.v in.c./trnc.c>. /he> 1~c~c~on7n~c~t~~l t r1 i01~  ,r.rl.\. /v'o\'ic/cc.d lo 

/he. 0 f f i c . c ~  of'l . i).v.c.il  / I / l c ) / .g~ ' .  ) 

Action I'lanned: 'l'lic OI'Iice ol' L'ossil Energy is c ~ ~ s s c ~ i t l ~ ~  i~iiple~iic~ititig a program to fill1 disk 
encrypt all inli)rmn~ion o n  laptop coniputers using Pointc cricr.!.ption s o l i ~ a r c .  1:uIl disk 
encryption of  all laptops precludes the 11ccd to i~~spec t  cacli uriit. Randoni inspection psocecturcs 
lia\:c been dcv.clopcd lo assure cncr!.ption is implemented and user agreement fi)r~iis will be 
signeel by each laplop ilses. 

Status: International trav cler laptop (high risk) t i l l 1  disk encrj ption is c ~ s r c r i t l ~  in operation and 
perso~iallq assigned donie\tic laptops (  lo^ risk ) are s!s[ematicall> being encrypted. 

/ Original Estimated Completion Diat~: 7130,OX ('urrent C:ompletion Date: 71-30108 

Open Recomniendation (16): The Adriiinis~ri~tor. Natio~iaI Nuclear Sccuril!. Adliii~iistsation. 
lhc I Jrider Scctctary li)r. I:nc.~.g!.. and llie IIl~dcr, Seeretar.>. lhr Science. in coordination with the 
I)cpartriicnt and National Nuclear Secur.ity Administration ('hiel' Infor~natiori Ol'liccrs should 
vet-ilj: 11131 1'1 1 o n  mobile comp~~ting de\ ices is iclcnlilicd and adcqi~atel prolectcd by perti,r~iiing 
random checks lo c~isurc clala is encr-! pled. (111 Il1i.v in .v/ t rnc.c~.  1l1c~ t . c ~ c . o m ~ l i e n r k ~ / i o / i  Il'rr.\. l , / .o\- ic /c~r/  lo 

1/10 ()fl/ic.cj o f  l . c~gr /c :~ l  :\ I L I / I ~ / ~ : ~ ~ . / I I ~ J / ~ / .  / 

Action Planned: N o t  I'l.o\.ided 

Status: Nol 1'1-o\ idcd 

Original Estimated <'omplction 1)ate: 7 /30 /08  Current Completion Date: 7'30 '08 

Open liccommendation (17): 'l'lic Administrator.. IVational Nuclcar Security Admiriistration. 
tlic I indcr Sccrctal.y 1;)s I,:nergy. and the Ilrlder Scct.ctar!. Ihr Science. in coordination with the 
I)eparlmcnt anel National Nuclear Secur-it) Administration C'liicl'1nli)rnialion Of'licers should 
verif) thal 1'1 I o n  mobile comp~~ting devices is idcntilicd and adcq~~alcly protected by pcrli)rrning 
random checks lo cnsurc tlala is encrq pled. (117 1l1i.v i~l.c./tr/lc.cj, 1/10 / . c c . o n ~ t ~ i e t l r / t r l i o l ?  Ilqrr.i ~ , t . o \ ~ i r / c ~ d  10 

lhc 0 f f i c . o  o f  . \ ' I IC. /C~~II ,  /-/lc~/.g\. .  / 

Action Planned: 'l'hc Ol'licc 01'Nuclcar Energy is under tlic 1)epartmcnt.s ('OF initiativre, 
which provides 1'1' s~~ppol-t  and scrv.iccs includirlg laptops and I3lackberrics. Encryption sotiware 



has bccn installed b\ C ' O I :  on all Ol'licc ol' N~~clear  Ilnergy om-ncd laplop cornpulers and 
Rlackhcrrics. I'hc Idalio Operalions Ol'lice and Idaho National 1,ahoralnr site contractors liave 
taken measures to hegin encrypting inli)rmation on n~ohilc computing dc\.iccs. The Idaho 
0pcr:rtions Ol'licc lias installed full-disk encryption on all laptops. 

Status: Icj:~lio National I ahorator> sire contractors arc in tlie process 01'installing li~ll-disk 
encryption o n  all laptops \\it11 an anticipated completion date ol'Dcccmhcr -3 1 .  2007. 1.ahoralorq 
elli>rrs arc ~rndcr\\al to pro\ ide cncr! ption capahilitic\ li)r otlier mobile dc\ ices such as 
Blacl\hcr~.ics. I'olicics I iL~\c  also been put in place that require indiciduals to idcnlilj the need li)r 
I'll on ~nobilc dc\ ~ c c s  and rccci\e appropriate management appl-oval. 

Original Estiniated Completion Date: 7,' 15.'08 C'urren t C'ompletion Date: 71 15/08 

r .  Open Recommendation (18): 1 lie ;Idministrator. National N~~cIcar  Security Administration. 
~ l i c  Ilndcr Secretary li>r 1:nergl.. and  he I Inder Secretary l i ) r  Scicnce. in coordinalion with [lie 
Departmenl and National N~~c lca r  Sccurit~ Ad~ninistmtion ('liiel' Inli,rrnation Ol'ficers s l io~~ld  
vcril) lhar I ' l l  on mobile computing de~iccs  is identilied and acleq~~atelj. protec~cd by perli)rming 
random cliccks 10 cnsurc da~a  is encsj pled. (111 117i.v i t ~ . v / l 1 t 7 c ~ c ~ ,  /17c~  t , e ~ c o t ~ ~ r / ~ c t 1 ~ / ~ 1 / i o t 7  I I ~ ~ I . ~  p t . o \ . i l / c ) ~ /  /o 

/ h e )  O f f i c e )  o/ ( ' i \ l i I i l ~ t i  f ? l i l / i o ~  ~ c , / i \ - c )  I \ ' [ I . S / ~ J  .I l l 1 t 7 l 1 g c ~ t ~ ? c > t 7 / .  1 

Action Planned: Not Pro\,idcd 

Status: Not I'ro\.ided 

Original Estimated C'ompletion Date: 71-30108 C'urrent C'on~pletion Date: 7/30/08 

Open liecomniendation (Ic ) ) :  The !Zdminislrator. IVational N~lclear St-curity Administralion. 
the Under Secretary Ibr I'.ncrg>.. and tlie I lnder Secrctarl for Science. in coordination with the 
Dcpurtmcnt and Nalionrrl h:~~cIcar Security Administrr~tion ('liiel'In1i)rmalion Ol'liccrs sliould 
\.criI'y t h n ~  I'I I on mobile comp~iling dc\ ices i s  identilied and adecl~lately pro~ccted b ~ j  perfhrming 
randoni clicchh to cns~rre data is cncr~ptcd. (111 /11i,v i 1 ~ , v / l l t 7 e . e ~ ,  / h e >  t . c~c~o111 t71c~nl /~1 / io11  \ ~ , ~ ~ , ~ l ) t . o \ * i ~ / c ~ l /  /o 

/ h e  0 f f i c . c ~  of .\'c.ietlc.c'. ) 

Action I'lanned: 'The Ol'licc ol'Scicnce lias selected Pointscc as [lie tool ol'clioice to protect 
sensitive inli)rmarion including PI). althougli otlicr sitcs lia\.c previously i~iiplcmented other tools 
that perli)rm this lilnction (c.g. Sccurc\va\~c sofiwarc). Ol'fice ol'Sciencc policy is that all 
government issi~cd laptops \ % i l l  lia\'c e~icr>~ption capahili t  ~ ~ n l e s s  a designated authorizing 
Fcdcsal mana~cmen1 ol'licial detc~,mines tlierc is n o  PI1 on the device. The Ol'fice ol'Science 
policy cu~.rc~itly 1i)sbids PI1 to be o n  laptops ~ ~ n l e s s  a isaiver is granted hy tlie Designated 
i2pproving Autliorit~. Most ol'tlie sites liavc actions to implement Pointsec. three sitcs do not 
allom I ; I P L O ~ S  to be p;lrt ol'tlieir cn\ironmcnt. and tlie otlicr sites liave policies that strictly 
proliibil 1'11 li-om hcing on I~iptops. ('i~rsentlj. sitcs are in\.entorying their laplops lo con1i1-m that 
PI1 docs not exist or to install cncr>.ption solim-are in the went tlie unit may receive or process 
inii>rmntion containing 1'11 in the Iirtllre. 



Status: I'I~rcc. hires Ila\c. cncrqption solinarc installed. I ' i \ t .  other sites h a ~ c  policies that strictl~ 
proliil7it I ' l l  o n  laptops. ( ) t l~cr  sites arc' i l l  \ a r i o ~ ~ s  stage5 01'in\entory and dcploq mcnt. 

I Original i?stim;lted ('ompletion Date: 71 I 5 '08  ('urrent C'ompletion Date: 711 5/08 
- I 



A ~ ~ l i t  (!f'(btrtrcrc.t Trrrtrsitiotr Activitim rrt Los illfitnos Nrrtiontrl Lnhorntoty 
()AS-1,-07- 10 
~ I L I ~ L I S I  7.  2007 

Summary: 111 I~>ccc~llher 2005. tllc r>cpartmcnt a\t.ardcd a contract to 1.0s Alamos National 
Sccuriry. 1.1.('. to nianagc the 1.0s Alanlos National 1.aboratory. The Ol'iice ol'lnspector (;enera1 
reviewed t s a ~ ~ s i t i o ~ ~  costs and rclatcd acti\.ities to determine il'costs incurred were allowable. 
The review idc~~rilicd $22.335 i n  q~~cstionetl trat'cl costs incurred during the transition. 'lllese 
c o s ~ s  were rckrrcd t o  tlic 1.0s Alarlios Site Oftice Manager to cle~crminc allowahility. 

Monetary Impact: $22,335 in questioned travel costs 

Open Recommendation: 'The ('ontsacting Of'liccs. 1.0s Alamos Sitc Ol'fice. .\lio~~ld make a 
determination scgarding the allo\tahilit> ol'tlie clucstioncd tra\eI costs. 

Action I'lanned: I'lic ('ontracting Ol'liccr \till make a cost dctcrminatio~i o n  the allowahilitj- ol' 
the $22.335 in  travel costs. 

Status: No C'lia~igc i n  Status 

1 Original Estimated Cxonlpletion Date: 1213 1/07 Current Completion Date: 1213 1 107 



Summal-y: As part ol 'a 1)cpastment-\\idc audit ol'exccuti\.c compensation. the Oflice O C  
Inspccto~. (icncral rcvic\+cd cxccuti\c compensation at the Asgonnc National 1,ahoratory. 
Argonnc cxccuti\~c compensation costs rei~~ibi~rscci to tlic [ ini\~crsity ol'('1iicago did not exceed 
tlie annual cap and compensntio~~ gcncrallj~ coniplied will1 applicable pro\.isions 01' procurement 
regulations. 1)cpartmcnt policies. and the Argonnc contract. I lo\\.cver. tlie review identilied 
otllcr clucstioned costs rclatccl to ~Zsgonnc's cxecuti\.e compensation. Specilically. $414.867 in 
qucstionccl costs were idc~ltilied. \i-Iiich consisteel ol'$hO.3-lh Ihr cliaul'lkurs. $253.032 li)r Fringe 
bcnelit casts associated u.itli i~nalIo\\ablc salasj, costs. and $100.880 For the salary and li-inge 
t~cnclits ol'an Asgonnc cxecnti\.c. 

Afonetary Impact: $4.14,867 in questioned costs 

Open Recommentlation ( I ) :  Tlic l l a n ~ ~ g e r .  Argonnc Sitc Ollicc. slioi~ld direct the contsactiiig 
ollicer to dctcrmit~e tlie allo\zabilit\ ol'clucstioned costs and recover costs determined to be 
un~~llowablc. 

Action Planncd: Not l'ro\~itlcd 

Status: I'lic ( 'o~~tract ing Olliccs is in tlic ~ roces s  01'rc~ic\+i1ig the allowabilitj ol '~lic ques~ioncd 
costs. Any costs determined to be i~nallo\\ablc will be rcco\cred. 

1 Original Estima ted ('omplction Date: 7: 1 I08 Current Completion Date: 711 I08 

Open Recommendation (2): Tlic blanager. Argonnc Sitc OI'iIcc. SI IOLI ICI  direct the contracting 
ol'ficer to dc~crminc wlictlics costs. similar to those ictc111i1ic.d i n  our aiidit. &ere clai~ned alier 
Scptcmbcl- 30. 2005. and scco\cs coh~s dctcrniined to be i~nalIo\+able. 

Action I'lanncd: Not I1ro\.ided 

Status: !\ l i i l l  rcvicn. anci analjsis ol'tlic executive compe~isation charged to the I Inivcrsity 
li-on1 I:Y 200 1 tIil.oi~gli I T  2006 has bee11 conipleted. 111 addition. guidclincs Ibr tlctermining tlie 
allowabili~y oI'cxccuti\~c compensation lia\.c been dc\.eloped and wcrc applied to   his analysis. 
A ('crtilication ol'I~I'l;'cti\~c~iess o1'C'orrccti\~c Action is pending. 

Original Estimated Completion Date: 7'1 108 ('urrent C'ampletion Date: 71 I I08 



C'otltrols over Mil i t (~t: l~-T~y)e E q ~ ~ i p t ~ t e n t  Wtltitl  the Oj]ice (!f'Secure Trun.~l)ort~ltion 
INS-I,-07- I0 

r211g11~t 27. 2007 

Summary: ,I sevic\v ol' ~'t.opcst>~ controls ~ \ ~ c t .  militas! -t!,pc cclnipment within tlic Dcpat?~iient's 
Oflicc oI'Seci~sc' 'I'ransportation (0s-P) disclosed that OST haci neitlicr adecluatcly identified 
export contsolled eclnipment as high risk ccluipmcnt nos pso\,idcd el'fi'ctivc co~it~.ol and property 
matingcmcnt. 'l'lic Ol'licc ol'Inspc.ctos (icncsal made recommendations to the Assistant Deputy 
Ad~iiinistrator Ii)r Secure Tt~a~ispostation to ensure adecluatc cotitrols arc in place Ibr military- 
type ccluipmcnr in OS'I'. 

bfmetary Impact: The current monetary impact or potcntal future savings can not be 
~termined. 

Open Recommendation ( I  ): 'I~lic Assistant l)eput>, Administrates l i~s Secure 'I'ransportation 
s l io~~ld c11si11.c that all export contsolleci militar~-t!.pe ecl~~ipment on the I1.S. Munitions 1,ist is 
catcgosi7ed as high risk pel-so~ial pl.opel.ty as earl>; in tlic acelitisition process as practical and that. 
as such. i t  is cI'I;'cti\~cIj~ c ~ ~ i t s ~ l l e c l  atici ~iia~iagccl t I i so i~gI i~~t  its lire cycle as sensitive equipment. 
as rcclu i rccl. 

Action Planned: rrlic lU,ltioniil hi~clcal. Sccusit> Administration belie1 es tlie there is a 
rcsponsi\ c psocc\\ and procedure li)r the ad~iiinistsati~ e control ol'propert> utilii.cd by its 
rcdcral Agent\. OS I \ \ i l l  update 11s psopcst> management processes to ctisure  hat lam 
cn1i)rccmcnt-11 pc ccluipment is appsopsiatcl! in~entosicd. 

Status: Not I'rovidcd 

1 Original Estimated ('ompletion Date: hl3OlOX ('urrent Completion Date: 6130108 

Open liccomnicndation (2): 'The Assistant I )ep~~t> Administrator li)~. Scc~lrc 'I ransportation 
s h o ~ ~ l d  ensure in~ento l .~  rccoscls lbs administrati\rcly controlled militarq-t! pe cclnip~iient 
accuratclj idelitil) and rcllcct ccluipmcnt iss~ied to ilidi\ idml couriers. 

Action I'lanned: 'Ihc N~~tiotial Nuclear Securitj- Administration hclicves the there is a 
responsive psoccss and psoccciusc lijr tlie admi~iistsati\:c co~itsol of' property utilizcci by its 
Federal Agents. OS'I' \ i . i l l  i~pdatc its property tii:i~iagetiic~it processes to ensure that law 
enlhrcc t i ic t i t - t  ecli~ipmctit is appropriately in\~entosicd. 

Status: Not I'so\,idcd 

1 Original Estimated C'ompletien 1)ate: hliOIOR C'urrent C'omplction Da te: 6130108 



Open liecommendation (3): Tlic :\ssislant 1)eput~. Adminislrator fi)r S e c ~ ~ r c  l'ransportation 
s e ~ i c w  11ie acill~isition cost tlircshold li)r tlic iijrnlal reporling and accol~ntability ol'ecluip~~ltnt 
issucil to co~~l-iers lo dc~cr~iiilic il ' thi i t  tlirt'sl~old pso\.idc's li~)r adciluatc con~sols. 

Action I'lanned: 'I'lic Nalional Nuclear Sccul.ily Administration be1ici.e~ lhc tlit'rc is a 
rcspc>nsi\,c proccss and p~~occdurc. Ibr [lit. adminislrati\.c cnn~rol ol'propcrty ~ ~ t i l i x d  by iis 
I~cdcrnl Agcnls. OST' \ \ . i l l  ~~pdntc. its propcl-ty nlalliigcnicnt processes lo ensurc' Lliai. law 
cnlbrccmcnt-tj.13~ ccluip~iic~it is appropsiatel!- in\,cntorit.d. 

Status: No[ I'ro\ ided 

Original Estimated ('ompletion bate: 0/30/08 Current Completion Date: 6/30/08 



Summary: An Ol'licc 01' Inspeclor (iencral re\.ic\\ u-as initiated a1 Lhc 1,os Alamos National 
1,aboratol-y to determine il'tlie I.aboratorq.'s Material ('ontrol and Accountability (MC'&A) 
I'rc)gl.am \\as pro\,iding timely and accurate inl'ormation regarding (lie inventory. transl;-rs. 
cliaractcristics and location ol'accountablc n~~c lea r  niatc~.ials at the 1,aboratory. I t  was 
determined that. i n  man!. I . C S ~ C C I S .  1112 M('&A PI-ograni prc>\,idcd timely and accurate 
inli>rmation. IIouevcr. eel-tain opportl~nitics fi)r impro\.ing controls o\vr accountable nuclear 
tilatcrial mrre identilied. Sc\cr;~l ~ .eco~n~i~e~ida t ions  \+.erct madct to enliancc 1.0s tllamos' nuclear 
materials accountability program. 

oneMry Immct: The current monetary impact or potential &w@ saviags caa ngt lp 
tennined. 

Open Recommendation: 'l'hc Managctr. 1.0s . l l an~os  Site Of'lice, slioi~ld d i rc~I  1.05 Alanio:, 
National 1,aboralory MC'&A Iiianagclnent to re\ iem the li,rmulatic>n. assignnient. and labeling of 
lot iclcntilicntion numbers ancl iniplcment more standardi7cd methodologies that mould enhance 
controls over and accusacq in accoilnting Sor nuclear niatc'sial. 

Action I'lanned: Re\ ic\b the li)sniulalion. assignmenr. and labcling of lot identilicatio~l numbers 
and iniplcnicnr 11io1.c bta~idal.dii.cd metliodologics lhar \\auld enliancc controls ober and accuracy 
in accounting 101. nuclear niatctrial. 

Status: Nor I'ro\,idc.d 

1 Original Estimated C'ampletion Date: h/30,08 C'urrent C'ompletion Date: 6,30108 



The Nutiottcrl ~Vrrclecrr Secirri?)~ Adtttitti.$trcrtiotz 's C'otz.strirctiott of tr Ratliological/N~~clear 
Cot)~ple-r.fhr tlze Duparttnetzt of I!omeIcit1(/ S~'ci4rity 

I(;-0775 
Scptcniher 13. 2007 

Summary: 111 2005. the 1)cpartmcnt 01.1 Iomcland Sccurit\ cntcrcd into an intcragcnc\r 
agreement u.itI1 tlic National N~~c lca r  Scci~rity :"idministration's Nc\.ada Site Ol'iicc to construct 
the Radiological1Ni1c leas ( ' o ~ ~ ~ i t e r ~ i ~ c i ~ s i ~ r c s  'rest a11ci E\ aluation ('n~iiplcs. The last-tracked 
prc!jcct u a s  sclicclulcd 1;)s completion in February 2007. 1 lo\vc\.cr, in August 2000. with only 68 
perce~~t  ol'tlic co~ i s t r~~c t io~ i  completed. the Nc\.ada Site Of'tice s~~spended work 011 the prc!ject. At 
that time. tlic pro.jcct haci ilicu~-red $20.7 niillion ol'thc total budgeted cost of'$33 mill inn. Based 
on inli,t-rnatio~~ received rcgardi~ig potential cost overruns and delays. an OSiicc 01' Inspector 
(;c~icral rcvicw was initiated to deter~iiinc if the Newda Site Ol'lice liad el'lbctivcly nianaged this 
project. 'flic sevicu revealed that tlie l'ast-track stsatcgl. cmploycd increased risk. yet Ihe Nevada 
Site Ollice liad not taken steps to aggressi\.clj manage tlic pro.jcct. 

ynet .ry Impact: The current monetary impact or potential fbttu~ savings can not be 
&termined. 

Open Recommendation: 7'Iic c\dnlinistrator. National Nuclear Security Administration, should 
establisli Mcniora~idunis 01' Agrceriient prior to initiating Work ror Othcrs prc?jects that. at a 
~iiiriimu~ii. spcci I \ .  rcspo~isihilitics l'or: a )  mo~iitoring contract pcrthrmance, b )  appro\.iug project 
bascli~ics and baseline changes to cost. scope and sclicdulc: and. c )  commuiiicati~ig pro-ject status 
to senior I)cp;~rtment and cilstonicr liianagcnient. 

.Action Planned: 'Plic OIlice o1'I:cclcral Procurement I'olicj. (OFPP)  uiII be issuing fcdcral-wide 
policy gi~iclancc on tlic roles ancl responsibilities ol' F'edcral agencies e~itering Interagency 
Acquisitio~is (IA).  0 I ; I ' I '  will prescribe a te~iiplatcilbrmat for these agrccnicnls to be i~sed by all 
agencies. 'flic tc~ilplatc allou.s 11)s IiII-ins a~ id  modilications as needed to confi)rm to agency 
spccilic clil'lt.rerlccs. l i o~ . e \~c t :  tlie basic Ibr~nat s l io~~ld  be li,llo\\,ed fi)r consistency and clarity for 
all parties. 7'hc tc~~iplatc contains a sta~idard cover slicet. hod!. witli terms ant1 conditions. and an 
attacli~iic~~t 1;)s financial anci accounti~lg data. 7'he National Nuclear Security Administration will 
incorporate this tc~ilplatc. once i s s ~ ~ c d  b> OITP. to i~icludc an! adclitional inli3rmation the 
National 1NucIcnr Sccusity Administration deems nccessar! as a r c ~ l t  ot'tlic review oI'its Work- 
Ibr-Others proccsscs and j>roccei~~rcs. Tlie National Nuclear Securit!, i2d1iiinistratio1i will rc\'ieu 
Work l'or ()tlie~-s processes and proccclut.es ant1 will appl-opriately cstabl is11 roles and 
responsihilitics agrcellicnts. 

Status: Not Pro\,idecl 

/ Original Estimilted Completion l l i~tc:  9'30108 Current Completion Date: 9f30108 



M(rncrgemrtrt ('otrtrols over tlre ffit!forcl Etrvirotrnrentcrl It~jhrmcrtion Systrtn 
OrlS-M-07-06 

Seprembcr 17. 2007 

Summary: 'l'hc I lanli,rd I~:n\~irnn~iicnhl 1nli)rmation S>.stcm (IlI?IS) is designed to collect data 
in suppo~-r ol'clcanup r c q i ~ i s c ~ i i e ~ i ~ ~ .  groiindwatcs monitoring. cn\,ironmcntaI impact statements. 
waste sire rcmcdiatinn and cliaractc~~iza~io~i.  and biologicali~col~gical  nlonitoring. Au Of'lice of' 
Inspector (icncral rc\,ic\\. disclosed thnr I IIIIS did ]lot contain conlplctc. cnvirolimental sampling 
data. 

Monetary Impact: The current monetary impact or potential fuWe savings cm not be 
determined. 

Opcn Recornmendation ( I ) :  I nsurc that cleanup contl-actors sample data is cntercd 
into (11c 1Ianli)l-d I'n\ ~ronmcntal 1nli)rmation System. 

Action I'lanncd: Not I'ro\.idcd 

Status: Nor I'so\,idccl 

I Original Estimat 

Opcn Recommendation (2): I:\aluatc records missing locarion ini'ormation in tlic I Ianlhrd 
E~~vironmcnraI Inli~rmalion S!,slc~n and upclatc as appropsiarc.. 

Action Planned: Not Pro\.iciccl 

Status: Not I'ro\~idcd 

1 Original Estimated ('orrplrtion Date: XI3 IiOX Current C'ornpletion Date: 813 1108 

Open Recommendation (3): Rccluirc participation b] all I l a~ l l i~ rd  Site data o\\ ness in 
a 'Peclinicnl Ad\  iso1.4 (isoup rlia~ is srl.11cturcd lo rcsol\e data qi~alit] issues. 

Action I'lanned: No[ I'so\ idcci 

Status: Not 1'1.o\ idcd 

Original Estimated ('omplction Date: 813 1 108 C'urrent Completion Date: 813 1108 
I 



Summary: As rccluired b] rlie I-cdcral Inli~rniarion Securir\- Managemenr Acr (IyISMA). rhc 
Ol'licc ol'lnspcc~or (iencral condi~ctcd irs annual e\:aluarion to determi~ic \vhcrhcr rhe 
Dcpa~+tmcnt's i~nclassi lied c ~ b c r  securir! program adccluatel] protected data and in lbrmntion 
sysrcllis. 'I'hc re\.ie\c Ibi~nd rhat rlic 1)epartmcnt had raLe11 steps to impro\c c\.bcr security 
pracriccs and contini~ed to riiaintain strong ncr\z.ork pesimctcr dclknscs against malicious 
i~il~-i~dcrs and 011ier exrcr~ial tl~rcars. I 10\vc\~er. ccstai~i proble~iis persisted. and addirional action 
\vas rccli1ircc1 ro 1.ec1~1ce [lie risk ~ ~ ' c o I I I ~ ~ o I ~ ~ ~ s ~  to i~ili)r~iia~ioii systc~iis and dara. 

n([onetuy Impaqt: The current monetary impact or potentialt savings cgn not be 
+termined. 

Open liccommcndation (I): 'The I)cparrnien~ and the National Nuclear Secirrity 
Aci~iiinisrlation ('hiel' 1nIi)rmarion Ollicers. in coordinnrion u.itli the I!ndcr Secrclaries li)~. 
Energy and Science as appropriate should corrcc~. tliroi~gli the i~iiplc~iie~ira~ion ol'nianage~iie~it. 
operational. and rcclinical controls. each ol'11ic spccilic \.ulncrabilitics identilied in the report. 
( I t 1  1hi.i i t i . i / ( / t i c . e ~ .  I I I O  t ~ c ~ c ~ o / t i t i i c ~ t ~ ( l ~ / / i o t i  1 1 . i ( . i  / ) t . o \ ' i t / c , r l  l o  1hc1 ( ' l i i c ; f ' l t ~ f l ~ t ~ t ~ ~ i / ~ i o t i  ( ? f ; / j e ' c ~ t . . )  

Action Planned: IUol I'~.o\,idcd 

Status: Nor l'ro~~ided 

Estimatetl C'oml~lction Date: 0'1 8'08 Current ('omplction Date: '),/I 8/08 

Open liccommcndation (2): 1-lie 1)cpartliient and the Nario~ial Nuclear Sccurir)? 
Adrninist~.atic,n ('liic1'Inli~rmation Ol'liccrs. in coordina~ion \kith the Ilnder Secretaries for 
Energy and Scic~icc as nppropriare should correct. tliroi~gli the implcmcntation 01' 
managemcnr. opcrarional. and reclinical controls. c.acli of [lie speci tic vulnerr~bilitics identilied in 
the rCp0I-r. ( ] t i  1 l l i . v  i t i . v l u t i ( . c ' .  1h~' t ~ ~ ~ ~ ~ o t i i t t i e ~ t ~ i / ~ ~ l ~ o t l  11'1i.5 l ) l ' o \ ' i ( / c ) ~ /  l o  /he1 ( . ) f j i c . c ~  o f ' L : t ~ c ~ t . g j .  t < f f i ~ . i c ~ t ~ c ; \ :  

~ l f i d  R e t ~ c ~ \ ~ ~ l / b / c l  / . 7 t i c ~ t . ~ ~ ~ .  ) 

Action Plannet!: Nor Pro\-ided 

Status: Nor I'rovided 



Original Estimated <'ompletion Date: 0/;0108 Current ('ompletion Date: 0/30/08 

Open Recommendation (3): I'lic rlcpartmcnt and tlic National Nuclear Security 
Administration ('hiel' 1nli)rmatioli Ol'liccrs. i ~ i  coordination \vitli tlic IJndcr Sccrctarics 1'0s 
Energy and Science as appropriatc slioi~ld correct. through the implemcnlalio~i ol' 
management. ol~crational. and technical controls. each ol'tlic specific v~~lncrabilities idel~titicd in 
I lie report . ( I t  I 111i.s i t l . s / c ~ t i ( . o ,  1170 I . c ~ ~ . o ~ ~ I ~ ~ I ( J ~ I ( / ~ I I  i o t i  11 ' (1 . \  j ) t . o l ' i ( l ~ ( /  lo ()fjlic.c) of '  E n l , i t . o t ~ t ~ l e n ~ c ~ /  
.~hlt1(!:'~'111e~111. ) 

Action I'lannetl: Not I'ro\.idcd 

Status: Not I'ro\,idcd 

1 Original Estimated ('ompletion Date: 011 8/08 ('urrent Completion Date: 9'1 8/08 1 
Open liecommendation (4): 'I'lic l)cpartmcnt and (he National Nuclear Sccurity 
Administration ('IiicI'1nli)rrnation Ol'licers, in coorclination \t-it11 the IInder St'crctal-ies for 
Energy and Science as a11p1-opriate should correct. tliro~~gli thc implemc~italion 01' 
managc~iicnt. opcrational. ancl lcclinical conlrols. each ol'thc specific vulncrabilitics identilied in 
the rcpo~.t. ( I t  I l l l i . \  i t l . s l ( l t  I ( . ( , .  l / lc l  t ~ ~ ~ ~ o t i ~ t ~ ~ o t ~ ~ / e ~ l i o t i  11'tl.s / ) t .o13 i ( /oc /  1 0  117~' ()ff ic .cl  ( ? f ' . S c . i c j ~ i ( . ~ . )  

Action I'lanned: Not I'ro\.idcd 

Status: Not I'ro\,idcd 

Original Estimated Completion Date: 0'1 8'08 Current C'ompletion Date: 01 1 8108 

Open Recommendation (5): The Dcpar~nicn( and the National Nuclear Scciil-ity 
Administration C'liicl'lnli~rmation Of'licc~.~. in cool-dination bit11 the Ilndcr Secretaries l i r  
Ihcrgy and Science as appropriate shoi~ld correct. tlirougli the implenientalion 01' 
management. opcrational. and teclinical controls. cac11 of'tlic spccilic vi~l~ierahiliries identified i n  
the rcporr. ( I t?  111i.s i t ~ . s l ( ~ t ~ c . o .  1/10 t . o ~ ~ o t ~ ~ t i ~ ~ ~ t ~ ~ / e ~ l i o ~  \1'(1.\. / ) t .ol ' i ( lc)c/  lo 1 1 1 ~ ~  O f f i c . ~ ~  of ' : ! ;~ / ( ' / c>( l t .  E n e t y y . )  

Action I'lanned: Nor Pro\ idcd 

Status: INot I'rovidcd 

Original Estima ted ('ompletion Date: 0: 18/08 Current Completion Date: 0' 1 8/08 

Open liecommendation (6): l'hc I)epart~iient and rhc hatio~ial INuclear Sccurit) 
Adniinistration ('Iiicl' Inli~rmation OIlicerh. in coordination \t ith the I lndcr Sccrc~nrics l i ~ r  
Energ? ancl Scicncc 21s appropria~c should correcl. Il~rougli llie implcn~entation (11' 



mnnagcliiclir. operational. alid ~cchnical conrrols. each 01'  rlic spcci Hc \,ulncrahilities identitied in 
ttic rc1~01.t. ( I t1 /hi,\. i t i . ~ / r / t ~ c ~ ~ ,  / h e )  t.cjc.oti1t11c~t1rlri/io1i \ I , ~ / , Y  j ) t ~ ) ~ - i r / c ~ r /  10 /he) () f j icx~ of ' (  ' i \ * i / i ~ / n  

Rr/r/ioric,/i~.rt IZ ;/.\/c .\lr/tlr/gcjtiic>t7/. I 

Action I'lanncd: 2 detailed p~ogram~natic implc~iic~itatioli plan. incl~~ding a Plan 01' Actions 
and Milestones Iias been dc\clopcd. and was pro\ idcd to tlie I lndcr Secretarj by rlic O l X c e  01' 
( ' i \  ilian Radroacri\c Waste hlanagcmelit 1)irccror oli .4~1gi1st 20. 2007. A project mariagcment 
appsoacli u i I I be u t i l  i7cd tlirouglio~it the l i  l>cj c Ic ()I' the Prograni ('J bcr Sccuritl Plan'\ 
implcnicntatio~i. and progl~ss  \ \ i l l  be assessed on a qi~artcrl! basi\. Major issues or ~~nfbresecn 
resource coli.\traints m i l l  bc I I ~ O I - O L I ~ I ~ I J  ili\c.\tigatcd. atid rele~ant concerns iuid mirigalii~g 
action\ \ \ i l l  be rcpo~-tcd to [lie Ol'lice ol'thc I 111de1. S e ~ ~ ~ t i l r ~  ;111d the ('hiel' Inlbr~iiation Ol'liccr as 
appropriate. 

Status: N o  ('liangc in Sratus 

1 Original Estimated ('ompletion Date: OII108 Current ('ompletion Date: 9lliO8 

Open Recommendation (7): The I)cpartmc~it and rlic Natialial N~rclcar Security 
Adminisrration ('IiieI'Inli~rmation Ol'licers. in coordination ~ . i t l i  tlie I I~idcr Secretaries l i r  
111ict-gy and Scicncc as appropriate should cosrect. tlirougli the iliiplcmcntation ol'nianagcliicnt. 
opcrariol~al. and tccli~iical controls. each ol'~.lic s~~cc i l ic  \~~ilncrabilitics identilied i l l  tlic report. 
(It7 /hi.\. i t l .~/r/t ic.c~, / h e '  t . c ~ ~ ~ o t i ~ t ~ i c ~ t i r / r / / i o t i  \ I . ( / . \ .  j ) t .o\, i r i~~r/ l o  11iej ()ffic.c c?f'E~.ot7oti1i(. l t i ~ j ) r ~ c ~ /  r/nr/ 

D i \~c~ i , , ~ i / . ~ , .  ) 

Action Planned: IVot I'~-o\.idcd 

Status: Nor Pro\,idcd 

Original Estima tcd C'omplction Date: 1213 1 /07 C'urrent ('ompletion Date: 1313 1107 

Opcn Recommendation (8): 'l'lle I)cpart~~icnt and tlie National Nuclear Securit!. 
Adliiinistration ('Iiicl'11lli)rmatioli Ol'liccrs, in coordinatioli \\.it11 tlie Il~idcr Secretaries (or 
Energy and Science as  appropriate S I I O L I I ~  correct. tliro~~gli tlie i~nplc~iientation ol'ma~iagenic~it. 
opcratiolial. and techliical c ~ ~ i t r o l s .  cacli ol'tlie specitic \~ilncrabilities idelltilied in tlie report. 
( I n  /hi.\ iti.~/rttic.c~, /1io t ~ c ~ c ~ o t i ~ t i 1 c ~ t 7 t / r / / i o t i  \r.r/.s pt.o\)it/c)r/ /o  /he ()ffjc.e c?f'l,egrlc:~> .hlr/nrtgc~itien/.i 

Action I'lsnned: I I1c Ol'lice 01' 1,egacj blanagcmcnt \ \ i l l  ti)llo\x g~lidalicc pro\ idcd \ ia the 
Ilnclcr Sccl-cral.~ ' \  Prograni C'! bcr \ecurity Plan. 

Status: Not I'ro\,ided 

Original Estimated C'omplction Date: 0 18/08 ('urren t Completion Date: Oil 8/08 



Open Kccommendation (9): .l'lic I>cpart~nc~it and the National Nuclear Securit) 
Administration ('hiel' Inli)r.~nation Ol'licers. in coordination \\,it11 the I inder Secretaries Ibr 
linergy and Science as appropriate slinulcl corr.cct. tliro~~gli 1 . 1 1 ~  implementation 01 '  
manngcmel~t. operational. tllid technical controls. each ot'tlic spccilic \r~~Incrahilities identilieel in 
tlie report. (111 1l1i .v  i t ~ . v l t / t l c ~ c ~ .  I / I L J  t.('(.ot11tj1cjn(/(/tiot7 1 1 ' ( 1 . 5  / > t . o ~ * i r / ( ~ d  l o  t h e  : l ( / t i ~ i t ~ i . ~ l t . t  / t o t . .  . ' \ . '~l t iot7~1/  
h r ~ r c . / c ~ r r t -  LSc)c,r / t , i! \3 . . l t / t j l i t ~ i . v l t . c ~ t i o t ~ . )  

Action Planned: I I I C  National Niiclear Securitj Administration \ + i l l  lakc appropriate action. i f '  
nccdcd. to corrcct the speci lic 111 Inerahi l ities identilied in this rcport. 

Status: No ('linngc in S t a t ~ ~ s  

Original Estimated ('ompietion Date: 6130108 C'urrent ('ompletion Date: 6/30108 

Open Recommendation (10): 'I'lie Department and tlie National Nuclear Seci~rity 
Administration ('hiel'Inli)~-matio~i Of'liccrs. in coordination ivith tlie lJ11der Secretaries t i ) r  
Energy and Science as al~prol>t.iate s l io~~ld correct. through tlie implemcntatio~l ol'management. 
operational. and technical controls. each ol'tlie specific \.~~lnel.abilities identilied in the report. 
( I n  t h i , v  ; ~ . Y / ( I ~ ~ L . C ~ ,  I / I L >  t ~ c ~ c ~ o t ~ ~ t ~ ~ o t ~ ~ / ~ ~ ~ j o t ~  \ I , ( I , S  p t ~ ) ~ , i c / c ~ ( /  t o  I ~ L )  ( ? f / j c , e  ( ? f ' F o , v s i I  Enot.:il..) 

Action Planned: 'I'lie Ol'lice 01' Fossi I I:nergj, has a n.cll-clclincd system inventory that is 
~~pdatcd  and ~.eported cluarterlq.. Each sqstem has a I-ecelltlj. conipleted ('ertification K: 
Accreditation and the subsequent ~\utIiorit! to Operate granted bj, the Designated Approval 
Authority. I~~acli s),stem h;ls a contingenc'q. plan ciocunlented \vliicli is tested on an anni~al basis. 
Each system liacl "tabletop'. testing cnmplctecl in September 2007 M-i th  the participation ol'an 
independent external testing authorit>.. No additional programmatic action is neccssarq,. 

Status: No ('hallge in Stati~s 

/ Origins1 Estimatetl ('onlpletion 1)ate: 011108 Current <'ampletion Date: 9/1/08 

Open Recomrncndation ( 1  1 ) :  'I'he Ilepartme~~t ancl 1.11~. National l\Iuclear Sccuritj. 
Administration ('Iiicl'lnli~rmation Ol'licers. in coordination ivitli tlie 1 lnder Secretaries tbr 
Energy and Science as appropriate slioulci ensure that de\-clopmcnt and implementatio~i of'cybes 
security policies. including I'rogram ('yber Security Plans. are in accordance with appropriate 
F7cderal iuid 1)epart ~ n c n ~ a l  teclui rements. (In /hi.? in .v tc / t7c .c j .  1 / 1 0  ~.c~c~ot~~tnc~t~dr/ l io t~  1 1 . ~ 1 . ~  / ~ t - o ~ > i t i c d  lo 

[lie ( ) f f i c c )  c ? f ' / l t ~ c j t ; q ~ ,  I ~ f j i c ~ i c ~ t ~ c ; ~ .  ( I ~ I ( /  R e t ~ c ~ 1 1 . t r h l e  / : ' t~o t .x \ . . )  

Action Planned: Not Pro\,idcd 

Status: Y ot I'ro\,ided 

I 1 Original Estirna tcd ('ompletion Ila te: 0130108 Current Completion [)ate: hIj0.'08 1 



Open Recommendation (12): 'l'lic Department and the National Nuclcar Security 
Administration ('liicl'Inli)rmation Ol'liccrs. in coorclination \z, i l l i  tlie I lndcr Secrctaries l i~ r  
Jlncrgy and Scicncc as appsop~.iate should ensure that dc\,clopmcnt and implcmentatio~i of'cybcr 
security policies. inclueling Program ('>,bcr Securit?. Plans. are in accordance \?iilh appropriatc 
Iycclcral and I>cpartnicntal rc.cluircments. / / t i  tl1i.s itl.c.t(~tic,c. tlic t~ec~otiinic~ti(/(~tionon 11~(1.s / )ro\) i~kt /  to 
/lie 0f)ic.c~ of'l:ti\,i~.otitilc~,~~~~/ .Zl~~ti(~~yc~~iieti/. j 

Action Planned: Not Pro\.idccl 

Status: Not I'ro\.i~ic~I 

/ (Gginal  Estimated ('ornpletion Date: 0'1 Xi08 ('urrent Completion Date: Oi 18/08 

Open Recommendation (13): l'lic 1)cpartmcnt anci ~ h c  Nalional Nuclear Security 
Administralion ( 'liicl' Inli)rmation Ol'liccrs. in coordination w.itli (he I Jndcr Secretaries Ihr 
Energy and Scicncc as appropriate should ensure that dc.\;elopmcnt and ilnplcmentation ol'cyber 
security policies. including l'rogranl ( 'J her Security Plans. arc in accordance with appropriatc 
I'ccic.ral and I)cpart~iicntaI rccluirctiictits. ( / t i  tlli.s iti.~/(1t7~.c~, the t,c~c~otiin1c~t1tl(IIion \ t , c ~ , c  /)tw\~itied to 
/lie. 0f)ic.c~ o /'l~i).s.sil / :~ ICI .~ . I> .  / 

Action Planned: l'lic Ol'licc ol'1:ossil Energy has dc\.clopc.d and issued n new P('SP in March 
2007. 'l'lic IY'SI' policj rcllects the latest guidelines p~tblishcd at thc time. Ongoing ct'f'orts to 
~ ~ p d n t c  llic IY'SI' arc t~lldcr\\x>. 

Status: Not I'ro\ idcd 

1 Original Estimated ('ompletion Datc: Oil/OS 1 Current Completion Date: 0 1  I I08 ~ 
Open liecommendation (14): rPlic 1)cpartmcnt and tllc National Nuclear Security 
Admi~iistration ('l~icl' Itilbrmation Ol'liccrs. in coordination \\.it11 tlie I lndcr Secretaries l i ~ .  
I'ncrgy and S c i c ~ ~ c e  as appropriate sliould ensure that dc\.eIop~nent atid implementation ot'cyber 
security politics. incli~cling Program C74;bcr Sccuritq. Plans. are in accorciancc w.ir.li appropriate 
1:cdcsal and Ilcpart mental ~.cquircments. (111 t11i.s i t~ . s~~~ t i c~c~ .  t / l c ~  t-c~c~ot~it~lc~n(/(~/ion \ I . L I . S  /~t.o\~i(/c~d /o 

thcj (?ffic.c, ~f'A'lic./c~c~t, I 7nc~ t : (~~~ .  ) 

Action I'lanncd: Not Pro\ idcd 

Status: N o [  l'roviclcd 

Original Estimated <'ompletion Date: 0; 18/08 C'urrent Completion Date: 01 1 8/08 

Open Recommendation (IS): The 1)cparttncnl and the National Nuclear Sccuritj 
Administration ~'liicl 'lnlbrm~~tioti OI'liccr\. in coordination uith the I lncler Secretaries for 
Energ) a11d Scicncc a s  al>psopt.iatc \ l io~~ld  ensure lhat de\clop~ncnt and implcnicntation o f c j  bcr 
securitq policies. i~rcluding I'rogt.a~ii ( ' J  ber Securitj Plans. are in accortlanee with appropriatc 



Action Planned: Not I'ro~ idcd 

Status: Not Pso\ idcd 

1 Original Estimated ('empletion Date: 011 I08 Current ('ompletiorl Date: '11 1 I08 

Open Recornmcndation (16): 'l'lie I)cpartmcnt ancl the National Nuclear Security 
Administri~tio~i C'Iiic.1' Inli~r~iiatioii Ol'liccrs. in coordination with tlie ljnclcr Sccrctaries h r  
i{ncrgy and Science as appropsiate sliould ensure that devclopnicnt and implementation of'c\rber 
security policic.~. i~iclucli~lg Program C'J-bcr Sccurit!. I'lans. arc i n  accordance ~ v i t l i  ap])ropriate 
Fedcral and I>c~~artmcnr al ~.cclui rcmc~i ts. ( I t1  ti1i.s j t ? . s / ( ~ t i c ~ c ~ ,  / he) t . c ~ c ~ o t ~ i t ~ ~ c ~ n r / ( i / i o t ~  L I Y I . S  /~t*o\,idcr/ t o  

/ / I ( )  Of/jc,c, (?/'/<c,onot~~ic. lt)~/~ric./ r ~ t i ( /  I)i\lc)t..si/.~,. 

Action I'lanncd: Not I'~.o\.idcd 

Status: Not I'ro\,idcd 

Original Estinlated ('on~plction Date: I?!; 1/07 C'urrent Completion Date: 1213 1/07 1 

Open Recommendation ( 1  7): '1 lie Department and the National h ~ ~ c l c a r  Seeusit\ 
Administration C'hicl' Inli,r~iiation Olticcrs, in coordination M itli tlic Ilnder Sccrctarics 1;)s 
Fnergj and Science as appropriate s h n ~ ~ l d  ensure that d c ~  clopmcnt and implementation ol'cybcr 
sccurity policies. including Prograni ('1 bcr Securit) Plan>. are 111 accorclance wit11 appropriate 
Federal ancl I)epart~ilcntaI rccluircmcnts. (In /hi\ inslrrnr.~ / / l o  t.c~c.ot?ltt7c~nr/r1/ion \ t  C I \  / ~ t .~ \~ ide~r /  /o 
the) 0ffic.o o f  1 c ) p  1cjJ ~ I ~ I / ~ L I ; < ~ J ~ ~ I O ~ I /  I 

Action Planned: I lie Ol'licc 01'1 cgac) Management agree:, nit11 tlie recommendation and 
\\elcomes the opporturiitj to pro1 idc coliimcnts on policies prior to their nl'licial issuance. 

Status: Not I'rnvidcd 

1 Original Estinlatecl ('omplrtion Date: el/I 8;OX Current Completion Date: 0/1 8/08 I 
Open Recommendir tion ( 18): 'I'he ilcpart liient and the '~Nationrd Nuc leas Sccurit~, 
Administration C'liicl' I~iIhrmation 01'1?ccrs. in coordination \+-it11 the [Inder Secretaries Ihr 
Ix~iergy and Science as appropriate sliould ciisure that dc\~elnpmcnt and implementation ol'cybcr 
sccurity policies. inclutli~ig I'rogram C'~,hcr Security I'lans. are in accordance with appropriatc 
t~cclcral and I)cpartmcntal rccluircmc~~ts. (In //ii.s it?.s/ritie~c~, / / I O  t . ~ c ~ o t t ~ r t ~ c ~ ~ ~ l / ~ ~ / i o t ~  \13~1.~ /)t-o\>i(/cld to 
/hc ( ? / / j c , ~ ~  o f'.Sc.ic~tic.c,. ) 

Action Planncd: Not Pro1 iclcd 



Status: Not 1'1.01 idcd 

Original Estimated C'omplction [)ate: 011 8 / 0 8  Current ('ampletion Date: 01 1 8 / 0 8  

Open Recommendation (19): The Ilcpartmcnt and the National Nuclear Sccurit~. 
Aciministratioli ('Iiicl'lnli~rmution Ol'licc~.~. in coordination \~.i th the Ilnder Secretaries li)r 
I-nt'rgy and Scicl~cc as appropriate should cnsure that dcvc.lopmcnt and implementation of'cybcr 
securil) policies, including I'roglxrn C'\.bcl Securit~. Plans. arc in  accordance with nppropriatc 
Feclcral anci I )c.partmcnta l rcclui rcments. ( I t1  I / I ~ , Y  in.v/ l~t~c~c~, 1/10 I . C > L . O ~ ~ I ~ ~ I C J ~ I L / ~ I I ~ O I I  \~.LI.Y /~t.o\- i l ied 10 

/ho . , l~ l t t~ i t~ j .s /t.l~/ot., .!i11 Iot1l11 . ! ' ~ I C , / C J ~ I ~ .  .Sc~c.l~t.i/j~ . ~ I ~ / t t ~ j t ~ j . ~ / t . l ~ / i o t ~ .  ) 

Action I'lannctl: Tlic National N~~c lca r  Securitj- Administration lias taken care to ensure that all 
cybc~- sccurit). policies arc in accordance \ j ~ i t l i  ~ h c  Depart~iie~it's C'liieS 11ili)rniation Ol'ticcr's 
policics. which cnli,rcc tlic 17cdi.ral r~'~1~1irc1iieits li)r c).ber scc~~ri ty .  I 1om.evcr. the National 
NucIcar Sccurity .Ad~iii~iistration is \$-orking closely mith the Ot'iicc ol'the C'IiicI' InIhr~nation 
Officer and lias 111odi lied its ow11 policics. as ap17ropriate. 10  bring them ~iiol-c illto line with tlie 
rest ol'thc [)cpart~iic~~t.  

Status: Not I'ro\ idcd 

Original Estimated ('ampletian Date: 0 /30108  Current ('ompletion Date: 6/30/08 

Open liecommendation (20): 'Flit. Dcpartnic~it and the Natiolial Nuclear Sccurit) 
Administration ('Iiicl'Inli~rmation Ol'liccrs. in coordination \tit11 tlie 1 r ~ d e r  Secrelaries li,r 
Energy and Scicncc as appl.opriatc should ~ I I S L I ~ C  thal dc\elopmcnt and i~nplcmentation ol'cybcr 
security policies. including I'rograli~ ('\.her Security Plans. are in accordance with appropriate 
Fcdc~al and 1)cpartmcntal SCCILI i remcnls. (111 /hi.\. i r~. \ . / l~n~.c.  lllr' ~.cc,ott~t~~c~n(/t~/iot? 11'l1.\. /II.~I'I'L/LJLI 10 

/hc> (?f f i c . r )  of l l lc ( ' l l i ~ ~  / ' l t1 fOt . t1r~11iot1 (?f/ic.ss. ) 

Action Planned: Not I)ro\~ictcd 

Status: Not l'ro\.idcd 

1 Original Estimatecl C'ompletion Date: Oil 8/08 Current C'amplction Date: elll 8 / 0 8  

Open Recommendation (21): 'l'lie l)cp;ir~iiie~it and the National Nuclear Security 
Adrninis~ratio~l ('Iiicl'Inli\rniation Ol'licers. in coordinalio~i u.itli  he Ilnder Secretaries Ihl- 
Energy alid Sciclicc as appropt.iate should perform complia~icc n~onitoring activities to ensure tlic 
aclequac!. of' c y bcr sccuri pt-ogra~ii pcrfi)rlnance. (111 /hi.\. in.~/llnc,c, 1l1c t . c ~ c ~ o t ~ ~ t ~ ~ s l ~ r / l ~ / i o t ~  1 1 . ~ 1 . ~  

/ I ~ O \ ~ ; L / ~ L /  10 1/10 ( ? f j i c ~ ~  ( ? / ' ( ' i ~ - i / i ~ ~ t l  R ~ I ~ ~ O ~ I C I ~ \ ~ C J  \ I ~ I . \ . / ~ J  . I / ~ I ~ ~ ~ I ~ o ~ ~ I o I ~ I . )  

Action Planned: 1Uot I'ro\.icicd 

Status: Yot Provided 



Original Estima tecl C'onipletion Da tc: 01 1/08 ('urrent C'ompletion Date: 0, 1 / O X  

Open Recommendation (22): 'I'lic r>cpartmcnt nnil  the hational Nuclc:lr Security 
Administration ('liicl' Itili,rtnation Ol'liccrs. in coordinniion n.i~li the Ilndcr Secretaries for 
E~lesgy a~icl Scicncc as appropriate slio~~ld perlbrm compliance monitoring activities to ensure the 
acicquaq ol'c\-ber scc~tsity program pcrli)rmancc. (111 1hi.c. i~i.~ll~nc.c~, /he' I . L J ~ . O ~ I ~ ~ I ~ L ~ I ~ ( / ( I I ~ O I I  \ ~ ' ( I . Y  

1 ~ 1 ~ 0  l l j L  1 to I I ~ ~ J   of/;^.^) ~ ~ L ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ L ~  I I I ~ ~ ) ~ ~ ~ . I  l l t ~ l /  r);l,e~t.,~it.l..) 

Action I'lannetl: Not I'so\ ided 

Status: No[ I't.ovidcd 

I Original Estimate(l ('ompletion Date: 12'3 1107 C'urrent C'onlpletion Date: 1213 1/07 

Open liccommcndation (23): Tlic Dcpar~mcnt and tlic National Nuclear Security 
Administration ~'Iiiel'lnli~rmarion Ol'liccrs. in coordination \$.it11 tlic (Jndcr Sccretarics l i~r  
Ilnergy and Scicncc as appsopriatc s l io~~ld pcrhrm conapliance tiionitoring acti\'itics to ensure the 
adcq~~ac!. o 1' c~ -bc r  sccurit\, progralai pcrli,r~iiance. (111 ~/ii.c. iti.sltr11c.c. /he t ~ c ~ ~ ~ o t ~ i ~ ~ i c ~ t ~ ~ / ~ i ~ j o n  IIILI.Y 
prol~jl1L~Ll 1 0  /he> (?[j;c.c) ( ? f ' I , c ~ ~ < ~ l c : l ~  . ~ l l l l 1 l i ~ c ~ t l l c ~ ~ l l . ~  

Action I'lanned: 'l'lie Ol'lice 01' I.cgac! Vanngcmcnt agsees \ i i t h  the rccommcndation and will 
participate nlicn periodic rests arc estahlislicd. 

Status: Not I'so\ idcd 

1 Original Estimatecl Cxonlpletion Date: 0, I Xi08 C'urrent C'ompletion Date: 0'1 8/08 

Open Recommendation (2-4): '1 lie I)epartnictnt arid the hational IV~~clear Sccuri(j 
Aciriiinistratiot1 ('hiel' Inli,rniatiori Ollicers. in coordination u it11 tlic ~J~ii lcr  Sccrctaries li)r 
1;ncrgl and Scicncc as appropria~c \liould pcrli)rm co~iipliance nionitoring activities to ensure the 
adccluac! o l ' c~bcs  scc~lrit! prognim pcrlbrriiancc. (In 1h15 iti$/l/tic.c>, /hcj rec~ot)it~i~~n(/ll/ion \ t l ( l$  

~ ~ ' o \ ~ i c l c ~ l  lo 1/10 0ff;c.c~ of Sc ic)~ic c. ) 

Action Planned: Not I'ro\,idccl 

Status: Not I'rovidcd 

1 Originill Estimated ('omplction Date: OII 8/08 C'urrent C'ompletion Date: 0'1 8/08 

Open liecommentlation (25): 'l'hc I)cpasttiic~it and the National Nuclear Security 
Administsatioti ('liiel'I~~li,rtiia[ion Ol'liccrs. in coorciinatio~i n.itli the IJndc~ Seeretasics li,s 
Energy and Scic~icc as appsopriatc slio~~ld pcrlhrni compliance moliitoring activities to cnsurc the 
adecl~~acy oI'c!.bcr scc~rritj. program pcrli)rma~icc. (In I / ? ~ . Y  iti.c/[lnc.c, /lie t .c~c~o~)inic~n~l~~/ ion 11~c1.v 
~ ~ ' o ~ ~ i c l c ~ d  lo I ~ L J  Of/ic.ci of'iho ( ' / ~ i c j / ' l t l f o ~ ~ t ~ i ~ ~ ~ i o t i  Ofjic.~)~.. / 



Action 1'l;rnncd: N O I  1'1.o\ i ~ l ~ ~ e i  

('ornplctian Ilatc: O.;O.'OX ( 'urrent  <'ornpletion Ilatc: 6/.30!08 1 

Action I'laanccl: No1 I'r.o\ idc.cl 

1 Original I<\tiiaatcd (on lp lc t i en  flatr: 6'30 O X  C'urrcnt ('anlplction I)iltc: 0i;OlOX 

Action I'lannccl: No1 1 ' 1 . 0 ~  idccl 

Status: UOI I'r.o\ idcd 

<'omlllction 1)atc: 0118,'08 ('urrcnt ('ompletion Date: ','IXiOX 



Opcn Kccommcndation (29): 71'lic Department and the National Nuclear Security 
Adminislration C'Jliel' InIi,r~nation Ol'liccrs. in ~(~(lrdination \ \ i t11  the IIndcr Sccrct:~rics iilr 
Energ!. and Scicncc as appropriate sl~ould pcrli~rm cclnlpliancc monitoring activities to ensure tlic 
adccluaq, ol'cybcs sec~~rit!. prograln perli~r~llance. (111 1lii .s ~ ~ I . s I ~ I ~ L . c ~ .  I ~ L '  I ~ C ~ C ~ O I I I I ~ ~ ~ J I I ( ~ ~ I I ~ O ~  I ~ ' L I , Y  

pr+o ~ . i l / o ( /  1 0  / / I C J  (?ff;c,cj o f  F - o , ~ . s i /  F , ~ ~ I L ~ I . ~ . \ ~ .  ) 

Action I'lanncd: 'l'lic Ol'licc 01' 1:ossil 1:ncrgy reports cluartcrly to the Ol'licc ol'tlic C'liicl' 
Inli~rnla~ion Ol'liccr regarding \.;lrious 1:cdcral Inlilr~liation Security Management Acl nleasures 
and is issued n q~larlcrl! cybcr scc~~rit!- scorecard (currcnllq. "green"). Tlic Ofiicc of 1:ossil 
Energy alho cond~~c t s  vulncrabilit!. scanning orall sj-stems o n  a 111ontIily basis. 'l'lic OfTicc of 
1-nssil I11icrg! has ~ ~ ~ i d c ~ . g o ~ i c  a recent pcrti)r~ma~icc s c \ ~ i e \ ~ ~  a~ ld  lindings ti-om perlilrmance 
measures arc reported ancl correcti\.c ac~ions arc implcnicnted. No additional work is required at 
this time. 

Status: Not I)ro\.idcci 

/ Original Estimated ('omplction Date: OII I08 Current Completion Date: 011 / O X  

Opcn liccornnicndation (30): Tlic Ilepartmcnt and the National l\luclc.ar Security 
Administration ('hiel' Intill-mation Ol'ficcrs. in coordination \ ~ . i t l l  the I Indcr Sccrctaries li)r 
F:ncrgy and Scicncc as approlx-iatc sliould pcr1i)rm compliance monitoring acti\lities to ensure the 
adcquacq- o l 'c~.her security program pcrfilrmaucc. (111 I / I ~ , S  ~ I ~ , \ I L ~ I I C L ~ ,  1/10 I ~ C ~ L ~ O ~ ~ I ~ I ~ ~ J I I ~ ~ ~ ~ I ~ O I I  i v l t , ~  
/ ~ o \ * i c l ~ r l  lo  1/10 ( ) f / ic .c '  c?  f . l ' i ~ c , / c ~ t  rt. E t l o l . ~ ~ . .  / 

Action Planncd: Not PI.()\ idcd 

Status: Not P1.ovidc.d 

1 Original Estimated C'omplction Date: O/IX/OX Current Completion Date: 9/18/08 

Open Iiccommcndation (31): The Dep;~rt~iicllt and the National N~~c lea r  Security 
Adminis11.ation ('hiel' Inl;,r~natioli Ofliccrs. in coorclination u-it11 the Ilnder Secsctarics for 
Energy and Scicncc as appropl.iatc s l io~~ld  ensure that the Plan of'Actio11 and Milestones 
(PC>A&M) is utilized as a managclncnl tool lilr prioritizi~lg corrcctivc acticl~ls ancl tracking all 
known c!.bcr s c c ~ ~ r i  tq,  \~~c;~li~icsscs to co 1i1p lc~i011. ( I n  /hi.\. i n . s l t r l ~ c . c ~ ,  iho r.c~c.o,i~~~lent/(~/io~~ \I'LI .Y 

/ ~ t . o \ ~ i ( / c c /  10 1/10 ( ? / / ~ C . C J  1/10 ( ' / ~ i c ~ f ' I t l f i ) t ~ r ~ i t ~ ~ i o t ' ~  (?f f ;c ,c~t . . )  

Action Planned: Not 1'rcn.idccl 

Status: Not ['rc>\,idccl 

r Original Estimated Completion Date: UII 8/08 Current Coniplction Datc: 0!18/08 
- - - -- 

Open Kccommcndation (32): 'l'lie I)cpartnicn~ and the National N~iclcal- Security 



Administralio~i ('hiel' Inli,rmntion Ol'liccrs. in coo~~dinntion ~ v i t l i  the I j11dcr Sccrclarics Ihr 
Enc'r-gy and Science as appsopriatc S I I O L I I ~ I  ~ I I S L I S C  tliat [lie Plan of' Action and Milestones 
(T'OA&T\il) is ~~rilizcd as a managemelit tool l i ~ .  prioritizing corrccti\.e actions and trackirig al l  
known cybcr secu~.it\. u~cakncsscs to completion. (111  hi.^ i ~ ~ . q / ( i t i c . c ~ ,  / he )  ~ . c ~ c . o t t i t t i c ~ / i [ / ~ ~ / i o t i  I I ~ [ I , Y  

/ > t ~ ) ~ , i [ i ~ l ( /  l o  / / I ( >  (?ff;c,ci ~ f ' / < / l c ~ t . g ~ ,  l<f j ;c , ic~t ic ;~ ,  [~n l l  R c ~ t ~ c ~ \ t ~ ( ~ / ~ / ~ ~  Eticl / .gj , . )  

Action I'lanncd: Not I'ro\.idcd 

Status: Not ['so\ idcd 

/ Original Estimated ('ompletion Date: 6'30'08 Current ('ompletion Date: 0130108 

Open Rccommcndation (33): 'l'lic Dcpartnicnt and the National Nuclear Securil!, 
Administration ('liicl' Inli~rmation Ol'liccrs. in coordination \+.it11 Ihe Ilndcr Secretaries li>r 
Energy ancl Scicncc as appropriate shol~lcl ensure tliat tlic l'l~ui 01' Action and Milcsto~ics 
(POA&iVl) is utilized as a ~iianagc~iicnt tool prioririying corrccti~c actions arid tracking all 
known cybcr sccurit>. \i:cakncsscs to completion. (1'11 / h i , s  iti.s/(ltic.o, /he> t . e ) c , o t ~ ~ n i c ~ t i d ~ ~ / i o ~ ~  \I,LI.Y 
/ H - o I ~ ; L / ~ ~ L /  10 / / ICJ  ( ? f j ; ~ , c ~  ~ f ' l ; ~ i l , i ~ . o t i t t i c ) t i / ~ ~ i  . ~ I ~ I ~ ( I ~ ~ ~ I I I c J ~ ~ / . )  

Action Planned: Not I'ro\.idcd 

Status: Not I'~.o\.icIcd 

1 Original Estimated ('ompletion Date: 0 1  18108 C'urrcnt Completion Date: 91 18/08 ~ 
I 

Open Rccommcndation (34): 'fhc I)epart~iie~it and tlic National N~~clcar  Sccurit!. 
Administration ('hiel' Inlbsmation Oi'ticcrs. in coordination \vitli the I. l~idcr Secretaries 1;)s 
Energy and Science as approprintc S ~ O L I I C ~  cnsLlrc tliat tlie Plan ot'Actio11 and Milestones 
(POAkM) is utili;/cd as a management tool ti)r priorili/ing corrective actions and tracking all 
known c!.bcr sec~~sit! \+~c;~k~icsses 10 coniplctio~i. ( / t i  /hi.(. i / i . v / r ~ t ~ c ~ c ~ .  /he I . ~ ~ ~ ~ o I ~ ~ ~ ~ ~ ~ J I ~ L ~ ~ I / ~ o I I  11.~1.~ 
/ > t . o ~ , i [ / c ) ~ /  /o / / I ~ J  (?fj;c.c~ ~ f ' / . . o . ~ , s i /  ~ < I X J / . X I , .  ) 

Action Planncd: Progress rclati~c to POtI&hll's arc repol-led o ~ i  a cluurtcrlq basis to tlic Ol'ticc 
ol'tlic C'liict'lnli~rmation Ol'liccr. tIccountahility li)r \crilication ol'compIc.teness is required 
prior to closco~~t .  

Status: Not Provided 

Originill Estimated C'onlpletion Date: 91 l i08 ('urrent 

Opcn Recommendation (35): I lie 1)cpartmcnt atid tlie Yational Nuclear Scc~~ritq 
Administration ('liicf Inli,rmation Ol'liccrs. i ~ i  coordination n i t h  the Ilnder Sccrctasies li)r 
l'11crgy and Science as appropriate sIio~1Ic1 L ' I I \ L I ~ C  thal the Plan of Action and Milestones 
(POA&h/l) is utili/ccl as a m,Iliagcmcnt roo1 Ibr prioriti7ing corrccti\t' actions and tracking all 



known c!,bcr S ~ C L I  ri t ) .  ~~c ; lk~ ic s se s  to c ~ ~ i i p  let ion. ( I n  / l~ i . \  it~.\./rrnc.c', / h e )  t . c c . o t ~ ~ t ~ ~ c ~ t ? ~ / r ~ / i o n  1 1 ~ ~ 1 , v  
p r o l > i r / c ) r /  10 / h e 1  (? f f ;c . c )  O /  . ~ ' l l c ~ / c ) r / t '  / ~ t l ~ ' t ' g l ' . )  

Action Planned: Not Pro\ idcd 

Status: Not I'ro~ idcd 

Original Estimatctl Completion Date: OlIX/OX ('urrent Completion Date: 011 8/08 

Open liccommcndation (36): 'l'lic Ilcpartmcnt and tlic National Nuclear Sccurity 
:\d~iiinistration C'liicl' Inlhrmation ()l'licc~.s. in coordination \\.it11 the I lndcr Sccretarics Sor 
Energy and Scicncc as apprnl7riatc should ensure that tlic Plan ol'Actio11 and Milestones 
(I'OA&M) is ~ ~ t i l i ~ c d  as n managenlent tool Ibr prioritizing ccorrccti\.e aclions and tracking all 
known cj~bcr scc~~r i ty  \\.cakncsscs to completion. ( I t ?  /his i t ~ . v / r ~ t i c ~ c ~ ,  /he ~ + L ~ C O ~ ~ I ~ I I L ~ ~ ? L / L / / ~ O ~ ~  \ t x r ~ . v  
/ x , o  ~ ? i r / c ) d  1 0  1 1 1 ~ ~  ? f f i c . c )  O/  ' i \ . i / i u t ?  I ? r / r / i o r  ~ c , / i \ ~ )  l V r / . v / ~ >  .\ / [ / ~ I L / ~ L > ~ T I L > ~ ~ / .  ) 

Action I'lanned: Not l'ro\ idcd 

Status: lUot I'~.o\.idcd 

/ Originial Estimated ('ompletion Diate: 011 108 Current C'ompletion Date: Oi 1 ! 'OX 

Open Recommendation (37): 1-lie I>cpartmcnt and the National Nuclcar Security 
:\drninis~r;ltion C'liiel'l~ili~rnia~ic~n OSiiccrs. in coordi~iation \\.it11 the I Jndcr Secretaries k)r- 
Energy and Scicncc us appropriate s l io~~ld  ensure that the I)l;ui 01' Action and Milestones 
(POAkh4) is ~~t i l izcd as a nianagcmcnt tool l i ~ r  prioritizing corrective aclions and [racking all 
kn0u.n c!.bc~ security \\-cakncsscs to completion. ( I t ?  117i.v i t ~ . s / r ~ t ? ( x ~ ,  /he t . e c . o t ~ ~ t ~ ~ c ~ t ~ ~ / ~ / / i o t ?  \ t . r / . v  
/ ~ t , o \ ~ i r l c ~ ~ /  10 1 1 7 ~ ~  ( ? f f ; c , c )  O/  E c . o t ~ o t ~ ~ i c ,  I ~ I I / I ~ I C . /  ~ / t ? r /  l ) i ~ ~ c ~ ~ ~ . v i / ~ \ ~ . )  

Action Planned: lUot I'ro\,idcd 

Status: Not Provideci 

/ Original Estimated ('on~pletion Di~te: 1213 1 I07 C'urrent C'ompletion Date: 121'3 11'07 1 
Open liecommendation (38): 'I-lie Department and the National Nuclear- Security 
:Idministration C'liicl'InIi)~-mation Ot'ficcrs. in c o o r d i ~ ~ i ~ t i ~ ~ i  n.illi the IJndcr Secretaries Sor 
Encrgy and Science as appropriate ~ I I O L I I C ~  C I I S U ~ C  tliat the 1)1;111 01' Actio~i and Milcsl~ncs 
(POAKLbl) is ~~til izcd as a nianagcmcnt tool li)r prioritizing cclrrecti\.c aclions and tracking all 
known cyber scc~~ri ty  \~c ;~ I ine~ses  to co~iipletion. ( / t i  111i .v  i t ~ . v / r / t ~ c , c ~ .  / h e )  t , c ~ c o ~ i i t ~ ~ c ~ t ~ r / r l / i o t ~  \ t . ~ i . v  
/ ) t . o 1 3 i r / c r l  10 I/?(' ( ? f f i c . c ~  c ?  f ' I , c . g r ~ c : \ .  .1 I ~ I ~ I ~ I ~ ~ ~ ~ I I I L J I I I .  ) 

Action Planned: 'l'lic Ol'licc ol' 1,cgaq Ma~iagcn~cnt nil l (i)llo\~. guidance proiaided \ ia the 
Ilndcr Sccrctar>'h I'r-ogram C ' J  bcr Scc~~rit! Plan. 



Status: Not I'ro\,idccl 

('onipletion Date: 011 8'08 ('urrcnt ('ompletion Date: C)/l 8/08 

Open Recommendation (30): '~l'lic Ilcpat-tiilcnt and [lie National Nuclear Sccurit> 
Administration ('IiicI'Inli)t.niation Ol'ticcrs. in coordinnlion with the 1 Inder Sccrclal-ics fhr 
Energ!. and Scicncc as  i~ppropriatc should ensurc that tlie Plan ol' Action and Milestolies 
(I'OActM) is utilizccl as  a maliageliicnt tool Ihr prioritizing correclivc actions and tracking all 
known cybcr sccur i t~ .  wcakncsscs to completion. /In /hi.\. ~ I I . Y I U I I L . L ~ ,  /he i,cc.oni~~icl~l~/l~lion ,I.(I.s 
/ )~ -~v i t / c t /  lo lhc ( ? ~ / ; L . L J  of .\'c/'L'II(.L'.) 

Action Planned: Not I'ro\.idcd 

Status: Not I'ro\,idcd 

Original ISstimated ('ompietion Date: 011 8/08 <'urrent Completion Date: C)/l 8/08 

Open Recommendation (10): 'l'hc Ilcpartmcnt and tlie National Nuclcar Security 
Administration ('IiicI' Inli-,rma~ion Ol'liccrs. in coordinaliol~ ~vitli Ilic IIndcr Secretaries Sor 
Energy u~ id  Scicncc as  app~.opriatc should ensurc that the P I ~ I I  oSAction and Milcstoncs 
(POA&M) is utilized as  a management tool li)r p1~ioriti7ing corrective actions and [racking all 
known cqjbcr sccul.ity \vcakncsses to complc~ion.  (In 1hi.s ~ I I . S / ~ I I I L . L J .  /he ~-c~c.ol?lnlcndliIion \c<tr.~ 

/wo\,il/c)l/ 10 /ho : ~ ~ / I I I ~ I I ~ . Y I I . ~ I I ~ I ~ ,  . I ' ~ I I ~ o I I ~ I /  .1'1ic~/ol11. S c ~ c ~ i ~ ~ . i / ~ ~  . ~ i ~ / ~ ~ i i n i , ~ / ~ . l ~ / ; o n . )  

Action Planned: 'I'lic Natio~ial Nuclci~r Sccurity Administration cnsurcs that the POA&M is 
utilized as a managcmcnl lool Ihr prioritizing corrcctivc actions and tracking all kno\vn cybcr 
sccurily ucakncsscs to completion. n-liere appropriate. 

Status: Not 1'l.oviclc.d 

1 Original Estimated ('empletion Date: h/iO/OX Current < 'omplction Date: 6/j0/08 



Assu.~.c.munt c!f'('lrcrngu.~ to tlru It~turncrl Control Strrrctrrru crncl t l~u i r  Impcrct on tlru Allownbility 
c!f'('osts C'lcrimucl Argonnr Nntioncrl Lnborcrtoty clrrring F i .~cn l  Yunr 2006 

OAS-V-07-1 1 
Septcniber 26. 2007 

Summary: (iivcn tlic signilicant e ~ ~ ~ c n d i t ~ ~ r c  ol'li~nds bj. tlic 111iivcrsity of'('1iicago in nianaging 
and operating Argonnc National 1.aboratorj.. an assessment b> the Ol'licc ol'lnspcctor (ieneral 
was conducted to dc~crniine \vlic~licr clia~igcs to the internal control structure provided 
rcasonablc ass~~rancc Ilia( ~ l ic  cosls clainicd b). the 1 ini~~crsitj. and rcinib~lrsed b), the Dcpartnicnl 
for FY 2006 arc allowable. allocablc. and rcasonablc. Rased on tlic review. nothing came to the 
Ol'licc o l ' l n s p e c ~ ~ r  (icncral ~cani 's  altclilion thal ca~lscd tlic~ii to believe that tlic changes in the 
interlial colitrol S ~ ~ L I C ~ L I I . ~  \t.crc 1101 adecluatc to pro\ idc reasonable. b~lt  not absolute assurance 
that the costs clainicd \\ere allomable. reasonable. and allocablc. I 1owc1:cr. during the Ol'lice of 
Inspcc~or (ieneral review. $60.120 in potcnliallj. ~lnallo\t.able cxcc~~tivc compcnsa~ion costs were 
identilied. Anolhcr $20.71 1 in cluestionable costs \t.cre identilied by tllc contraclor's internal 
a ~ ~ d  it organimtion. wliicli needed to bc r~solved. 

Monetary Impact: $89,840 in questioned costs 

Opcn Rccommcndation: 'l'lic Manager. Argonnc Site Ol'licc. shonld direct the contracting 
ofliccr to rccoI8er execi~ti\'c co~i~pcnsation costs exceeding allowable limits. 

Action Planned: Tlie ('ontracting Ol'liccr \till makc a deterlnination regarding the allo~vabilitj 
of the clucstioncd costs. 

Status: No ('llangc in Status 

Original Estima tcd C'omplction Datc: 3i-3 1 ,I08 C'urrcnt C'omplction Date: 313 1/08 



S(rnclirr .N(rtioncrl Lnbortrtory9.s S(!fkty Pr(rctice.s 
INS-I.-07-1 I 

September 28. 2007 

Summary: 'l'lic Ol'lice ol'lnspcctor (;enera1 conducted a rc\.icu oSSanclia National ~~~~~~~~~~y- 
New Merico's snlklj practices. including lockout'tagout (I.O'['O) procedures. 'I'he review 
c o n c l ~ ~ ~ l c ~ i  111~11 impro\.cments could be made in sal'ct! practices at the 1,abotatory. Specilically. 
Sandia's 1 . ( ) ' I ' ( )  program rcclui~.ements \\.ere 1101 a1u.a~ s cl'lkcti\,cly implemented: some 
employees \wrc 1101 li~~iiilial. with I.OrrO procedures: I .O I'( checklists were not retained as 
required; a~icl sonic cmplo~.ecs \\,ere not using sal>~!, glasses as required. 

qqne@ry Impact: The current monetary or potntid titmw-sa-s waot  Be 
c#termine$. I 

Open Recommendation ( I ) :  The Manager. Sandia Site Ol'ficc. ~ I I O L I I C I  c~ i s i~ rc  lIia1 
locLo~~~l '~agol~ t  1'1'ogr;11ii t~cquirements arc clea~'lj understood. properly documentecl. appropriatel~ 
applied. and appropriate records are retained. 

Action I'lanncd: Not Pro\ idcd 

Status: Not I'ro\,idcd 

1 Original Estimated ('on~pletion Date: 3/3 1 108 Current Completion Date: 313 1/08 

Open liecommendation (2): Tlic Ma~iagcr. Sandia Site O~i ice ,  should ensure tliat the Sandia 
1Vational I .ahorator) cond~~c t s  and documents cSSecti\ c ~ ~ i a ~ i a g c ~ i i c ~ i t  ~ L I I . L C ~  I lances tliat identi tj 
and correct salL.t! lia7a1.ds. 

Action I'lanned: I'lic Sandia National 1,aboratorj uiII ensure tliat ctf2cti\c management 
s u n  ci l lanccs arc cond~~ctcd and doc~~mcntcd to identi t) and correct sat;.[! hwards. 

Status: Not I'ro\ idcd 

I Original Estinlated ('ompletion Ilatc: 3 3 1/08 Current Completion Date: 313 1 108 

Open liecommendation (3): 7'lic Manager. Sandia Site Ol'lice. should ensure lhal the Sa~iclia 
IVational I.aborator! re~sni~l tliose e~ i ip lo~ecs  ulio Si~il to propel-]) use safi.1~ glasses, as 
approprialc. 



Action I'lanned: 'The Sandia Nnrional I,abornror> m i l l  retrain employees who Ililcd to utilize 
their protccti~ c e l  cwcar ;~pprojx-iatc'I~. 

Status: Not I'ro~.idcil 

Original Estimated C'ompletion Date: 313 1/08 Current <'ompletion Date: 31'3 1/08 


