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Today’s Agenda

EM

1) eGov RPM and use at DOE
2) Overview of the capabilities of eGov RPM™

3) eGov RPM supports the Under Secretary of Energy’s Program
Cyber Security Plan (PCSP)

Risk Management
with Powerful
and Secure

Process Automation

view license
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e-Gov Risk Portfolio Manager is a multi-user,
web based tool used for continuous monitoring

Why use an automated

tool for continuous € Gov Risk Portf

monitoring?

 Consistent data capture Risk Mensperioit
with Powerful
* Central repository to and Secure
store data and Process Automation
information accessible
via the Web

* Ease of reporting for
management and
auditors

Licensad ta:

e Automated control
inheritance and control il
tailoring

@ 2005 - 2011 e-Managemert =
Y B-MCING. COMm

* Makes the process
easier
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DOE EM and the Office of the Under
Secretary of Energy ering Together

o e - = -

— === =

e Through collaboration, DOE EM and the Under
Secretary of Energy have worked together to assess the
Office of the Under Secretary of Energy’s Continuous
Monitoring requirements against eGov RPM capabillities

 EM has shared their implementation experiences, their
resources, their lessons learned and their instance of
eGov RPM with the Office of the Under Secretary team
helping to maximize DOE’s technology investments
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ov RPM use at DOE EM

« DOE EM has been using eGov RPM to support cyber
security and risk management

e At EM eGov RPM

— Supports and makes the continuous monitoring effort easier and
more efficient

— Is the Central repository for data and artifacts

— Reduces expenses during audits by providing auditors read only
access to authorized portfolios

— Enables an enterprise view of risks to allow management to
focus on critical risks for better use of resources and funding
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Key Features of eGov RPM

AT = = = — _
= S5 — — _ = = = —]

« Continuous Monitoring and tracking

« eGov RPM has been aligned with the Under Secretary of Energy’s

System Security Plan

Risk Management

POA&M Management

Secure partitioned data views

CyberScope compatible exports

Multi-level control baseline inheritance and control tailoring
Tool pre-populated with NIST controls

PCSP

 Customized reports that facilitate and support continuous monitoring

Strategies
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e-Gov RPM™ groups assets into portfolios which can
represent accreditation boundaries, organizations,

ﬁ% Portfolios and Projects

w
El=7 Under Secretary of Eneray
#_7] Environmental Management (EM)

Shuwliﬂ 'I «Prev|0to 0of 0 Next »

(#1 Rizks » Risk Repository

Risk Repository:]]Jnder Secretary of Energy
View bv:m Smtus:m [T List all risks for Under Secretary of E

children

1] Electricity Delivery and Energy Relia
B Energy Efficiency and Renewable En
] Fossil Energy (FE

-] Legacy Management (LM)

Mo risks found for Under Secretary of Energy.

] Muclear Energy (NE)

©2005-2011 e-Management, Inc. All Rights Reserved Worldwide

Groupings of assets
meaningful to your

organization are
J il recorded and centrally

w Actions

Hew: (%1%  Edit DAILF Delete: 3 managed by the t00|

Expand All| Collapse All
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Grouping risks by risk category

Administration

Show |5l:| v[ x Pr

Settings Resources

e-Gov RPM
comes out of the
box with a
standard set of

V1027 of 27 [ Next »

Description D

ST&E Edit
- - Technical Control Edit
”Sk Categorles Operational Control Edit
d | ” h Management Contral Edit
an a SO a OW t e MIST 200-70 Edit
- - NIST 800-58 Edit

Org anlzatlons to Reliability of systems Yulnerability or integrity of systems
. Technical/Technology Immaturity of commercially available technology and relian... Edit
add thelr Own Technical obsolescence Technology that becomes obsolete before the completion of ... Edit

Surety (asset protection) considerations Loss/misuse of data or information; technical problems/fai...

CUStom Categorles Stratenic This risk refers to the potential that there is an inheren...
. . IT Security Security/vulnerability of systems, web sites, information ...
for tracking risks s

Schedule slippage

M
(=%
=

m
[=3
=

m
=%
=

m
(=%
=

Rizk of creating a monopoly for future
procurements

&
ENEENEEENEEEEEEEg
m

m
=%
=

Choosing an investment that depends on other technologies ...
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eGov RPM Key Risk Features

» Risks can be associated with NIST
controls or defined custom controls

» Users can track and report on
residual risks

» An executive dashboard of the
organization’s overall risk posture is
available

» A Derivative Classifier Review
function is available for reviewing
aggregated data that together
represent potentially sensitive
information (Mosaic Effect)

2
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» Sources, such as OMB Memoranda,
DOE directives, GAO reports, or Audit
reports can be used to identify risk
details

» Source ID numbers, such as section
numbers from standards or policies,
can be associated with each risk

» Assessor roles can be customized

» URLSs to other web sites containing
additional risk information can be
associated to each risk
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eGov RPM supports the

E

 Records the organlzatlonal |mpact level

o (Categorizes the information system

 Enables a user with the proper permissions to
select/tailor the baseline of security controls to include
the CAG

* Helps the user implement the security controls
e Assesses security controls

e Authorizes the information system

e Monitors security controls

e Continuously monitor risks

g ’ 1 O
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Records the organizational impact level

eGov Risk Portfolio Manager™

Risks Security Management Reports Settings Resources Administration

|5’_| Security Managerment » Security Plan » System Identification

Moderate |mpact — C&& Supporting Documents p ) Upload p [E Reportz p Help

Qrganizational Impack

OHEF SECKETSRY OT EnerdyY
Y

Authority to Operate
COOP & Contingency Plan

MAMAGEMENT COM

JEnvironmental Management (E]

Document

]‘El Field Site Certification Letter i Save Baseline .
{:l Business Sysleins SEeCUrity Assessment re pOSItory for
L pMz Privacy Impact Assessment

| Electricity Delivery and Energy Configuration Management @I EH thIS Oﬁ_l I ne

Incident Response Plan

I ffici d E
Energy Efficiency and Fenewa Cortingancy Flan process

| Fossil Energy (FE)

Other Supporting Docurnents |0 to the System

JLeqacy Managernent (LM} Download &l
J Huclear Energy (ME) - The formal narme for this Accreditation Boundary iz Business Syste
3 been assigned to this boundary,

< | B

' ’ 11
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Categorizes Information System

Security Management

Administration

Security Plan

SP 800-53A4 tructions

| seemoso

POAEM Summary

Management and Support Types

Mission Types

Cutput Report

| Controls and Oversight

System Level POA&M I Regulatory Development
"I Planning and Budgeting
I Internal Risk Manageme

Program Level POA&M

The eGov RPM tool comes
{1 Revenue Collection

caramies DSV pre-populated with the
UL co'ioe Reletions NIST 800-60 data

L—‘-J General Government

O remmaced — Categorization publication

L) T Legislative Functions

Edit Classes

1 Foz=il En Manage Baselines

1 Legacy Management (LM]

] Muclear Energy [(NE)

. 1:] [T Executive Functions

X,
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Enables a user with the proper permissions
to select the applicable security controls

eGov Risk Portfolio Manager™

March 17, 2011 Logied in 23 Daniel B

Risks Security Management Reports Settings Resources Administration L
f Security Management » Security Plan » System Identification
Moderate Impact = C&A Supporting Documents » (3 Upload » [iE Reports b Hel|:|
[
nder Secretary of Ener SYSTEM IDENTIFICATION l MANAGEMENT CONTROLS OPERATIONAL CONTROLS TECHNICAL CONTROLS ORG SPECIFIC
[ Envirgnmental Management ( . . ]
+JField Site | Eisave || Tailor Controls || Eisave Baseline | Inherited Baseline: | -- NOME -- =1

| == NONE --

{_] Business Systems SYSTEM IDENTIFICATION Business Systems Business Systems Controls

(] pMz ield
N ity Beeny cd Erem Expected Completion Date: [12/31/2011 | [E]]  DAA Approval Date: [10/05/2008 | [+
1 Energy Efficiency and Renew: ~ System NameTitle
W Erssll Bree (FE) Unique Identifier and nams given to the System

J Legacy Management (LM

Multi-level
e M control baseline
s Inheritance and

The formal name for this Accreditation Boundary is Business Systems. An OME issued UID has
not been assigned to this boundary.

Low Mod High

e - control tailoring
— Information System Owner
- ™ - Mame, title, agency, address, email addrezs and phene number of perzen who owns the system.
= r r Name Title Agency Address E-mail Phone
1 |U5er Mame |Chief Information |Fie|d Site IFieId Site Iuser@email.com |888—555—12 12
| &n] Organization Policy = 2 |U5er Mame |C',fber Security M; |Fie|d Site IFieId Site Iuser@email.com |888-555-12 12
3 |user Name |135M |Field site |Field site |userg@email.com |za8-555-1212
Level of Effectiveness Score 4 [User Name |isso |Field site |Field site |user@email.com |s8s-555-1212
— N

' ’ 1 3
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Enables a user with the proper permissions to select/tailor the
baseline of security controls to include the CAG

eGov Risk Portfolio Manager™

Risks Security Management Reports Settings Resources Administration

@ Security Plan » Systemn Identification » Tailoring Controls

Tailoring Controls Reset to Default

Control Code - Control Name Inh. Low Mod High Other CAG Enabled Edit Enhancement
AC-1 ACCESS CONTROL POLICY AND PROCEDURES v IV VX VY L7
AC-10 CONCURRENT SESSION CONTROL X X v X X X ¥
AC-11 SESSION LOCK XKWl X X X %4
AC-12 . X X X X X X LF
T Multi-level control X X[ X [X] X | o
AC-14 . v v i X X v T
o baseline ]| % (X[ X | o
= inheritance and o2
= control tailoring A
oz A AAEI AR AN

ac2 (cont’'d)

. ’; 14
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eGov Risk Portfolio Manager™

Risks Security Management

Reports Settings

Resources

Helps the user implement
the security controls

March 17, 2011 Logoed in &
Administration s og

(# Security Management = Security Plan » Management Controls

Moderate Impact

CN CONTROL NAME

@ PM-6 INFORMATION
SECURITY MEASURES
OF PERFORMANCE

* PM-7 ENTERPRISE
ARCHITECTURE

@ PM-8 CRITICAL
INFRASTRUCTURE
PLAN

@ PM-9 RISK MANAGEMENT
STRATEGY

@ PM-10 SECURITY
AUTHORIZATION
PROCESS

@ PM-11 MISSION/BUSINESS
PROCESS
DEFINITION

@ RA-1 RISK ASSESSMENT
POLICY AND
PROCEDURES

@ RA-2 SECURITY
CATEGORIZATION

* RA-3 RISK ASSESSMENT

@ RA-5 VULNERABILITY
SCAMMNING

@ SA-1 SYSTEM AND
SERVICES
ACQUISITION
POLICY AND
PROCEDURES

@ SA-2 ALLOCATION OF
RESOURCES

@ SA-2 LIFE CYCLE
SUPPORT

@ 5A-4 ACQUISITIONS

* S5A-3 IMFORMATION
SYSTEM
DOCUMENTATION

Show Page:1 2 3

9
e-MANAGEMENT

e-Government Solutions. Delivered.

SYSTEM IDENTIFICATION MANAGEMENT CONTROLS l OPERATIONAL CONTROLS TECHNICAL COMNTROLS ORG SPECIFIC

S— Type in keyword(s) A
| 5 Control Menu b || = Print b || USave| separated by & space Searchl Ar

|Authorizecl to Edit

RA-5 s

Business Systems

VULNERABILITY S5CANNING

Control

|

Priority Code
Deviation

Justification

Approver
Associated Risk

Deviation Status

Level of Effectiveness

4

Supplemental Guidance

This contrel is in place. Using the vendor named tocl and/or other standard techniques, the Field Site 1SS0 scans for SANS
Top 20 wvulnerabilities in the Field Site Business Systems boundary on & regular basis.

Criginal 800-32 text: The organization scans for vulnerabilities in the information system [Assignment: organization-
defined frequeancy] or when significant new vulnerabilitizs cotentizlly affecking the svstem =re jdantifisd 2nd recortad,

Pre-populated with
P1 - Implement P1 security contrals first NIST 800—53 COI’]'[I'O|S

& None 0 Equivalency ' Exception

*Control Enhancement

*QOrganization Policy

ActionDate[ | oTeChnOIOgy Control Mapp|ng

Level-1 Control Objective Documented in a Secy
Level-2 Security Control Documented as Proced .
*Documented Risk

Level-3 Procedures have been Implemented

Level-4 Procedures and Security Controls have b

Level-5 Procedures & Controls are fully integrated into a Comprehensive Program

The security categorization of the information system guides the freguency and comprehensiveness of the vulnerability scans.

15
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Helps the user implement
the security controls (cont’'d

eGov Risk Portfolio Manager™

Risks

Security Management

March 17, 2011 Logged

Reports Settings Resources Administration

G Security Management =

Moderate Impact

CNTL
@ MMP-1

@ MMP-2

@ MMP-3

@ MMP-4

@ MMP-5

@ MMP-6

@ MMP-7

CONTROL NAME

MSMP-5 MEDIA
TRANSPORT
ENERGY PCSE:
DAT-50, DAT=55,
DAT-75

MSMP-6 MEDIA
SANITIZATION
ENERGY PCSP:
CM5-1, CM5-15,
CMS-20, CMS-25,
CMS-30, CMS-40,
CMS-45, CMS-50,
CMS-55, CMS-60,
CMS-65, CMS-70,
CMS-75

MSRA-3 RISK
ASSESSMENT
ENERGY PCSE:
RMT-55, RMT-50

MSSA-2
ALLOCATION OF
RESOURCES
ENERGY PCSP:
CPA-25, CPA-30,
CPA-35, CPA-40,
CPA-45

MSSA-3 LIFE CYCLE
SUPPORT ENERGY
PCSP: CPA-1, CPA-
S, CPA-10, CPA-15,
CPA-20

MS5A-6 SOFTWARE
USAGE
RESTRICTIONS
ENERGY PCSP: PTP-
1, PTE-5

MSSC-12
CRYPTOGRAPHIC
KEY
ESTABLISHMENT
AND MANAGEMENT
ENERGY PCSP:
CRP-5, CRP-10,
CRP-15

Security Flan = Controls

SYSTEM IDENTIFICATION MANAGEMENT CONTROLS OPERATIONAL CONTROLS TECHNICAL CONTROLS ORG SPECIFIC

Type in keyword(s)
separated by 2 space

Search I—

%= Control Menu b " = Print # " HSave|

Authorized to Edit | Business Systems

MMP-1 2 MSMP-5 MEDIA TRANSPORT ENERGY PCSP: DAT-50, DAT-55, DAT-75

Control The orgznization shall ensure that any remote sccess, removal, transport or offsite storage of protected PII is
| documented and authorized by the DAA or the DAA?s spproved representative. A copy of the approval must be provided to
| the Under Secretary I

Priority Code

Deviation

& Nane

e Equivalency e Exception

Justification

You can
supplement
NIST’s controls

Approver

Associated Risk

Deviation Status

Action Datel

Level of Effectiveness Level-1 Control Objective Documented in a Security Policy

Level-2 Security Control Documented as Procedure

with controls
specific to your
environment

@
o

1 [ Level-3 Procedures have been Implemented
[ Level-4 Procedures and Security Controls have been tested and Reviewed
o

Level-5 Procedures & Controls are fully integrated into a Comprehensive Program

Supplemental Guidance

‘9
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Assesses security controls

eGov Risk Portfolio Manager™

Risks Security Management Reports Settings Resources Administration

@ Security Plan » Systemn Identification » Tailoring Controls

Tailoring Controls Reset to Default

Control Code - Control Name Inh. Low Mod High Other CAG Enabled Edit Enhancement
AC-1 ACCESS CONTROL POLICY AND PROCEDURES v v v X v Ly

AC-10 CONCURRENT SESSION CONTROL X X v | x x| X %

AC-11 SESSION LOCK XKWl X X X %4

AC-12 SESSION TERMINATION X X X X X| X &

AC-13 SUPERVISION AND REVIEW ? ACCESS CONTROL — ) "
AC-14 PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION Mission adj u Sted basel ine
AC-15 AUTOMATED MARKING

AC-16 SECURTY ATTRIBUTES e|dentification of SyStem
— el Administration

AC-18 VWRELESS ACCESS

AC-19 ACCESS CONTROL FOR MOBILE DEVICES .- .

= — «System Administration,

Networking, and Security
Institute (SANS) Consensus
Audit Guidelines (CAG)

2
e-MANAGEMENT . .
eGovernment Solutions. Delivered. e-Management - Proprietary Information



Authorizes the Information

System

eGov Risk Portfolio Manager™

Administration

Risks Security Management Reports Settings Resources

ﬁ% Portfolios and Projects

@ Rizks » Risk Bepesiterv:Business Svstems » Risk lterm:AC-06 Local System Administrator Rights

=

| Portfolio Hame: Buzinezs Systems

der Secretary of Enen
EEnuironmental Management (EM
“ZJField site
{:l Business Systems |
~C]) pMz
[l Electricity Delivery and Energy Reliability (OF
[l Enerav Efficiency and Renewable Energy (EE
U Fossil Energy (FE
U Legacy Management (LM
U Muclear Energy {(NE = .

Risk Profile: AC-06 Local System Administrator Rights

Risk ltem Mitigation Plan Flan of Action and Milestones

Hame: . X
AC-06 Local System Administrator Rights

Description: i X
In some cases user requirements to install software mandate

individuals have administrative rights to their systems. Nefari
could use these systems to lzaunch an attack on the internal

includes =ome systems= and information that requires additic
protection. Users with administrater or root access can downlo
install software including hacker toaols, override security contrg
opt out of other protective measures. Mitigation: Field Site ug
zaririte rambralz ko rastrictk sdminiskeztive rinkbs sken snnlies

-

-
1 | ¥

w Actions
New: 1%  Edit (1.7 Delete: & pitigation Plan Required
Expand All| Collapse Al £ St i oot
¥ Plan of Action Required
Category: ITe:hni:aI Control ;I
= Configuration Management Impact
= Continuity of Operatien
Source: Im Assessed by EM-T2 M
Source 1D | Entry Date:

9
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Risk ld: 8883

| Audit Trail

Capture data for reporting
as well as artifacts that
result from offline processes

*POA&M

eSecurity Authorization

Package (off-line)

*Risk Determination

*Risk Acceptance




Monitors Security Controls

ﬁ% Portfolios and Projects

@ Rizks » Rizk Repository.Business Syatems »

Rizk ftem:AC-08 Local Syetem Adminiztrator Rights » Mitigation Plan

nder Secretary of Energy
i Environmental Management (EM)

<l Field Site

\j Business Systems
(] pMz
[ Electricity Delivery and Energy Reliability {Of

[ Energy Efficiency and Renewable Energy (EE
[l Fossil Energy (FE
1 Legacy Management (LM]

[l Muclear Energy (NE

-
1 | v

v Actions

Hew: % ¥  Edit: ¥

Delete: X

Expand All| Collapse All

9
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| Portfolio Hame: Business Systems

Risk Profile: AC-06 Local System Administrator Rights

Risk ltem

Mitigation Action:

Mitigation Resulis:

After Mitigation
is Applied:

Responsible:

Status:

Security Control:

Mitigation Plan

Remove administrative rights from all systems.

7

Some users require sdministrative rights to perform

Plan of Action and Milestones

¥ Leftover residual risk remaing M New residual risks hay
| Daniel Bright =1 Due Date: 04/
|Undervay =1 Closed Date:
Management Operational
Consensus

Audit PCSP

Guidelines |

e-Management - Proprietary Information

Risk Id: 8883

Audit Trail

On-going security
control assessment,
remediation,
termination, and
acceptance using the
risk management
system

19



Monitors Security Controls (cont’d)

Level of Effectiveness [ Level-1 Control Objective Documented in a Security Policy

[ Level-2 Security Control Documented as Procedure

2 g List of Risks - Webpage Dialog

Ig httpe: £ A e-govrpm. com/B PR 4/ show_documented ':{.;i' Certificate Error nd Reviewed

30 CKM-5 Configuration Settings :I Pt e

Supplemental Guidance 31 IR-04 - Lozing a laptop with SUl or worse
32 Elsctronic devices
33 PL-0S Publizh PlAz in new format.
34  AC-08 Local Syatem Administrator Rights
35 14-07 - Unauthorized disclosure of Pl
36 S1- 03 Malicious Code
37 5104 - External Attacks
38 S04 - Internal Scans or Expleitz
a4 AL-1/ Hemote ACcezs
40 5103 Malicious code through P2P
41 |&-08 Clear Text Pazswords
42 AT-DZ Staff Awareness
43 1&-03 Open Network Portz
44 CP-08 Alternate Telecommunications Service
45 CP-0T Alternate Processing Site
48 CP-0¢ Alternate Storage Site
a7 SI0Z2 Legacy Servers

Add Risk | Close |

are required for the effective implementation of selected
huthorization family. The policies and procedures are consi
egulations, standards, and guidance. Existing organizational
nd procedures unnecessary. The security assessment/auth
policy for the organization. Security assessment/authorizat
d for a particular information system, when required. The
pment of the security assessment and authorization policy.

Organization Policy

Done in
conjunction with
Security Plan

Technology Control Mapping tecture

R (e

Management
mapping risks to
controls

Er

https: /A e-govrpm. com/RPM 4/ show_docL |@ |nternet

9
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Reports in e-Gov RPM can be displayed in a variety of
layouts or presentations

Risk Probability Matrix: Pie Chart Distribution:

eGov Risk Portfolio Manager™

eGov Risk Portfolio Manager™

Risks Security Management Reports Settings Resources
@ Reports » Executive Dashboard » All 56 RPM Entries --- Risk Distribution by Risk Risks Security Management Reports Settings Resources

[53 Reports » Executive Dashboard » Owerall Security Program Health

All 56 RPM Entries - Risk Distribution by Risk Weight Severity

PROBABILITY / LEVEL OF COHTROL overa" security Program Health
n -

] i
a8

T

4]

a

IMPACT
4
3 o _
"""-._,_\_\__ =—
2

11 (o |ofoj2f0of(oj0f0 0 3

Total | 45| 4 (O (O | 2 oj|jojo|ao 1 a6

|. High (%) 1.79 & Medium (%) 5.35 © Low (%) 92.86

Humber of High Risks: 1
Humber of Medium Risks: 3
Humber of Low Risks: 22
Showy rizks by risk status: Export to PDF ] [ Print ]
Cpen

Closed
Export to PDF [_Prln

9
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e-Gov RPM™ provides multiple types of reports, at varying
degrees of technical detall, to accommodate multiple
audiences

Risks Security I

Management
Senerate Reports | Executive Dashboard

Reports I Settings I Resources I A

|5ﬁ Reports » Generate Reports

Generate Reports

Report Selection: Sort by:

Risk Assessment Report w | Rislk Title o
Rislk Assessment Report

Full Detailed Risk Assessment

Detailed Risk Assessment

Derivative Classified Review [(DCR) Report . —
audit Report d -operability
Plan of Action and Milestones (System Level)
FPlan of Action and Milestones (Program Level)
Mon Security Risk Assessment Report

Rizk Acceptance Candidates Report

Risk Assessment By Category

Risk Assessment By e-CPIC

=9 [#] Mewe Portfolio e -

: :|_l' 'haru;!E Management
L [#] Project 1 Test =rall R Failure

| ¥

£

=cchnology

Select all

9
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Conclusions — Why e-Gov RPM?

U Flexible tool to organize and manage Risks: e-Gov RPM provides a

powerful tool to organize and manage risks in many ways for accreditation
boundaries, organizations, programs, projects or software applications

U Drive compliance and eliminate redundancy: e-Gov RPM'’s pre-populated
NIST guidance provides an on screen reference to relevant information and the
central repository of risk and security information provides uses access without
duplication (e.g. risk management control inheritance)

O Save many HOURS in document preparation time: e-Gov RPM automates
the generation of many time consuming data call and report preparation tasks,
iIncreasing accuracy and efficiency in reporting

UMature: e-Gov RPM has been marketed as a product for more than 7 years,
has gone through 3 major version upgrades and is used in several different risk
management environments

LCustomized Report: eGov RPM V4.0 leverages Crystal Reports to provide
flexible reports that meet the customer’s needs

2
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Contact Information

» The Office of the Under Secretary of Energy

Dan Conway
daniel.conway@hqg.doe.gov

» e-Management

Bill Bodine

Program Manager, e-Management
Contractor to DOE EM
bill.bodine@em.doe.gov

e-Management
1010 Wayne Avenue, Suite 1150, Silver Spring, MD 20910
Phone: 301.565.2988
Fax: 301.565.2995
Wwww.e-mcinc.com
info@e-mcinc.com

9
e-MANAGEMENT X X
eGovernment Solutions. Delivered. e-Management - Proprietary Information



