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DOE Cyber Security Functional Roles 
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Data Security 
  ● ●  ●  ● ● ● ● ● ● ● 

Enterprise Continuity 
  ● ● ● ● ● ●   ● ●  ● ●  ● 

Incident Management 
  ● ● ● ● ●  ●  ● ●  ● ●  ● 

Cyber Security Training and 
Awareness   ● ● ●  ●  ● ●     ● 

IT Systems Operations and 
Maintenance  ● ●  ● ● ● ● ●  ●  ● 

Network and 
Telecommunications Security 
and Remote Access 

  ●   ● ●  ● ●  ● ● ●  ● 

Personnel Security 
   ●     ● ●   ●    ● 

Physical and Environmental 
Security   ●     ● ●   ●    ● 

Procurement 
        ●   ●    

Regulatory and Standards 
Compliance   ● ●  ●   ● ●  ●    ● 

Security Risk Management 
(RMA) ● ● ● ●  ● ●  ● ●  ● ● ●  ● 

Strategic Security 
Management   ● ●    ● ●     ● 

System and Application 
Security  ● ● ●  ● ●  ● ●  ● ● ●  ● 

 


