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Agenda

 Sensor Integration

 Sensor Deployment

 CPP Portal

 Mercury

 Parting Comments

 Questions
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Sensor Integration
Task Lead: Greg Thomas

 Flo and Flower: Session Data

 Snort: Network Intrusion Detection Data

 AMP: Various Types of Network Data

 PopQuiz: Various Types of Network Data

 T3: Data Movement and Sensor Control
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Sensor Deployment
Task Lead: Liz Faultersack

Certification and Accreditation

Continued Expansion

Hardware Refresh to Begin FY11
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CPP Portal
Task lead: Brett Didier

Features

Sharing Policy

Data and Releases
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CPP Portal

Provides DOE cyber analysts access to CPP collected 
“DOE enterprise” data

Implements “glass house” approach for data access

Promotes cross-site sharing and collaboration

Interested? Talk to us or email cpp.portal@pnl.gov.
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Sharing Policy – You get what you give
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Sharing Policy of Sites Being Queried
Anonymous Summary Detail

Sh
ar

in
g 

P
o

lic
y 

fo
r 

Si
te

 
P

e
rf

o
rm

in
g 

 Q
u

e
ry

Detail

Will see anonymous 
aggregate for the sites 
that chose this option.  
Cannot query against IP 
address space of 
Anonymous sites.

Will see 
summary line 
for the sites 
that chose this 
option.  

Will see summary line 
and can 
view/download detail 
results for the sites
that chose this option.

Summary

Will see anonymous 
aggregate for the sites 
that chose this option.  
Cannot query against IP 
address space of 
Anonymous sites.

Will see a summary line for each site
that chose Summary or Detail.

Anonymous
Will see single summary line that is an anonymous aggregate for 
all sites.  Cannot make queries against any DOE IP address space.
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Mercury

Deceptive Network Approach 

Deceptive Environment

Analysis and Reporting
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Parting Comments
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 The cyber security capabilities in DOE are impressive.

 Trust is hard to gain but easy to loose.

 To counter the evolving threat we all need to work 
towards enabling:

 Real time collaboration

 Data sharing

 Knowledge sharing

 Framework to manage trust

 Protected communications

 Communication and collaboration between everyone is 
key



Comments & Questions

Jeff Mauth
CPP Project Manager

Jeff.Mauth@pnl.gov

509-375-2511
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Liz Faultersack
CPP Deputy Project Manager

Liz.F@pnl.gov

509-375-6408
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