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Global Security Threats and Trends

— Botnets —
System Control, Recruiting, DDoS, Spamming, Click-
Fraud, Captcha Breaking
Fake Anti-Virus Scams, Account Theft

— Targeted Attacks —
Phishing, Spear Phishing, Whaling,
Advanced Persistent/Evasive Threat (APT/AET)

— Cybercrime Made Easy —
Hackers for Hire, Do-It-Yourself Kits
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AT&T Approach to Network-Based Security

24x7 Situational Awareness function with near
real-time analysis of security indicators:

» Internet and Intranet information

» Volumetric and behavioral algorithms

» Leverage output of malware, botnet and APT analysis

Embed security capabilities into the network itself
» Security Enforcement Nodes

» Managed Security Services

.s.a,
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Cyber Intelligence Flash

Monday, April 16, 2012

Global Indicators

PROTOCOL
Homeland Security 445/tcp
{http://www.dhs.gov/} 1433/tcp
= 0:0/icmp
&3 NTAS 80/tep
& NO ACTIVE ALERTS 3389/tcp
1105-others

SANS Internet Storm Center

Dsily Recon Index: 28
Weekly Recon Index: 29

Top5 Scanned Ports

Scan Date: 04/15/2012

(http://isc.sans.org/infocon.php)

infccomG REE N

wlp-//isc-sans.orz
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AT&T GLobal IP Network Performance

{http://ipnetwerkbgtmo.ip.att.net/pws/indexhtml}

|Latency: [ESE 0 Target <= 37ms
Loss: LA Target < 0.05%

DESCRIPTION % OF SOURCES % OF PROBES
smb 49,0% 20,5%
ms-sql 0.3% 17.0%
reply 26,1% 11,9%
http 1.0% 9.8%
ms-term-senv 1.5% 4,2%
1105-others 22.0% 36.6%
04/15/2012
Critical 0
High 0
Medium 3
(C10051428-Closed)bmS12x/Internal System ExhibitingSpyware Activity
(C10051430-Clesed)pg4857 /Internal system showing signs ofP2P software running
(C10051431-Closed)rp4241 /Internal system showing signs ofP2P software running
Low 3
(C10051425-Closed)iPhoneissue/non-vulnerability /AmberBullard Kucera
(C10051433-Closed)mk57 6n/Mobility VPN Botnet Detection
(C10051432-Closed)Peggy McCanless /Phishing
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Botnet Trends in Monetization

> DDoS’ing victims (as extortion)
> Spam email advertising

» Click fraud

Affiliate based Fake Anti-Virus software

Affiliate based programs of spreading Fake Anti-Virus software (scare ware) to victims
generated hundreds of thousands of dollars
of income for botnet operators (Koobface, Waledac, Conficker).
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HTTP-20120415-Members BotnetZeus090625
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Zeus Propagation Methods

* The Zeus toolkit does not ship with a mechanism to infect victims. Buyers
must pick their own method to spread.

* Most are spread via drive-by download and phishing.

- Messages posted to Facebook and other social websites used to lure victims.
« E-mail phishing lures are most common:

from American Bankers Association <strictnessh0S@rocketalumni.com= 1
=zubject An unauthorized transaction billed to your bank account
from Sheila Brady <malefol67@s —=mmp 17 I Cdreply J . l ﬂreply all I b I E=Jfarward J I archive I ankJ I € delete b A — T
subject Your Order with Amazon.com §/5/2010 12:05 Al
L

An unauthorized transaction billed to your bank account.

other actions -
. Awount of transaction:
Flease find attached the new Word document Transaction ID:

The message was checked by Z2illya! Antiwvirus 1.1.2343.0, kbases 2.0.0.404 — No
wviruses detected

§14588.11
TO25-22347311

Please rewview the transaction report attached to this lecter

from Graham North cmedullasgS? B omi> 1/
=ubject Scan from a Xerox WorkCentre Pro N 6977704
o e E Eransaction report, zip
B doc.zip

Please open the attached document.

]

It was scanned and sent to you using a Xerox WorkCentre Pro.

Sent by: Guest
MNumber of Images: 1
Attachwent File Type: ZIF [DOC]

WorkCentre Pro Location: machine location not set
Device Name: ZRXO0637AATACDE4S551363

BB wero wiorkCe.eReader.zip
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http://en.wikipedia.org/wiki/Facebook

Zeus Modules and Pricing

* Zeus Kit for Version*1.3.4.x (53,000 to $4,000)

. The Private Version of the Zeus Kit is running between $3,000 and $4,000. The latest private version of Zeus, as of this date, is 1.3.4.x.

* Backconnect $1500

. The backconnect module allows an attacker to 'connect back' to the infected computer and make financial transactions from it. This way, banks that try to track where money
transfers originate will always trace it back to the computer of the account holder.

* Firefox form grabber $2000

. The Firefox form grabber module grabs data out of fields that are submitted using the Firefox web browser. This data can include personally identifiable information (PIl) as well
as usernames and passwords for bank accounts, trading accounts, online payment accounts, and anything else that would require the use of a username and password.

* Jabber (IM) chat notifier $500

. The Jabber module allows an attacker to receive stolen data in "real time". If a bank account is being protected with a token that generates random numbers, then the attacker
can access the victim’s account in real time after the victim logs in using the token.

* VNC (Virtual Network Computing) private module $10,000

. The VNC module is similar to the backconnect module, except that it allows you to establish a fully functioning virtual connection. The attacker can take control of the infected
computer without the victim being aware of it. Essentially, the VNC provides the hacker with not just a Network Proxy but with a Total Presence Proxy (it is the total package),
allowing the hacker to use all of the victim’s hardware and software, including its browser, so as to avoid a bank’s fraud detection systems.

* Windows 7 Support $2000

. This module allows the ZeuS trojan to infect these Windows 7 and Vista systems. Without it, the botnet controller is limited to Windows XP systems.

* Source: Secureworks, http://www.secureworks.com/research/threats/zeus
10
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. Select your target 2. Ready?

URL Lock on

IMMA CHARGIN MAH LAZER

P Lock on

Selected target

3. Attack options
Timeout HTTP Subsite TCP/ UDP message

9001 A cat is fine too. Desudesudesu~

80 TCP B4 wait for reply
Method

Afttack status

idie Connecting Requesting Downloading Downloaded 2 Failed
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DDOS Tool - Mobile App

‘w..  ATET = 9:39 AM =
M-LOIC V1.0

pastehtml.com/view/1c...

Step 1. Select Your Target:
URL:

Options
Requests per

Append n

Timeline:

Javascript LOIC M-LOIC 1.0
Dec 9th 12:06 AM Dec 9th 11:38 AM

13

i ATET = 10:48 AM [= =]

Step 1. Select Your Target:
URL:

For current targ

Step 2. Ready? —————

IMMA CHARGING MAH LAZER

Options
Requests per second:

Attack status:

Requested:
(]

- T~y B ™ '
- - - -—u-l-" 4 -

M-LOIC 1.4
Dec 9th 3:54 PM
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lllustrative Power of Botnets
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Number of Bots (600Kbps upload)
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Botnet

Power Required to
Disrupt a Business
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3
T1 ocC3 0C12
1.5 Mbps 155 Mbps 622 Mbps
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AT&T Botnet Defense Initiatives

() Improving Detection Algorithms
DDoS Defense Service
Spam Source Blocking

Submitting Malware Samples

Customer bot Check

Botnet Aware Network

15
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DDOS Defense Diversion Overview

7& 1. Netflow records are used to
detect a DDOS attack against
a customer’s network

Carrier IP Network

2. Attack traffic is re-directed to
the carrier’s DDOS scrubbers

,_' 3

Scrubbing Complex

3. Scrubbed legitimate traffic
flows back to customer’s devices

= 'y \ =
Non-targeted Targeted -
16 servers Servers g
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Advanced Persistent Threats (APT)

Botnets and Worms Not specific Large #
victims

Advanced Persistent Specific victims Small #
Threats victims per
target

17
2012 AT&T Intellectual Property. All rights reserved.

Generally noisy (spamming,
scanning, DDoSing,
frequent C&C check-in),
somewhat detectable.

Quiet, low-and-slow, fairly
undetectable.
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4. Victim

Exfiltration Event Victim Discovery

) . . . . . ~32MB to
# bytes tx/rx from victim to exfiltration drop site ey,
40000000 _ . Bytes tx is
* . much higher

" 30000000 / than bytes rx
£ 20000000 ‘
“ / \ =12 35.7.30 (bytes rx)

10000000
o T, S S o, S S W L—IA—-—-—

1. Small amount of Mty 8:40:44 8:53:15 9:01:04 9:09:25 9:10:14 9:10:41 9:11:12 9:11:22 9:14:14 9:14:17 9:14:25 9:57:40
https traffic from
victim to . . .
# bytes tx/rx from exfiltration drop site to unknown host

\

8:25:01 8:40:44 8:53:15 9:01:04 9:09:25 9:10:14 9:10:41 9:11:12 9:11:22

exfiltration
server.

——12. 14, ytes tx)
=12, 14. ytes rx)

Bytes

i i i

1:14 9:14:17 9:14:25 9:57:40

2. Host makes an RDP
connection to an
unknown host.

. Then connects to it
over https (443 /tcp)

18 briefly g
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APT Tracking Tools Developed
ExfilTracker and AptTracker

) Mozilla Firefox

File Edit ‘“ew History Bookmarks Tools Help

%) Mozilla Firefox

SME is 135/tcp,
SMTP is 25/tcp.
HTTP,

135/udp, 137/tcp, 137/udp, 138/tcp, 138/udp, 139/tcp, 445/tcp, 445/ udp.
$5H is 22/tcp. Telnet is 23/tcp. FTP is 20/tcp and 21/tcp. RDP is 3389/tcp.
IRC, DNS are hasgsed on actual Narus LS protocol decodes and counts are expressed as # recs.

References to k, m, b, t, g are thousand, million, billion, trillion, quadrillion (bass 1000)
< |

4ll other protocols are # £l

File Edt View Hstory Bookmarks Tools Help
| - '@ https:ffanlport. bsic, cso.att. com: 9443/d4 & 0 B || [EIEEE vetps:taniort tsic cso. st cam:3443jdbdimirror framénluroraTacker(201 L0426 MRS HIBERR0 0428 Lo4 10 < - O M-
m IH£I Most Yisited e} Getting Started (5] Latest Headines & 1ohn's Pag (2] Most visited (@) Getting Started (5] Latest Headines & John's Page
x . — hitps: fferiport tsic. As¥@EREmmary himl | + | -
u IJhttps:,l’,l’anlport.tsic.c...entlynctive_lﬂday.psv| + | ' ' T ' ' ' ' ' ' ' ' ' T T T T T T =
- . . UDP # flows | o] ol ol ol ol ol ol ol ol ol ol ol 0| 0| ol ol ol ol
m Alarmed dus to DNZ change activity within pad § pkes | al 0| 0| 0| 0| 0| 0| 0| 0| 0| 0| 0| 0| 0| 0 0 0 0
. I # Bbytes | o] ol ol ol ol ol ol ol ol ol ol ol aj aj 0| 0| 0| ol
h ) . IcHp # flows | o] ol ol ol ol ol ol 0 o] 0 o] o] ol ol ol ol ol ul]
Resolution change detected! 20110427 03:01:53 8 pkes | o ol ol ol ol ol ol ol ol ol ol ol o o o) o) o) o)
» Fesolution change detected! 20110427 00:57:51 # bytes | ol aj aj aj aj aj aj o] o] o] o] aj ol o) o] o] o] ol
: 1 . .
* Resolut:}on change detected! 20110426 22:358:24 & 4 flous | ol al al al al al al al al al al al al al 1l 1l 1l .
x Rezolution change detected! 20110426 21:12:04 # pkts | o a| a| a| a| a| a| a| a| a| a| a| a| a| il il il a
|| l Resolution change detected! 20110426 14:52:47 # bytes | ol ol ol ol oj oj oj oj oj oj oj o| 0| 0| 0| 0| 0| aj
Resolution change detected! 20110426 12:55:09 =
Fesolution change detected! 20110425 10:45:249
Resolution change detected! 20110425 08:43:29 *##% Layer 7 Protocol activity by hour for SSSesasubend@oW® 0 20110426 %%
Resolution change detected! Z0110425 00:41:3 1 Layer 7 Protocol | TOTAL| on| 01] 0z | 03] 04| 0s| 08| 07| os| 09| 10] 11] 12| 13| 14| 15| 16]
HTTP | o| ol ol ol ol ol ol ol ol ol ol ol aj aj oj oj oj ol
| - IRC | o] o] o] o] o] o] o] o] o] o] o] o] 0| 0| 0| 0| 0| oJ
w DS | o] ol ol ol ol ol 0 al o al al al al al ol ol o ol
HTTPS | o] o] o] o] o] o] o] o] o] o] o] o] 0| 0| 0| 0| 0| ol
x SME | o| ol ol ol ol ol 0 al o al al al al al ol ol 0l ol
U SMTP | o] ol ol ol ol ol 0 al o al al al al al ol ol o ol
SSH | o] o] o] o] o] o] o ol o ol ol ol oj oj ol ol o ol
m TELNET | al a| a| a| a| a| o o] o o] ol ol o o gl ol ol ol
FTP | ol al al al al al 0 aj o aj aj al al al ol ol aj ol
- RDP | ol o] o] o] o] o] o ol o ol ol ol oj oj ol ol o ol
I Note: HTTPS, ZMB, SMTP, 35%H, Telnet and FTP are speculative and based solely on port/protocol matching in flows.

19

2012 AT&T Intellectual Property. All rights reserved.

(S



Example: Spear Phish Email

Email
From real employee at one company

To real employees at another company

Targets
Similar roles in a common industry.
Live in the same general region.

They are likely acquaintances

Malware

Content includes working spreadsheet-based game

Game retrieves malware, rootkits, sets-up to run on reboot, phones home

IP address that originated email is known contributor to this attack

activity

20
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Mymherof Aagary (107 3 ¢ Bzkat the hall colar spd nane for eas player.

T |

Customer contacted and
notified
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$ rar v _/data.rar | more

Event RAR 2.93 Copyright (c) 1993-2818 Alexander Roshal 15 HMar 2818
Shareware version Type RAR -7 for help

AT&T ExfilTracker observed a 7MB .rar archive shuttled SFX Archive ./data.rar

between one known exfiltration drop server to another known | - e Weth ver

exflltratlon drop server. *winduus/telnpfUmai;;}’gsernag;;;/ngié.;;Euz_ﬁ
tllinduus/temp!t/mail!:sername/é o 290911

Contents *wi.nduus!temp!t!mai;g:sernagiggB—Eaﬂilé;fgzq1
*winduus/templt/maillusernaneﬁl]l]fn;ail.txt

Contained recent email and documents. windous/temp/tinail/usernanes 100

ﬂ‘:‘ - —

*winduus!telnp!t{mail!SSernane!‘?m—n‘;iftgi .

Email subjects and filenames appear to be highly sensitive. wwindows /temp/t/mailfusernane, 102 nail txt
*minduus!temp!timaﬁ?L‘iserna;gﬁle—'l?igiiigiq1

Ta rgets Ewinduus!temp!t!maﬁ?ﬁserna;eﬂﬁBh?a:iiigi_“1

4078 1680 41% 22-82-11

CEO and 4 VP’s in a large International corporation.

21
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Network-Based Security Platform

e Denial of Service (DDoS) Defense

AT&T IP
Backbone

e Internet and Private Intranet Protect

" AT&T Security Node

Enterprise

IDS/1PS Intranet
URL Filtering
-@- Email filtering .
Enterprise
‘ DLP .
Security
Enterprise Responsibility

Managed / P )
Security Data Reduced Enterprise Investment
(People, Capital, Software)

Center )
. €

AT&T Proprietary



Managed Security Service Information Flo

& otat|pumessoect

i Owect”

Data Collection Analysis

AT&T IP Backbone
Feeds

Internet-
based
Intelligence

Customer Intranet

Feeds
Customer AT&T SOC
ntranet [ Correlated N Gustomer

Others

2012 AT&T Intellectual Property. All rights reserved.
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MTIPS Service

24

ATE&T Government Solutions

Managed Trusted Internet Protocol Service (MTIPS)

Secure Public Internet Access for Federal Agencies

Challenge
Federal agencies are expected to comply with the Office of
Management and Budget (OMEB) Trusted Internet Connections
Initiative — Memorandum 08-05 — which requires federal agencles
to reduce the number of public Internet connections and secure
thelr IP traffic to and from the public Intermsat.

By Imiting the number of Internet connections across the Federal
GaWernment, the Trusted Internet Connections {TIC) Initiative reduces
the security risk to federal agendes and enables the application of
enhanced sacurlty managemant 1o the Internet connections that unk
fegaral agencies IT Infrastructure 1o pubilic Intermet.

Solutbon

ATET offers a new TIC-compliant sevice, Managed Trusted Intermat
Protocol Service (MTIPS) on our Metwon: contract. We are the first
Natwomn Contract nolder to be awarded the MTIPS from the Genearal
Services Administration.

Service components for MITPS Include:
= TIC porals providing secura connections to the public Internet

= Securlty Operations Center (S0C) for 24x7 survelllance of the
TIC portals

= Transport from the agency locations to the TIC portal

Why should you buy AT&T MTIPS now?

We ara the first Networx contract holder 1o be awarded
MTIFS Trom the General Services Aaministration.

How do you benefit from AT&T MTIPS?

= Comply with the OMEBE"s Trusted Internat Connectlons
(TIC) Inltdathve a componant of the Compransnshe
Mational Cybersecurlty Inlttathve (CHCI)

- Reduce the number of vulnerabllitlies using Tewer
external Internet connections, which are protected by
a3 managed comprahensive security solution

= Enable a secure DMZ by Integrating a managed
Tirewall at the agency premise Into the MTIPS service

= Leverage the sacurity experience and domestic and
International network coverage of AT&T

Service Elements

ATET MTIPS combines new secure IP senvice offerings with existing
ATET sacurity senices offered through Netwon. You can choose from
the following EasIC Senvices and Optional Features:

2012 AT&T Intellectual Property. All rights reserved.




Next Generation AT&T Mobile Security

Mobile access in the
clear A\ No Security

E h i 3

=~ -~ - o
s iy 7 Internet ,
ey,

No authentication 7

AT&T Mobile Security provides Cloud Security with Botnet, Virus
mitigation and secure encrypted transport to security node and
enforces security policy

Managed Apps
Encrypted Mobile Hosted Enterprise
access AN @S =TT Storage
Virtual PBX

—————
- -

-

-~

Cloud Computing

7 S~o - : = L - ’
ﬂ ~~~~~~ nn..- :§Q \\\\\
E Unlvel"Sz.'EI| ~—e_ _ ~ AT&TMPLS\\\\ Im
o) Workstation Secure Virtual ~! -

. VPN
Private Gateway . )
Traditional Enterprise Network

Device mgmt, strong authentication
endpoint security & mobile apps
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Cyber Threat Report — techchannel.att.com

/2 Cyber Threat Report : 04/05/2012 - LeNa, Mass Code Injection, Flashback, Zeus, Internet Weather - Microsoft Intemet Explorer p

" B &  http://techchannel.att.com/ 57 Google

W \§ Cyber Threat Report : 04/05/2012 - LeNa, Mass C... ‘ \ &~ v e v

AT&T Tech Channel

HOME | -~ OURSHOWS | ABOUT US [ Qusearen

Cyber Threat Report = =
04/05/2012 - LeNa, Mass Code Injection, Flashback,
Zeus, Internet Weather Report

CYBER THREAT REPORT

Questions or Fee;dback:
CyberThreat@list.att.com

26

2012 AT&T Intellectual Property. All rights reserved.

(



& -
Rethink Possible &=
etnin oSsSsipie t//



