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CAUTIONARY NOTE
INTENDED SCOPE AND USE OF THIS PUBLICATION

The guidance provided in this publication is intended to address only the management of cybersecurity-
related risk derived from or associated with the operation and use of information technology and
industrial control systems and/or the environments in which they operate. The guidance is not intended
to replace or subsume other risk-related activities, programs, processes, or approaches that Electricity
Sector organizations have implemented or intend to implement addressing areas of risk management
covered by other legislation, regulation, policies, programmatic initiatives, or mission and business
requirements. Additionally, this guidance is not part of any regulatory framework. Rather, the
cybersecurity risk management process guidance described herein is complementary to and should be
used as part of a more comprehensive enterprise risk management program.
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1. Introduction

Electricity is widely recognized as a basic necessity for all citizens. It powers economies, consumer
conveniences, national security capabilities and industrial production to deliver competitive advantages in
global markets. Electric power systems are rapidly becoming the target of cyber terrorists, criminals, and
industry insiders. Whether caused willingly or unknowingly, damage to these systems can have a direct
effect on the economic and national security interests of all nations.*

Over the past few decades, the Electricity Sector has become increasingly dependent on digital
technology to reduce costs, increase efficiency and maintain reliability during the generation,
transmission and distribution of electric power. The information technology® (1T) and industrial control
systems® (ICS) that utilize digital technology could be as vulnerable to malicious attacks and misuse as
other technology infrastructures. The defense of this integrated power system requires constant vigilance
and expertise. This is because ICS are now being integrated with traditional business IT that provide
corporate services; data and information produced in the operation of ICS increasingly used to support
business decision making processes. This has been witnessed with the introduction of Transmission
Control Protocol/Internet Protocol (TCP/IP) networking technology in ICS devices, connection of
operations systems to back-office and Internet-connected networks, and the development of home-level
and distribution systems automation that crosses the line between traditional operations and “public”
networks. Emerging technologies that drive the Smart Grid will add even more IT to energy management
systems, ICS, and business systems. These innovations will provide utilities and Electricity Sector
organizations with more control of devices and information throughout the grid. Organizations*in the
Electricity Sector will depend on these integrated IT and ICS to successfully carry out their mission and
business functions.

Historically, ICS were composed of proprietary technologies with limited connection to an organization’s
corporate networks or the Internet. In today’s world, the efficiencies of Commercial Off-the-Shelf
(COTS) hardware and software platforms, interconnected public and private networks, and remote
support are moving organizations from an isolated environment into a global, interconnected
environment. Thus, Electricity Sector organizations recognize these efficiencies represent new
cybersecurity risks that were not present in their isolated environment. The evolution of ICS from
proprietary to COTS platforms, has also introduced Electricity Sector organizations to new cybersecurity
risks as illustrated by targeted malware against COTS platforms in the IT sector. Consequently, ICS
deployed to support mission critical operations in the Electricity Sector can potentially be compromised
and result in significant negative impact on operations.

! This is the Electricity Sector Critical Infrastructure defined by Homeland Security Presidential Directive (HSPD) — 7 Critical
Infrastructure Protection Plans and the Canadian National Strateqy for Critical Infrastructure.

21T is a discrete set of electronic information resources organized for the collection, processing, maintenance, use, sharing,
dissemination, or disposition of information. In the context of this publication, the definition includes interconnected or
dependent business systems and the environment in which they operate (i.e., people, processes, technologies, and facilities).

3 An ICS is a set of hardware and software acting in concert that manages the behavior of other devices in the electrical grid.
* The term organization describes an Electricity Sector organization of any size, complexity, or positioning within an

organizational structure (e.g., any independent company that is a stakeholder in the grid operation) that is charged with carrying
out assigned mission and business processes and that uses IT and ICSs in support of those processes.
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Al IT and ICS have vulnerabilities that are subject to threat actors® who either intentionally or
unintentionally (accidently) disrupt organizational operations, take revenge for perceived wrongdoings, or
have means to perpetrate acts of terrorism. The increase in potential vulnerabilities, resulting from the
use of COTS platforms, coupled with an increasing threat environment, results in increased risk to the
Electricity Sector. The increasing number of vulnerabilities as well as the interconnectedness of systems
could serve as a blueprint for attackers who wish to
access controllers, safety systems, critical decision
data, support systems, and physical and
cybersecurity systems. This can cause damage to

The highly publicized Stuxnet threat is an example of
how a complex threat can be crafted using elements of
vulnerabilities within the Windows operating system
to reach into an ICS management application, running

an Electricity Sector organization’s assets or on a COTS platform, and penetrate a managed
'nd_'V'dua|51 and can e\ﬁlen compromise the reliable element of the ICS (in this case, a programmable logic
delivery of electricity. controller). Stuxnet can be considered a game changer
because this type of threat blends social engineering
The establishment and continued refinement of with the use of the additional attack vector of USB

enterprise risk management (ERM) programs,
policies, and processes to prepare for, react to, and
recover from adverse cybersecurity events must
continue to be a high priority for the industry.
Although the electricity delivery system has not yet
experienced widespread debilitating cyber attacks, its reliance on the previous strategies of physical
separation between the ICS environment and the business and administrative networks is no longer
adequate to satisfy today’s mission and business needs. This guideline provides a methodology that
organizations can implement to manage the increased risks that these new technologies are introducing
into the Electricity Sector.

The role of managing cybersecurity risk’ from the operation and use of IT and ICS is critical to the
success of organizations in achieving their strategic goals and objectives, including resiliency, reliability,
and safety. This guideline is designed to build on an organization’s existing cybersecurity policies and
procedures, help organize and clarify risk management goals, and provide a consistent approach in which
to make risk decisions. This guideline will provide vendors and supporting organizations a vision into the
cybersecurity challenges of the Electricity Sector and aid in developing secure solutions.

The successful application of this guideline will result in the ability of an Electricity Sector organization
to:

o Effectively and efficiently implement a risk management process (RMP) across the whole
organization;

o Establish the organizational tolerance for risk and communicate throughout the organization
including guidance on how risk tolerance impacts ongoing decision making;

e Prioritize and allocate resources for managing cybersecurity risk:®

> For additional information, see US-CERT Cyber Threat Source Descriptions.

® The North American Electric Reliability Corporation (NERC) Reliability Functional Model provides the framework for the
development and applicability of NERC’s Reliability Standards.

7 Unless otherwise stated, references to risk in this publication refer to cybersecurity risk derived from the operation and use of
organizational systems including the processes, procedures, and structures within organizations that influence or affect the
design, development, implementation, and ongoing operation of IT and ICS. The aggregation of different types of risk across the
organization is beyond the scope of this publication.

8 Resources is defined as money, materials, staff, and other assets that can be utilized by an Electricity Sector organization in
order to meet its mission and business objectives.
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e Create an organizational climate in which cybersecurity risk is considered within the context of
the mission and business objectives of the organization; and

¢ Improve the understanding of cybersecurity risk and how these risks potentially impact the
mission and business success of the organization.

To successfully execute organizational mission and business functions in the Electricity Sector with IT
and ICS processes, leadership must be committed to making risk management a fundamental mission and
business requirement. Understanding and handling cybersecurity risk is a strategic capability and an
enabler of efficient and sustained mission and business objectives across all Electricity Sector
organizations. In the context of this document, the use of the term risk management will imply
cybersecurity risk management unless specifically qualified as ERM.
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2. Cybersecurity Risk Management Overview

Electricity Sector organizations deal with risk every day. As a result, these organizations must develop
processes to evaluate the risk of any activity, then mitigate or accept the risk as a cost of operating and
carrying out their mission. To this end, these organizations have developed enterprise risk management
processes and strategies to define how they will address the inherent risk in accomplishing their missions.

Risk management is defined as the program and supporting processes used to manage cybersecurity risk
to an organization’s operations.® In order to effectively perform risk management, an organization must
have a thorough understanding of their people, processes, and technology, as well as an understanding of
how they enable the mission and communication throughout the organization. It is critical to not only
understand the processes but also to enable the communications that facilitate information sharing. In this
model, we utilize a three-tier approach to integrating the Risk Management Plan (RMP) within an
organization. Risk management is a continuous process, and one that needs to be regularly evaluated to
ensure the latest threats, vulnerabilities, and mitigation strategies are addressed.

The model presented in this document is meant to take this routine process and formalize it to ensure that
risks are identified appropriately and responded to in a way that best carries out the mission of the
organization. This is a shared responsibility at every level in the organization, from daily operations to the
most senior executives in the organization.

2.1 RISK MANAGEMENT MODEL

The risk management model™ presented in this document is a three-tiered structure that provides a

comprehensive view for the Electricity Sector organization on how risk management activities are
undertaken across an organization. This structure is simple enough that it can be applied to any Electricity
Sector organization regardless of size or operations. The three tiers of the risk management model are:

o Tier 1: Organization;
e Tier 2: Mission and Business Process; and
o Tier 3: Information technology (IT) and industrial control systems (ICS).

A key component of the risk management model is the identification of mission and business processes
and the communications between well-defined organizational boundaries. Decisions being made within
one organizational mission or business unit could have an effect on the rest of the organization's units.
The model is meant to be applied using a “top-down” approach, where the activities an Electricity Sector
organization starts from a strategic focus in Tier 1 and shifts to a tactical focus in Tier 3. Figure 1
illustrates the tiered risk management model and once complete reflects an organization’s cybersecurity
risk management strategy** and its risk evaluation.*?

® Adapted from CNSSI-4009.

0 NIST Special Publication (SP) 800-39, Managing Information Security Risk, provides the definition and the foundational
methodology used in this document.

11 A risk management strategy includes any strategic-level decisions on how risks to an organization’s operations, assets,
individuals, and other organizations are managed by senior business/executives.

12 Risk evaluation is a component of the risk assessment element in which observations are made regarding the significance and
acceptability of risk to the organization.
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STRATEGIC RISK FOCUS

TIER1:.
Organization

Mission and
Business Process

TIER 3:
Information Technology and
Industrial Control Systems TACTICAL RISK FOCUS

Figure 1: Risk Management Model

2.1.1 Tier 1: Organization

Tier 1 addresses risk from an organizational perspective by establishing and implementing governance
structures that are consistent with the strategic goals and objectives of the Electricity Sector organization.
Governance® structures provide oversight for the risk management activities conducted by an
organization. The risk management decisions at Tier 1 provide direct inputs to the activities carried out at
Tier 2 and Tier 3. The Tier 1 risk management activities may include:

Establishing and implementing a risk governance structure;

Prioritizing mission and business functions that drive investment decisions;

Establishing the organization’s risk tolerance;

Defining techniques and methodologies for assessing cybersecurity risk;

Defining risk constraints and requirements;

Establishing the recovery order for critical mission and business processes; and
Establishing the Electricity Sector organization’s cybersecurity risk management strategy.™*

2.1.2 Tier 2: Mission and Business Processes

Tier 2 addresses risk from a mission and business process perspective, based on the risk management
strategy and other activities of Tier 1. This tier focuses on the mission and business processes of an
Electricity Sector organization and both informs and is informed by the IT and ICS technical architecture.
Tier 2 decisions are direct inputs to activities in Tier 3, while also providing feedback to Tier 1. The
business involved in this tier is that of operational management; in some Electricity Sector organizations

3 Additional information regarding the responsibilities of organizational officials can be found in Appendix F, Governance
Models.

1 The cybersecurity risk management strategy is a component within an organization’s enterprise risk management strategy. The
enterprise risk management strategy may consist of additional risk strategy components for program management risk,
investment risk, budgetary risk, legal liability risk, safety risk, inventory risk, or supply chain risk, in addition to a cybersecurity
risk management strategy.
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this will be the same as the executive management, but the analysis of cybersecurity risk at this level is
focused on the execution of mission and business processes. The risk management activities for Tier 2
may include:

o Identifying and defining mission and business processes and assets necessary to support the
functions of an Electricity Sector organization defined in Tier 1;

e Prioritizing the mission and business processes with respect to the strategic goals and objectives
of an Electricity Sector organization defined at Tier 1;

o ldentifying cybersecurity processes needed to successfully execute the mission and business
processes;

 Incorporating cybersecurity requirements® into the mission and business processes;
Developing a disciplined and structured approach for managing IT and ICS assets that support the
mission and business processes; and

e Providing a clear and concise roadmap to (1) allow traceability from the highest level strategic
goals and objectives of the organization; (2) ensure that mission and business process-driven
cybersecurity requirements and protections are defined, implemented, maintained and monitored:;
and (3) promote cost-effective, efficient, and resilient IT and ICS.

2.1.3 Tier 3: Information Technology and Industrial Control Systems

Tier 3 addresses risk from an IT and ICS perspective and is guided and informed by the activities from
Tiers 1 and 2. Tier 3 activities lead to the selection, deployment, and monitoring of cybersecurity controls
(safeguards and countermeasures) at the system level. The cybersecurity controls are subsequently
allocated to the various components of the IT and ICS in accordance with the cybersecurity architecture'®
developed by the organization. Activities at this level will provide risk performance and policy
compliance feedback to Tier 2 and then Tier 1. The Tier 3 risk management activities may include:

Categorizing IT and ICS into levels by risk and value;

o Allocating cybersecurity controls to systems and the environments in which they operate;
Managing the selection, implementation, assessment, and monitoring of cybersecurity controls;
and

o Establishing a process to routinely reassess a system’s cybersecurity posture based on new threat
information, vulnerabilities, or system changes.

The inclusion of traditional methods to address risk and controls in a structured method is part of the risk
management at Tier 3. This impacts the system lifecycle from development through disposal.

2.2 RISK MANAGEMENT CYCLE

The risk management cycle is not static but a continuous process, constantly re-informed by the changing
risk landscape as well as by organizational priorities and functional changes. The risk management cycle
provides four elements that structure an organization’s approach to risk management, as represented in

15 Cybersecurity requirements can be obtained from a variety of sources (e.g., legislation, policies, regulations, standards, and
organizational mission and business requirements).

16 Cybersecurity architecture is a component of the enterprise architecture that describes the structure and behavior for an

enterprise’s cybersecurity processes, cybersecurity systems, personnel, and organizational units, showing their alignment with the
enterprise’s mission and strategic plans.
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Figure 2:

e [Frame;

o Assess;

e Respond; and

e Monitor. a B
The risk management cycle is a comprehensive MONITOR

process that requires organizations to (i) frame risk
(i.e., establish the context for risk-based decisions),
(ii) assess risk, (iii) respond to risk once determined,
and (iv) monitor risk on an ongoing basis, using PNy
effective organizational communications and a B RESPOND
feedback loop for continuous improvement in the
risk-related activities of organizations. Risk
management is carried out as a holistic,
organization-wide activity that addresses risk from
the strategic level to the tactical level, ensuring that
risk-based decision-making is integrated into every
aspect of the organization. The following sections briefly describe each of the four risk management
components.

Figure 2: Risk Management Cycle

The output of the risk management cycle is a risk management strategy that addresses how an Electricity
Sector organization intends to frame, assess, respond to, and monitor risk. The risk management strategy
makes explicit and transparent the risk perceptions that an organization in the Electricity Sector routinely
uses in making investment and operational decisions.

The following sections provide brief descriptions of each of the four elements in the risk management
cycle and the various activities that occur within each element.

2.2.1 Risk Framing Risk framing must include third parties that are

. . ] ] provided access to sensitive data and critical
The I’ISk-fl’amIng element descrlbes the environment systemsl For example, vendors may need access to

in which risk-based decisions are made. Establishing | systems to provide updates and support but the
a realistic and credible risk frame requires that
organizations in the Electricity Sector, identify:

e Assumptions about threats, vulnerabilities, consequences, impacts, and likelihood of occurrence;

o Constraints imposed by legislation, regulation, resource limitations, and other factors identified
by the organization;

¢ Risk tolerance which identifies levels of risk, types of risk, and the degree of risk uncertainty that
is acceptable;

e Priorities within mission and business functions, and trade-offs among different types of risk
across those functions; and

e Trust relationships, such as physical interconnections, third-party billing organizations,
reciprocity agreements, or device vendors."’

7 For many Electricity Sector organizations, external risk relationships are not managed to the same degree as those directly
impacting that organization. Each organization must take steps to be aware of the potential for risk from external relationships to
ensure that it does not impose undue risks on others. Additional information regarding the responsibilities of organizational
officials can be found in Appendix G, Trust Models.
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Trust relationships and organizational culture The ever broadening reliance upon globally sourced

influence the risk management elements and the equipment exposes IT, ICS and networks to an

risk management model. Changes in mission and enlarging risk of exploitation through counterfeit

business requirements may require a greater materials, malicious software, or untrustworthy

acceptance of risk and/or additional measures to products. A supplier of IT or ICS components is also

establish and/or build trust. Such measures an acquirer of sub-components that make up their
products. To obtain a level of trust, each organization

facilitate building trust and evolving
organizational cultural values, beliefs, and norms
over the longer term. Additional information on
trust and organization culture can be found in
Appendix G.

2.2.2 Risk Assessment

The risk assessment element identifies, prioritizes, and estimates risk to an organization’s operations,
assets, individuals, and other interconnected Electricity Sector organizations. This is done through the risk
context created in the risk-framing element. The purpose of the risk assessment element is for
organizations to identify and evaluate:

Threats (to operations, assets, or individuals);
Vulnerabilities™ (to operations, assets, or individuals);
Impact (consequence or opportunity); and

Likelihood (probability or frequency an event will occur).

To support the risk assessment element, organizations identify:

Tools, techniques, and methodologies that are used to assess risk;

Assumptions related to risk assessments;

Constraints that may affect risk assessments;

Roles and responsibilities™ related to risk assessment;

Risk assessment information to be collected, processed, and communicated; and
Threat information to be obtained.

2.2.3 Risk Response

The risk response element addresses how an Electricity Sector organization responds to risk once that risk
is assessed. The purpose of the risk response element is to provide a consistent, organization-wide
response to risk in accordance with the risk framing and risk assessment elements to:

Develop alternative courses of action for responding to risk;
Evaluate the alternative courses of action;
Determine appropriate courses of action consistent with the organization’s risk tolerance level; and

o
o
o
e Implement the courses of action.

18 \Julnerabilities are not confined to IT and ICSs but can also include vulnerabilities in governance structures, mission and
business processes, enterprise and cybersecurity architectures, facilities, equipment, supply chain activities, and external service
providers.

19" Additional information regarding the responsibilities of organizational officials can be found in Appendix D, Roles and
Responsibilities.
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The output of the risk response element includes the risk management strategy and describes the types of
risk responses that may be implemented (i.e., accepting, avoiding, mitigating, sharing, or transferring
risk); the process to evaluate courses of action; the communication methods used across an organization
and to external organizations (e.g., external service providers, supply chain partners) for those risk
responses; and the tools, techniques, and methodologies used to develop courses of action for responding
to risk.

It may be determined through a cost-benefit analysis that during the risk response element certain
requirements are not feasible to implement, are cost prohibitive, or are not relevant to Electricity Sector
operations. In this event, the risk monitoring cycle may require a reevaluation of the framing or
assessment elements. It may also require compensating controls to manage the risk in an acceptable way
to meet the spirit of the requirements.

2.2.4 Risk Monitoring

The risk monitoring element addresses how risks are monitored and communicated over time in an
Electricity Sector organization. The purpose of the risk-monitoring element is to:

o Verify that risk response measures are implemented and that the cybersecurity requirements
derived from the risk strategy are satisfied;

o Determine the ongoing effectiveness of risk response measures;

e ldentify changes that may impact risk to an organization’s IT and ICS and its environment;* and

o Describe the monitoring process to assess how change impacts the effectiveness of risk responses.

2.3 RISK MANAGEMENT PROCESS

The RMP shown in Figure 3 is A
based on integrating the risk
management cycle shown in
Figure 2 at each business tier in
the risk management model
shown in Figure 1. The goals of

TIER 1:
Organization

this process are to improve risk- TERS:
assessment, awareness, and Mission
security behavior at all levels of AN

an organization. To facilitate

these goals, further sections of

this document will elaborate on =8

the activities and artifacts Information Technology
recommended to focus leaders, and Industrial Control
managers, security, and IT and Systely
ICS personnel on the practices

of a strong risk program. The

artifacts will help to promote Table 1: Risk Management Process

communications between

2 Environments of operation include, but are not limited to the threat space; vulnerabilities; mission and business functions;
mission and business processes; enterprise and cybersecurity architectures; ITs; personnel; facilities; supply chain relationships;
organizational governance and culture; procurement and acquisition processes; organizational policies and procedures; and
organizational assumptions, constraints, risk tolerance, and priorities and trade-offs.
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stakeholders, maintain focus on cybersecurity risk and security topics, and provide a basis for risk
analysis and risk mitigation. The process is designed to (1) accommodate any size or type of organization,
(2) support a mission and business focus “top- down” approach, and (3) support the objectives of
integrating a security mindset and improving risk communications into the organization.

The RMP assumes little about the size or type of organization, but it does assume that the functions of
leadership (Tier 1), business management (Tier 2), and systems management (Tier 3) are similar in all
Electricity Sector organizations.

= Corporate Strategy
= Policy

Executive

Leadership

TIER2:
Business
Management . = Guidance and

Constraints

= Actionable policy
and procedures

=« Besults of monitoring
= Feedback on policy

= Besults of monitoring
= Feedback on policy

Systerhs

Management

Figure 3: RMP Information Flowchart

As Figure 3 shows, each tier has within it an execution of the risk management cycle. The cycle elements
(frame-assess-respond-monitor) each produce outputs that become inputs to the next element. The RMP
represents how the output(s) from the risk assessment element in Tier 1 or Tier 2 become inputs to the
risk framing element in Tier 2 or Tier 3.

As illustrated in Figure 4, the risk management cycle would be applied first at Tier 1 and complete the
cycle, at least once, from risk framing to risk monitoring, before implementing the RMP at Tier 2 and
then Tier 3. However, it is recognized that this does not correspond to the real world, and it is up to each
Electricity Sector organization to determine which tier to first apply the risk management cycle, based on
its governance structure, policies, costs, and resources. Regardless of where the organization has started,
the outputs of this process will be valuable to the risk management of the organization and support the
process goals.

Understanding that the flow of information in the RMP is bi-directional helps the organization understand
that this process is flexible and informative. The results of elements at each tier support and enhance the
risk program. Figure 4 shows the flow of information to and from each tier in greater detail than Figure
3.The main outputs from Tier 1 serving as inputs to Tier 2 are organizational strategies and policies.
These strategies will address the overall goals and objectives of the organization’s RMP; the
organization’s overall tolerance for risk; and how the organization intends to assess, respond to, and
monitor risks. These artifacts also set the tone for security within the organization. Organizational policies

Draft for Public Comment Page | 10
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stem from these strategies and reflect decisions that affect the implementation of the RMP. These are

generally nontechnical policies that relate to management structure, financial implications, and external

regulation or compliance requirements.

Tier 2 provides feedback to Tier 1 in the form of consolidated results from monitoring the Tier 2 and Tier
3 activities and knowledge gained from applying organizational policies. As the organization develops
mission and business process policies and procedures at Tier 2, it may find that there are organizational-
level policies that may be possible but impractical to implement. This feedback from Tier 2 will allow the
organizational managers at Tier 1 to determine whether the return on investment outweighs the expense
of implementing the organizational policies. The main outputs from Tier 2, serving as inputs to Tier 3,
will be programmatic and business policies, practices, and procedures. These will provide input for those
personnel actually implementing the security program and countermeasures at Tier 3. The programmatic
and business policies, practices, and procedures will also dictate how the performance of the systems will
be measured. These metrics will have an impact on the specific controls, mitigation, and countermeasures

chosen at Tier 3.

RISK
ASSESSMENT

RISK

RESPONSE

RISK
MONITORING

Tier 3 provides feedback to Tier 2 in the form of consolidated results from monitoring Tier 3 activities
and specific information about effects of programmatic and business policies, practices, and procedures.

TIER 1

The Organization

Produce a description of the
environment; e.g., generation assets,
transmission operations, distribution
end-points, etc.

Identify mission, resources, and functions
in order to prioritize strategies and
establish risk methodology.

Decide on the appropriate courses of
action to accept, avoid, mitigate, share,
or transfer risk.

Evaluate in context with entire
enterprise, multiple systems, and all
relevant mitigation controls.

TIER 2
Mission & Business
Processes

Establish the cybersecurity architecture
and type of risk assessment. Evaluate
operational impacts for prioritization.

Conduct the mission and business-
specific risk management producing a
risk-prioritized list of processes.

Use risk-prioritized list of elements,
assumptions, and constrains, to establish
cybersecurity architecture

Measure the effectiveness of and level
of conformance with the cybersecurity
architecture.

TIER 3
Information Technology &
Industrial Control Systems

|dentify the components, systems,
hardware, and software of the
information technology and industrial
control systems.

Provide the list of controls, controls
implementation, and the cybersecurity
plan.

Produce a report based on the

findings and recommendations of the
cybersecurity assessment report. Produce
tasks to correct any weaknesses or
deficiencies in the cybersecurity controls.

Monitor change activities and ongoing
assessment and remedial action
activities.

Table 2: Risk Management Plan Overview

As an organization takes the organizational policies from Tier 1 and transforms them into actionable

policies, procedures and practices at Tier 2, input will be needed from Tier 3 on the ability to implement
the desired policies, procedures, and practices with the existing set of countermeasures available. The
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553  decision makers at Tier 2 need feedback from Tier 3 to understand the cybersecurity capabilities and the
554  possible costs associated with those countermeasures.

555

556  The RMP helps define and promote a common understanding of risk tolerance and risk policy to be

557  communicated. Because the process starts or includes the highest management levels of a business, it
558  supports a top-down approach that incorporates business goals and objectives. It also benefits an

559  organization by supporting risk program communications that allows for risk performance and policy
560  compliance to be communicated and aggregated from the bottom-up (Tier 3 to Tier 2 to Tier 1).

561 2.4 DOCUMENT ORGANIZATION

562  The remainder of this document discusses how the risk management cycle applies to each of the tiers with
563  additional supporting information provided in the appendixes. The chapters describe the inputs, activities,
564  and outputs of each element within the risk management cycle, including those from other tiers. At the
565  end of each chapter, a table summarizing the inputs, activities, and outputs is provided.

INPUTS @) ACTIVITIES mp  OUTPUTS

b=
=
—
=
173
v
o
(773
wn
<<

RESPONSE

o
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=
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S
=
566
567 Table 3: Sample Inputs, Activities and Outputs
568

Draft for Public Comment Page | 12



569

570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617

Draft for Public Comment

3. TIER 1: THE ELECTRICITY SECTOR ORGANIZATION

This chapter will address the RMP at the Organization Tier (Tier 1) of the risk management model. As
described in Chapter 2, each tier of the model performs a similar process to define and refine risk
information, develop a risk management strategy, and enhance the cybersecurity posture of an Electricity
Sector organization.

Regardless of the size or type of an organization in the Electricity Sector, senior executives are
responsible for how cybersecurity risk impacts the organization’s mission and business functions. As part
of governance, each organization establishes a risk executive function that develops an organization-wide
strategy to address risks and set direction from the top, establishing accountability. The risk executive is a
functional role established within organizations to provide a more comprehensive, organization-wide
approach to risk management. This could exist as a collection of executive managers, board of directors,
or committee of a co-operative organization. The function serves as the common risk management
resource for senior leaders or executives, mission and business owners, chief information officers (C10s),
chief information security officers, information system owners, enterprise architects, cybersecurity
architects, and any other stakeholders having a vested interest in the mission and business success of
organizations. Managers at all three tiers then apply this risk management strategy to their mission and
business processes and the IT and ICS that support them.

The RMP requires consultation between the senior executive leadership and organizational stakeholders
to address each of the elements in the risk management cycle:

e Frame; —
e  ASSess: Cybersecurity risk

e Respond; and management strategy and
e Monitor.

These elements are defined in such a way that all Electricity Sector organizations can follow the
guidance, but the specific method they use is not dictated. The process is designed to be flexible to each
organization’s size or sophistication.

Electricity Sector organizations have significant flexibility in determining the inputs, how the risk
management activities are performed (e.g., sequence, degree of rigor, formality, and thoroughness of
application), and how the results or outputs of each activity are captured and shared across the
organization and between organizations. Ultimately, the objective of applying the RMP is to develop a
better understanding of cybersecurity risk in the context of the broader actions and decisions of
organizations and, in particular, with respect to an organization’s operations, assets, individuals, and
relationships with other organizations.

Electricity Sector organizations have a variety of risk management methodologies, models, and systems
that they may already use for addressing areas such as safety and financial risk. The RMP discussed in
this document is not meant to supersede these but to add aspects of cybersecurity. If an organization
already has an established RMP, then much of the information contained in this document may already be
known and may be used in conjunction with that process. This RMP is not meant to replace an
organization’s existing process if it exists but to add to it, making it stronger and more secure.

The RMP at Tier 1 produces a cybersecurity risk management strategy that includes a risk assessment

methodology, a risk monitoring strategy, and a cybersecurity governance program. The cybersecurity risk
management strategy will enable business unit managers, mission and business process owners, and IT
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and ICS managers to allocate resources in a prioritized manner and provide feedback to senior
management on the effectiveness of the risk management program. The development and institution of a
governance program will provide focus and structure to the executive leadership responsible for providing
oversight and systematic review of the RMP.

3.1 RISK FRAMING AT TIER 1
Risk framing establishes the context and provides a
common perspective on how an Electricity Sector
organization manages risk. This will vary across
Electricity Sector organizations on the basis of their type
and size. For instance, a small rural cooperative may
have a fairly well-defined but limited scope of business
that includes a few hundred distribution end points, a
couple of generation assets, small field operations, and
administration functions. This is dramatically different
from a larger investor-owned utility that includes thousands of distribution customers, interstate
transmission assets, investments in large-scale generation facilities, and wholesale marketing activities.
Risk framing for both of these organizations will reflect the “realities” of each organization, from the
unique functions they perform to the specific assets they manage.

NoTE.—For each element (frame, assess,
respond, and monitor) at all tiers, said

element is defined by its inputs, its activities
performed against the inputs and the outputs
from the activities. At the end of Chapter 3,

Once the environment is adequately framed, an organization’s senior leadership will be able to
appropriately assess, respond to, and monitor risk. The risk framing element makes explicit the specific
risk assumptions, risk constraints, risk tolerances, and priorities and trade-offs used within organizations
for making investment and operational decisions.

3.1.1 Inputs
Source inputs to the Tier 1 risk framing element may include:

* Mission and vision statements; Risk framing at Tier 1 should be limited to strategic
Legislation (international, information that defines cybersecurity risk throughout the
Federal, regional, State, local, organization. Some specific examples of Electricity Sector
and tribal); organizations could include:

e Organizational policies;

e Regulatory requirements (e.g., e A large interstate transmiss_ion business that is covered by
North American Electric NERC and must comply with NERC CIP Standards;

P, : e A small rural cooperative that has contracts with its
Rel.'ab'“.ty Corporatlo_n [NERC] neighboring distribution utilities to share substation and
registration and functional : 4

model);
e Contractual relationships (e.g.,
third- party agreements, service-
level agreements, memoranda of
understanding, and memoranda
of agreement);
Financial limitations;
Trust relationships, both internal and external to the organization;*
Organizational culture, both internal and external to the organization;
Governance structures;

2L Additional information regarding trust relationships and trust models can be found in Appendix G, Trust Models.
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e Processes that indicate the extent of or limits on decision making authority;
e Outputs from the Tier 1 risk monitoring elements;?? and
o Feedback from the Tier 2 risk management cycle.

3.1.2 Activities

3.1.2.1 Risk Assumption
Risk assumption activities identify how risk is assessed, responded to, and monitored. As part of the
framing element, Electricity Sector organizations identify, describe and provide examples of threat
sources, vulnerabilities, impacts, and likelihood determinations for risk assumption activities. This will
promote a common terminology and frame of reference throughout the organization for comparing and
addressing risks across the disparate mission and business areas. Additionally, at Tier 1 an organization
may leverage threat scenarios, identified by industry associations and task forces, to enhance its approach
to a complete risk analysis.

Threat Sources
Threat sources can introduce undesirable events with adverse impacts on organizational operations,
assets, individuals, and other organizations in the Electricity Sector. Threat sources may include:

People (malicious violation of policies by current/former employees and third-party personnel);
Processes (missing or deficient procedures);

Technology (component failure through design, implementation, and/or maintenance);

External disasters (natural or man-made); and

Systemic, recurring cybersecurity incidents.

For all threats determined through the analysis of threat sources, Electricity Sector organizations develop
a concise description of the:

Types of tactics, techniques, and procedures employed by adversaries;?

Threat sources addressed by the safeguards and countermeasures;

Threat sources not being addressed by safeguards and countermeasures;

Assumptions about threat source targeting, intentions, and capabilities;

Level of detail with which the events are described, by identifying a set of representative threat
events;

Conditions for when to consider threat events in risk assessments; and

e Credible and useful sources of threat information (e.g., Electricity Sector Information Sharing and
Analysis Center [ES-ISAC], United States Computer Emergency Readiness Team [US-CERT],
and NERC).

By identifying and establishing threat sources at Tier 1, Electricity Sector organizations provide a basis
for aggregating and consolidating the results of risk assessments at Tier 2 into an overall assessment of
risk throughout the organization.

22 These outputs will not exist if this is the first time an organization is implementing the risk management lifecycle at Tier 1.
These outputs will only exist once an organization has completed the risk management lifecycle at Tier 1 and Tier 2.

28 Adversaries can be characterized in terms of threat levels (based on capabilities, intentions, and targeting) or with additional
detail.
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Vulnerabilities

Vulnerabilities are vectors that a threat source may exploit to cause adverse impacts to IT and ICS in
Electricity Sector organizations. At Tier 1, vulnerabilities can be associated with deficiencies or
weaknesses in organizational governance structures or processes. They can also be associated with the
susceptibility of organizations to adverse impacts from external sources (e.g., technology owned or
managed by third parties). The Electricity Sector organization at Tier 1 may:

e Provide guidance regarding how to consider dependencies on external organizations as
vulnerabilities;

o |dentify the degree of specificity with which vulnerabilities are described (e.g., identification of
weak or deficient cybersecurity controls);

e Provide examples corresponding to threats;
Determine how vulnerability information is shared across organizations, using governance
structures and processes;

o Identify sources of vulnerability information found to be credible and useful; and
Make explicit any assumptions about the degree of organizational, IT, and ICS vulnerability to
specific threat sources (by name or type).

Impact

Electricity Sector organizations provide guidance on how to assess impacts to operations (i.e., mission
disruption, financial loss, image, and reputation), assets, individuals, and other organizations from a
cybersecurity event. Organizations can experience the impacts of cybersecurity events along with their
consequences at Tier 1 (e.g., failing to comply with legal or regulatory requirements, damaging reputation
or relationships, or undermining long-term viability as it relates to the consequences of cybersecurity
breaches). At Tier 1, an organization’s senior executive leadership determines which impact types and
their consequences related to cybersecurity are to be considered at Tier 2.

A cybersecurity event can have multiple consequences and different types of impact, at different levels,
and in different time frames. For instance, a cybersecurity compromise of communications equipment
used for transmission line management could lead to cascading failures across portions of the grid. The
resulting downstream outages could result in loss of customers, legal and regulatory actions, or impact on
reputation brand and corporate value.

Likelihood

Electricity Sector organizations can employ a variety of approaches for determining the likelihood of
cybersecurity threat events. One organization may prefer quantitative® risk assessments, while another
organization may prefer qualitative® risk assessments, particularly when the risk assessment involves a
high degree of uncertainty. Likelihood determinations can be based on either threat assumptions or actual
threat data (e.g., historical data on cyber attacks or specific information on adversary capabilities,
intentions, and targeting).

When specific and credible threat data is available (e.g., types of cyber attacks, cyber attack trends, and
frequencies of attacks), Electricity Sector organizations use the empirical data and statistical analyses to
determine more specific probabilities of threat events occurring. Organizations then select a method

2 Quantitative risk is the use of measurable, objective data to determine asset value, probability of loss, and associated risks.

% Qualitative risk is the measure of risk or asset value based on rank or separation into categories such as low, moderate, high on
a scale from 1 to 10.
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consistent with its organizational culture and risk tolerance. Organizations can also make explicit
assumptions concerning the likelihood that a threat event will result in adverse effects, as follows:

o Worst case (i.e., attack will be successful unless strong, objective reasons to presume otherwise);

o Best case (i.e., attack will not be successful unless specific, credible information to the contrary);
or

e Something in between best and worst cases (i.e., the most probable case).

3.1.2.2 Risk Constraint
Electricity Sector organizations identify constraints based on risk framing activities. Some organizations
may be compelled to meet strict regulatory requirements (e.g., NERC Critical Infrastructure Protection
[CIP] Standards) that limit risk response options, while other organizations may be constrained by
resource availability, contractual obligation, culture, or timing. Additionally, many IT and ICS assets in
Electricity Sector organizations must serve a long, useful life without disruption. A lack of flexibility in
changing legacy systems may drive the need to integrate more stringent cybersecurity controls into the
systems upon initial deployment. Constraints on the RMP in the Electricity Sector may include:

o Direct financial limitations (e.g., limiting the total resources available for investments in risk
assessments or in safeguards or countermeasures);

o Indirect financial limitations (e.g., eliminating activities that, while involving relatively small
investments in risk response, entail curtailing or discarding investments in legacy IT and ICS);

e Legal, regulatory, and/or contractual requirements;

e Organizational policies (e.g., restrictions on outsourcing and/or on requirements for information
to be gathered as part of risk monitoring);

¢ Organizational culture, which can impose indirect constraints on governance changes (e.g.,
precluding a shift from decentralized to hybrid governance structures);

e Cybersecurity controls considered by an organization to be implemented organization wide; and

o Cultural constraints that limit the visibility into and between IT and ICS.

3.1.2.3 Risk Tolerance
In the Electricity Sector, organizations identify and communicate the level of risk tolerance acceptable to
meeting their mission and business objectives. At Tier 1, organizations will define their risk tolerance on
the basis of the activities in the risk framing element in conjunction with organizational mission and
business functions. There is no correct level of organizational risk tolerance. Rather, the degree of risk
tolerance is (i) generally indicative of organizational culture, (ii) potentially different for different types of
losses/compromises, and (iii) subject to the risk tolerance of senior executives. The ramifications of risk
decisions that are based on risk tolerance are significant, resulting in less risk-tolerant organizations
potentially failing to achieve needed mission and business capabilities in order to avoid what appears to
be unacceptable risk, while more risk-tolerant organizations may focus on near-term mission and business
efficiencies at the expense of setting themselves up for future failure.

It is important that organizations exercise due diligence in determining risk tolerance—recognizing how
fundamental this decision is to the effectiveness of the risk management program. There are a variety of
techniques for identifying cybersecurity risk tolerance. This variety is likely to be different, based on the
uniqueness of the Electricity Sector organization and the perceived risk scenarios. Additionally,
organizations may define risk tolerance for other types of organizational and operational risks (e.g.,
financial, safety, compliance, or reputation) that will have an impact on cybersecurity risk.

3.1.2.4 Priorities and Trade-Offs
At Tier 1, organizations make trade-offs and establish priorities for responding to risks. Electricity Sector
organizations tend to have multiple priorities that can conflict. These conflicts may introduce other risks
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as a result. Approaches employed by Electricity Sector organizations for managing risks reflect
organizational culture, risk tolerance, risk-related assumptions and constraints. These approaches are
integrated into strategic plans, policies, and roadmaps for organizations that may indicate preferences for
different forms of risk response.

3.1.3 Outputs

Outputs from the Tier 1 risk framing element produce a set of organizational policies, governance
structure, and guidance for the following:

e Scope of the organizational RMP (e.g., organizations covered, mission and business
functions affected, how risk management activities are applied at Tier 1);

e Cybersecurity risk assessment guidance, including the description of threat, sources of threat
information, example threat events (in particular, adversary tactics, techniques, and procedures),
when to consider and how to evaluate threats, sources of vulnerability information, risk
assessment methodologies to be used, and risk assumptions;

e Cybersecurity risk response guidance, including risk tolerances, risk response concepts to be
employed, opportunity costs, trade-offs, consequences of responses, hierarchy of authorities, and
priorities;

e Cybersecurity risk monitoring guidance, including analysis of monitored risk factors to determine
changes in risk, monitoring frequency, methods, and reporting;

e Cybersecurity risk constraints on executing risk management activities; and

e Organizational priorities and trade-offs relating to cybersecurity risk.

The outputs of the risk framing element serve as inputs to the risk assessment element of the RMP.

3.2 RISK ASSESSMENT AT TIER 1
At the Tier 1 organization level, the risk assessment element identifies the mission, functions, and
individuals in order to:

e Prioritize investment strategies for business units or functions based on trade-offs;

e Establish a standard risk assessment methodology or provide guidance for consistent
implementation of risk assessment across the enterprise; and

e Set tolerances for risk response.

Risk assessments conducted at Tier 1 are used to refine and enhance threat, vulnerability, likelihood, and
impact information in assessments conducted in Tier 2. Organization-wide risk assessments in the

Electricity Sector provide some initial prioritization of risks for the organization’s leadership to consider
when moving to the risk response element.

A Tier 1 organization could be seen as the “investment

A common problem with risk assessment is holding company” of a number of related businesses
treating it as a singular activity rather than as involved in the generation, transmission, and distribution

an ongoing process. Keeping risk of electri_city_. The bus:iness goal is for maximum

' : communication, consistency, and enhanced value. To
assessr_‘nents up_ to date proyldes many achieve this, an organization sets standards for risk
potential benefits such as timely and relevant | 3ssessment by reviewing assessments already performed in

information that enable senior executive the organization’s operations environment and sets the
leadership to perform continuous risk standards for all of the related businesses to follow.
management.
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Organizations may determine that conducting comprehensive risk assessments does not provide sufficient
value or is too overwhelming. In such situations, Electricity Sector organizations may consider
conducting incremental and/or differential risk assessments. An incremental risk assessment considers
only new information (e.g., the effects of using a new piece of technology on mission and business risk),
whereas a differential risk assessment considers how changes affect the overall risk determination.
Incremental or differential risk assessments are useful if organizations require a more targeted review of
risk, seek an expanded understanding of risk, or desire an expanded understanding of the risk in relation
to its mission and business functions.

3.2.1 Inputs

Inputs to the Tier 1 risk assessment element may include:

Organizationally consistent risk assessment methodologies;?®

The breadth and depth of analysis employed during risk assessments;

The level of granularity required for assessing threats and vulnerabilities;

Whether and/or how to assess external service providers;

Whether and/or how to aggregate risk assessment results from different organizational entities or
mission and business functions organization wide; and

e Outputs from the risk framing element in Tier 1.

Organizational expectations regarding Tier 1 risk assessment methodologies, techniques, and/or
procedures are shaped heavily by governance structures, risk tolerance, risk constraints, priorities, trade-
offs, culture, familiarity, and trust. Prior to conducting risk assessments, Electricity Sector organizations
determine the appropriate depth and breadth for the assessments.

Risk assessments can be conducted even when some of the inputs from the risk framing step have not
been received or preconditions established. However, in those situations, the quality of the risk
assessment results will be affected and may be incomplete.

3.2.2 Activities

3.2.2.1 Threat and Vulnerability Identification
A Tier 1 risk assessment focuses on the identification of threats to and vulnerabilities of an Electricity
Sector organization. Threat analysis requires an examination of threat sources, data, and events to
estimate capabilities, intentions, and targeting information from many sources. Threat and threat source
information generated at Tier 1 can be used to inform or refine the risk-related activities in Tier 2 and Tier
3. Vulnerabilities related to organizational governance and external dependencies are most effectively
identified at Tier 1. For instance, a moderate-sized utility will want to review threats to the IT and ICS
employed by the utility. It might start with a catalog and classification exercise to identify and prioritize
the most critical to least critical technology, based on mission and data importance. The list then helps
inform which threats and vulnerabilities are applicable to which technology.

In many Electricity Sector organizations, risk scenarios are developed where subsequent decision tree-
styled risk determination is more easily implemented. The Electricity Sector and supporting government
organizations develop threat scenarios that are helpful in identifying and analyzing threats and
vulnerabilities. As previously stated, these risk scenarios are constantly changing and will require routine
review of threat assumptions that are used in organizational risk determination.

% Examples of risk assessment methodologies include: NIST SP800-30, OCTAVE/SQUARE, RAM-E, 1S0O-27005, 1SO-31000,
Probabilistic risk assessment (PRA), Failure Mode Effects and Analysis (FMEA).
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3.2.2.2 Risk Determination
At Tier 1, organizations in the Electricity Sector determine the risk to their operations, assets, individuals,
and other organizations if identified threats were to exploit identified vulnerabilities. Organizations
determine risk by considering the likelihood that threats could exploit vulnerabilities and the resulting
adverse impacts if such exploitations occur. An organization uses threat and vulnerability information,
together with likelihood and impact information to determine risk, either qualitatively or quantitatively.
To determine the likelihood of threats exploiting vulnerabilities, Electricity Sector organizations can
employ a variety of approaches, such as:

e Threat source assumptions (e.g., historical data on cyber attacks, earthquakes, etc.);

e Threat modeling, such as comparison or perspective methods;*’

e Actual threat information (e.g., specific information on threat source capabilities, intentions, and
targeting);

o Empirical data and statistical analyses used to determine more specific probabilities of threats
occurring; and

¢ Vulnerabilities identified at the individual weakness or deficiency level or at the root-cause level.

Risk Determination and Uncertainty

In instances involving potential high impact, any likelihood that a threat could exploit a known
vulnerability would require a high-priority response to reduce the potential for unacceptable damage.
Thus, risk determinations at Tier 1 require analysis of threat, vulnerability, likelihood, and impact-related
information. Organizations will need to understand:

o Mission and business threats and vulnerabilities, where safeguards and/or countermeasures do not
exist;

e How risk assessment inputs directly affect the type of outputs or risk determinations;

o That the reliability and accuracy of risk determinations are dependent on the currency, accuracy,
completeness, and integrity of information collected to support the risk assessment process;

e The components of risk assessment results that affect reliability and accuracy of risk
determinations; and

e The anticipated time frames associated with particular risks.

The Tier 1 guidance for determining risk uncertainty indicates how combinations of likelihood and impact
are combined to determine the risk level or risk score rating. During the risk framing element,
organizations may have provided guidance on how to analyze risk and how to determine risk when a high
degree of uncertainty exists. Uncertainty is particularly a concern when the risk assessment considers
advanced persistent threats (APTs) for which analysis of interacting vulnerabilities may be needed, the
common body of knowledge is sparse, and past behavior may not be predictive.

Even with the establishment of explicit criteria, risk assessments are influenced by organizational culture
and the personal experiences and accumulated knowledge of the individuals conducting the assessments.
As a result, assessors of risk can reach different conclusions from the same information. It is the
responsibility of the organization’s senior risk executive function to harmonize a consistent risk
determination across the organization, while driving the Electricity Sector organization to adopt justified
risk response programs. The defined and applied processes of an organization provide the means to
identify inconsistent practices and include processes to identify and resolve such inconsistencies.

27 see Performing Security Analyses of Information Systems, pages 119-125, by Charles L. Smith, Sr., for additional information.
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3.2.3 Outputs

The output of the risk assessment element is a determination of risk to an organization’s operations,
individuals, and other organizations. Risk determination is the primary input for selecting appropriate risk
responses in subsequent tiers and elements. The information collected in assessment activities may be
documented so that it can be re-assessed on a regular basis.

A municipality that is responsible for electricity delivery

3.3 RISK RESPONSE AT TIER 1 recognizes the risk of earthquake or natural disaster to the
Risk response at Tier 1 evaluates, decides generation and transmission functions conducted by
upon, and implements appropriate courses of contracted organizations. The municipality finds its options to
action to accept, avoid, mitigate, share, or mitigate this risk to be highly limited and costly and therefore
transfer risk to an organization’s operations, decides to take limited measures to address this supply-chain

risk. This would be an example of partial acceptance of risk

assets, individuals, and other organizations. - A :
by an Electricity Sector organization at Tier 1.

Identifying and analyzing alternative courses
of action at Tier 1 will impact risk
determination at subsequent tiers. Decisions
to employ risk response measures throughout
an organization are typically made at Tier 1,
although the decisions are informed by risk-
related information from the lower tiers.

Conversely, the same municipality may have recently
replaced all consumer meters with new digital meters. The

3.3.1 Inputs

Inputs to the Tier 1 risk response element may include:

Threat sources and threat events;

Vulnerabilities that are subject to exploitation;

Estimates of potential impact and consequences if threats exploit vulnerabilities;

Estimates of likelihood that threats exploit vulnerabilities;

Determinations of risk to an organization’s operations, individuals, and other organizations;
Risk response guidance from the organization’s risk management strategy;

Directions and guidance on appropriate responses to risk; and

Outputs from the Tier 1 risk assessment element.

3.3.2 Activities

3.3.2.1 Risk Response Identification

At Tier 1, identification of risk response in an . . -
Electricity Sector organization will require An exgmple of a risk response is how many electric utl!lty
operations rely on new IT for telemetry of line and device

identifying alternative courses of action to information. The risk of failure of these devices could
respond to risk determined during the risk

assessment. A course of action is a time-
phased or situation-dependent combination
of risk response measures. Organizations can respond to risk in a variety of ways.?®

These include:

2 Additional information regarding how an organization responds to risk can be found in Appendix H, Risk Response Strategies.
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Risk acceptance;

Risk avoidance;

Risk mitigation;

Risk sharing;

Risk transference; or
Combinations of the above.

Risk Acceptance

Risk acceptance is the appropriate risk response when the identified risk is within the risk tolerance of an
Electricity Sector organization. In some instances, organizations may accept risk deemed to be low or
moderate, depending on particular situations or conditions. Conversely, organizations designated by
regulatory authorities will have a lower risk tolerance and may be restricted from accepting risk for
specific business functions.? Electricity Sector organizations may make determinations regarding the
general level of acceptable risk and the types of acceptable risk, while considering organizational
priorities and trade-offs between:

o Near-term mission and business needs and the potential for long-term mission and business
impacts;

o Organizational interests and the potential impacts on individuals and other organizations; and

¢ Regulatory requirements.

Risk Avoidance

Risk avoidance involves taking specific actions to eliminate the activities or technologies that are the
basis for the risk. Organizations revise or reposition activities or technologies to its mission and business
processes to avoid the potential for unacceptable risk.

Risk Mitigation
Risk mitigation, also known as risk reduction, is the appropriate risk response for that portion of risk that
cannot be accepted, avoided, shared, or transferred. The alternatives to mitigate risk depend on:

e The scope of risk response decisions assigned or delegated to the senior risk official, as defined
by the organization’s governance structure; and
e The organization’s risk management strategy and associated risk response strategies.

The means used by organizations in the Electricity Sector to mitigate risk can involve a combination of
risk response measures across all tiers.

Risk Sharing or Risk Transference

Risk sharing or risk transference is the appropriate risk response when an Electricity Sector organization
desires and has the resources to shift risk liability and responsibility to other organizations. Risk
transference shifts the entire risk responsibility or liability from one organization to another organization.
Risk sharing shifts a portion of risk responsibility or liability to another organization. It is important to
note that risk transference reduces neither the likelihood of harmful events occurring nor the impact to an
organization’s operations, assets, individuals, or other organizations. Risk sharing does not always reduce
the impact of regulatory compliance enforcement or financial liability, unless the agreement(s) between
the risk sharing organizations acknowledge transfer of both responsibility and liability. Risk sharing often

2 For example, per NERC Reliability Standards, organizations in the Electricity Sector with components deemed part of the
critical infrastructure may not accept any risk for said components.
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occurs when organizations determine that addressing risk requires expertise or resources that are better
provided by other organizations.

3.3.2.2 Evaluation of Alternatives
In the risk response element, Electricity Sector organizations evaluate alternative courses of action for
responding to risk. The evaluation of alternative courses of action can include:

o How effectiveness is measured and monitored in achieving the desired risk response; and
o What is the feasibility of implementation throughout the expected period of time, during which,
the course of action is followed.

During the evaluation of alternative courses of action, trade-offs can be made explicit between near-term
gains in mission and business effectiveness or efficiency and long-term risk of mission and business
harm. Trade-offs due to the compromise of IT and ICS are providing this near-term benefit. A risk
prioritization evaluation is conducted for each course of action to provide the information necessary for:

e Selecting between the courses of action; and
e Evaluating the courses of action in terms of response effectiveness, costs, mission and business
impact, and any other factors deemed relevant to an Electricity Sector organization.

Part of a risk prioritization evaluation considers the issue of competing resources. From an Electricity
Sector organization’s perspective, this means organizations consider whether the cost for implementing a
given course of action has the potential to adversely impact other missions or business functions, and if
S0, to what extent. This is necessary because organizations have finite resources to employ and many
competing mission and business functions. Therefore, organizations assess the overall value of alternative
courses of action, with regard to the mission and business functions and the potential risk to all parts of
the organization. Organizations may determine that irrespective of the mission and business function and
the validity of the risk to the mission and business function, that there are more important mission and
business functions that face more significant risks and hence have a better claim on the limited resources.

3.3.2.3 Risk Response Decision and Implementation
At Tier 1, an Electricity Sector organization decides on the appropriate course of action for responding to
risk. These decisions on appropriate courses of action include some form of prioritization. Some risks
may be of greater concern than other risks. In such a case, more resources may be directed at addressing
higher priority risks than lower priority risks. This does not mean that the lower priority risks would not
be addressed. Rather, it could mean that fewer resources might be directed at the lower priority risks or
that they would be addressed at a later time. A key part of the risk decision process is the recognition that
regardless of the decision, there still remains a degree of residual risk®® that must be addressed.
Organizations determine acceptable degrees of residual risk on the basis of their risk tolerance and the
specific risk tolerances of particular decision makers. Impacting the decision process are some of the
more intangible risk-related concepts (e.g., risk tolerance, trust, and culture). The specific beliefs and
approaches that organizations embrace with respect to these risk-related concepts affect the course of
action selected by decision makers. Once a course of action is selected, it is incorporated into the risk
management strategy that is communicated throughout the organization and implemented.

3.3.3 Outputs

The output from the Tier 1 risk response element is a risk response plan that guides the implementation of
the selected courses of action with consideration for:

% Residual risk is the risk that remains after a risk response has been applied.
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¢ Individuals or organizational elements responsible for the selected risk response measures and
specifications of effectiveness criteria (i.e., articulation of key indicators and thresholds);

o Dependencies of each selected risk response measure on other risk response measures;

Dependencies of selected risk response measures on other factors (e.g., the implementation of

other planned IT measures);

Timelines for implementation of risk response measures;

Plans for monitoring the effectiveness of risk response measures;

Triggers for risk monitoring;

Results of response activities added to the risk management strategy; and

Interim risk response measures selected for implementation, if appropriate.

3.4 RISK MONITORING AT TIER 1
The risk monitoring element provides organizations in the Electricity Sector with the means to determine
the ongoing effectiveness of risk response measures and to identify risk-impacting changes to the
organization's IT and ICS and their environments of operation. Analyzing the risk monitoring results
provides an organization the capability to maintain awareness of the risk being incurred, highlight the
need to revisit the RMP, and initiate process improvement activities, as needed.** Organizations employ
risk monitoring tools, techniques, and procedures to increase risk awareness, helping senior leadership
develop a better understanding of the ongoing risk to organizational operations, individuals, and other
organizations. Risk monitoring is fundamental to strategic cybersecurity management, as it improves
awareness of threats and provides the foundation to correlate controls in a way that moves beyond the
defense of a single technology.

The senior leadership in an Electricity Sector organization determines and verifies the metrics for
evaluating mission and business processes and procedures to ensure that the activities involving
cybersecurity risk are being performed in an effective manner. Risk monitoring provides Electricity
Sector organizations with the means to:

e Verify risk response At Tier 1, strategic criteria for continuous monitoring of
implementation;32 cybersecquty_ are defined by the organlz_atlon’s r_|sk t_olerance, how
the organization plans to monitor risk given the inevitable changes to
organizational IT and ICS and their environments of operation, and
the degree and type of oversight the organization plans to use to
ensure that the risk management strategy is being effectively carried

e Determine the effectiveness
of risk response measures;
and

o |dentify risk-impacting
changes to IT and ICS and
their environment of
operation.

Review and analysis of monitoring results gives organizations in the Electricity Sector the capability to
maintain an awareness of the risk being incurred, highlight the need to revisit other steps in the RMP, and
initiate process improvement activities as needed. Each organization may employ risk monitoring tools,
techniques, and procedures to increase risk awareness. This awareness provides senior executive

3 Draft NIST SP_800-137, Information Security Continuous Monitoring for Federal Information Systems and Organizations,
provides guidance on monitoring organizational information systems and environments of operation.

%2 |mplementation verification ensures that organizations have implemented required risk response measures and that

cybersecurity requirements derived from, and traceable to, organizational mission and business functions, directives, regulations,
policies, and standards and guidelines are satisfied.
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leadership a better understanding of the ongoing risk to the organization against its ability to perform its
mission.

At Tier 1, monitoring activities might include ongoing threat assessments and how changes in the threat
environment may affect Tier 2 and Tier 3 activities. This includes the organization’s enterprise and
cybersecurity architectures, as well as its IT and ICS. Organization-level monitoring is another key part of
the governance structure and establishes accountability for deploying and maintaining controls selected
for the risk management strategy. The metrics used to monitor program effectiveness and the frequencies
of reporting are determined by the level of risk being managed in each business process within the
organization.

3.4.1 Inputs

Inputs to the Tier 1 risk monitoring element include strategies for and implementations of Tier 1 courses
of action for risk responses. Inputs to Tier 1 risk monitoring may also include:

Information regarding industry best practices, tools, and frequency;
Risk management strategy, including risk assessment methodology;
Cybersecurity governance structure;

Performance information; and

Comprehensive lists of identified risks.

3.4.2 Activities

3.4.2.1 Risk Monitoring Strategy
In the Electricity Sector, organizations develop a risk monitoring strategy that includes the purpose, type,
and frequency of monitoring activities. Organizations implement risk monitoring programs to:

o Verify that required risk response measures are implemented and that cybersecurity requirements

are derived from and traceable to the organization’s mission and business functions;

Determine the ongoing effectiveness of risk response measures after implementation;

Identify changes to the organization’s IT and ICS and the environments in which they operate;

Monitor changes in the feasibility of the ongoing implementation of risk response measures;

Determine how the purpose of risk monitoring programs directly impact the means used by the

organization to conduct monitoring activities and where monitoring occurs;

o Determine the type of monitoring to be employed, including approaches that rely on automation,
procedural, or manual activities; and

o Determine how often monitoring activities are conducted, balancing value gained from frequent
monitoring with potential for operational disruptions.

Monitoring and performance of risk response measures can best be ensured through:

Configuration management and change control;
Reports on risk response performance;
Assessment of implemented controls; and
Analysis of cybersecurity impacts.

Monitoring Implementation
Implementation monitoring is employed to ensure that business process owners are implementing needed
risk response measures. Failure to implement the risk response measures selected by Electricity Sector
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organizations can result in the organization continuing to be subject to identified risks and can introduce
the potential for failing to comply with Federal mandates (e.g., legislation, regulations, standards) or
organizational mandates (e.g., policies, procedures, mission and business requirements). Typically, the
organization’s senior risk executive will obtain feedback and reports as part of a governance structure
from business process owners or function owners to determine whether implementation of the risk
response strategy has been achieved.

Monitoring Effectiveness

Effectiveness monitoring is employed by organizations to determine if implemented risk response
strategies have been successful in mitigating identified risks to the risk tolerance level. Although
determining effectiveness is significantly more complex than implementation monitoring, failure to
achieve desired levels of effectiveness are indications that risk response measures have been implemented
incorrectly or are not operating as intended. Additionally, risk response measures implemented correctly
and operating as intended do not guarantee an effective reduction of risk. This is primarily due to:

The complexity of operating environments that may generate unintended consequences;
Subsequent changes in levels of risk or associated risk;

Inappropriate or incomplete criteria established as an output of the risk response element; and
Changes in IT and ICS and their environment of operation after implementation of risk response
measures.

Failure to achieve effective risk response may require an Electricity Sector organization to completely
reassess its risk and to either select a new risk response course of action or direct that new controls be
deployed to guide implementation.

Monitoring Changes

In addition to implementation monitoring and effectiveness monitoring, Electricity Sector organizations
monitor changes to IT and ICS and the environments in which they operate. Monitoring changes is not
linked directly to previous risk response measures, but it is nonetheless important to detect changes that
may affect the risk to an organization’s operation, individuals, and other organizations. Generally, such
monitoring detects changes in conditions that may undermine risk assumptions, articulated in the risk
framing element.

Automated Versus Manual Monitoring

In Tier 1, monitoring typically involves reporting, analysis, and policy or strategy change
recommendations. The governance structure within an Electricity Sector organization assigns key metrics
to track and evaluate on a routine basis. Each organization may employ a semi-automated risk
management application or dashboard to track and monitor key metrics. While the risks and controls may
be technical, Tier 1 focuses on organization-level responsibilities that meet the expectations, mission, and
other defined key business metrics of the organization’s senior executives and shareholders.

Frequency of Monitoring

The frequency of risk monitoring (whether automated or manual) is driven by the mission and business
functions of the organization as well as the cost and ability to use the monitoring results to facilitate
greater situational awareness. An increased level of awareness in the cybersecurity state of IT and ICS
helps Electricity Sector organizations develop a better understanding and management of risk. Risk
monitoring frequency is also driven by other factors, such as:

e The anticipated frequency of changes in IT and ICS and their operating environments;
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e The potential impact of risk if not properly addressed through appropriate response measures;
and
e The degree to which the threat space is changing.

The frequency of monitoring can also be affected by the type of monitoring conducted (i.e., automated
versus manual approaches). Depending on the frequency of monitoring required, continuous monitoring®
is most efficient and cost-effective when automated monitoring is employed. Continuous monitoring can
provide significant benefits, especially in situations in which monitoring limits the opportunities of
adversaries to gain access within an organization.

3

3.4.2.2 Risk Monitoring
In the risk monitoring element in Tier 1, organizations monitor IT and ICS and their environment on an
organization-defined basis to verify compliance, determine the effectiveness of risk response measures,
and identify any changes. Once Electricity Sector organizations complete the development of their
monitoring strategies and risk response methods, the strategies are implemented throughout the
organization. Because the size and complexity of monitoring programs can be large, monitoring may be
phased in or performed at different frequencies, based on the risk level or complexity of the risk response
mechanism. The particular aspects of monitoring that are performed are dictated largely by the
assumptions, constraints, risk tolerance, and priorities and trade-offs established during the risk framing
element.

A medium-sized Electricity Sector utility determines that it has a good handle on its risk assessment and
mitigation strategy. It wants to start a continuous monitoring program with automation tools to progress toward a
systematic and higher level of cybersecurity for their organization. They begin with an inventory of all
cybersecurity monitoring functions already in place by:

e Taking existing tools and collecting samples of the data and reporting it;
e Considering tools to help automate identification and status of all IT and ICS assets;
e Assessing and categorizing technology by asset type, system boundary, and risk level or importance; and

Coordination of monitoring activities facilitates the sharing of risk-related information to provide early
warning or trending for allocating risk response measures in a timely and efficient manner. If monitoring
is not coordinated, then its benefit may be reduced and could, therefore, undermine the overall effort to
identify and address risk. As feasible, Electricity Sector organizations implement various monitoring
activities in a manner that maximizes the overall goal of monitoring, looking beyond limited goals of a
particular monitoring activity. Risk monitoring results are used when performing incremental risk
assessments to maintain awareness of the risk being incurred, to highlight changes in risk, and to indicate
the need to revisit the RMP, as appropriate.

Finally, Electricity Sector organizations decide:

o  Which risk response measures will be automated for continuous monitoring;

%8 Continuous monitoring is the process and technology used to detect risk issues associated with an Electricity Sector
organization’s operational environment.
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Which tools to provide for reporting and for alerting officials when a control is not working;
What alerting is necessary in each tier of the organization;

Frequency of risk monitoring reports; and

Any additional information that is associated with the risk analysis of any measure.

The result is appropriate alerting and reporting for all tiers to maintain better monitoring and assurance of
risk management.

3.4.3 Outputs

The output from the Tier 1 risk monitoring element is the information generated by:

o Verifying that required risk response measures are implemented and cybersecurity requirements
are derived from and traceable to an organization’s mission and business functions;

e Determining the ongoing effectiveness of risk response measures;
Identifying changes to IT and ICS and its environments of operation; and

e Developing a risk monitoring strategy and incorporating it into the risk management strategy.

As part of the RMP, outputs from the risk monitoring element can be useful feedback to the risk framing
element within each tier.

3.5 SUMMARY AT TIER 1

The risk management cycle for Tier 1 has been described in this chapter as part of the risk executive
function which serves as the common risk management resource for senior leadership without prescribing
a specific governance model. This could exist as a collection of executive managers, board of directors, or
a committee of a cooperative organization. However, the result remains that the Tier 1 function provides
direction that management (at Tier 2 and Tier 3) use to guide the operations of the organization. Providing
cybersecurity governance in most organizations includes a process to define expectations, provide policy
and guidance, verify performance, and set constraints for organizational behavior. The RMP model
assumes that governance functions for organizations already exist at Tier 1 and can be enhanced to
address cybersecurity risk issues.

The cybersecurity risk management strategy is the high-level document that changes over time to direct
the organization on how to analyze and prioritize cybersecurity risk, the risk tolerance of the organization,
the priorities of the organization, and the goals of addressing cybersecurity risks. This information
includes how to assess risk trade-offs and how to better understand cybersecurity risk factors to the
organization.

The following table provides an overview of the inputs, activities, and outputs from the risk framing,
assessment, response, and monitoring elements in Tier 1 of the RMP. This table focuses on the typical
inputs and outputs, but the list is not exhaustive. Organizations will use the activities to develop artifacts
that provide for the healthy examination of cybersecurity risk to their organization and develop a process
to refine guidance and policy.
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INPUTS

Mission and vision statement
Legislation

Organizational policies
Regulatory requirements
Contractual relationships
Financial limitations

Trust relationships
Organizational culture
Governance structures
Decision-making authority
Ouput from Tier 1 risk monitoring
element

Feedback from Tier 2 risk
management cycle

Risk assessment methodology

Risk assessment breadth and depth
How to assess external service
providers

How to aggregate risk

Qutputs from Tier 1 risk framing
element

Threat sources and threat events
Vulnerabilities

Estimates of potential impact and
consequences

Estimates of likelihood that threats
exploit vulnerabilities
Determinations of risk to the
organization

Risk response guidance from the
organization’s risk management
strategy

Directions and guidance on appropriate
responses to risk

Qutputs from the Tier 1 risk
assessment element

Information regarding industry best
practices, tools and frequency

Risk management strategy including
risk assessment methodology
Cybersecurity governance structure
Performance information
Comprehensive lists of identified risks

»

ACTIVITIES

Define risk assumption

= Threat sources

= Vulnerabilities

= |mpact

= Likelihood

Identify risk constraint

Determine risk tolerance

Identify priorities and trade-offs
Develop risk management strategy

Identify threat and vulnerability
identification
Determine risk

Risk response identification

= Risk acceptance

= Risk avoidance

= Risk mitigation

= Risk sharing

= Risk transference

= Combination

Evaluate alternatives

Divide and implement risk response

Develop risk monitoring strategy

= Monitoring implementation

= Monitoring effectiveness

= Monitoring changes

= Automated vs. manual monitoring
= Frequency of monitoring

Monitor risk

»

OUTPUTS

Risk Management Strategy

Determination of risk for the
organization’s operations,
individuals, and other
organizations

Risk response plan

Designation of responsible
Individuals or organizational
elements

Dependencies of each selected risk
response measure on other risk
response measures

Dependencies of selected risk
response measures on other factors
Timelines for implementation of risk
response measures

Plans for monitoring the
effectiveness of risk response
measures

Triggers for risk monitoring

Results of response activities to the
risk management strategy

Interim risk response measures
selected for implementation

o

o

o

o

o

Verify required risk response measures
are implemented and cybersecurity
requirements are derived from and
traceable to an organization's mission
and business functions

Determine the ongoing effectiveness
of risk response measures

Identify changes to IT and ICS and its
environments of operation

Develop a risk manitoring strategy
and insert it into the risk management
strategy

Table 4: Tier 1 RMP Overview
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4. TIER 2: THE MISSION AND BUSINESS PROCESSES

At Tier 2, mission and business process owners consider cybersecurity risks from an operations
perspective and explicitly take into account the adverse impact a process may have on the mission
objectives of the organization’s operations. This can be viewed as lines of business in which the business
processes in an Electricity Sector organization are often grouped by generation, transmission, distribution,
markets, and field operations. The identification of mission and business processes defines the criticality
and sensitivity of the information as well as the flows internal and external to the organization.

Cybersecurity architecture is an integral part of an organization’s enterprise architecture. It represents that
portion of the enterprise architecture that specifically addresses IT and ICS resilience and provides
architectural information for the implementation of cybersecurity capabilities. The primary purpose of the
cybersecurity program is to develop the policies and procedures and to ensure that mission and business
process cybersecurity requirements are consistently applied within an organization.

Tier 2 of the RMP addresses each of the elements in the risk management cycle:

Frame;
AsSess;
Respond; and
Monitor.

The primary output from Tier 2 of the RMP is the cybersecurity program and architecture that will be
used in Tier 3.

4.1 RISK FRAMING AT TIER 2
The risk framing element at Tier 2 identifies and documents the cybersecurity environment. Risk framing
will establish a framework to guide the development of a cybersecurity program across the organization’s
mission and business processes. An essential input to this risk framing element at Tier 2 is the risk
management strategy established in Tier 1. The organization and its business units identify the mission
and business processes supporting the mission objectives and determine the risk assessment
methodologies to be used. Within Tier 2, the business units identify and map cybersecurity threats,
vulnerabilities, consequences, and impacts to each of the mission and business processes identified.

Methodologies are established to evaluate the impacts associated with the loss of confidentiality,
integrity, and availability of operational information, data, and IT and ICS resources. These
methodologies are integrated into a standard risk measurement methodology so risk assessments for the
individual processes are harmonized and their resulting risks can be prioritized as inputs to the
cybersecurity program to determine administrative and technical controls, mitigations, and
countermeasures. The organization then assesses and determines the appropriate resources and funding
needed to develop and implement the cybersecurity program.

4.1.1 Inputs
Inputs to the risk framing element for Tier 2 may include:
Cybersecurity program and architecture (if already established);
Mission objectives from the Tier 1 risk framing element;

Risk management strategy from Tier 1;
Governance structure from Tier 1;
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High-level security requirements identified at Tier 1;
Constraints identified at Tier 1;

Risk tolerance formulated at Tier 1; and

Feedback from the risk monitoring element at Tier 2 and Tier 3.

4.1.2 Activities

Activities for the risk framing element will include identifying the mission and business processes linked
to the objectives identified in Tier 1, selecting a risk assessment methodology to be used in Tier 2, taking
inventory of the applications that support the mission objectives, and designating the application owner,
classification, and disaster recovery (recovery time objectives and recovery point objectives [RTO/RPO]).

4.1.2.1 Identification of Mission and Business Processes and Applications
In Tier 2, organizations inventory and document their mission and business processes as well as the
applications® that support the mission objectives identified in Tier 1. The mission and business processes
derived from an analysis of the mission objectives may be shared across other business processes. These
processes can be characterized as horizontal or vertical. Horizontal processes are those associated with
cross-functional business processes, like payroll, regulatory services, or IT services. Vertical processes
are more specific to a business function, such as field or customer operations, transmission operations, or
distribution engineering. A highly integrated organization, for example, may include a large number of
vertical processes related to generation, transmission, distribution, energy marketing and trading, and
customer relationship management. A specialized organization performing a limited set of reliability
functions, such as reliability coordination and/or load and generation balancing authority, may have fewer
such vertical processes. The relationship between these processes and applications, whether they are
insourced or outsourced, is an important input for the risk assessment element later in this section.

The determination of how granular an organization needs to be in the definition of its business processes
is a function of how the organization determines the highest level at which the process supports a specific
objective and performs a finite and coherent set of activities. These processes are reviewed to identify
their cybersecurity objectives (e.g., confidentiality, integrity, availability). From the cybersecurity risk
management perspective, the commonality of cybersecurity objectives derived from the security
requirements is an important input in the determination of common requirements across mission and
business processes. Electricity Sector organizations that perform Bulk Electric System functions may find
useful guidance for identifying processes in the functions defined in the NERC Functional Model.*®

4.1.2.2 Establish Risk Tolerance and Risk Methodology
Once the mission and business processes have been identified, each process is analyzed to establish
process-specific cybersecurity risk assumptions and constraints. The impacts to the organization for the
loss of confidentiality, integrity, and availability are established for each identified IT and ICS process.
Electricity Sector organizations may consider how regulatory and contractual constraints may influence
the impact to the identified processes. Some examples of such constraints are:

e Occupational Safety and Health Administration (OSHA) regulations;
e Health Insurance Portability and Accountability Act (HIPAA) for those organizations that process
such information for internal health and medical-related processes;

% Application refers to a technology enabled solution that supports the mission and business process. The application is only
defined at a level sufficient to identify the criticality to the mission and business process.

% For additional information, see NERC Functional Model.
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1365 o NERC reliability standards (CIP and others) for those organizations that are registered as NERC
1366 functional entities;

1367 e Nuclear Regulatory Commission (NRC) cybersecurity regulations;

1368 e Payment Card Industry Data Security Standards (PCI-DSS) for organizations processing credit
1369 card payments from customers;

1370 e Sarbanes-Oxley Act (SOX) requirements for qualified publicly listed companies;

1371 o Federal Information Security Management Act (FISMA) requirements for U.S. Federal

1372 Electricity Sector organizations; and

1373 e Corporate contracts and/or agreements (including outsourcing and third parties).

1374

1375  In conjunction with the impact assessment, process-specific risk tolerance needs to be established.

1376  Organizations consider the risk tolerance policies from the Tier 1 analysis and apply this guidance to each
1377  mission and business process. Risk tolerance may vary based on the impact to the mission or business
1378  process. Feedback from the risk assessment phase from Tier 2 and Tier 3, especially the impact, may
1379  provide essential input to this aspect of the framing process as part of the iterative process for determining
1380  risk tolerance. Additional inputs to process-specific risk tolerance, including sources of information for
1381  cybersecurity threats and vulnerability assumptions (such as vendors, the ES-ISAC, Financial Services
1382  Information Sharing and Analysis Center [FS-ISAC], IT Information Sharing and Analysis Center [IT-
1383  ISAC], NERC Alert, ICS Cyber Emergency Response Team [ICS-CERT], and the US-CERT) may also
1384  be considered.

1385

1386  The risk assessment methodology provides a standard way to measure impact across the organization
1387  (often expressed as financial impacts in dollar amounts or in a variable scale of high, medium, and low).
1388  However, the risk assessment methodology may define impact in different ways for groups of processes
1389  using qualitative analysis techniques. Generally, risk is a function of the threat, vulnerability, likelihood,
1390  and consequence/impact:

1391

1392 Risk = f (threat, vulnerability, likelihood, consequence/impact)

1393

1394  An option for determining risk level may be to focus on consequence/impact. At the mission and business
1395  [level, it is only important for the organization to understand the inherent level of risk in the process and to
1396  further define the methodology to determine risks in Tier 3.

1397

1398  The mission and business processes and the establishment of standard methodologies for determining the
1399  impacts associated with the loss of confidentiality, integrity, and availability of the process information,
1400  data elements, and IT and ICS for both business administrative services and operation of Electricity

1401  Sector resources are essential in providing input to the risk assessment element.

1402 4.1.2.3 Identify Cybersecurity Program and Architecture

1403  For organizations that currently maintain cybersecurity programs and architecture, it is during the risk
1404  assessment and risk response elements that an inventory of existing policies, architecture, and guidance
1405  are identified for validation. For organizations without a cybersecurity program and/or architecture,
1406  implementing the complete risk cycle in Tier 2 will develop these for your organization.

1407 4.1.2.4 Enterprise Architecture

1408  Enterprise architecture is a management practice employed by an Electricity Sector organization to
1409  maximize the effectiveness of IT and ICS resources in supporting achievement of mission and business
1410  success. Enterprise architecture establishes a clear and unambiguous connection from investments,
1411  including cybersecurity investments, to measurable performance improvements whether for an entire
1412  organization or portion of an organization. Enterprise architecture provides:
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A disciplined and structured approach for managing IT and ICS resources;

Greater clarity and understanding of the infrastructure;

Design and development of the associated IT and ICS for maximizing resilience;

An opportunity to standardize, consolidate, and optimize resources;

A common language for discussing risk management issues related to mission and business
processes and performance goals;

Efficient, cost-effective, consistent, and interoperable cybersecurity capabilities to help
organizations better protect mission and business functions; and

Concepts of segmentation, redundancy, and elimination of single points of failure.

4.1.3 Outputs

Outputs from the Tier 2 risk framing activities may include:

Identification of the mission and business processes that support the organization’s risk management
strategy from Tier 1;

Documented lists of the impacts associated with the loss of confidentiality, integrity, and availability
of the process information, including data elements, and IT and ICS resources for both business
administrative services and operations of Electricity Sector resources;

Documented risk assessment methodologies to be applied across all mission and business processes;
Process-specific risk tolerances; and

An inventory of applications, classifications, and owners that support mission and business processes
identified during the Tier 2 framing element.

4.2 RISK ASSESSMENT AT TIER 2

In the risk assessment element at Tier 2, mission and business processes and associated application risks
are identified using the selected risk assessment methodologies defined in the risk framing element in Tier
2. These risks are mapped to each of the mission and business processes and to the applications that
support those processes. The assessment element includes the development of a prioritized list of
processes based on the consequence/impact to the organization.

4.2.1 Inputs

Inputs to the Tier 2 risk assessment element may include:

The risk management strategy from Tier 1;

Reports from the threat and vulnerability sources® identified in Tier 1 and at the process-specific
risk framing element in Tier 2;

Selected risk assessment methodologies from the framing element in Tier 2;

Inputs from previous Tier 2 risk assessments and feedback from Tier 3 monitoring element;
Inventory of mission and business processes and applications from the framing element of Tier 2
that support the organization’s mission objectives developed in Tier 1; and

A documented list of the impacts associated with the loss of confidentiality, integrity, and
availability of mission and business process information, data elements, and IT and ICS.

% When reviewing the process-specific cybersecurity threat and vulnerability reports, organizations must make a determination
on whether threat reports have provided enough information to determine a probability of threat.
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4.2.2 Activities

4.2.2.1 Prioritize Mission and Business Processes based on Consequence/Impact
In the assessment element of Tier 2, an organization first determines the consequence/impact for each
mission and business process and application. In prioritizing mission and business processes, the
organization may consider the consequence/impact to the reliability of the Electricity Sector.

4.2.2.2 Risk Determination
In determining risk at Tier 2, the organization focuses on organizational operations and vulnerabilities
associated with architectural design and mission and business processes. In some cases, these processes
may have greater impact on the ability of the organization to successfully carry out its mission and
business functions due to the potential impact across multiple IT and ICS and mission environments.
Organizations review process-specific cybersecurity threat and vulnerability reports to decide whether
these reports have provided enough information to determine a probability of a threat.

In addition, an organization will prioritize each mission and business process to make risk response and
monitoring decisions. Using the risks determined for the processes, the organization prioritizes the
mission and business processes according to the determined risks and uses this priority list in the design
of the cybersecurity program and the cybersecurity architecture within the enterprise architecture.

4.2.3 Outputs

Outputs from the Tier 2 risk assessment element may include:

e A mission and business process list prioritized by impact and;
e Specific threat and vulnerability information generated at Tier 2 that is used for the creation of the
cybersecurity program and architecture.

4.3 RISK RESPONSE AT TIER 2
In the Tier 2 risk response element, Electricity Sector organizations use the list of mission and business
processes prioritized by impact from the risk assessment element. In most cases, input from the risk
assessment element also influences the design of the IT and ICS architecture itself, due to considerations
for meeting the requirements of the cybersecurity program.

4.3.1 Inputs

Inputs to the Tier 2 risk response element may include:

The risk management strategy from Tier 1;

A Tier 2 mission and business process list, prioritized by impact;

The Tier 1 business processes risk tolerance;

The risk constraints from Tier 1 and Tier 2;

The cybersecurity and enterprise architectures; and

Threat and vulnerability information, identified in the Tier 2 risk assessment activities.

4.3.2 Activities

4.3.2.1 Risk Response
Tier 2 risk response activities help organizations identify, evaluate, approve, and implement appropriate
risk responses to accept, avoid, mitigate, share, or transfer the impact risks of their operations, resources,
and other organizations that may result from the operation and use of IT and ICS. As such, organizations
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develop risk mitigation strategies based on strategic goals and objectives, mission and business
requirements, and organizational priorities.’

4.3.2.2 Defining the Cybersecurity Program and Architecture

During the response element of Tier 2, organizations develop and/or refine their cybersecurity program
and architecture. Electricity Sector organizations consider how they can inject cybersecurity architecture-
planning activities into the definition of the enterprise architecture. The dangers of defining the
cybersecurity architecture into its own silo, separate from the enterprise architecture definition process,
can be cost prohibitive and introduce additional risks to the Electricity Sector organization. Organizations
may find it appropriate to define different cybersecurity architectural principles and ensure that
connections or inheritance of cybersecurity controls between IT and ICS are clearly recognized.

A cybersecurity program may include:

o High-level policies and standards that define the objectives of the organization’s cybersecurity
program;

¢ Roles and responsibilities for the activities in the cybersecurity program;

e Establishment of minimum operating standards with common cybersecurity controls® that
provide defense-in-depth and defense-in-breadth;

e Requirements and design principles for implementing controls, with consideration for various
process-specific requirements;

e  Procedures for implementing controls and enforcing policies;
Transfer of high-operational impact risks to other mission and business processes; and

o Requirements and design principles for monitoring and measuring the effectiveness of the
cybersecurity programs.

The cybersecurity architecture for organizations in the Electricity Sector may include the below items.

Guiding principles for network perimeter controls, access controls, and monitoring

Organizations need to establish, identify, and maintain only authorized communication as part of the
cybersecurity architecture. This includes defining discreet ingress and egress filtering and documenting
data flows. Sufficient system logs need to be maintained and preferably correlated to identify anomalous
communication. There also need to be sufficient access controls that provide for guaranteed
authentication, authorization, and accounting of people, systems, and processes.

Segmentation strategies for the various network and process types

Segmentation strategies for the various network types defined by cybersecurity requirements may include
strategies for Internet connections, public carrier networks, virtual private networks (VPNS), corporate
Intranet networks, and high-value networks, such as ICS networks. These provide guidance for the use of
such controls as network firewalls (such as principles guiding the use of types of firewalls for public
network perimeters or those for perimeters to networks hosting high-value resources or secured enclaves
adjacent to business networks). Segmentation strategies for processes (e.g., production, development, and
test) that are determined by the risk assessment to be high-risk mission and business processes may
include increased intrusion detection monitoring for those processes

37 Additional information regarding how an organization responds to risk can be found in Appendix G, Risk Response Strategies.

% A common cybersecurity control is one that is utilized and/or inherited throughout an organization.
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Special requirements for generation plants and transmission and distribution field assets

Many field assets have requirements for providing operational and nonoperational® data to engineering or
business users for planning and long-term analysis purposes. Organizations may provide “fleet model”
standardized architectures to do this in a secure and controlled manner.

Data center and server farm environments

Electricity Sector organizations may provide standardized network architectures for providing secure
services from networks with a high concentration of systems providing common services such as Web
application services, database services, or file services. The architecture will clearly stipulate those
elements necessary to provide an adequate level of network access control and monitoring for such
networks.

Remote access requirements for business and operations networks

The ability to remotely access systems for the purpose of maintenance and support is an important
function. Electricity Sector organizations may provide a standardized architecture that would provide the
level of cybersecurity commensurate with their risk profiles. Organizations should consider the threat
environment for the processes or class of processes and provide architectural options for remote access to
the different cybersecurity requirements, as guidance to selecting actual controls at Tier 3.

Guiding principles for end point protection

Electricity Sector organizations may consider an adequate level of standardization to optimize the
management of end points, taking into consideration the various differing cybersecurity requirements or
priorities. These may include antivirus and malware protection, system integrity, system-level access
controls, and cybersecurity event monitoring.

Standardized requirements for supply chain sourcing processes

Organizations in the Electricity Sector need to consider the standard cybersecurity requirements included
in various types of supply chain sourcing processes and a standardized process for both technical and
commercial evaluation for cybersecurity requirements, including frameworks for vendor qualification,
technical evaluation, commercial evaluation, and selection processes.

Standardized requirements for change management, testing, and production certification processes
Electricity Sector organizations provide standardized architectural elements necessary to develop a
framework for the change control, configuration management, testing, and certification processes to
assure that cybersecurity effectiveness is maintained. These may include standardized software tools and
methodologies for managing system changes, and testing across the organization.

Human resource practices relevant to cybersecurity

Organizations need to establish repeatable on-boarding and off-boarding processes to evaluate the
suitability of the workforce. The on-boarding process needs to include a personnel risk assessment that
performs at least a 7-year criminal history verification, identity verification (e.g., Social Security Number
and driver’s license), credit check, personal and professional reference check, and verification and
validation of education and professional credentials. The personnel risk assessment may be updated based
on risk classification determined by the organization. The organization needs to establish an off boarding
program as well to ensure that all system and physical access is removed promptly. For cases in which an
employee is terminated, organizations may consider establishing repeatable procedures to forensically
maintain workforce systems for investigations.

% Operational data is data used to operate the system, such as line flows and breaker positions. Nonoperational data is data about
the operations of the systems, such as configuration information, asset management information, or after-the-fact analysis data.
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Standardized processes for cybersecurity incident response

Organizations need to establish repeatable processes that include training their workforce on how to
identify, report, and respond to suspected cybersecurity incidents. The processes need to account for
creating the categories of events and incidents (e.g., denial of service, malicious code/software, and
inappropriate use), the identification of the computer incident response team, and their roles and
responsibilities. The purpose of the incident response plan is to have processes that determine whether an
incident has occurred, whether the incident was contained and/or eradicated, and whether the system
recovered from the incident. There may be defined processes for the forensic analysis and storage of
incident evidence.

Standardized processes for operational and business recovery

Organizations need to develop repeatable processes that are based on the classification and RTO/RPOs to
ensure that applications are available to the organization. The degree to which business recovery is
supported by the organization may be different for each mission or business process application.

4.3.3 Outputs

Output for the Tier 2 risk response element includes:

e Cybersecurity program, including policies, standards, and procedures; and
o Cybersecurity architecture.

4.4 RISK MONITORING AT TIER 2
In the risk monitoring element, Electricity Sector organizations monitor and measure the effectiveness
and level of conformance of their cybersecurity program and architecture. This process helps identify
risk-impacting changes to IT and ICS and their environments of operation.

4.4.1 Inputs

Input to the Tier 2 risk monitoring element may include:

The risk management strategy from Tier 1;

The cybersecurity program and architecture;

The results of previous audits, assessments, and cybersecurity reporting from Tier 2 and Tier 3;
Threat and vulnerability industry alerts and warnings; and

The outputs from the Tier 2 risk response element.

4.4.2 Activities

To monitor the effectiveness of and measure the level of conformance to the cybersecurity program and
architecture, the Electricity Sector organizations may:*

Establish metrics to measure the level of conformance to the cybersecurity architecture

A good measure of the appropriateness of the cybersecurity architecture is the level at which the actual
implementation of cybersecurity controls conform to that architecture. By periodically assessing the
number of deviations from the standard architecture and the rationales for these deviations, organizations
can fine tune the architecture in an iterative process.

0 Draft NIST SP 800-137, Information Security Continuous Monitoring for Federal Information Systems and Organizations,
provides guidance on monitoring organizational information systems and environments of operation.
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Measure the effectiveness of the cybersecurity architecture

Measuring the effectiveness of the cybersecurity architecture ensures that the defined architecture is
implemented and still providing a valid framework for the selection of controls for Tier 3. This is usually
conducted in conjunction with an assessment of the implemented controls through testing and analysis.
The results of this assessment can then be used as input for the risk response element to help develop new
or modified architectural elements for the cybersecurity architecture. For example, performance
requirements may dictate a change from a proxy-based network access control architecture to an
inspection-based network access control architecture. In turn, inspection-based access control may have
limitations on behavioral analysis or the use of heuristics in malware prevention.

Periodically reassess the cybersecurity architecture

Electricity Sector organizations need to define the frequency of comprehensive, organization-wide
monitoring of the cybersecurity architecture implementation to maintain its effectiveness and
conformance. Each organization allows for enough time between monitoring intervals for a
comprehensive review and implementation of mitigations and changes to the architecture to be
completed.

Monitor changes to the environment

Electricity Sector organizations need to establish processes to review changes to the threat and
vulnerability landscape for input to the risk response element. The evolution of threats from simple threats
based on basic scripts to sophisticated, multithreat advanced malware is an example of how changes to
the threat environment can result in change needed to the cybersecurity architecture in order to respond to
the threat. Deviations from enterprise architectures are evaluated by the governance body.

4.4.3 Outputs
Outputs from the Tier 2 risk monitoring activities may include:
¢ Risk monitoring reports from the conformance and effectiveness reviews and the appropriate
resulting mitigations and changes; and

e A risk monitoring strategy embedded in the cybersecurity program that includes metrics,
frequency, and scope of the monitoring processes.

The output from the Tier 2 risk monitoring element will be the input to the risk framing element in Tier 3
and the feedback to Tier 2 and Tier 1.

4.5 SUMMARY AT TIER 2

At Tier 2, mission and business process owners refine the risk management strategy and identify and
prioritize the processes that are critical to the organization’s operations. It is at this tier that the
cybersecurity program and architecture are refined as inputs to the activities at Tier 3 and as feedback to
activities in Tier 1.

The following table provides an overview of the inputs, activities, and outputs from the risk framing,
assessment, response, and monitoring elements in Tier 2 of the RMP.
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INPUTS  mp

Cybersecurity program and
architecture (if already established)
Mission objectives from the Tier 1
risk framing element

Risk management strategy from Tier 1
Governance structure from Tier 1
The high-level security requirements
identified at Tier 1

Constraints identified at Tier 1

Risk tolerance formulated at Tier 1
Feedback from the risk monitoring
element at Tier 2 and Tier 3

Identification of the mission and
business processes that support

the organization's risk management
strategy from Tier 1

Documented lists of the impacts;
Documented risk assessment
methodologies to be applied across all
mission and business processes;
Process-specific risk tolerances; and
An inventory of applications,
classifications, and owners that
support mission and business
processes identified at Tier 2 framing
element.

Risk management strategy from Tier 1
Tier 2 mission and business process
list prioritized by impact

Tier 1 business processes risk
tolerance

Risk constraints from Tier 1 and Tier 2
Cybersecurity and enterprise
architectures

Threat and vulnerability information
identified in the Tier 2 risk assessment
activities

Risk management strategy from Tier 1
Cybersecurity program and architecture
Results of previous audits,
assessments

Cybersecurity reporting from Tier 2 and
Tier 3

Threat and vulnerability industry alerts
and warnings

Qutputs from the Tier 2 risk response
element

ACTIVITIES mp

Identify mission and business
processes and applications
Establish risk tolerance and risk
methodology

Identify cybersecurity program and
architecture

Develop or refine enterprise
architecture

Prioritize mission and business
processes based on consequence/
impact

Determine risk

Determine and implement risk
response

= Defining the cybersecurity program
and architecture

Guiding principles
Segmentation strategies
Special requirements

Data center and server farm
environments

Remote access requirements
Standardized requirements
Human resource practices
Standardized processes

o

a

o

o

o

Establish metrics to measure the level
of conformance to the cybersecurity
architecture

Measure the effectiveness of the
cybersecurity architecture

Periodically reassess the cybersecurity
architecture

Monitor changes to the environment

OUTPUTS

Identification of the mission and
business processes that support
the organization’s risk management
strategy from Tier 1

Documented lists of the impacts
Documented risk assessment
methodologies to be applied across
all mission and business processes
Process-specific risk tolerances

An inventory of applications,
classifications, and owners that
support mission and business
processes identified at Tier 2 framing
element

A mission and business process list
prioritized by impact

Specific threat and vulnerability
information generated at Tier 2

that is used for the creation of the
cybersecurity program and architecture

Cybersecurity program including
policies, standards, and procedures
Cybersecurity architecture

Risk monitoring reports from the
conformance and effectiveness
reviews and appropriate resulting
mitigations and changes

A risk monitoring strategy embedded
in the cybersecurity program that
includes metrics, frequency and scope
of the monitaring processes

Table 5: Tier 2 RMP Overview
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5. TIER 3: INFORMATION TECHNOLOGY AND INDUSTRIAL
CONTROL SYSTEMS

Tier 3 of the risk management model | |css are generally time critical, with specific determinism

represents the IT and ICS resources. requirements for communication jitter and latency. IT systems

To address risk at Tier 3, the same generally have much less stringent requirements. Delays in

four elements—framing, assessing, database interactions or Web page access are not unexpected by IT

responding, and monitoring—are users. The bandwidth available for IT systems is typically more

applied. The major activities at Tier 3 | Important to pass files or datasets. Delays or variability in the

utilize the outputs from the Tier 2 communications for ICS can have unintended consequences for the

cybersecurity program and cgntrol_system components e_md may lead to com[m_mlcatlon

architecture and the Tier 1 risk disruptions and a loss of availability. The determinism of
individual network packets is more important than bandwidth,

management strategy. Using these
inputs, the organization inventories
the resources, develops cybersecurity
plans, evaluates the cybersecurity
posture, selects appropriate controls,
and evaluates the impact and
effectiveness of those controls at the
system level. The following sections provide a detailed description of the inputs, activities, and outputs
for each of the elements.

5.1 RiSK FRAMING AT TIER 3

5.1.1 Inputs
The inputs to the risk framing element at Tier 3 for IT and ICS may include:

Risk management strategy from Tier 1;

Threat and vulnerability information from Tier 2;

Prioritized list of processes and applications by impact/consequence from Tier 2;
Catalogue of cybersecurity controls;

Cybersecurity program and architecture;

Enterprise architecture;

Results from monitoring element of Tier 3; and

Inventory of current systems and resources from Tier 3.

5.1.2 Activities

5.1.2.1 Information Technology and Industrial Control Systems Inventory
The IT and ICS inventory process begins by identifying the systems, resources, and relationships between
the IT and ICS; the mission and business processes; and the applications they support. The organization
that owns, manages, and/or controls the resources is derived from the relationship between the mission
and business process, the application owner, and any contractual arrangements with internal or external
organizations. This establishes authority and accountability for cybersecurity of the systems and
resources.
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5.1.2.2 Define or Refine the Cybersecurity Plans*
For each IT and ICS the organization gathers contextual information about the system, including the
inventory, owners, network diagrams, data flows, and interfaces to other systems. The cybersecurity plan
addresses the technical configuration and cybersecurity posture of the system. In the development of the
cybersecurity plan, organizations identify the common cybersecurity controls applicable to the IT and
ICS.

The results of the cybersecurity plan process influence both the selection and refinement of appropriate
cybersecurity controls for the IT and ICS as well as the minimum assurance requirements. The
cybersecurity plan process reviews organization responsibilities for each system in order to establish clear
ownership to assess and respond to risk in subsequent activities. The level of detail provided in the
cybersecurity plan is determined by the organization, and information may be added to the description as
it becomes available.

The cybersecurity plan for the IT and ICS may include:

Full descriptive name, including associated acronym;

Owner and risk official (including contact information);

Parent or governing organization that manages, owns, and/or controls it;

Location and environment of operations (narrative and diagram views);

Version or release number of the IT and ICS applications and hardware;

Purpose, functions, and capabilities of (mission and business processes supported) and sensitivity
of each function;

IT and ICS integration into the enterprise architecture and cybersecurity architecture;
Threat and vulnerability information;

Cybersecurity controls;

Common cybersecurity controls;

Types and sensitivity of information processed, stored, and transmitted,;

Boundary for risk management and cybersecurity authorization purposes;

Applicable laws, policies, regulations, or standards affecting the cybersecurity;
Architectural description, including network topology;

Hardware and firmware devices;

System and applications software;

Hardware, software, and system interfaces (internal and external);

Subsystems (static and dynamic);

Information flows and paths (including inputs and outputs);

Network connection rules for external communications;

Encryption techniques used for information processing, transmission, and storage;
Authentication, authorization, and accounting processes that include shared accounts,
administrative account, and user account management;

Organizational affiliations, access rights, and privileges;

Disaster recovery or business continuity requirements for RTO/RPO,;

Incident response points of contact;

Cybersecurity assessment procedures; and

Other information as required by the organization.

4 Cybersecurity plan development outlines are provided by organizations such as NRECA and NIST SP 800-18.
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This information will be used during the assessment element to evaluate the system’s alignment with the
cybersecurity program and architecture.

5.1.3 Outputs

The outputs from the Tier 3 risk framing element may include a baseline cybersecurity plan that contains
an inventory of the IT and ICS, with identification of boundaries, and a list of threats and vulnerabilities.

5.2 RISK ASSESSMENT AT TIER 3

5.2.1 Inputs

The inputs to the risk assessment element at Tier 3 are:

e Cybersecurity plan; and
e Assessment methodologies from Tier 2.

5.2.2 Activities

5.2.2.1 Perform Cybersecurity and Risk Assessment
This activity assesses the existing cybersecurity risk by using the assessment procedures defined in the
cybersecurity plan.”? The cybersecurity assessment considers new threats and vulnerabilities to guide the
adjustment of existing controls and the selection of new controls. It does this by determining the extent
with which the controls are implemented correctly, operating as intended, and producing the desired
outcome, with respect to meeting the cybersecurity requirements for the IT and ICS. Organizations
determine the level of assessor independence. Following the cybersecurity assessment, the organization
determines the consequence/impact of the threats and vulnerabilities, and prioritizes the results. The
reliability and accuracy of risk determinations are dependent on the currency, accuracy, completeness,
and integrity of information collected.

5.2.2.2 Cybersecurity Risk Assessment Report
Organizations need to prepare a cybersecurity risk assessment report, documenting the issues, findings,
and recommendations for correcting weakness from the cybersecurity control assessments. This
assessment report must include the necessary information to determine the effectiveness of the
cybersecurity controls employed within or inherited by the IT and ICS. Cybersecurity control assessment
results are then documented with a level of detail appropriate for the assessment in accordance with the
reporting format prescribed by the policies of the organization.

5.2.3 Outputs

The output from the Tier 3 risk assessment element is a cybersecurity risk assessment report with
appropriate findings and recommendations.

5.3 RISK RESPONSE AT TIER 3

5.3.1 Inputs

The inputs to the risk response element at Tier 3 are:

“2 The assessment may include penetration testing, vulnerability assessments, code reviews, software code reviews, and other
appropriate tests.
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e Cybersecurity plan; and
e Cybersecurity risk assessment report.

5.3.2 Activities

5.3.2.1 Risk Response Actions
As a result of the cybersecurity and risk assessment, an organization must determine the appropriate risk
response action:*®

Risk acceptance;

Risk avoidance;

Risk mitigation;

Risk sharing;

Risk transference; or
Combinations of the above.

5.3.2.2 Select and Refine Cybersecurity Controls
Cybersecurity controls will be selected and refined based on the cybersecurity categorization of the IT
and ICS. This is incorporated into the cybersecurity plan. The cybersecurity control selection process
includes:

e Listing cybersecurity controls to be implemented;

o Tailoring the baseline cybersecurity controls for the system;

e Supplementing the tailored baseline cybersecurity controls, if necessary, with additional controls
and/or control enhancements to address unigue needs based on the risk assessment; and

o Describing the intended application of each control.

5.3.2.3 Cybersecurity Plan Acceptance
Upon completion of the cybersecurity plan, the senior executive function reviews the plan and accepts the
response actions identified in the plan. This process documents the organizational acceptance of risk.

5.3.2.4 Risk Mitigation Plan
The organization implements cybersecurity controls based on the findings and recommendations of the
cybersecurity risk assessment report. The cybersecurity plan is updated based on the findings of the
assessment and any remediation actions taken. The implementation of new controls or the modification of
existing controls requires a reassessment to verify alignment with the cybersecurity plan. Once the
response element is complete, the cybersecurity plan will contain an accurate list and description of the
cybersecurity controls implemented, including compensating controls,** and a list of residual
vulnerabilities. The organization may also develop a risk mitigation plan reflecting the organization’s
priorities for addressing the remaining weaknesses and deficiencies in the IT and ICS and its environment
of operation. A mitigation plan identifies:

e The tasks to be accomplished, with a recommendation for completion either before or after IT and
ICS implementation;

e Compensating controls and measures;

e The resources required to accomplish the tasks;

3 Additional information regarding how an organization responds to risk can be found in Appendix G, Risk Response Strategies.

4 A compensating control is a cybersecurity control employed in lieu of a recommended control that provides equivalent or
comparable control.
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e Any milestones in meeting the tasks; and
e The scheduled completion dates for the milestones.

5.3.3 Outputs

The outputs from the Tier 3 risk response element are:

o Risk acceptance decision;
o Refined cybersecurity plan; and
e Risk mitigation plan.

5.4 RISK MONITOR AT TIER 3

Ongoing monitoring of cybersecurity controls is essential for an effective cybersecurity plan. Electricity
Sector organizations need to develop a strategy for the continuous monitoring of cybersecurity control, to
include review of any proposed or actual changes to the IT and ICS. The implementation of a robust,
continuous monitoring program allows an organization to understand the cybersecurity state over time
and in a highly dynamic environment with changing threats, vulnerabilities, and technologies. An
effective monitoring program includes:

Configuration management and change control processes;

Cybersecurity impact analyses on proposed or actual changes to the IT and ICS;
Assessment of selected cybersecurity controls employed; and

Cybersecurity status reporting.

5.4.1 Inputs
The inputs to the risk monitoring element at Tier 3 are:

Cybersecurity program and architecture;
Refined cybersecurity plan;

Risk mitigation plan;

Threat and vulnerability information; and
Monitoring methodology from Tier 2.

5.4.2 Activities

5.4.2.1 Configuration Management and Change Control
Changes to resources and cybersecurity controls are managed through configuration management and
change control processes. A disciplined and structured approach to managing, controlling, and
documenting changes to IT and ICS and their environment of operation is an essential element of an
effective cybersecurity control monitoring program. It is important to record any relevant information
about specific changes to hardware, software, or firmware, such as version or release numbers,
descriptions of new or modified features/capabilities, and cybersecurity implementation guidance.

5.4.2.2 Ongoing Cybersecurity Control Assessment
For this activity, organizations need to assess a selected subset of the technical, management, and
operational cybersecurity controls employed within and inherited by the IT and ICS, in accordance with
the Tier 1 monitoring strategy defined by the organization. The selection of cybersecurity controls to be
monitored and the frequency of monitoring is based on the monitoring strategy developed by the IT and
ICS owner(s) and approved by the risk executive. Automation and tools are likely to be used to verify
whether a control is working as described and whether it remains an effective mitigation to specific risks.
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5.4.2.3 Monitoring New Threats and Vulnerabilities
As part of the ongoing monitoring element, an organization needs to evaluate new threats and
vulnerabilities identified during the framing element in Tiers 1 and 2 by reviewing and responding to
additional vendor or industry warnings or alerts. To maintain an up-to-date awareness of threats and
vulnerabilities, the organization must establish and maintain a schedule for checking applicable
information sources.

5.4.2.4 Monitoring the Cybersecurity Mitigation Plan
During the monitoring element, an organization needs to continuously evaluate the mitigation plan to
correct weaknesses or deficiencies identified during the cybersecurity control assessment. Organizations
may use this as a means to report their system level cybersecurity status to management. Cybersecurity
controls that are modified, enhanced, or added during the monitoring process are reassessed to ensure that
appropriate corrective actions are taken to eliminate weaknesses or deficiencies or to mitigate identified
risks.

5.4.2.5 Cybersecurity Status Reporting
Electricity Sector organizations need to report their IT and ICS cybersecurity status to the appropriate
governance on an ongoing basis and in accordance with their monitoring strategy. This reporting includes
the effectiveness of cybersecurity controls employed within or inherited by the IT and ICS. Organizations
may need to review the reported cybersecurity status of the IT and ICS on an ongoing basis and in
accordance with the monitoring strategy to determine whether the risk to operations and resources
remains acceptable. This reporting can be event driven, time driven or both. The cybersecurity status
report provides:

o Leadership with information regarding the cybersecurity state and the effectiveness of deployed
cybersecurity controls;

A description of the ongoing monitoring activities;

The IT and ICS owners information on how vulnerabilities are being addressed,

Ongoing communication with senior executives; and

A summary of changes to cybersecurity plans and cybersecurity assessment reports.

5.4.2.6 Removal and Decommissioning
Electricity Sector organizations implement a decommissioning strategy when resources are removed from
service. When a resource is removed from operation, a number of risk-management-related actions are
required. Electricity Sector organizations ensure that:

e Cybersecurity controls addressing a system removal and decommissioning (e.g., media
sanitization, configuration management, and control) are implemented,;

e Tracking and management systems (including inventory systems) are updated to indicate the
specific components being removed from service.

5.4.3 Outputs
The outputs from Tier 3 risk monitoring element may include:
Status of the mitigation plan and remediation actions;
Refined cybersecurity plan;

Refined cybersecurity program and architecture; and
Refined monitoring strategy for Tier 2 and Tier 1.
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5.5 SUMMARY AT TIER 3

Tier 3 represents the application of the RMP to the IT and ICS resources. In Tier 3, organizations act on
the outputs from the Tier 2 cybersecurity program and architecture and the Tier 1 risk management
strategy. Applicable cybersecurity controls are selected and applied to resources, based on cybersecurity
and risk assessments. Also, mitigation plans are used to monitor the progress of how and when identified
residual risks are addressed during the cybersecurity and risk assessments. The outputs of Tier 3 provide

feedback to the Tier 2 and Tier 1 framing elements.

The following table provides an overview of the inputs, activities, and outputs from the risk framing,
assessment, response, and monitoring elements in Tier 3 of the RMP.

INPUTS

»

ACTIVITIES

»

OUTPUTS

*  Risk management strategy from Tier 1 e Conduct IT and ICS inventory Baseline cybersecurity plan that
*  Threat and vulnerability information *  Define or refine the cybersecurity include the inventory IT and ICS and
from Tier 2 plans identification of boundaries, and the
*  Prioritized list of processes and list of threats and vulnerabilities.
applications by impact/consequence
from Tier 2
e (Catalogue of cybersecurity controls
*  Cybersecurity program and
architecture
e  Enterprise architecture
*  Results from monitoring element of
Tier3
¢ Inventory of current systems and
resources from Tier 3
o e Cybersecurity plan ¢ Perform cybersecurity and risk Cybersecurity risk assessment
E e Assessment methodologies from Tier 2 assessment report with appropriate findings and
o *  Develop cybersecurity risk assessment recommendations
wwv report
=
(7]
(7]
T
e Cybersecurity plan e  Determine and implement risk Risk acceptance decision
o Cybersecurity risk assessment report. response actions Refined cybersecurity plan
= Risk acceptance Risk mitigation plan
w = Risk avoidance
«w = Risk mitigation
x3 - Risk sharing
= % = Risk transference
) = Combinations of the above
o= *  Select and refine cybersecurity controls
e Accept cybersecurity plan acceptance
*  Prepare risk mitigation plan
e Cybersecurity program and architecture | ®  Implement configuration management Status of the mitigation plan and
. *  Refined cybersecurity plan and change control remediation actions
= ®  Risk mitigation plan *  Assess ongoing cybersecurity control Refined cybersecurity plan
= e Threat and vulnerability information ¢ Monitoring new threats and Refined cybersecurity program and
ﬁ E *  Monitoring methodology from Tier 2 vulnerabilities architecture
o0 E e Monitoring the cybersecurity Refined monitoring strategy for Tier 2
o mitigation plan and Tier 1
= e Cybersecurity status reporting
*  Removal and decommissioning

Table 6: Tier 3 Risk Management Process Overview
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1999 APPENDIX B
2000 GLOSSARY

2001 COMMON TERMS AND DEFINITIONS

2002  This appendix provides definitions for security terminology used in this publication. The terms in this
2003  glossary are consistent with the commonly accepted standards, such as Software Engineering Institute
2004  (SEI), International Organization for Standardization (1SO), National Institute of Standards and

2005  Technology (NIST), and Committee on National Security Systems (CNSS).

2006  Assurance Grounds for confidence that the set of intended security controls
2007 inan IT and ICS are effective in their application.

2008  Authentication Verifying the identity of a user, process, or device, often as a
2009 prerequisite to allowing access to resources in an IT and ICS.
2010  Awvailability Ensuring timely and reliable access to and use of information.
2011  Common Cybersecurity Control A common cybersecurity control is a cybersecurity control that
2012 is utilized and/or inherited throughout an organization.

2013  Compensating Control A compensating control is a cybersecurity control employed in
2014 lieu of a recommended control that provides equivalent or

2015 comparable control.

2016  Confidentiality Preserving authorized restrictions on information access and
2017 disclosure, including means for protecting personal privacy and
2018 proprietary information.

2019  Cyber Attack An attack, via cyberspace, targeting an enterprise’s use of

2020 cyberspace for the purpose of disrupting, disabling, destroying,
2021 or maliciously controlling a computing

2022 environment/infrastructure, or for destroying the integrity of the
2023 data or stealing controlled information.

2024  Cybersecurity The ability to protect or defend the use of cyberspace from cyber
2025 attacks.

2026  Cybersecurity Architecture An embedded, integral part of the enterprise architecture that
2027 describes the structure and behavior for an enterprise’s security
2028 processes, cybersecurity systems, personnel and subordinate
2029 organizations, showing their alignment with the organization’s
2030 mission and strategic plans.

2031  Cybersecurity Control Assessment The testing and/or evaluation of the management, operational,
2032 and technical security controls to determine the extent to which
2033 the controls are implemented correctly, operating as intended,
2034 and producing the desired outcome with respect to meeting the
2035 cybersecurity requirements for an IT and ICS or organization.
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2036  Cybersecurity Controls The management, operational, and technical controls (i.e.,

2037 safeguards or countermeasures) prescribed for an IT and ICS to
2038 protect the confidentiality, integrity, and availability of the

2039 system and its information.

2040  Cybersecurity Plan Formal document that provides an overview of the cybersecurity
2041 requirements for an IT and ICS and describes the cybersecurity
2042 controls in place or planned for meeting those requirements.
2043  Cybersecurity Policy A set of criteria for the provision of security services.

2044 Cybersecurity Requirements Requirements levied on an IT and ICS that are derived from
2045 applicable legislation, Executive Orders, directives, policies,
2046 standards, instructions, regulations, procedures, or organizational
2047 mission and business case needs to ensure the confidentiality,
2048 integrity, and availability of the information being processed,
2049 stored, or transmitted.

2050  Cybersecurity Risk The risk to organizational operations (including mission,

2051 functions, image, reputation), resources, and other organizations
2052 due to the potential for unauthorized access, use, disclosure,
2053 disruption, modification, or destruction of information and/or IT
2054 and ICS.

2055  Cyberspace A global domain within the information environment consisting
2056 of the interdependent network of IT and ICS infrastructures
2057 including the Internet, telecommunications networks, computer
2058 systems, and embedded processors and controllers.

2059  Defense-in-Breadth A planned, systematic set of multidisciplinary activities that seek
2060 to identify, manage, and reduce risk of exploitable vulnerabilities
2061 at every stage of the system, network, or subcomponent life
2062 cycle (system, network, or product design and development;
2063 manufacturing; packaging; assembly; system integration;

2064 distribution; operations; maintenance; and retirement).

2065  Defense-in-Depth Cybersecurity strategy integrating people, technology, and

2066 operations capabilities to establish variable barriers across

2067 multiple layers and missions of the organization.

2068  Enterprise Architecture The design and description of an enterprise’s entire set of IT and
2069 ICS: how they are configured, how they are integrated, how they
2070 interface to the external environment at the enterprise’s

2071 boundary, how they are operated to support the enterprise

2072 mission, and how they contribute to the enterprise’s overall

2073 security posture.

2074  Environment of Operation The physical surroundings in which an IT and ICS processes,
2075 stores, and transmits information.
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2076  Industrial Control Systems Used to control industrial processes such as manufacturing,
2077 product handling, production, and distribution.

2078  Information Technology A discrete set of electronic information resources organized for
2079 the collection, processing, maintenance, use, sharing,

2080 dissemination, or disposition of information. In the context of
2081 this publication, the definition includes interconnected or

2082 dependent business systems and the environment in which they
2083 operate.

2084  Integrity Guarding against improper information modification or

2085 destruction, and includes ensuring information nonrepudiation
2086 and authenticity.

2087  Management Controls The security controls for an IT and ICS that focus on the

2088 management of risk and security.

2089  Operational Controls The security controls for an IT and ICS that are primarily

2090 implemented and executed by people (as opposed to systems).
2091  Organization An Electricity Sector organization of any size, complexity, or
2092 positioning within an organizational structure that is charged
2093 with carrying out assigned mission and business processes and
2094 that uses IT and ICS in support of those processes.

2095  Resources Money, materials, staff, and other assets that can be utilized by
2096 an Electricity Sector organization in order meet it mission and
2097 business objectives.

2098  Risk A measure of the extent to which an organization is threatened
2099 by a potential circumstance or event, and typically a function of
2100 (i) the adverse impacts that would arise if the circumstance or
2101 event occurs and (ii) the likelihood of occurrence.

2102  Risk Assessment The process of identifying risks to organizational operations
2103 (including mission, functions, image, reputation), resources,
2104 other organizations, and the Nation, resulting from the operation
2105 of an IT and ICS.

2106 Part of risk management, incorporates threat and vulnerability
2107 analyses, and considers mitigations provided by security controls
2108 planned or in place.

2109  Risk Evaluation A component of the risk assessment element in which

2110 observations are made regarding the significance and

2111 acceptability of risk to the organization.

2112  Risk Management The program and supporting processes to manage cybersecurity
2113 risk to organizational operations (including mission, functions,
2114 image, reputation), resources, other organizations, and the

2115 Nation, and includes: (i) establishing the context for risk-related
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2116 activities; (ii) assessing risk; (iii) responding to risk once

2117 determined; and (iv) monitoring risk over time.

2118  Risk Management Strategy Any strategic-level decisions on how risk to an organization’s
2119 operations, resources, and other organizations are managed by
2120 senior executives.

2121  Risk Mitigation Prioritizing, evaluating, and implementing the appropriate risk-
2122 reducing controls recommended from the RMP.

2123  Risk Monitoring Maintaining ongoing awareness of an organization’s risk

2124 environment, risk management program, and associated

2125 activities to support risk decisions.

2126  Risk Response Accepting, avoiding, mitigating, sharing, or transferring risk to
2127 organizational operations, resources, and other organizations.
2128  Security Objective Confidentiality, integrity, or availability.

2129  Technical Controls Cybersecurity controls for an IT and ICS that are primarily
2130 implemented and executed by the IT and ICS through

2131 mechanisms contained in the hardware, software, or firmware
2132 components of the system.

2133  Threat Any circumstance or event with the potential to adversely impact
2134 organizational operations (including mission, functions, image,
2135 or reputation), resources, and other organizations, through an IT
2136 and ICS via unauthorized access, destruction, disclosure,

2137 modification of information, and/or denial of service.

2138  Threat Assessment Process of evaluating the severity of threat to an IT and ICS or
2139 organization and describing the nature of the threat.

2140  Threat Source The intent and method targeted at the intentional exploitation of
2141 a vulnerability or a situation and method that may accidentally
2142 exploit a vulnerability.

2143 Vulnerability Weakness in IT and ICS, system cybersecurity procedures,
2144 internal controls, or implementation that could be exploited by a
2145 threat source.

2146  Vulnerability Assessment Systematic examination of an IT and ICS or product to

2147 determine the adequacy of cybersecurity measures, identify
2148 security deficiencies, provide data from which to predict the
2149 effectiveness of proposed cybersecurity measures, and confirm
2150 the adequacy of such measures after implementation.

2151

2152
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APPENDIX C

ACRONYMS
COMMON ABBREVIATIONS

APT Advanced Persistent Threat

CIO Chief Information Officer

CIP Critical Infrastructure Protection

CNSS Committee on National Security Systems

COTS Commercial Off-The-Shelf

DHS Department of Homeland Security

DOE Department of Energy

ERM Enterprise Risk Management

ES-ISAC Electricity Sector Information Sharing and Analysis Center

FERC Federal Energy Regulatory Commission

FIPS Federal Information Processing Standards

FISMA Federal Information Security Management Act

FMEA Failure Mode And Effects Analysis

FS-ISAC Financial Services Information Sharing and Analysis Center

HIPAA Health Insurance Portability and Accountability Act

HSPD Homeland Security Presidential Directive

1A Information Assurance

ICS Industrial Control System

ICS-CERT Industrial Control Systems Cyber Emergency Response Team

IEC International Electrotechnical Commission

IP Internet Protocol

IT Information Technology

IT-ISAC Information Technology Information Sharing and Analysis Center

ISO International Organization for Standardization

MOA Memoranda of Agreement

MOU Memoranda of Understanding

NERC North American Electric Reliability Corporation

NIST National Institute of Standards and Technology

NRC Nuclear Regulatory Commission

NRECA National Rural Electric Cooperative Association

OCTAVE Operationally Critical Threat, Asset, and Vulnerability Evaluation
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OSHA
PCI-DSS
PKI

PRA
RAM-E
RMP
RPO
RTO

SEI

SOX

SP
SQUARE
TCP

U.S.
US-CERT
VPN
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Occupational Safety and Health Administration
Payment Card Industry Data Security Standard
Public Key Infrastructure

Probabilistic Risk Assessment

Risk Assessment Methodology for Energy Infrastructures

Risk Management Process

Recovery Point Objective

Recovery Time Objective

Software Engineering Institute
Sarbanes-Oxley Act

Special Publication

Security Quality Requirements Engineering
Transmission Control Protocol

United States

United States Computer Emergency Readiness Team
Virtual Private Network
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APPENDIX D
ROLES AND RESPONSIBILITIES

KEY PARTICIPANTS IN THE RMP

The following sections describe the roles and responsibilities of key participants involved in an
organization’s RMP.** Recognizing that organizations have widely varying missions and organizational
structures, there may be differences in naming conventions for risk management-related roles and how
specific responsibilities are allocated among organizational personnel (e.g., multiple individuals filling a
single role or one individual filling multiple roles).*® However, the basic functions remain the same. The
application of the RMP across the three risk management tiers described in this publication is flexible,
allowing organizations to effectively accomplish the intent of the specific tasks within their respective
organizational structures to best manage risk.

RISK EXECUTIVE

The risk executive is a functional role (individual or group) established within organizations to provide a
more comprehensive, organization-wide approach to risk management. The risk executive serves as the
common risk management resource and coordinates with senior leaders and executives to:

o Establish risk management roles and responsibilities;

o Develop and implement an organization-wide risk management strategy that guides and informs
organizational risk decisions (including how risk is framed, assessed, responded to, and
monitored over time);

e Manage threat and vulnerability information with regard to organizational information systems
and the environments in which the systems operate;

o Establish organization-wide forums to consider all types and sources of risk (including
aggregated risk);

o Determine organizational risk based on the aggregated risk from the operation and use of
information systems and the respective environments of operation;

o Provide oversight for the risk management activities carried out by organizations to ensure
consistent and effective risk-based decisions;

o Develop a greater understanding of risk with regard to the strategic view of organizations and
their integrated operations;

o Establish effective vehicles and serve as a focal point for communicating and sharing risk-related
information among key stakeholders internally and externally to organizations;

o Specify the degree of autonomy for subordinate organizations permitted by parent organizations
with regard to framing, assessing, responding to, and monitoring risk;

e Ensure that acceptance of the cybersecurity plan considers all factors necessary for mission and
business success; and

e Ensure shared responsibility for supporting organizational missions and business functions
through the use of external providers, receives an appropriate level of visibility and deliberation..

CHIEF INFORMATION OFFICER
The chief information officer (C10) is an organizational official responsible for (i) designating a chief
information security officer; (ii) developing and maintaining cybersecurity policies, procedures, and

5 Organizations may define other roles (e.g., facilities manager, human resources manager, systems administrator) to support the
risk management process.

46 Caution is exercised when one individual fills multiples roles in the risk management process to ensure that the individual
retains an appropriate level of independence and remains free from conflicts of interest.
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control techniques to address all applicable requirements; (iii) overseeing personnel with significant
responsibilities for cybersecurity and ensuring that the personnel are adequately trained; (iv) assisting
senior organizational officials concerning their security responsibilities; and (v) coordinating with other
senior officials.

INFORMATION OWNER

The information owner is an organizational official with statutory, management, or operational authority
for specified information and with the responsibility for establishing the policies and procedures
governing the generation, collection, processing, dissemination, and disposal of specified information. In
information-sharing environments, the information owner is responsible for establishing the rules for
appropriate use and protection of the subject information (e.g., rules of behavior) and retains that
responsibility when the information is shared with or provided to other organizations. The owner of the
information processed, stored, or transmitted by an IT and ICS may or may not be the same as the IT and
ICS owner. Information owners provide input to IT and ICS owners regarding the cybersecurity
requirements and controls for the systems where the information is processed, stored, or transmitted.

CHIEF INFORMATION SECURITY OFFICER

The chief information security officer is an organizational official responsible for serving as the primary
liaison for the CIO to the IT and ICS owners, common control providers, and information system security
officers. The chief information security officer (i) possesses professional qualifications, including training
and experience, required to administer the cybersecurity program functions; (ii) maintains cybersecurity
duties as a primary responsibility; and (iii) heads an office with the mission and resources to assist the
organization in achieving more secure information and IT and ICS. The chief information security officer
or supporting staff members may also serve as authorizing official designated representatives or security
control assessors.

IT and ICS OWNERC(s)

The IT and ICS owner(s) is responsible for the procurement, development, integration, modification,
operation, maintenance, and disposal of an IT and ICS. The IT and ICS owner(s) is also responsible for
addressing the operational interests of the user community (i.e., individuals who depend upon the IT and
ICS to satisfy mission, business, or operational requirements) with cybersecurity requirements.

SECURITY CONTROL ASSESSOR

The security control assessor is an individual, group, or organization responsible for conducting a
comprehensive assessment of the management, operational, and technical security controls employed
within or inherited by an IT and ICS to determine the overall effectiveness of the controls (i.e., the extent
to which the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system). Security control assessors also
provide an assessment of the severity of weaknesses or deficiencies discovered in the IT and ICS and its
environment of operation and recommend corrective actions to address identified vulnerabilities. In
addition to the above responsibilities, security control assessors prepare the final security assessment
report containing the results and findings from the assessment. Prior to initiating the security control
assessment, an assessor conducts an assessment of the security plan to help ensure that the plan provides a
set of security controls for the IT and ICS that meet the stated security requirements.
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APPENDIX E
GOVERNANCE MODELS

APPROACHES TO CYBERSECURITY GOVERNANCE

Governance in the Electricity Sector can take many forms. Three approaches to cybersecurity governance
can be used to meet organizational needs: (i) a centralized approach, (ii) a decentralized approach, or (iii)
a hybrid approach. The authority, responsibility, and Decision making power related to cybersecurity and
risk management differ in each governance approach. The appropriate governance structure for an
organization varies based on many factors (e.g., mission and business functions, size of the organization,
organizational operations, resources, and risk tolerance).

Centralized Governance

In centralized governance structures, the authority, responsibility, and decision making power are vested
solely within a central body. The centralized body establishes the policies, procedures, and processes for
ensuring an organization-wide involvement in the development and implementation of risk management
and cybersecurity strategies, risk, and cybersecurity decisions, as well as in the creation of internal and
external communication mechanisms. A centralized approach to governance requires strong, well-
informed central leadership and provides consistency throughout the organization. Centralized
governance structures also provide less autonomy for subordinate organizations that are part of the parent
organization.

Decentralized Governance

In decentralized cybersecurity governance structures, the authority, responsibility, and decision making
power are vested in and delegated to individual subordinate organizations within the parent organization
(e.g., business units). Subordinate organizations establish their own policies, procedures, and processes
for ensuring the development and implementation of risk management and cybersecurity strategies,
decisions, and mechanisms to communicate across the organization. A decentralized approach to
cybersecurity governance accommodates subordinate organizations with divergent mission and business
needs and operating environments. The effectiveness of this approach is greatly increased by the sharing
of risk-related information among subordinate organizations so that no subordinate organization is able to
transfer risk to another without the latter’s informed consent. It is also important to share risk-related
information with parent organizations, as the risk decisions by subordinate organizations may have an
effect on the organization as a whole.

Hybrid Governance

In hybrid cybersecurity governance structures, the authority, responsibility, and decision making power
are distributed between the parent and the subordinate organizations. The central body establishes the
policies, procedures, and processes for ensuring organization-wide involvement in the portion of the risk
management and cybersecurity strategies and decisions affecting the entire organization (e.g., decisions
related to shared infrastructure or common security services). Subordinate organizations, in a similar
manner, establish appropriate policies, procedures, and processes for ensuring their involvement in the
portion of the risk management and cybersecurity strategies and decisions that are specific to their
mission and business needs and environments of operation. A hybrid approach to governance requires
strong, well-informed leadership for the organization as a whole and for subordinate organizations, and
provides consistency throughout the organization for those aspects of risk and cybersecurity that affect the
entire organization.
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APPENDIX F
TRUST MODELS

APPROACHES TO ESTABLISHING TRUST RELATIONSHIPS

The following trust models describe ways in which organizations in the Electricity Sector can obtain the
levels of trust needed to form partnerships internal and external to the organization, collaborate with other
organizations, and share or receive information. No single trust model is inherently better than any other
model. Rather, each model provides organizations with certain advantages and disadvantages on the basis
of their circumstances (e.g., governance structure, risk tolerance, and criticality of organizational mission
and business processes).

Validated Trust

In the validated trust model, one organization obtains information regarding the actions of another
organization (e.g., the organization’s cybersecurity policies, activities, and risk-related decisions) and uses
the information to establish a level of trust with other organizations. An example of validated trust is
when one organization develops an IT and ICS application and provides evidence (e.g., security plan,
assessment results) that the application meets certain security requirements. The evidence offered may not
fully satisfy the trust requirements or expectations. Additional evidence may be needed between
organizations to establish trust. Trust is linked to the degree of transparency between two organizations
with regard to risk and cybersecurity-related activities and decisions.

Historical Trust

In the historical trust model, the track record exhibited by an organization in the past, particularly in its
risk and cybersecurity-related activities and decisions, can contribute to and help establish a level of trust
with other organizations. While validated trust models assume that an organization provides the required
level of proof needed to establish trust, obtaining such proof may not always be possible. In such
instances, trust may be based on other deciding factors, including the organization’s historical relationship
with other organizations or its recent experience in working with the other organizations. For example, if
one organization has worked with a second organization for years doing some activity and has not had
any negative experiences, the first organization may be willing to trust the second organization in working
on another activity, even though the organizations do not share any common experience for that particular
activity. Historical trust tends to build up over time, with the more positive experiences contributing to
increased levels of trust between organizations. Conversely, negative experiences may cause trust levels
to decrease among organizations.

Third-Party Trust

In the third-party trust model, an organization establishes a level of trust with another organization on the
basis of assurances provided by a mutually trusted third party. For example, two organizations attempting
to establish a trust relationship may not have a direct trust history between them but do have a trust
relationship with a third organization. The third party, which is trusted by both organizations, brokers the
trust relationship between the two organizations, thus helping to establish the required level of trust, also
known as transitive trust.

Mandated Trust

In the mandated trust model, an organization establishes a level of trust with another organization on the
basis of a specific mandate issued by a third party in a position of authority. This mandate can be
established by the respective authority through legislation, directives, regulations, or policies (e.g., a
policy from an organization directing that all subordinate components of the organization accept the
results of security assessments conducted by any subordinate components of the organization). Mandated
trust can also be established when an organization is decreed to be the authoritative source for the
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provision of information resources, including IT products, systems, or services. For example, an
organization may be given the responsibility and the authority to issue Public Key Infrastructure (PKI)
certificates for a group of organizations.

Hybrid Trust

In general, the trust models described above are not mutually exclusive. Each of the trust models may be
used independently, as a stand-alone model, or in conjunction with another model. Several trust models
may be used at times within the organization. Since Electricity Sector organizations are diverse, it is
possible that subordinate organizations may employ different trust models in establishing relationships
with potential partnering organizations. The organizational governance structure may establish the
specific terms and conditions for how the various trust models are employed in a complementary manner
within the organization.
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APPENDIX G
RISK RESPONSE STRATEGIES

Organizations develop risk mitigation strategies based on strategic goals and objectives, mission and
business requirements, and organizational priorities. These strategies provide the basis for making risk-
based decisions for acceptance on the security solutions associated with and applied to IT and ICS within
the organization. Risk mitigation strategies are necessary to ensure that organizations are adequately
protected against the growing threats to information processed, stored, and transmitted by organizational
IT and ICS. The nature of the threats and the dynamic environments in which organizations operate,
demand flexible and scalable defenses, as well as solutions that can be tailored to meet rapidly changing
conditions. These conditions include, for example, the emergence of new threats and vulnerabilities, the
development of new technologies, changes in missions/business requirements, and/or changes to
environments of operation. Effective risk mitigation strategies support the goals and objectives of
organizations, and established mission and business priorities are tightly coupled with enterprise
architectures and cybersecurity architectures.

Organizational risk mitigation strategies reflect the following:

e Mission and business processes are designed with regard to cybersecurity requirements;*’

o Enterprise architectures (including information security architectures) are designed with
consideration for realistically achievable risk mitigations;

¢ Risk mitigation measures are implemented within organizational IT and ICS and their
environments of operation by safeguards/countermeasure (i.e., security controls) consistent with
cybersecurity architectures; and

e Cybersecurity programs, processes, and safeguards/countermeasures are highly flexible and agile
with regard to implementation, recognizing the diversity in organizational mission and business
functions, the variations in IT and ICS implementations and capabilities, and the dynamic
environments in which the organizations operate.*®

Traditional risk mitigation strategies, with regard to threats from cyber attacks, at first relied almost
exclusively on monolithic boundary protection. These strategies assumed adversaries were outside of
some established defensive perimeter, and the objective of organizations was to repel the attack. The
primary focus of static boundary protection was penetration resistance of the IT products and systems
employed by the organization, as well as any additional safeguards and countermeasures implemented in
the environments in which the products and systems operated. Recognition that IT and ICS boundaries
were permeable, or porous, led to defense-in-depth as part of the mitigation strategy, relying on detection
and response mechanisms to address the threats within the protection perimeter. In today’s world
characterized by advanced persistent threats (APTs),* a more comprehensive risk mitigation strategy is
needed—a strategy that combines traditional boundary protection with agile defense.

" In addition to mission- and business-driven information protection needs, cybersecurity requirements are obtained from a
variety of sources (e.g., federal legislation, policies, regulations, standards, and corporate organizational policies).

8 Dynamic environments of operation are characterized, for example, by ongoing changes in people, processes, technologies,
physical infrastructure, and threats.

49 An advanced persistent threat (APT) is an adversary that possesses sophisticated levels of expertise and significant resources
that allow it to create opportunities to achieve its objectives by using multiple attack vectors (e.g., cyber, physical, and
deception). These objectives typically include establishing/extending footholds within the IT and ICS infrastructure of the
targeted organizations for the purposes of exfiltrating information; undermining or impeding critical aspects of a mission,
program, or organization; or positioning itself to carry out these objectives in the future. The APT (i) pursues its objectives
repeatedly over an extended period of time, (ii) adapts to defenders’ efforts to resist it, and (iii) is determined to maintain the
level of interaction needed to execute its objectives.
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Agile defense assumes that a small percentage of threats from purposeful cyber attacks will be successful
by compromising organizational IT and ICS through the supply chain,® by defeating the initial safeguards
and countermeasures (i.e., security controls) implemented by organizations, or by exploiting previously
unidentified vulnerabilities for which protections are not in place or are inadequate. In this scenario,
adversaries are operating inside the defensive perimeters established by organizations and may have
substantial or complete control of organizational IT and ICS. Agile defense employs the concept of
information system resilience—that is, the ability of systems to operate while under attack, even in a
degraded or debilitated state, and to rapidly recover operational capabilities for essential functions after a
successful attack. The concept of information system resilience can also be applied to the other classes of
threats, including threats from environmental disruptions and/or human errors of omission/commission.
The most effective risk mitigation strategies employ a combination of boundary protection and agile
defenses, depending on the characteristics of the threat.>* This dual protection strategy illustrates two
important cybersecurity concepts known as defense-in-depth®2and defense-in-breadth.>

The IT and ICS needed for mission and business success may be the same technologies through which
threat actors cause mission and business failure. The risk response strategies developed and implemented
by organizations may consider the type of IT and ICS and their functions and capabilities. Clearly defined
and articulated risk response strategies help to ensure that senior executives take ownership and are
ultimately responsible and accountable for risk decisions.

The purpose of risk response is to provide a consistent, organization-wide response by (i) developing
alternative courses of action for responding to risk, (ii) evaluating the alternative courses of action, (iii)
determining appropriate courses of action consistent with organizational risk tolerance, and (iv)
implementing risk responses that are based on selected courses of action. There are five basic types of
responses to risk: (i) accept, (ii) avoid, (iii) mitigate, (iv) share, and (v) transfer. While each type of
response can have an associated strategy, there may be an overall strategy for selecting from among the
basic response types. This overall risk response strategy and the strategy for each type of response are
discussed below. In addition, specific risk mitigation strategies are presented, including a description of
how such strategies can be implemented within organizations.

OVERALL RISK RESPONSE STRATEGIES

A decision to accept risk must be consistent with the stated organizational tolerance for risk. Yet, there is
still need for a well-defined, established organizational process for selecting one or a combination of the
risk responses of acceptance, avoidance, mitigation, sharing, or transfer. Organizations are often placed in
situations in which there is greater risk than the designated senior executives desire to accept. Each of the
risk responses are based on the organization’s statement of risk tolerance at each tier. The objective of
establishing a statement of risk tolerance is to identify, in clear and unambiguous terms, a limit for risk;
that is, how far senior executives are willing to go with regard to accepting risk to organizational
operations, resources, and other organizations.

% Draft NIST Interagency Report 7622 provides guidance on managing supply chain risk.
*! Threat characteristics include capabilities, intentions, and targeting information.

%2 Defense-in-depth is a cybersecurity strategy integrating people, technology, and operations capabilities to establish variable
barriers across multiple layers and missions of the organization.

%3 Defense-in-breadth is a planned, systematic set of multidisciplinary activities that seek to identify, manage, and reduce risk of
exploitable vulnerabilities at every stage of the system, network, or subcomponent life cycle (system, network, or product design
and development; manufacturing; packaging; assembly; system integration; distribution; operations; maintenance; and
retirement).
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RISK ACCEPTANCE STRATEGIES

Organizational risk acceptance strategies are essential companions to organizational statements of risk
tolerance. Real-world operations, however, are seldom so simple as to make such risk tolerance
statements the end statement for risk acceptance decisions. Risk acceptance includes the impact(s)
resulting from the implementation of avoidance, sharing, transference, and/or mitigation response
strategies. Organizational risk acceptance strategies place the acceptance of risk into a framework of
organizational perspectives on dealing with the practical realities of operating with risk and provide the
guidance necessary to ensure that the extent of the risk being accepted in specific situations is compliant
with organizational direction. Inherent in the risk acceptance strategy is the identification of risk
monitoring triggers to provide reasonable assurance that the risk accepted remains at or below the risk
acceptance strategy.

RISK AVOIDANCE STRATEGIES
Risk avoidance entails restructuring processes or systems, or ending activities to eliminate potential
exposure.

RISK SHARING AND TRANSFER STRATEGIES

Organizational risk sharing strategies and risk transfer strategies enable risk decisions for specific
organizational missions and business functions through policies, contracts, and agreements. Risk sharing
and transfer strategies both consider and take full advantage of a lessening of risk by sharing or
transferring the potential impact across internal or external organizations. Transferring risk involves
delegating full responsibility or accountability; sharing risk involves delegating only partial responsibility
or accountability.

RISK MITIGATION STRATEGIES

Organizational risk mitigation strategies reflect an organizational perspective on what mitigations are
employed and where the mitigations are applied to reduce risks to organizational operations and resources
and to other organizations. Risk mitigation strategies are the primary link between organizational risk
management programs and cybersecurity programs—with the former covering all aspects of managing
risk and the latter being primarily a part of the risk response component of the RMP. Effective risk
mitigation strategies consider the general placement and allocation of mitigations, the degree of intended
mitigation, and cover mitigations at each tier.

Information has value and must be protected. Information systems (including people,
processes, and technologies) are the primary vehicles employed to process, store, and
transmit such information—allowing organizations to carry out their missions in a variety of
environments of operation and to ultimately be successful.
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