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COVID-19 Energy Sector Response Efforts and Frequently 
Asked Questions 
This document is the product of collaborative efforts to gather current information. We appreciate 
everyone’s patience during this dynamic event. Send any updates, concerns or questions to 
energyresponsecenter@hq.doe.gov. These Frequently Asked Questions (FAQs) will be updated as 
new information becomes available. 

CURRENT STATUS OF DOE RESPONSE EFFORTS 
The U.S. Department of Energy’s (DOE) Office of Cybersecurity, Energy Security, and Emergency 
Response (CESER) has been closely monitoring the 2019 Novel Coronavirus (COVID-19) since 
January 31. Within CESER, the Emergency Support Function #12 (ESF#12) Energy Response 
Organization (ERO) continues to support the federal mitigation and response to COVID-19. CESER 
and the ERO continue to coordinate with federal, state, and energy sector partners to discuss 
preparations, provide awareness, and assess issues that may require federal support. 

The DOE ESF #12 Regional Coordinators remain at enhanced watch in connection with COVID-19, 
across all FEMA Regions. The ESF #12 team has been activated for Hurricane Isaias, the Midwest 
Derecho, and the California Wildfires and continues to monitor storms in the Atlantic and Pacific. 
The DOE ESF #12 team continues to support hurricane response operations during the COVID-19 
pandemic.  

CESER advises energy sector partners to remain vigilant to cybersecurity threats. Energy sector 
partners are encouraged to work with the Electricity Information Sharing and Analysis Center (E-
ISAC), the Downstream Natural Gas ISAC (DNG-ISAC), and the Oil and Natural Gas ISAC (ONG-ISAC) 
to remain vigilant to cybersecurity threats, including COVID-19 themed phishing emails, and to 
ensure that the latest cybersecurity guidance is provided to their organizations.  

The Federal Bureau of Investigation (FBI) released guidance on defending against video-
teleconferencing hijacking. Alerts were issued in April and May on recommended steps to mitigate 
Korean cyber-threats and threat groups. On June 16, 2020, the Department of Homeland Security 
(DHS) released an Industrial Control System (ICS) advisory. On August 19, 2020, DHS issued a 
report warning against a North Korean Remote Access threat.   

CESER also urges energy sector companies to assess the full breadth of risk within the supply chain, 
including that of managed and industry service providers to evaluate how COVID-19 may affect 
service.  

COVID-19 RESOURCES 
Government Web Links:  

 DOE: Coronavirus Hub 
 CDC: COVID-19 Situation Summary   
 OSHA: COVID-19 Control and Prevention 
 World Health Organization: Coronavirus homepage   
 DHS CISA: COVID-19 Homepage and Risk Management for COVID-19  

 DHS CISA: Guidance on Essential Critical Infrastructure Workforce  

mailto:energyresponsecenter@hq.doe.gov
https://www.us-cert.gov/ncas/current-activity/2020/04/02/fbi-releases-guidance-defending-against-vtc-hijacking-and-zoom
https://www.us-cert.gov/ncas/alerts/aa20-106a
https://www.us-cert.gov/ncas/alerts/aa20-106a
https://www.us-cert.gov/ncas/alerts/AA20126A
https://www.us-cert.gov/ics/advisories/icsa-20-168-01
https://us-cert.cisa.gov/ncas/analysis-reports/ar20-232a
https://www.energy.gov/coronavirus-hub
https://www.cdc.gov/coronavirus/2019-ncov/summary.html
https://www.osha.gov/SLTC/covid-19/controlprevention.html
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
https://www.cisa.gov/coronavirus
https://www.cisa.gov/insights
https://www.cisa.gov/publication/guidance-essential-critical-infrastructure-workforce
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 FEMA: National Business EOC Operations Dashboard  
 FEMA: Coronavirus Rumor Control 
 TSA: COVID-19 Enrollment Questions   

Energy Sector Links:   
 American Public Power Association (APPA): Coronavirus page  
 American Gas Association (AGA): Coronavirus page 
 American Petroleum Institute (API): Pandemic Resources page 
 American Fuel and Petrochemical Manufacturers (AFPM): COVID-19 page 
 American Public Gas Association (APGA): Coronavirus Resources page 
 Edison Electric Institute (EEI): Pandemic page 
 Electric Power Research Institute (EPRI): COVID-19 Page 
 Electricity Subsector Coordinating Council (ESCC): COVID-19 Resources  
 International Association of Drilling Contractors (IADC): COVID-19 Update page 
 International Liquid Terminals Association (ILTA): Pandemic Resources page 
 Interstate Natural Gas Association of America (INGAA): COVID-19 Response page 
 National Rural Electric Cooperatives (NRECA): COVID-19 page  
 Petroleum Marketers Association of America (PMAA): Coronavirus Resources page 
 Offshore Operators Committee: COVID-19 Mitigations page 

State, Local, Tribal and Territorial Web Links:  

 National Governors Association (NGA) State Coronavirus Actions  
 National Conference of State Legislations (NCSL) State Legislator COVID-19 Resources  
 National Association of State Energy Officials (NASEO) Support for State Energy Offices 
 National Association of State Regulators (NARUC) COVID News and Resources 
 National Association of Counties (NaCo) County and State Emergency Declaration Map  

WHAT GUIDANCE IS AVAILABLE FOR ENERGY SECTOR PERSONNEL & 
SOCIAL DISTANCING? 
Protective measures for access to homes and businesses in restricted areas should follow CDC and 
Occupational Safety and Health Administration (OSHA) guidance: 

 CDC Interim Guidance for Businesses and Employers  
 OSHA COVID-19 Worker Safety; Guidance on Preparing Workplaces; Control and Prevention 
 OSHA guidance for workers performing in-home repairs services. 

Non-essential work orders at customer homes or businesses that require workers to enter may be 
deferred or postponed when possible to preserve PPE for essential emergency work and protect the 
health and safety of personnel. An updated news release was issued by OSHA on July 7, 2020. 

ARE ENERGY PERSONNEL AND SERVICES CONSIDERED ESSENTIAL?  
CESER worked with industry and DHS to put together a list of essential critical infrastructure 
workers, which included electricity (across all sources), petroleum, natural gas and propane 

https://fema.connectsolutions.com/nbeoc/
https://www.fema.gov/coronavirus-rumor-control
https://www.tsa.gov/sites/default/files/esvp_covid-19-faqs-03202020.pdf
https://www.publicpower.org/resource/information-about-coronavirus
https://www.aga.org/news/coronavirus-covid-19/
https://www.api.org/news-policy-and-issues/pandemic-information
https://www.afpm.org/tag/covid-19-coronavirus
https://www.apga.org/apgamainsite/resources/covid
https://www.eei.org/Pages/pandemic.aspx
https://www.epri.com/#/covid-19?lang=en-US
https://www.electricitysubsector.org/
https://www.iadc.org/covid19-update/
https://www.ilta.org/News-Resources/Pandemic-Information
https://www.ingaa.org/COVID19.aspx
https://www.cooperative.com/programs-services/communications/Pages/coronavirus-covid-19-information-for-co-ops.aspx
https://www.pmaa.org/industry-resources/coronavirus-situational-update-and-resources/
http://www.theooc.org/covid19
https://www.nga.org/coronavirus/
https://www.ncsl.org/research/health/ncsl-coronavirus-covid-19-resources.aspx
https://naseo.org/news-article?NewsID=3477
https://www.naruc.org/compilation-of-covid-19-news-resources/
https://ce.naco.org/?dset=COVID-19&ind=Emergency%20Declaration%20Types
https://www.cdc.gov/coronavirus/2019-ncov/community/guidance-business-response.html
https://www.osha.gov/SLTC/covid-19/
https://www.osha.gov/SLTC/covid-19/controlprevention.html
https://www.osha.gov/SLTC/covid-19/in-home-repair.html
https://www.osha.gov/news/newsreleases/national/07072020-0
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workers. DHS CISA updated the guidance on essential critical infrastructure workers on August 18, 
2020.  

The National Governor’s Association (NGA) sent a memorandum to Governors and their Energy 
Advisors on March 25, 2020, highlighting three areas where Governors can support the energy 
sector during the pandemic response. The three items identified are: 

1) Ensure critical energy infrastructure employees can be identified and credentialed in the 
event of a shelter in place order  

2) Critical infrastructure workers may need priority access to testing, PPE, and cleaning 
supplies  

3) Waivers for fuel carrier standards and commercial driver’s licenses may be needed to move 
critical utility supplies  

On May 6, 2020, U.S. Department of Energy Secretary Dan Brouillette sent letters to all of the U.S. 
Governors encouraging support for essential workers in the energy sector. The letter highlighted 
the joint statement from the Federal Energy Regulatory Commission (FERC) and NARUC urging the 
consideration of utility workers as essential, as well as FERC’s recent orders and actions to assure 
the reliable operation of energy infrastructure. The letter is the second from DOE’s Secretary to the 
states in support of Essential Critical Energy Infrastructure Workers (ECIW). In addition to calling 
for continued freedom of movement within restricted areas for ECIW, the letter notes that 
additional measures are needed. It is equally important that ECIW have access to personal 
protective equipment (PPE), testing services, and cleaning supplies. Reliance on energy is a key 
interdependency amongst all Critical Infrastructure sectors, making energy reliability and resilience 
a fundamental need for national safety and security. 

HOW CAN ESSENTIAL PERSONNEL GAIN ACCESS TO RESTRICTED 
AREAS?  
In cases where access is restricted, the State Emergency Operating Centers (SEOCs) have defined 
protocols for allowing access for essential personnel. County Public Health Departments are also 
involved and will have representatives at the SEOC for coordinating purposes. DOE ESF#12 
Regional Coordinators are supporting SEOCs virtually and can assist if needed. Send an e-mail to 
energyresponsecenter@hq.doe.gov if you need to contact your DOE Regional Coordinator. 

HOW CAN MY COMPANY ACQUIRE PPE FOR ESSENTIAL PERSONNEL?  
At Secretary Brouillette's direction, the Department of Energy conducted a thorough review of 
inventories of PPE and other supplies across the DOE enterprise (including our labs, plants and 
sites across the nation) to assist with the President’s response to COVID-19. The Department, 
working with FEMA, will make its excess PPE available for the national COVID-19 response, so they 
may get supplies to the communities in need as quickly as possible. 

DOE continues to support the safety and security of the energy sector workforce who maintain the 
surety of our energy system 24/7. Providing for this vital strategic asset helps maintain the 
American way of life and underpins the strength of our national security. Energy sector companies 
are monitoring the availability of PPE for essential workers. Energy sector companies can connect 

https://www.cisa.gov/publication/guidance-essential-critical-infrastructure-workforce
https://www.nga.org/wp-content/uploads/2020/03/COVID-19-Utility-Guidance.pdf
https://www.ferc.gov/media/news-releases/2020/2020-1/03-26-20.pdf
mailto:energyresponsecenter@hq.doe.gov


 

 
 

Thursday, August 20, 2020       TLP: WHITE  
Final- Updates in Red 4 

with local or state energy officials and emergency operations centers in jurisdictions where they 
operate to identify prioritization of any future needs for PPE. On April 28, 2020, FEMA released a 
fact sheet with information about the distribution of cloth masks. On August 10, 2020 FEMA issued 
a Temporary Final Rule that extended the PPE allocation order for domestic use.  

WHAT ARE THE GUIDELINES FOR OPTIMIZING PPE? 
Organizations are encouraged to review existing health and safety plans and procedures for 
opportunities to reduce, reuse, or repurpose PPE. The CDC issued a PPE optimization strategy for 
use when PPE supplies are stressed, running low, or absent. FEMA issued a PPE preservation best 
practices fact sheet with the following items: 

1) Reduce usage rate of PPE by modifying normal operations and procedures  
2) Reuse PPE by implementing optimization, decontamination, and reuse procedure 
3) Repurpose alternative types or sources of PPE, including NIOSH-approved respirators in lieu 

of N-95 FFR for activities for which respiratory protection is required per CDC direction 

HOW CAN MY COMPANY ACQUIRE TESTING FOR ESSENTIAL 
PERSONNEL?  
On April 27, 2020, the CDC updated the criteria to guide evaluation and laboratory testing priorities. 

The new guidance identifies two categories; High Priority and Priority.  Decisions about testing 

remain at the discretion of state and local health departments and/or individual clinicians. The new 

guidance includes screening of persons without symptoms if prioritized by state or local plans. 

CESER is working with multiple FEMA task forces and federal, industry and state partners to 
identify new testing options and best practices as they become available. Energy industry suppliers 
and infrastructure operators are identifying “essential” and "mission essential" employees for 
prioritized COVID-19 testing. More information regarding prioritized testing requests can be found 
in this industry letter to national organizations representing state and local government leaders. 
The Electricity Subsector Coordinating Council also updated Testing and Protecting Mission 
Essential Control Center and Generation Facility Personnel.  

On April 23, 2020, CISA released guidance for operations centers and control rooms across the 16 
critical infrastructure sectors, including energy, required to operate in a pandemic environment. 
The guidance recommends prioritized testing by medical professionals for asymptomatic personnel 
performing essential jobs in support of operations centers and control rooms. Some states have 
begun prioritizing testing of non-symptomatic essential energy workers prior to sequestration. 

The CDC updated the testing overview page with testing strategies in high-density critical 

infrastructure workplaces after a case is identified and a flowchart. The guidance recommends 

testing for asymptomatic individuals without known or suspected COVID-19 exposure for early 

identification in special settings, which includes: high-density critical infrastructure workplaces 

where continuity of operations is a high priority. 

Approaches for early identification of asymptomatic individuals include: 

 Initial testing of everyone residing and/or working in the setting 

https://www.fema.gov/news-release/2020/04/28/distribution-cloth-facial-coverings
https://www.fema.gov/fact-sheet/fema-implementation-allocation-order-exports-scarce-ppe-and-notice-exemptions
https://www.cdc.gov/coronavirus/2019-ncov/hcp/ppe-strategy/index.html
https://www.fema.gov/media-library-data/1586794893029-14d1a5fec5833fd2420191193545cf6a/PreservingPersonalProtectiveEquipment.pdf
https://www.fema.gov/media-library-data/1586794893029-14d1a5fec5833fd2420191193545cf6a/PreservingPersonalProtectiveEquipment.pdf
https://www.fda.gov/media/135763/download
https://www.cdc.gov/coronavirus/2019-ncov/hcp/clinical-criteria.html
https://www.publicpower.org/system/files/documents/FINAL%20MEW%20letter%2004032020.pdf
https://www.electricitysubsector.org/-/media/Files/ESCC/Documents/ESCC_Mission_Essential_Workforce_2020.ashx?la=en&hash=7618009ED20A06A987105A0817A180202406AFDF
https://www.electricitysubsector.org/-/media/Files/ESCC/Documents/ESCC_Mission_Essential_Workforce_2020.ashx?la=en&hash=7618009ED20A06A987105A0817A180202406AFDF
https://www.cisa.gov/sites/default/files/publications/20_0423_COVID-19_CI_Ops_Center_Control_Room_Guide.pdf
https://www.cdc.gov/coronavirus/2019-ncov/hcp/testing-overview.html
https://www.cdc.gov/coronavirus/2019-ncov/community/worker-safety-support/hd-testing.html
https://www.cdc.gov/coronavirus/2019-ncov/community/worker-safety-support/hd-testing.html
https://www.cdc.gov/coronavirus/2019-ncov/downloads/community/Testing-Strat-flow-diagram.pdf
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 Regular testing of everyone residing and/or working in the setting, and 
 Testing of new entrants into the setting and/or those re-entering after a prolonged absence. 

WHAT ARE THE DIFFERENT TYPES OF COVID-19 TESTS? 

There are two types of kinds of tests available for COVID-19 according to the CDC: viral tests and 
antibody tests. A viral test is used to detect a current infection. An antibody test can detect a 
previous COVID-19 infection. An antibody test may not show a current infection and should not be 
used as the only way to diagnose someone with a current COVID-19 infection. It is not yet known if 
having antibodies can protect someone from being infected with the virus again, or how long that 
protection might last. 

WHAT ARE SOME MEASURES INDUSTRY IS USING FOR SEQUESTRATION 
OF ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS? 
Some energy companies are implementing sequestration protocols for mission essential personnel 
to ensure the uninterrupted operations of energy functions, including:  

 Conducting workforce analysis to determine the minimum number of mission essential 
workers needed to ensure uninterrupted operations   

 Asking for sequestration volunteers with needed skills and setting duration expectations  
 Organizing “units” or “crews” with appropriate skillsets that will share the same shift, but 

not be exposed to other personnel  
 Creating a total separation of living, sleeping, cooking, laundry, and rest/entertainment areas 

for the individual work crews 
 Creating greater physical separation between workstations when possible 
 Providing individually assigned peripheral equipment (e.g., mice, keyboards, chairs) 
 Testing workers for COVID-19 prior to being sequestered 
 Requiring all employees to wear appropriate PPE while working 
 Thoroughly sanitizing work areas at each shift change and regularly at high touch points   
 Implementing pre-site entry wellness questionnaires and temperature checks throughout 

the shift 
 Requiring workers conducting wellness checks to use social distancing and wear PPE 

HOW ARE WELLNESS CHECKS BEING IMPLEMENTED IN THE SECTOR? 
Based on the CDC guidance to monitor for symptoms of COVID-19 and the OSHA guidance to 
prevent exposure in the workplace many organizations are implementing wellness checks 
throughout the work shifts of essential workers. The wellness checks may include questions on how 
the workers are feeling and a temperature check to monitor for symptoms of COVID-19. The 
medical or non-medical professionals conducting the wellness checks should have instructions on 
how to proceed and who to notify if symptoms of COVID-19 are detected. 

The federal government will distribute non-contact infrared thermometers (NCIT) to support 
phased reopening of states. FEMA announced that states, tribal nations, and territories will be 
responsible for distributing NCIT and will have significant flexibility as to how they are distributed 
within their jurisdiction. 

https://www.cdc.gov/coronavirus/2019-ncov/symptoms-testing/testing.html
https://www.cdc.gov/coronavirus/2019-ncov/testing/diagnostic-testing.html
https://www.cdc.gov/coronavirus/2019-ncov/testing/serology-overview.html
https://www.cdc.gov/coronavirus/2019-ncov/community/guidance-business-response.html
https://www.osha.gov/Publications/OSHA3990.pdf
https://www.fema.gov/news-release/2020/05/26/distribution-infrared-thermometers
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The CDC issued guidance for critical infrastructure workers who may have had COVID-19 exposure. 
Workers who were exposed but remain asymptomatic should adhere to the following practices 
prior to and during their work shift: 

 Pre-Screen: The employee’s temperature and symptoms should be checked prior to them 
starting work and ideally before entering a facility. 

 Regular Monitoring: As long as the employee does not have a temperature or symptoms, 
they should self-monitor under the supervision of their employer. 

 Wear a Mask: The employee should wear a facemask at all times while in the workplace for 
14 days after last exposure.  

 Social Distance: The employee should maintain 6 feet and practice social distancing as work 
duties permit. 

 Disinfect and Clean workspaces: Clean and disinfect all areas such as offices, bathrooms, 
common areas, shared electronic equipment routinely. 

WHAT GUIDANCE IS THERE FOR WORKPLACE REENTRY & REOPENING 
STATES? 
States have begun to lift their “Stay at Home” orders and adopt phased restrictions as outlined by 

the White House’s guidelines for Opening Up America Again. The CDC has issued guidance 

identifying community actions that individuals, businesses, and health departments can take to 

slow the spread of COVID-19. OSHA released guidance on June 17, 2020 to assist employers and 

workers in safely returning to work. 

The ESCC updated their COVID-19 Resource Guide on April 27, 2020, to provide responsible re-
entry guidance to the electric sector. Four strategic priorities were identified: 

 “Industry plans for returning to the workplace should be coordinated with state/local 
governments and executed in phases” 

 “Focus on the health and safety of our workforce and our customers” 
 “Anticipate and address any technology-related challenges and cyber threats associated with 

the return the workplace”  
 “Clear and consistent internal and external messaging will be critical for…a re-entry plan” 

On May 11, 2020, the ESCC Resource Guide was updated to identify additional guidance on 
responsible re-entry, including engagement with state and local governments and messaging. 

FEMA has issued further reconstitution planning recommendations for state, local, tribal, territorial, 
(SLTT) and private sector stakeholders. The CDC also posted support resources for SLTT and 
staffing resources for the public health workforce. The NGA issued a state-by-state summary of 
public health criteria for reopening. The Oil and Natural Gas Subsector Coordinating Council (ONG 
SCC) released an ONG COVID-19 Responsible Recovery Compendium identifying challenges and 
mitigation strategies for the different ONG value chains. 

WILL DOMESTIC TRAVEL RESTRICTIONS AFFECT ACCESS?  

https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
https://www.whitehouse.gov/openingamerica/
https://www.cdc.gov/coronavirus/2019-ncov/community/index.html
https://www.osha.gov/Publications/OSHA4045.pdf
https://www.electricitysubsector.org/-/media/Files/ESCC/Documents/ESCC_COVID_Resource_Guide_v2-03242020.ashx?la=en&hash=D3732CBFB46827AA0331277E8D5CBE0CC4DFC3BF
https://www.electricitysubsector.org/-/media/Files/ESCC/Documents/ESCC_COVID_Resource_Guide_v2-03242020.ashx?la=en&hash=D3732CBFB46827AA0331277E8D5CBE0CC4DFC3BF
https://www.fema.gov/news-release/2020/04/30/planning-considerations-organizations-reconstituting-operations-during-covid
https://www.cdc.gov/coronavirus/2019-ncov/php/open-america/index.html
https://www.cdc.gov/coronavirus/2019-ncov/php/open-america/staffing.html
https://www.nga.org/coronavirus-reopening-plans/
http://ongsubsector.com/documents/ONG-COVID19-Responsible-Recovery-Compendium.pdf
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Domestic travel advisories are not expected to affect critical services or travel for energy sector 
employees. The advisories do not apply to employees for critical infrastructure as defined by the 
Department of Homeland Security essential staff guidance, which includes energy sector services 
and personnel supporting essential energy services.  

The CDC updated travel health notices to include COVID-19 travel recommendations by country. 
Although the CDC recommends people stay home as much as possible, new guidance for the 
different modes of travel was issued for when travel is required.  

Several states have issued mandatory or recommended travel advisories that apply a 14-day 
quarantine for travelers from areas with identified hot spots or increased rates of COVID-19 
infections. Some FEMA regions have worked with the states and territories to develop pre-travel 
programs to test essential workers, prior to arrival. 

WHAT IS THE CURRENT ROLE OF THE NATIONAL GUARD? 
The President issued a Memorandum, offering National Guard troops to support states by operating 
under Title 32 status. This allows the National Guard to be managed by state Governors, but be 
funded by FEMA and DHS. Additional detail on National Guard activities in states can be found on 
the COVID-19 Response website and the FEMA website. On May 6, 2020 the Council of Governors 
Co-Chairs sent a letter requesting the Secretary of Defense work with the White House to extend the 
use of Title 32 National Guard operations beyond May 31, 2020. On August 3, 2020, a presidential 
memorandum extended and modified funding for National Guard units under state control to 
December 31, 2020 with certain cost share provisions.  

WHAT ARE THE U.S. CANADA AND U.S. MEXICO BORDER TRAVEL 
RESTRICTIONS?  
The United States and Canada, as well as the United States and Mexico are temporarily restricting 
all non-essential travel across the U.S. border. The restriction allows travel for essential workers 
and deliveries for supply chains to ensure that food, fuel, and life-saving medicines are maintained. 
These measures have been extended until September 21, 2020. DOE ESF#12 responders are 
available to work with the FEMA National Response Coordination Center and DHS to coordinate any 
issues with critical energy infrastructure located near the U.S. border and for travel across the 
border to support critical work. Guidance for travel to the U.S./Canada can be found here and for 
U.S./Mexico here. The CDC continues to update travel guidance for other countries.   

WHAT GUIDANCE HAS BEEN ISSUED TO INDUSTRY TO ENSURE ENERGY 
RELIABILITY AMID POTENTIAL CORONAVIRUS IMPACTS?  
The North American Electric Reliability Corporation (NERC), in consultation with FERC, as well as 
the U.S. Department of Transportation (DOT) Pipeline and Hazardous Material Safety 
Administration (PHMSA) has issued guidance to provide additional flexibility to operators and staff 
to help ensure continued operations. Operators for transportation including hazardous liquid and 
gas pipeline, underground natural gas storage, liquefied natural gas, and bulk electric systems are 
focusing their resources on keeping people safe and providing critical services during this 

https://www.cdc.gov/coronavirus/2019-ncov/travelers/map-and-travel-notices.html
https://www.cdc.gov/coronavirus/2019-ncov/travelers/travel-in-the-us.html
https://www.whitehouse.gov/presidential-actions/memorandum-providing-federal-support-governors-use-national-guard-respond-covid-19/
https://www.defense.gov/Newsroom/Releases/Release/Article/2129455/department-of-defense-statement-on-the-use-of-national-guard-forces-under-title/
https://www.nationalguard.mil/coronavirus/
https://www.fema.gov/national-guard-title-32-status
https://www.nga.org/wp-content/uploads/2020/05/Council-Letter-Guard-Mobilization-Extentions-COVID19-Recovery.pdf
https://www.whitehouse.gov/presidential-actions/memorandum-extension-use-national-guard-respond-covid-19-facilitate-economic-recovery/
https://www.whitehouse.gov/presidential-actions/memorandum-extension-use-national-guard-respond-covid-19-facilitate-economic-recovery/
https://www.dhs.gov/news/2020/08/14/fact-sheet-dhs-measures-border-limit-further-spread-coronavirus
https://travel.state.gov/content/travel/en/traveladvisories/traveladvisories/canada-travel-advisory.html
https://mx.usembassy.gov/wha-press-guidance/
https://www.cdc.gov/coronavirus/2019-ncov/travelers/index.html
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unprecedented public health emergency. Additional guidance: PHMSA Stay of Enforcement, 
Guidance for State Partners, and the NERC and FERC Industry Guidance to Ensure Grid Reliability.   

NERC issued a special report Pandemic Preparedness and Operational Assessment assessing the 
reliability considerations and operational preparedness of the bulk power system owners and 
operators during pandemic conditions in April and May 2020. NERC included spring, summer and 
longer-term risks, but did not identify any specific threats or degradation to the reliable operation 
of the bulk power supply at this time. In June, NERC issued the 2020 Summer Reliability 
Assessment, noting that protecting critical electric industry workers remains a priority and the risk 
potential of the wildfire season. On August 13, NERC extended its temporarily expanded Self-
Logging Program through December 31, 2020, to allow registered entities to log instances of 
potential noncompliance with minimal or moderate risk related to their coronavirus response. 
NERC will continue to defer on-site audits and other on-site activities through the end of 2020.  

HOW CAN MY COMPANY ENSURE TIMELY AND EFFICIENT TRANSPORT 
OF GOODS AND SERVICES? IS THERE AN HOURS-OF-SERVICE WAIVER?  
Federal Motor Carrier Safety Administration Emergency Declaration 
The DOT Federal Motor Carrier Safety Administration (FMCSA) issued a Federal Motor Carrier 
Administration Declaration and an updated Expanded Emergency Declaration that provides 
regulatory relief for commercial motor vehicle operations that are providing direct assistance in 
support of emergency relief efforts related to COVID-19. On August 11, 2020, FMCSA extended and 
modified the hours of service waiver for motor carriers to September 14, 2020. 

 FMCSA COVID Emergency Declarations, Waivers, Exemptions and Permits homepage 

WHAT ARE THE EFFECTS OF COVID-19 ON PORT ACCESS?  
The Coast Guard has issued multiple Marine Safety Information Bulletins (MSIB) on the Novel 
Coronavirus. To view the most recent MSIB regarding COVID-19, refer to the Coast Guard MSIB 
Publications. The Coast Guard recommends that people review the CDC travel guidance and the U.S. 
Department of State Travel Advisories related to COVID-19.

WHAT IS THE CURRENT GUIDANCE ON MAKING HAND SANITIZER? 
The Food and Drug Administration (FDA) issued a Temporary Policy for Preparation of Certain 
Alcohol-Based Hand Sanitizer Products. For additional guidance on how to comply with these 
requirements, contact FDA at COVID-19-HandSanitizers@fda.hhs.gov. The DOT issued temporary 
regulatory relief to facilitate the increased availability of hand sanitizer during this public health 
emergency.

WHAT ARE THE RESPIRATORY PROTECTION RECOMMENDATIONS TO 
MANGAGE THE SPREAD OF COVID-19? 
The Department of Labor’s Occupational Safety and Health Administration (OSHA) issued an 
enforcement guidance memorandum for Respiratory Protection. The guidance outlines 
enforcement discretion to permit the extended use and reuse of respirators and the use of 

https://www.phmsa.dot.gov/sites/phmsa.dot.gov/files/2020-03/PHMSA%20Notice%20on%20Enforcement.pdf
https://www.phmsa.dot.gov/sites/phmsa.dot.gov/files/2020-03/PHMSA%20Guidance%20to%20States%20Partners%20Regarding%20COVID19.pdf
https://www.nerc.com/news/Headlines%20DL/FERC%20NERC%20031820%20final.pdf
https://www.nerc.com/pa/rrm/bpsa/Alerts%20DL/NERC_Pandemic_Preparedness_and_Op_Assessment_Spring_2020.pdf
https://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_SRA_2020.pdf
https://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_SRA_2020.pdf
https://www.nerc.com/pa/comp/CAOneStopShop/ERO%20Enterprise%20Guidance%20Potential%20Noncompliance%20Related%20to%20Coronavirus%20Impacts.pdf
https://www.nerc.com/pa/comp/CAOneStopShop/ERO%20Enterprise%20Guidance%20Potential%20Noncompliance%20Related%20to%20Coronavirus%20Impacts.pdf
https://www.fmcsa.dot.gov/emergency/extension-expanded-emergency-declaration-no-2020-002-under-49-cfr-ss-39025
https://www.fmcsa.dot.gov/emergency/extension-and-modification-modified-expanded-emergency-declaration-no-2020-002-under-49
https://www.fmcsa.dot.gov/emergency/extension-and-modification-modified-expanded-emergency-declaration-no-2020-002-under-49
https://www.fmcsa.dot.gov/COVID-19
https://www.cdc.gov/coronavirus/2019-ncov/travelers/index.html
https://travel.state.gov/content/travel/en/traveladvisories/traveladvisories.html/
mailto:COVID-19-HandSanitizers@fda.hhs.gov
https://www.phmsa.dot.gov/sites/phmsa.dot.gov/files/2020-06/Extension%20of%20PHMSA%20Hand%20Sanitizer%20Relief.pdf
https://www.phmsa.dot.gov/sites/phmsa.dot.gov/files/2020-06/Extension%20of%20PHMSA%20Hand%20Sanitizer%20Relief.pdf
https://www.osha.gov/memos/2020-04-03/enforcement-guidance-respiratory-protection-and-n95-shortage-due-coronavirus
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respirators beyond their manufacturer’s recommended shelf life. The CDC issued guidance on April 
3, 2020 for the public to wear cloth face coverings in public settings to prevent the spread of COVID-
19. OSHA also released information on the use of cloth face coverings in the workplace. 

HOW IS INDUSTRY AND THE FEDERAL GOVERNMENT PREPARING FOR 
RESPONSE DURING THE PANDEMIC? 
In response to COVID-19, the U.S. energy sector has taken actions to mitigate potential impacts on 
the industry’s workforce and operations.  

The Electric Subsector Coordinating Council has a dedicated team analyzing how restoration 
processes and procedures may need to be modified given the known health risks. During non-
health emergencies, such as severe storms, electric utilities, independent power producers and 
suppliers often accelerate power restoration by bringing in additional skilled workers from 
organizations and contractors outside the area through mutual assistance. These mutual assistance 
processes were demonstrated between March 28 and April 14, 2020 when severe weather affected 
the Southern and Eastern portions of the U.S. For these responses, the mutual aid process brought 
in additional workers and equipment from nearby utilities and contractors to assist with 
assessment and repair. Crews utilized PPE and social distancing per the CDC and OSHA guidelines 
to perform their restoration duties. The ESCC Resource Guide reflects that COVID-19 safety 
procedures did not create significant delays in restoration efforts with some opportunities to 
prepare for future responses. Updates were made to the ESCC Resource Guide on June 26, 2020.  

DOE, FEMA, and industry partners are preparing for hurricane season, which officially started June 
1, 2020. FEMA issued a news release encouraging response organizations to adjust their hurricane 
preparedness measures in the midst of fighting COVID-19. FEMA issued the “COVID-19 Pandemic 
Operational Guidance for 2020 Hurricane Season” to help response organizations and public health 
officials prepare for disasters, while continuing to respond to and recover from COVID-19. The 
guidance includes preparedness and response checklists, public message examples, and other 
resources.  

The CDC has consolidated website resources for natural disasters, severe weather, and COVID-19. 
The website has multiple planning and preparedness documents to help guide hurricane safety, 
public disaster shelter practices, and wildfire smoke considerations.  

The NGA issued a memo with planning considerations for concurrent emergencies during the on-
going COVID-19 health crisis. The memo encourages Governors to work across the emergency 
management enterprise to prepare for a confluence of events to ensure that their states are ready 
to protect lives and property.  

CISA issued an alert to remain vigilant for malicious cyber activity targeting potential disaster 
victims and charitable donors following a hurricane. 

FEMA released a Preparedness in a Pandemic Exercise Starter Kit with resources state, local, tribal 
and territorial governments can use to conduct their own preparedness workshops.  

The NGA issued guidance on preparations for a COVID-19 vaccine and considerations for mass 
distribution. Although a vaccine is not yet available, the memo provides governors with actions to 
prepare for distribution as well as planning and legal considerations. 

https://www.cdc.gov/coronavirus/2019-ncov/prevent-getting-sick/cloth-face-cover.html
https://www.osha.gov/SLTC/covid-19/covid-19-faq.html#cloth-face-coverings
https://www.electricitysubsector.org/
https://www.electricitysubsector.org/-/media/Files/ESCC/Documents/ESCC_COVID_Resource_Guide_v2-03242020.ashx?la=en&hash=D3732CBFB46827AA0331277E8D5CBE0CC4DFC3BF
https://www.fema.gov/news-release/2020/05/05/case-you-missed-it-fema-encourages-hurricane-preparedness-now-covid-19
https://www.fema.gov/media-library-data/1589997234798-adb5ce5cb98a7a89e3e1800becf0eb65/2020_Hurricane_Pandemic_Plan.pdf
https://www.fema.gov/media-library-data/1589997234798-adb5ce5cb98a7a89e3e1800becf0eb65/2020_Hurricane_Pandemic_Plan.pdf
https://www.cdc.gov/disasters/covid-19/disasters_severe_weather_and_covid-19.html
https://www.nga.org/wp-content/uploads/2020/05/NGA-Memo_Concurrent-Emergencies_FINAL.pdf
https://www.us-cert.gov/ncas/current-activity/2020/06/01/hurricane-related-scams
https://www.fema.gov/media-library/assets/documents/188454
https://www.nga.org/memos/covid-19-vaccine-considerations-mass-distribution/
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DOES THE COMMERICAL PAPER FUNDING FACILITY EXTEND TO ISSUERS 
THAT PROVIDE UTILTIES WITH ACCESS TO SHORT-TERM DEBT? 

The Federal Reserve Board established a Commercial Paper Funding Facility (CPFF) on March 17, 
2020, to support the flow of credit to households and businesses. The CPFF provides liquidity 
backstop to U.S. issuers of commercial paper through a special purpose vehicle (SPV) that will 
purchase unsecured and asset-backed commercial paper rated A1/P1 directly from eligible 
companies. Many companies active in sectors that represent essential infrastructure, and include 
electric, natural gas, and water utilities, are rated as Tier 2. On April 2, 2020, eighty-one members of 
Congress signed a letter to the Federal Reserve calling for the extension of the CPFF to commercial 
paper issuers in the Tier 2 commercial paper market and in sectors designated as critical 
infrastructure under the Presidential Policy Directive on Critical Infrastructure Security and 
Resilience (PPD-21).  

On April 7, 2020, FERC and NARUC, in support of EEI, the American Gas Association, and the 
National Association of Water Companies, asked the Federal Reserve to extend access to short-term 
debt financing for electric, natural gas and water utilities. Specifically the request was to extend the 
CPFF purchasing to commercial paper programs that are rated at A2/P2/F2 Tier 2 by at least two of 
the major credit rating agencies. 

As the coronavirus pandemic continues the American Public Power Association (APPA) and the 

National Rural Electric Cooperative Association (NRECA) have expressed concerns to Congressional 

leaders on the economic impacts of the COVID-19 pandemic on the nation’s electric cooperatives 

and the public power (municipal) utilities. 

ARE THERE NEW “CALL BEFORE YOU DIG” GUIDELINES? 
While some areas of the country are seeing typical digging activity, others are emphasizing online 
requests or discouraging nonessential digging. Visit www.call811.com for more information about 
safe digging.  

WHAT IS CONTACT TRACING AND HOW DOES IT APPLY TO ENERGY 

INFRASTRUCTURE CRITICAL WORKERS? 
Contact tracing is a strategy employed by local and state health department personnel with 
specialized training to prevent further spread of COVID-19. Contact tracing is one part of the 
process to control the spread of the disease, supporting patients, and warning contacts of exposure. 
To protect patient privacy, contacts are only informed that they may have been exposed to a patient 
with the infection. They are not told the identity of the patient who may have exposed them. The 
CDC released a Contact Tracing Training Plan and resources for medical professionals and local 
health department personnel. The ESCC drafted a set of planning considerations that can help the 
electric power industry develop approaches that fit local conditions. Some local and state 
governments are also launching contact tracing programs to help stop the spread of COVID-19. 

The CDC has consolidated resources for contact tracing to assist state, local, territorial, and tribal 
health departments in developing plans for the implementation and enhancement of COVID-19 case 
investigation and contact tracing efforts.  

https://www.federalreserve.gov/monetarypolicy/cpff.htm
https://www.newyorkfed.org/markets/commercial-paper-funding-facility/commercial-paper-funding-facility-terms-and-conditions
https://lucas.house.gov/media/press-releases/lucas-urges-federal-reserve-extend-commercial-paper-funding-facility-cp-issuers
https://www.ferc.gov/media/news-releases/2020/2020-2/Letter-to-Fed-Reserve.pdf
https://www.publicpower.org/system/files/documents/APPA%20LTR%20to%20Leadership%20on%20COVID-19%20Legislation%20%28May%208%2C%202020%29.pdf
https://www.cooperative.com/programs-services/communications/Documents/Matheson%20letter%20to%20Hill%20on%20Phase%204%20stimulus%20040620.pdf
http://www.call811.com/
https://www.cdc.gov/coronavirus/2019-ncov/php/contact-tracing/index.html
https://www.cdc.gov/coronavirus/2019-ncov/php/contact-tracing/additional-contact-tracing-training-objectives.html
https://www.cdc.gov/coronavirus/2019-ncov/php/contact-tracing/identify-primary-components-of-contact-tracing.html#follow-up-for-positive-covid-cases
https://www.electricitysubsector.org/-/media/Files/ESCC/Documents/Contact-Tracing-Planning-Considerations---May-2020-FINAL.ashx?la=en&hash=9C11536B7E75B8EAFA97A39DDC87C0DCD91667AB
https://www.cdc.gov/coronavirus/2019-ncov/php/open-america/contact-tracing-resources.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fcoronavirus%2F2019-ncov%2Fphp%2Fopen-america%2Fcontact-tracing.html

