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Context – US energy infrastructure faces many threats
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Resilience Defined

The term "resilience" means the ability 
to prepare for and adapt to changing 

conditions and withstand and 
recover rapidly from disruptions. 

Resilience includes the ability to 
withstand and recover from deliberate 

attacks, accidents, or naturally 
occurring threats or incidents.
– Presidential Policy Directive 21 (Feb. 2013)

National Academies (2017)
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Reliability vs. Resilience

Time

System Function
(“Lights Stay On”) Disruptive

Event

Improve speed of 
recovery

Reduce 
magnitude of 
disruption

Resilience Goal

Risk

Cumulative Probability
(“Lights Stay On”)

Reliability

NOTE: Curves are illustrative

Resilience
• Subjective
• Little or 

no empirical data
• Event dependent

Increasing 
incremental cost 
to manage risk
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Roles of Modeling

• Facilitate understanding of complex data
• Demonstrate how physics govern dynamics of the power system
• Estimate values of parameters that cannot be directly measured
• Predict (simulate) potential events/scenarios
• Evaluate optimal resilience design 

• e.g. placement of energy storage



6

North American Energy Resilience Model (NAERM)

Vision - Rapidly predict energy system 
interdependencies, consequences and 
responses to extreme events at a national 
scale

Mission - Develop and deploy engineering-
class modeling system for planning and real-
time resilience analysis

Key Objective – Catalyze partnerships with 
industry, national labs, states/communities and 
other federal agencies to enhance coordination 
to support energy resilience
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DOE-submitted Report to Congress 
provides the high-level strategy for NAERM

NAERM is a Departmental effort, drawing on the 
expertise and capabilities of multiple offices and 
national laboratories (including ANL, INL, LANL, LLNL, 
NREL, ORNL, PNNL, and SNL).    
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NAERM Workflow
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NAERM is a “toolbox” of interactive, modular software elements
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NAERM is federating a suite of tools and data 
to analyze a wide range of time scales and model fidelity 
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Agile Development Strategy will enable adaptation to changing requirements
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NAERM Releases Increase Capability Across …
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Rapid Architecture Evolution via Quarterly Releases
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Where are we going in CY20?

Real-Time Situational Awareness
Provide a holistic, multi-domain, near-real-time view of evolving 
conditions and enable analysis to support critical functions during 
an event. 

Infrastructure Modeling
Analyze options to affect energy resilience, improve rapid 
restoration and recovery, and enable risk-informed planning and 
coordination to mitigate large-scale energy disruptions 
(earthquakes, wildfires, etc.). 

Software Architecture
Enable a complex, multi-component software system in a 
structured, open, integrated, and interoperable approach that 
leverages existing commercial and open source software.

14

www.eia.gov

www.wapa.gov
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Questions?
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