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1. Introduction 

 Purpose 

This Concept of Operations document describes the mission, organizational structure, and 

services provided to support the independent cyber assessment activities of the Office of Cyber 

Assessments (EA-60) operating within the Department of Energy (DOE) Office of Enterprise 

Assessments (EA).  EA-60 is responsible for evaluating, assessing, and reporting on the DOE 

cybersecurity programs, including those of the National Nuclear Security Administration 

(NNSA) and contractor organizations.   

 Authorities and Governance 

The DOE Independent Oversight program is implemented by EA, according to the requirements 

established in DOE Order 227.1A, Independent Oversight Program, which identifies the Office 

of Cyber Assessments as the organization responsible for conducting assessment activities for 

DOE sites and facilities.  In addition, the Office of Cyber Assessments conducts assessments of 

DOE and NNSA national security and intelligence systems to meet the annual independent 

evaluation requirements of the Federal Information Security Modernization Act (FISMA) of 

2014. 

 

DOE Order 205.1C, Department of Energy Cyber Security Program, formally delegates 

Secretarial Authority for cybersecurity to the Deputy Secretary.  The Order assigns the EA 

Director the responsibility of providing independent oversight of the DOE cybersecurity program 

in accordance with EA’s mission, functions, assigned responsibilities, and associated national 

requirements and DOE directives.  

 

The Office of Enterprise Assessments Operational Plan is approved by the Director of this office 

annually, and prescribes the priorities to be addressed by the organization.  

 Mission  

EA is responsible for conducting independent assessments of safety and security policies, 

programs, and operations throughout DOE; implementing congressionally authorized 

enforcement functions in the areas of worker safety and health, nuclear safety, and classified 

information security; and developing and providing safety- and security-related training 

promoting the proficiency and competency of the DOE workforce. 

 

EA-60 conducts independent evaluations of the effectiveness of classified and unclassified 

cybersecurity policies and programs throughout the Department, which includes conducting 

extensive network penetration testing to detect vulnerabilities and risks that could be exploited 

by sophisticated adversaries or malicious insiders. 

 

EA-60 implements the Department’s cybersecurity independent oversight assessment program in 
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accordance with applicable requirements and approved internal protocols and develops the 

annual FISMA assessment reports for DOE national security and intelligence systems. 

Additionally, EA-60 conducts special assessments as requested by the Office of the Secretary or 

other stakeholders, performs follow-up actions for concerns identified during assessment 

activities, and shares best practices from oversight activities across the Department. 

 

2. Organizational Overview 

 Office of Cyber Assessments (EA-60) 

As cyber risk has increased across the Department and as the techniques, tactics, and practices of 

adversaries continue to evolve, EA-60 must ensure that it can efficiently assess the cybersecurity 

programs within identified cyber elements.  Development and implementation of technologies 

and processes to maintain advanced program and technical assessment capabilities supports these 

critical requirements.  In support of this mission, EA-60 is organized into three offices: the 

Office of Cyber Assessments, the Office of Cyber Assessment Strategy, and the Office of Cyber 

Assessment Operations.  

 

Figure 1 depicts the EA-60 organization. 

 
                         Figure 1.  EA-60 Organization Chart 

 

The Office of Cyber Assessments is responsible for management and oversight, and 

Departmental coordination of cybersecurity assessments, reporting, and response.  The EA-60 

Director, with support from other Federal management and contractor program resources, leads 

the development and execution of the Operational Plan. 

 

EA-60 collaborates with Department cyber and information technology governance bodies, 

including participation on the DOE Cyber Council, the DOE Information Management 

Office of Cyber 
Assessments 

(EA-60)

Office of Cyber 
Assessment Strategy 

(EA-61)

Office of Cyber 
Assessment Operations 

(EA-62)
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Governance Board (IMGB), and the DOE Enterprise Architecture Governance Board.  EA-60 

participates in the DOE Insider Threat Working Group and the quarterly DOE Intelligence 

Community (IC) Office of the Inspector General (IG) meetings, and is a representative on the 

Chief Information Security Officer (CISO) Roundtable.   

 

The Director, Office of Cyber Assessments, is the Senior Federal Executive responsible for all 

assessment policy, planning, and operations of EA-60.  The Director forecasts the budget and 

expenditures for travel, training, and other direct costs and serves as the conduit for all external 

communications. 

 Office of Cyber Assessment Strategy (EA-61) 

The Office of Cyber Assessment Strategy is responsible for the development of systems and 

procedures for tracking and monitoring cybersecurity assessments and reports, formalizing the 

catalog of existing cybersecurity assessment capabilities, maintaining strategic assessment 

requirements, and responding to specialized and ad hoc cybersecurity advisory requirements. 

EA-61 also analyzes cybersecurity trends and studies complex-wide issues to provide feedback 

on essential information assurance practices to DOE Headquarters and sites.  

 

EA-61 executes program management, strategic planning, and information management 

functions for EA-60 and identifies internal and external capabilities required to support EA-60’s 

mission.  EA-61 functions include knowledge management and program management and is 

responsible for development and implementation of the required business processes and 

information sharing infrastructure to facilitate improved transparency, knowledge sharing, 

reporting, and benchmarking across the DOE Enterprise, and as appropriate, the Federal 

Enterprise.  

 

EA-61 serves as the Enterprise-facing function of EA-60, providing support and input to policy 

development, oversight strategy, cybersecurity initiatives, and working groups.  EA-61 is led by 

the Director, Office of Cyber Assessment Strategy, with support from Federal program managers 

and contractor staff.  

 Office of Cyber Assessment Operations (EA-62)  

The Office of Cyber Assessment Operations is responsible for the independent evaluation of the 

effectiveness of classified and unclassified cybersecurity policies and programs throughout the 

Department.  The Office has established and maintains a continuous program for assessing the 

security of DOE classified and unclassified networks through expert program and technical 

analysis, including detailed network penetration testing to detect vulnerabilities and risks that 

could be exploited by sophisticated adversaries.   

 

EA-62 is responsible for the execution of all technical and programmatic cybersecurity 

assessment services that EA is tasked to conduct.  EA-62 is composed of the following functions:  

assessments, logistics, technology, and research and development.  EA-62 conducts the annual 
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evaluation of DOE classified and intelligence cybersecurity programs, as required by FISMA.  

 

EA-62 capabilities include replicating the techniques of adversaries and serving as a center of 

excellence for cybersecurity technology capabilities and adversary techniques, tactics, and 

practices.  Additionally, EA-62 supports independent special studies of cybersecurity topics of 

interest to the DOE community and performs reviews of cybersecurity topical areas and analyses 

to identify trends and emerging issues.  A core competency of the EA-62 function is the 

development and maintenance of a cybersecurity testing platform to evaluate the effectiveness of 

state-of-the-art cybersecurity processes and technologies implemented across the DOE 

Enterprise.  EA-62 is led by the Director, Office of Cyber Assessment Operations, supported by 

Federal program management staff and specialized contractor cybersecurity subject matter 

experts.  

 

3. Stakeholders 

Effective execution of the mission will require formal collaboration with internal DOE 

stakeholders and external Federal entities.  The following table outlines the stakeholders with 

which EA-60 partners to accomplish their mission.  

 

Stakeholders Role 

Departmental Leadership  - Reporting 

EA Leadership - Policy oversight of independent assessments 

Departmental Elements - Using assessment services 

- Providing input and expertise to support the EA mission 

DOE Office of the Chief Information 

Officer   

- Privacy program support 

- Enterprise risk analysis program support 

- Cyber education and awareness 

- High Value Asset program support 

DOE Office of the Inspector General - Mission support 

Department of Homeland Security - High Value Asset program support 

Intelligence Community Inspector General - Mission support 
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