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RADIANCE - Scope and Budget

Objectives & Outcomes

1.

Regional field validation of resilience enhancement methods for
distribution grids under harsh weather, cyber-threats, dynamic grid
conditions using multiple networked microgrids, energy storage,
early-stage grid technologies such as distribution-PMUs

Iterative HIL testing, results from partial field deployment, leading to
field validation, and leveraging GMLC 1.3.9 project to minimize
deployment risk of modern power and cyber technologies, develop
insights for practical use of metrics from GMLC 1.1 and new
resilience metrics from this project

Resilience by design — using zonal approach in multiple loosely-
and tightly-networked microgrids

Lessons learned and roadmap to develop networked microgrids as
a resiliency resource in distribution grids

Technical Scope

Resilience Metrics Framework for Design and Operation — Develop and

demonstrate practical use of resilience metrics for coordinated operation,

design to minimize outages, financial losses

. Multiple Networked Microgrids in Distribution System — Leverage
rotational and virtual inertia of microgrids assets including hydro, diesel,
energy storage, and micro PMU-based sensing to enhance resilience of the
overall regional distribution network

. Cyber-security Architecture and Rapid Prototyping of Controls — Rapid

prototyping of controllers as HIL and cyber-vulnerability testing in a real-time

cyber-secure environment

Field Validation of Resiliency Enhancement Methods — Field validation of

increasing resiliency of the overall distribution system by leveraging

resources from multiple networked microgrids

Resilient Distribution Systems — GMLC 1.5.02
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Iterative testing

Full scale
Deployment

Integrated
Field
Validation

Cyber-

security, IOP
Architecture

(field validated
under various
scenarios)

Year 1 Year 2 Year 3
Life-cycle Funding Summary (SK)
FY17 & prior, | FY18, FY19, FY20
authorized authorized authorized | authorized

0 2,270 12,340 |1,620

PROJECT FUNDING

Lab Year-1 Year-2 Year-3
INL/NREL $450K S500K S550K
SNL S300K $300K $350K
PNNL $250K $200K $200K
Cost Share S300K $1070K $200K
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Goals and Objectives WS reresuasmosnmove

LS. Department of Energy

» Cultivate a better fundamental understanding of resiliency in

urview of multiple tightly- and loosely-networked microgrids [l Glis=eR e, lsltelcH i
PD P gntly Yy g FIELD-VALIDATION

Develop a systematic framework for quantification, anc
practical application of resilience metrics/methods

oy, A . . . - NEW MEXIcO = CITY OF CORDOVA
1 ldentification and incorporation of unique, multi-

STATE UNIVERSITY DEMONSTRATION SITE

. . . . INFRASTRUCTURE OWNERS
dimensional, physical and cybersecurity aspects of MICROGRIDDESISN | CORDOVA ELECTRIC CO-OP
microgrids and distribution grid in resilience metrics L L

N . \ . PACIFIC NORTHWEST ALASKA VILLAGE ELECTRIC CO-OP
] Application for resilience-by-design and real-time operz NATIONAL LABORATORY 58 DISPERSED VILLAGE COMMUNITIES
. . . . ope MICRO-PMU TESTEED ACEP (University Of Alaska)

» Regional field validation of resilience enhancement for ADVANCED DATA ANALYSIS CRID FUNCTIONAL DESIGN REQUIREMENTS
distribution grids under harsh weather, cyber-threats, and O ENENe T CTMENTSURRORT
dynamic grid conditions WASHINGTOMN STATE UNIVERSITY EMERGY STORAGE MAMAGEMENT

- Q - - - RESILIENCE METRIC QUANTIFICATION INTEROPERABILITY
] Coordinated operation of multiple networked microgrii | easeumine MICROGRID SOLUTIONS
. . o VALUATION AMALYSIS
with high penetration of clean and heterogeneous DER: CROCHID CONTROLS FOR
A |N|., NREL NETWORKED
enhanced resilience o e e IO AETWORKED
H A - H H RESILIENCE FRAMEWORK, UNIT AND FUNCTIONAL HIL TESTING
[ Micro-PMU — an early-stage grid sensing technology fo TERATIVE PARTIAL FIELD VAIDATION, FULLSCALE FIELD VALIDATION
real'tlme controls W FIELD DEFLOYMENT, LESSOMNS LEARNED, VALUATION ANALYSIS

w A . \ . PACIFIC NORTHWEST NATIONAL LAB SANDIA NATIONAL LAB

H H 61850, IEC 62351, FAULT PROPAGATION CONTROLS, PROTECTION
Valldﬂ VULNERABILITIES TESTING INTEROPERABILITY
GRIDLAB-D INTERFACE

I Robust cyber-secure communication to mitigate cyber-
attacks

1 Evaluation of storage technologies to harness community RESILIENCE-BY-DESIGN

level solar, hydro storage (planned), and wind (profiled)
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Demonstration Site — City of Cordova, AK ‘5’{{@5 G

—_— L5, Departrment of Enengy

Humpback Creek Hydroelectric Plant
1250kW [2 x 500 kW + 1 x 250 kw)

17,000 foot LG and submarine
transmission line

Power Creek Hydroelectric
6278kW (2 x 3124 kW)

25 k¥ transmission ties to Eyak
Substatian, Inflatable dams

City of Cordova
1,566 customears, 18kW
One Substation

78mi UG distribution lines

Orca Power Plant
10.8 MW Diesel
Control Center, CEC

Crater Lake Dam Storage
may offset 25% Diesel consumption

1MW/0.97MWh ABB-Saft BESS installed and commissioned in August 2019

A new fiber optic network has been installed and commissioned between all generating stations and Eyak substation
Advanced Metering Infrastructure and dispatchable electric boiler to be installed and commissioned in FY20

Sensors for precise flow measurement at PowerCreek Hydro — in design process (to be commissioned in FY20)

U.S. DEPARTMENT OF

ENERGY |



Project Team

~:NREL 1ML

Transforming ENERGY  Idaho National Laboratory

Sandia
National
Laboratories

G

MODERMNZATICH INITIATIVE
LS. Department of Energy

Pacifit_: Northwe_st

Digital Real-time Simulation, HIL,
Rapid prototyping, cyber-
vulnerability and security analysis
testbed, virtual rotational inertia
controls, batteries

Microgrid design (MDT — Microgrid
Design Toolkit) and control testbed,
PHIL Inverter testbed, Stability, energy
storage, protection systems, field
deployment

Micro-PMUs and sensor placement t,
fault propagation, communication
networks testbed and protocols,
IEC61850, IEC 62351, GridLab-D
integration

%Clly of Cordova
A S K A

Demonstration site,

Engineering and deployment

)| ACEP

University partner, rural
microgrid research, microgrid
and communication design, field

deployment, utility interaction
U.S. DEPARTMENT OF

ENERGY

ALASKA VILLAGE ELECTRIC

58 remote village
communities in AK

SIEMENS

Energy Storage
Management System

€ NRECA

3 Amerua's Dt Covparatives

COOPERATIVE

Rural electrification
leadership, outreach

WASHINGTON STATE

G [UNIVERSITY

Resilience metrics,
valuation analysis,
baseline

Utility partner,
engineering support,
field deployment

Microgrid design, controls vendor for
networked architecture, protection

UNIVERSITY

CLEMSON

Microgrid design,
stability analysis

Protection design
and testing
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Approach 7 Gl

\ =" MODERMIZATICH INITIATIVE
\\\ — LS. Department of Encroy

Technical Approach: Integrated and
iterative field validation of resilience-

based design and operation to achieve
project goals

Lab Valuation Analysis Team: Led by Pete Larsen (LBL)

. LiNREL
WASHINGTON STATE

= _ @U}:IVERSIW Transforming ENERGY
Institutional - 7
ENE&:! W Architectural
{f:a“k | ACEP/ \H‘x

Framework (and
\ %E“f. "Ec?rdﬁmﬂ Field Validation Metrics)

: _ Resilience A
— f ) | s, bv .I
: | ~ |
mlaml \M A Design
I-abmam% Iidahia Mational Lobonaary iI I'. \

. NREL Facific North

west / /
Transforming ENERGY SR ~ TEC"I“UIUE? \\ ...\‘"-u_.-.f'f ¢
£/NRECA - /g
o America's Blectric & i
U.S. DEPARTMENT OF
ENERGY
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L5 Departmicnt of 2hergy

Design (Year-1 FY18) Iterative testing and Partial Deployment Full-scale field validation,
(Year-2 FY19) Technology transfer and

Valuation Analysis (Year-3 FY20)

{ Microgrid
Design CEC Approved Digital Blueprint-based [N ki L] Full-scale field
Cyber-security testing validation
\Y

alidation, deployment

Cyber- . .
se:'uﬁ:y, V in Cordova grid,
10P Field data and results feed cumulatively Technology transfer,
R .I. i i - -
‘::L't‘:i':e back to improve further testing Valuation Ana |ySIS

Architecture

U.S. DEPARTMENT OF

ENERGY 7



RADIANCE
Approach

focusing on

G
» In current phase of the project, three Integrated Project Teams (IPT) are
[0 Cybersecurity Plan IPT

MODERMNZATICH INITIATIVE
LS. Department of Energy

® To include cyber and network information before RADIANCE.

e To develop plans and policies for cyber-secure communication and access of the
existing system, and future upgrades/additions of hardware and software.

[0 Microgrid Control Design IPT

® Selection of microgrid vendor based on requirements — choice selection matrix.
and cyber-threat scenarios.

e |dentification of local critical loads, layout and profiles for developing requirements.
framework in line with LVAT.

1 Testing IPT

e Ultilize Sandia’s MDT for specifying microgrid control design including physical aspects
[ Baseline of Cordova Distribution System IPT
® To establish a baseline system and quantify the baseline performance using metrics

baseline performance for comparison at the end of the project.

e Coordinate of unit testing with each IPT.
® Integration testing in field.

e Ultilize system survey and field measurements/data from PMUs, SCADA to develop
e Coordinate development of the digital twin (digital blueprint) of CEC system in DRTS.
ENERGY

Resilient Distribution Systems — GMLC 1.5.02

10/22/19
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Approach — Resilience by Design

= QOperational Resilience Metrics Computation Flowchart

Operational Resilience Metric

Real-Time Inputs (Communication Network h
Derived from Weather APIs in JSON Cyber-physical Power Grid Data Substation Router VAXFONGTION_ || Forecasted .
format — Sub-network »| Reliabity , 'EnergyNot | | Ng{mzllzzt_lor:_and
1. Power Flow State variables (f, P, Q, V, Subsilon Router failure probabillty Score  / Served' andardization
1. Real Time weather data (Temp, Humidity)|theta, p.f.) - estimated/observed > Metrics
2. Temperature Forecast (next hour, next |2, Network Communication State S
day, next week) \Variables - Bandwidth, Latency, Round L S N
3. Event Forecast (next hour, next day, next|[Trip Time, Drop Rate Downstream N Irﬁgbe_r I
c @i > grity T EEETETTETTITETEED .
week) 3. Hydro-storage Amount DNP3/MODBUS) Score :
4. Precipitation Forecast 4. Solar Generation Rate, Battery SOC :
r : ‘Anticipate’ Metric
Physical Energy Delivery Infrastructure H
T f MAX FUNCTION i
Historically Available List of Probability of An Event el Sub-network p| Reliabilty )
€ WEATHER-RELATED CYBER Voiage Repulntrs falkrs probabilty Score
nformation N
" | Overhead Lines
1. Tropical Storm 1. Data packet modification _ :
2. Wind 2. Denial of Service Unerground Ntk" Physical t
3. Hurricane 3. Bad Data Injection — Redundancy g ooty R RRLLLY ‘Withstand' Metric
4. Solar Flares 4. Eavesdropping Estimation el (0 e
5. Earthquake )
1. Load Profile 6. Volcano )
2a. Demand Schedule 7. Mild Rain ( - ; D
2b. Generation 3. Heavy Rain Off-Gr: :Alternatlve) Energy Res.uurf:es
Sch_edule 9. Flooding /s‘"i' WE:b" — | Reliability '\
3. Time of day, type of 10. Snow - . 7| score )
day 11. Hail :
4. Load Priority List 12. Blizzard b Internal ‘Recover* Metric
13. Freezing Temperature " o A";"';l:l'e"‘y b
14. StrongWinds | (LT R Stability :
15. Cyclones - A
16. Solar Eclipse Restoration and Outage Management System ) :
Number of Tightly Coupled ] ol Reliability \
l l Network Microgrids 1 Score

Automatic Restoration
Capabili erna H
Data Pre-processing and conversion to logistic Impact Metric Availability © TPTTTTITTIIIIIIIIE: .

Crew Mobility Capability ore

U.S. DEPARTMENT OF

ENERGY
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Approach - Resilience Metrics Definition *f{{@ ! GB‘

U5, Department of Encray

Multi-temporal Multidimensional Resilience Framework

‘ T ——— — @

*/How well is I 4 . How well can I e How quickly
the system system can system
prepared for I continue to I recover from
the predicted supply critical event and
impact of an I loads during I continue
incoming event? supply to
event? critical loads?

' And at'what
cost?

Based on determining all the system factors impacting system ability to provide

energy to the critical loads and integrating all the factors for AWR

U.S. DEPARTMENT OF

ENERGY
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Approach - Resilience Implementation -, G

F ra m eWO rk Ove rv i ew \\Q‘: L5, Department of Energy

EEANNINE

Resiliency
Metric based

: i i Improvements
Weather a[r)ldtT0pologlca| Risks/ Impacts/ Failures - P )
ala Microgrid
Design Tool
Threat/ Cost/ Damage (MDT)

OPERATIONAL
TESTING

Threat Modeling

Topology
Network Updates Cordova | power Elow ‘ RTDS/OPAL-RT
™ Model @====p| Modelin Resiliency i
Grid LAB-D Metric Real-time
Inputs
[

Graph Theory Analysis

Restoration Recovery Operations/Time/Cost
Plan Control Room

!

System Static Resilience Measures Real-time
Elicitation Inputs

U.S. DEPARTMENT OF

ENERGY
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Baseline IPT — Progress and Status UE orzmizon e

L5, Departrment of Enengy

» Analysis of “Blue Sky” scenario.

» Provide historical data from prior threats, such as
tsunamis, earthquakes, and extreme weather.

» Existing system SCADA data management.

(1 Automate collection and monitoring of SCADA data.

e Establish a database for historical data in a Canary Lab
environment for RADIANCE project.

1 Define historical dynamic events and provide
associated data to RADIANCE team members for
modeling and validation.

» Year-3 task: Support deployment and field validation.

12



Baseline IPT — Progress and Status

L Gl

MODERMIZATICHN IMITIATIVE
» Analyze historical outage data using complex systems analysis tools.

L5 Departmicnt of 2hergy

[0 Preliminary analysis complete. Behavior is isolated microgrid shows
similar behavior to that of large national grid.

[0 Master’s student completed her thesis on this and will publish itin a
technical journal.

» Determine which events are correlated with outages.

[0 Outages correlate with seasonal load.

[0 Analysis complete. Outages have not correlated with weather events
since the transmission lines were buried.
measured, i.e.,

1 Risk metric has been defined.

» Define risk metric against which future changes to the grid may be
[ Next step is to test.

U.S. DEPARTMENT OF

ENERGY

13



Baseline IPT — Data Model Overview %‘i

Represent the flow of messages/data between different aspects of the system
Scenario-dependent traffic
Specific data dependencies between entities
Frequency of updates/data transfer rates

Utilize the model to determine communication requirements and feasible
boundaries for hardware and software representations in the digital twin

Utilize the model to determine where communication paths will need to be
maintained in operations, and where alternatives may be useful

Utilize the model to determine important data for archiving

ERMIZATICHN [MITIATIY

L5 Departmicnt of 2hergy

14



Baseline IPT — Data Model
Progress & Next Steps

Current Progress
Refining initial models of data flow under scenarios
(baseline, avalanche, tsunami)
Working with Cordova Electric (CEC) and Electric Power
Systems (EPS) to improve the representation
Model the paths/data of the interactions accurately
Incorporate proper names/terminology
Next Steps
Incorporate ESOT, microgrid controller, and uPMU details into
the data flow
Incorporate additional data characteristics

(data rate, storage rates, data criticality)

=/
%’E\Q‘_-_? U3 Dopertmantof Encry

15



Baseline IPT — Data Model Overview 7, C

— ' MODERNIZATICN INITIATIVE
\\\‘:}_—

L5, Department of Encrgy

» Example — Simplified Tsunami Representation

Blue lines representreads in the direction
Red lines represent pushes of information that direction
Black lines represent "o be determined with more information”, or are bidirectional

S0C
ESOT Cortroller
Orca Conditionstode/Setpoint
Power Creek Conditionshode/Setpoint Microgrid Status
Poll Microgrid Status
Outage duration and demand
Humpback Creek HEC Status
PYWRC Status
—’ﬁ System condtions
OrcaStaus Predidor
=  PowerCreek —> g J
—=={ Microgrid Controller
% —
Evak Status RTAC
Orca \ A
Battery Schedule
Eyak Substation Battery Dispatch
Pol Battery Battery
4
S0C
Battery Dispatch
Load Strategy for Duration
Network Configuration

Commuricate T-Mode
Battery Schedule

N Lt Ea PR Pl

Set Taunami Mode
CEC Operator

16



Cyber IPT — Progress and Status

vwvyy

Completed CEC Cybersecurity Plan
Completed Generic Cybersecurity Plan

Cyber Vulnerabilities and Mitigations
Related to Communication Protocols
Found in Energy Delivery Systems (Task
4.4 deliverable).

Document in final review and release
process at PNNL.

Started deployment of SDN Equipment in
CEC for increased security from Internet-
launched attacks on VPN access.

U.S. DEPARTMENT OF

ENERGY

) GR

MODERMIZATICN IMITIATIVE
LS. Department of Energy

X
1l

RADIANCE Cybersecurity
Plan: Generic Version

September 2019

\V McCarty | SR Mix | MR Knight | JP Eddy | J Johnson

17
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o‘?ff ‘= MODERMIZATICHN IMITIATIVE

\-\\‘:\.—__ L5 Department of Enengy

Cyber IPT — Progress and Status

» Micro-PMUs and PMU-based Event Detection

Cordova Electric 1A (,\ Digital blueprint
Grid Sogos! N Aramsead validation at
|4l AN o )
i 9 ose| | W% Mg - Sandia
* 4 PMUs installed 2 g oss! ﬂ U - PNNL
PMU Data 0.98 - : ‘ - NREL
18:30:45 18:31:00 18:31:15  18:31:30 18:31:45’ _ |NL

Event Model Validation
Database
Archive Walker software * Over 2 months of data analyzed
* Developed in GMLC 0072 * Over 200 events detected

+.PMU-based event detection

18



Cyber IPT — Progress and Status =, G

Cyber-Physical Testbed Overview

>

vvyy

>

J:{{{WE_E MODERMIZATICH INITIATIVE

— U5, Department of Encray

Represents integrated architecture of emulation, simulation and,
Hardware-in-the-Loop (HIL)

Purpose - To examine the cybersecurity of the Cordova microgrid,
including:

Analysis of cyber vulnerabilities of communication protocols
Interoperability testing
|[dentifying mitigation measures

Focus is to identify cybersecurity vulnerabilities related to communication
protocols and aspects such as communication latency

Mitigation measures will be based on resilience metrics

EEEEEEEEEEE

19



Cyber IPT - Progress and Status ;= Gl
Cyber-Physical Testbed IS vovemszsmon e

LS, Department of Energy

» Current Progress

[ Updated the model in OPAL-RT simulator to match the latest PSLF model
e Topology

e Functional Mock-up Unit (FMU) for DEGOV1

e RT-LAB model expanded (more controls, and feedback loops)
[0 Added simulated uPMUs at each substation

[1 Included DNP3 and Modbus communication blocks

» Next Steps
) Build I/O blocks and interface the simulator with the Relay and/or RTU
[ Add the IEC 61850 communication blocks

] Finalize the Tsunami scenario and conduct the communication protocols
vulnerability assessment

[ Build and integrate the SCADA displays

U.S. DEPARTMENT OF

ENERGY

20



Cyber IPT — Progress and Status ,@Q GF
OPC Server (SCADA) & OpenPDC W= e imen o oy

Edit View Tools Help

L]
EEE-EAEECR
- Kepware KEPServerb T Tw e [vate Timestmp ] Qualty Upant
Datalogger |CIRADIANCE_DNP3_EYAK EYAK, AuthCurrentlserNurnber Word 022721649 Good 1
waraises

1
| IRADIANCE_DNP3_EVAK EYAK,_ChannelResponseTimeout DWord 10000

& yytem 68 Good 1
2 Thingorc Sting 17270367 02272168 Good 1

RADIANCE_DNP3_EVAK, CommunicationSerialzation W 0 02272168 Good 1

RADIANCE_DNP3_EVAK,_Statistics DWord 0 Good 1

RADIANCE_DNP3_EVAX, Systern oWord 30000 Good 1

R RADIANCE DNP EVAKEVAK ] Dierd 3 Sood ‘

(20 RADIANCE DNP3_EVAKEVAK. System OWord 5 Good 1
RADIANCE_DNP3_HPC._CommunicationSerialzatin OWord 5 Good B

RADIANCE NP3 HPC, Sttitcs oword 3600 02212168 Good :

Sy Shacibic oL YACHA Froco P Darsish o :

xgmgg:::si::g Sy | CORADIANCE DNP3 EVAK EYAK, SlaveAdcress DWord 100 02212168 Good 1

-ONP = (ORADIANCE_DNP3_EVAKEVAK, SourcePort Word 0 02212168 Good 1

(CORADIANCE DNP3_EVAKEYAK, TimeSyncStyle Bte 1 (2212168 Good 1

(ORADIANCE DNP3_EYAK EYAK.Ana Out ) Double 0 125554087 Good 2

(CORADIANCE_DNP3_EYAKEYAK.Ana Out 1 Double Unknown 226 Bad 1

IRADIANCE_DNP3_EYAK EYAK EYAK-I3M-3PHS-MVAR Double 519815E-005 2504271 Good 15

P G B P 0P GO OP = ] e o YA YA EYBK- M-S MW Doutle 000T3TIT 06T Gond n
kR ADLANCE _DNP3_EYAKEYAK EYAK-3M-APHS-AMPS Double 215063 25649231 Good B

openPDC Manager IR v ccsvmcevac v ours boule 12710 Gond H
- . *CIRADIANCE _DNP3_EYAK EVAK EYAK- T3M--FREQUENCY. Double 509778 Go0d 15

= Trs ennrs iEhm DEEER Doimhn EEenD SR JRADIANCE_DNP3_EVAK EYAK EVAK--CON-0025 Bool.. 1 Go0d 2
ot Ve o :
JRADIANCE_DNP3_EVAK EVAK EVAK. Bool.. 1 Good 2

s Intervl: 2 sec Lost Refrsh: 064704645 is i Bool.. 1 Good 2
DIRECT CONECTED Rea o] 2 Bocl.. 1 1573291 Good 2
oo ot [ opaLRTAMURQ Bool.. 1 15732479 Good 2
- opLa e sto 7 fool.. 1 15732978 Good 2
. - row Bool.. 1 15732478 Good 2
; €002 IRADIANCE NP3 EYAKEVAK EYAK-LA-3PHSMAR Double 000143638 02565925 Good 15

r > 3 IRADIANCE_DNP3_EYAK EYAK EYAK-LA-3PHS- MW Double 000665935 025649231 Good 1
r 1 H IRADIANCE DNP3_EYAK EVAK EYAK-LA-APHS-AMPS Double 319152 02565925 Good 1
r 1 S e IRADIANCE DNP3_EVAKEVAK EYAK-LA-APHS-VOLTS Double 127182 025649231 Good B
r 1 g IRADIANCE_DNP3_EVAK EYAK EYAK-LA-FREQUENCY Double 58,9778 2504271 Good 15
I OPALRT PMu-DV2 1 = CIRADIANCE_DNP3_EYAK EYAK EYAK-MT-3PHS-MVAR Double 0.00180736 025704271 Good 15
P QPALATPMUFQ 99T He RS SRADIANCE DN EYAKEVAKE TSP W Double 000567583 025659255 Good 1
IRADIANCE _DNP3_EYAKEYAK EYAK-MT-APHS-AMPS Double 270405 Good u

I OPALAT PMUPAL 53957 Degrees CIRADIANCE _DNP3_EYAKEVAK EYAK-MT-APHS-KVOLTS Double 127182 Good 1
r 138321 Degree] 5956 CIRADIANCE DNP3_EYAK EVAK EYAK-MT--FREQUENCY. Double 509773 Go0d 15
I OPALAT PMUPML 1235 Vots 1013882 171016315] CyRADIANCE_DNP3_EYAK EVAK EVAK-NT-3PHS-MAR Double 000120338 Go0d 15
I OPALRT PMU-PI2 0305 Amps o e oo Value Unit IRADIANCE_DNP3_EVAK.EVAK EYAK-NT-3PHS-MW Double 000580683 Good 14
I OPALRTpPMuOF 251658240 T PN ) o IRADIANCE _DNP3_EYAK EVAK EYAK-NT-APHS-AMPS. Double 265261 Good 14
I oeaaTemusr  coooom e ||CPAURIEMU CPALRLEMUTG 172016363 e e IRADIANCE NP3 _EYAK EVAK EVAK-NT-APHS-VOLTS Double 121182 Good 1
 @SHELBY it IRADIANCE DNP3_EYAK EVAK EYAK-NT--FREQUENCY Double 58778 Good 15

Run-time Statistics: OPAL-RT MU Refresn Intervat 2 sec

» Statistic Value
Dats Qusly Emors 0
Last Report Time. 1006982
Time Qualty Errors 0

» Follows the SCADA
naming convention

U.S. DEPARTMENT OF

ENERGY )



Testing IPT — Status and Approach

- Hardware
I:I Real-Time Simulation
I:I Software Simulation

Resilience

MODBUS TCP

Gl

LS, Department of Energy

Opal RT
CEC System

F 3

Metrics
python

A

ESOT

»

python

U.S. DEPARTMENT OF

ENERGY

Hardware-in-the-Loop

v

Relays, Switches)

MODBUS TCP

¥

SCADA / ORCA PLC
Eyak PLC

(Generators, Feeders, Loads,

Real-Time
Automation

Controller

RTAC HMI

MODBUS

________

DC Power Source

A L

Emulating Saft Battery

Also possible
Other protocols
such as IEC 61850
GOOSE for fast
control

MODERMIZATICH INITIATIVE
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Microgrid Design IPT — Status and Progress "':;?f%_

L5, Departrment of Enengy

Sandia DETL Equipment for Real Time Power Hardware-in-the-Loop Setup

U.S. DEPARTMENT OF

ENERGY

~ Simulator

BB e

T T ——

ABB
I PCS 100kW
Al E_Q

AC Grid

SOC Mgt Bocksd

= = | =%y | |output
rrent - rgy Storage = 102 A h

Storag
Centerz

orage Actual 12= 103 A
bus= 791 V P= TikW 3= 103 A
e TN Q= okvArfl poos 600 He
Velf= 39 % Sz T1kVA
100 % Available l

Ix= & Areac
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Microgrid Design IPT — Status and
Progress

G F

MODERMIZATICN IMITIATIVE
LS. Department of Energy

Sandia DETL Equipment for Real Time Power Hardware-in-the-Loop Setup

==QOrca Power

Active Power (pu)

Used as surrogate for battery while PCS
100 being commissioned. PCS 100 will
replace.

L]
] 10

20 &0 0 80 90

Time (sec)

==Power Creek Power

Acthve Power (pu)

&0 &0

Time (sec)

100

Used as surrogate for battery while PCS
100 being commissioned. Battery
simulator will replace.

U.S. DEPARTMENT OF

Current
Transducer

Power Hardware-in-the-Loo

Scaled to 960 kWO

ENERGY

Cordova Hypersim Model

Voltage
Transducer

Real-Time

Computer Terminal

24



Microgrid Design IPT — Status and ~, GF

Progress

‘?fﬁ= MODERMZATICN INITIATIVE
\\\ _— L5, Department of Energy

Tsunami Scenarios developed for PSLF and Hypersim PHIL Models

Key Assumptions —

1. Tsunami will inundate certain PMH switchgear
2. A wave of 5-8" will knock switchgear off the pad
a. Create afault
b. Relay will take feeder out
3. Lower levels of inundation will not cause mechanical
damage or fault in switchgear
a. Water ingress may fault cable at a later time
4. Additional load/generation loss may occur due to
voltage/frequency transient
5. Strategic action may involve
a. De-energizing most vulnerable switchgear
b. Back-feeding critical load
6. Restoration procedure - case by case

FastMap2015 results for Tsunami for areas
with minimum of 3’ of inundation

U.S. DEPARTMENT OF

ENERGY

Cordova One-Line Diagram — Tsunami Impact Cases_ T
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Tsunami Warnings, Events and System Responses developed for PSLF and PHIL Models

1. Low Impact —Fault causes loads fuse to trip (TT2, TT4)

2. Medium Impact — Fault causes Aux Cannery or Main Town to trip (TT1, TT3) or ORCA to be
forced to shut down (TT5)

3. High Impact — Fault causes ORCA main bus fault taking out, ORCA generation, Aux Cannery
and Humpback Creek generation, and express feeder connection to Eyak Substation (TT6)

4. These tsunami trigger event scenarios have been put into both PSLF and Hypersim models for
OPAL-RT

TT1 - Fault on 0S593 (or 0S191 or 0S180 or feeder TR1 - Relays trip Aux Cannery Feeder Breaker at ORCA

Tsunami Warning conductor) SS TL1-0S191, 0S593, 0S180
Tsunami Warning TT2 - Fault downstream of 0S266 TR2 - 0S266 fuse to loads trip TL2 - 0S266
Tsunami Warning TT3 - Fault on 05193 (or 0S247 or feeder conductor) TR3 - Relays trip Main Town Breaker at EYAK SS TL3 - 05193, 05195, 0S247, 0S644
Tsunami Warning TT4 - Fault downstream of 0S644 TR4 - 05644 fuse to loads trip TL4 - 0S644

TT5 - ORCA substation flooding affects Diesel TR5 - Operators offload ORCA diesel generation to TL5 - none if sufficient Hydro and BESS
Tsunami Warning Generation Hydros and BESS capacity exists

TR6 - Relays trip Aux Cannery Breaker and Express
Breaker at ORCA SS; ORCA and Humpback Creek

generation lost; Operators can try to bypass ORCA TL6 - ORCA, Humpback Creek generation;
TT6 - ORCA substation flooding causes fault on ORCA  connection of Humpback Creek to the Express feeder to 05191, 0S593, 0S180 for Aux Feeder;
Tsunami Warning main bus (most severe contingency) restore Humpback Creek generation Express Feeder
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Example Tsunami event with results modeled in PSLF

Purpose:

Provide disturbance results for validation of 6
scenarios/models 6 4, 7

Configuration: 1,2,

Winter case with all Hydro on-line with
diesel at ORCA 6

Disturbance Sequence:
1. Fault at Canneries 58
2. Fault cleared- Load Lost at Canneries
3. ORCAdiesel unit 7 trips
4

. Downstream Fault on New Town
Feeder

5. New Town Feeder Fault cleared by
Fuse and Recloser at Eyak 62

60
6. 13mile feeder trips (underfrequency — Y N 1l 1

58 Hz 40~delay >

7. Newtown feeder back-fed from Lake
Avenue

Frequency Voltage

0 10 20 30 40 50

10 20

——EYAKY ——O0RCAV

Freq Eyak

Frequency Voltage

40 2 4

Freq Eyak Freq ORCA =———EYAKV = ORCAV

U.S. DEPARTMENT OF

ENERGY
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Task 1- Project Management and Planning

1.1- Kick-off meeting and Integrated Project Tearns |
1.2 - Cybersecurity plan as per the GMLC Call docurment |5
|

I

1.2.1- Baseline system cyber evaluation
1.2.2 - Future design for cybersecurity
1.3 - Site visit to Cordova, AK (CEC and teams enagagement)
Task 2 - Architectural design of resilience metrics framework . |
2.1 - Identify metrics for regional Cordova grid 1
2.2 - Baselining and MDT integration with resilience framework ]
2.3 - Evaluate storage needs for inertial response, to satisfy the resiliency I
2.3.1- Understand current battery energy storage impementation I
2.3.2 - Install uPMUs resilience requirements
2.3.3 - Evaluate energy storage availability (short-term: inertia, long-term: energy)
2.4 - Capacity evaluation for pumped storage hydro (PSH) |
S
|

2.5 - Integrate resilience framewaork and storage in design

Task 3 - Design of networked microgrids

3.1 - Identify and develap cybersecurity architecture for communication ]
3.2 - Incorporate micro-PMUs and virtual inertia concepts in design ]

3.3 - Evaluation of design configurations for PSH technologies ]

3.4 - Microgrid controller evaluation for netweorked microgrids (MDT) ———
3.5 - [GNG1] Finalize microgrid design with approval from CEC ———————

Task 4 - Integration testing P ]
Yea r— 2 (Ta SI(S # 4 & 5) 4.1 - Design a plan to test hardware for field validation and deployment |
4.2 - Unit and functional testing of hardware with software medels as digital blueprint
4.3 - Simulation-based testing of PSH as part of microgrids
4.4 - Integrate cyber-security and analysis testbed with DRTS and GridLAB-D
4.5 - Identify cybersecurity vulnerabilities in cybersecurity testbed |
Task 5 -Partial field validation and data collection b ]
5.1- [GNG2] Initate digital-blueprint based lab-scale testing, partial deployment
5.2 - Collect data from partial field validation for next stages
Task 6 - Full scale field validation and deployment ]
6.1 - With help of CEC and ACEP, complete field deployment in Cordova grid |
6.2 - Conduct communication tests in a controlled environment I
6.3 - Work closely with engineering teams for field validation, installations |
6.4 - Field testing and validation of manual, semi-autonomous, and full-autonomous modes of operation |
[
I
—
—
I
|

6.5 - Economic analysis of technologies for pumped storage hydro (PSH)

Task 7 - Valuation Analysis

7.1 - Conduct full-scale demonstration for final & months of Year-3 under various scenarios

7.2 - Move from semi-autonomous mode to full-autonomous mode for upgrades grid (technology transfer)

7.3 - Cost benefit analysis based on field validation data using GM| metrics and under additional metrics

7.4 - Dissemination of results (Technical reports: CEC, AVEC, NRECA, ACEP, publications, IEEE Standards 2030.7, 2030.8 etc.)

U.S. DEPARTMENT OF

ENERGY
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‘Task 4 - Integration testing
4.1 - Design a plan to test hardware for field validation and deployment
4.2 - Unit and functional testing of hardware with software models as digital blueprint
4.3 - Simulation-based testing of PSH as part of microgrids
Y2 4 4.4 - Integrate cyber-security and analysis testbed with DRTS and GridLAB-D
4.5 - Identify cybersecurity vulnerabilities in cybersecurity testbed
Task 5 -Partial field validation and data collection
5.1 - [GNG2] Initiate digital-blueprint based lab-scale testing, partial deployment
' 5.2 - Collect data from partial field validation for next stages
~Task 6 - Full scale field validation and deployment
6.1 - With help of CEC and ACEP, complete field deployment in Cordova grid
6.2 - Conduct communication tests in a controlled environment
6.3 - Work closely with engineering teams for field validation, installations
6.4 - Field testing and validation of manual, semi-autonomous, and full-autonomous modes of operation
6.5 - Economic analysis of technologies for pumped storage hydro (PSH)
Task 7 - Valuation Analysis
7.1 - Conduct full-scale demonstration for final 6 months of Year-3 under various scenarios
7.2 - Move from semi-autonomous mode to full-autonomous mode for upgrades grid (technology transfer)
7.3 - Cost benefit analysis based on field validation data using GMI metrics and under additional metrics
7.4 - Dissemination of results
_(Technical reports: CEC, AVEC, NRECA, ACEP, publications, IEEE Standards 2030.7, 2030.8 etc.)

Y3=
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Advanced Metering Infrastructure

(AMI) Deployment

» AMI design and deployment planned for FY20.
[ In process to define requirements with help of NRECA, CEC, and vendor.

» Advantages -
1 During contingencies: losing a whole feeder vs N M "
selective load shedding. L F ——Ti_ |

» Two approaches C oy
[1 Stacking AMI-based loads in order of priority £ o o
and selecting e
e Grouping of AMI — Group-A, Group-B etc. across TR edty oy

feeders 7 L

[1 Objective function based on priority that define S :
weights T o T TR I T I T
» Fastload shedding for stability and demand [ 1
response as energy services, e.g., <0 e
thermostatically controlled loads (TCLs). R eIt B P
» AMI management platform may provide some  ,, _ e 1
analytics to guide these decisions in real-time  <..| oo eeooetmm
operation. : I Peaear e N

U.S. DEPARTMENT OF

ENERGY

Ordered by Priority

Cumulative kW Cumulative kW Cumulative kKW Cumulative kKW

Cumulative kW
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» In Year-2 of the RADIANCE project, the capabilities at each national
laboratory was developed and aligned to minimize the risk of deployment
in Cordova, Alaska.

» Developed cyber-physical security testbed, Power Hardware-in-the-Loop
for Battery Energy Storage System (BESS), developed digital blueprint
coding for Cordova Electric Cooperative microgrid, and Laboratory
Valuation Assessment Team methodology was development in support of
the GMLC 1.1 Metrics Analysis project.

» RADIANCE team supported OE-funded Sandia-led Battery Energy
Storage project in Cordova, AK, and coordinated efforts by working
closely with Sandia BESS Team for smooth integration of the BESS in
RADIANCE and inputs for Microgrid Design.

EEEEEEEEEEEE
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» Cybersecurity plan developments: A “Cybersecurity Plan” was developed
for CEC-specific data, and another generic version of the “Cybersecurity
Plan” for NRECA and AVEC to share with their electric cooperative
members as part of the project deliverables.

» Network upgrades for micro-PMU data collection, and microgrid network
data was designed and completed as part of Year-2 activities.

» Year-3 focus will be the physical deployment of the microgrid per Year-2
design in the field and testing in the field.
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Rob Hovsapian, Ph.D.
National Renewable Energy Laboratory, Golden, CO
850-339-932, rob.hovsapian@nrel.gov

Mayank Panwar, Ph.D.
Idaho National Laboratory, Idaho Falls, ID
208-526-3783, mayank.panwar@inl.gov

John P. Eddy, Ph.D.
Sandia National Laboratories, Albuquerque, NM
505-284-1642, jpeddy@sandia.gov

Tamara Becejac, Ph.D.
Pacific Northwest National Laboratory, Richland, WA
(509) 372-6554, tamara.becejac@pnnl.gov

Daisy Huang, Ph.D.
University of Alaska, Fairbank, AK
907-474-5663, dhuang@alaska.edu
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