Headquarters U.S. Air Force

Integrity - Service - Excellence

U.S. Air Force
Installation Energy

Mr. Mark Correll

\ A
\/

U.S. AIR FORCE 7 Nov 2019



s Key Takeaways Up Front

U.S. AIR FORCE

m Looking first-and-foremost at energy projects designed to
improve mission resiliency

m Examining energy and water vulnerabilities to mission

m Coordinating activities across multiple organizations to enhance
mission assurance through energy assurance

m Integrating reliable, resilient, cost-effective energy initiatives to
ensure power is available when and where the warfighters need it
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Problem Statement

U.S. AIR FORCE

m If mission resilience is important...

1.
2.
3.

How do we measure it?
How do we decide what actions to take to improve it?
How do we know if our actions made a difference?

m We need solutions that are...

a O N =

Affordable

Quick to implement

Flexible... can test multiple scenarios

As real as possible without impacting mission
Challenging... challenge assumptions, challenge paradigms
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U.S. AIR FORCE

Extensive, Connected Missions

Shodan Map of the Internet

N

Value to
Attacker Successful
Attack
System
Susceptibility
Vulnerabilities
%
Attack o%
SUTEEE Resources ‘f;
O
Threat Threat 5
¥ Accessibility Capability 43
> Logical and : S
Physical Techniques g\‘;’@
Reachability
POWER POWER SUPPLY CHAIN

Need to protect the power to project the power
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Denial of Service
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U.S. AIR FORCE

NATIONAL HUMAN ERROR NATURAL DESASTQR CYBER INFILTRATION
; Northeast Blackout: Hurricane Sandy: g US Infrastructure: No attack,
50 million people; 9 million people, BB’ | could be days to months (2018)
2 days (2003) 2 weeks (2012)
Hurricane Irma: EMP, GMD
1 million people, Catastrophic power outage:
o several days (2017) 318 million people, 30 days
% é CYBER ATTACK >
s B’ | outage <1 day, magy_al mode for months (2015) Hurricane Harvey:
g i 8+ million people, 3+ months (2017)
5 Most USAF Planning Scenarios POLITICAL INSTABILITY Hurricane Maria:
o (Continuity of Operations Plans) i Incirlik Air Base: 2,400 3.4 million people, 6+ months (2017)
/ DoD personnel, 8 days (2016)
. KINETIC >
ase d -
! E*;”;;:E:L Dlwg'w |14 53:. Catastrophiq power outage: 10 million people, 2 weeks plus
LOCAL & ?_,_; \eake : 3-6 months|to replace electrical equipment
1 DAY 1 WEEK 1 MONTH 3 MONTHS
OUTAGE DURATION
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\ 4 Secure, reliable power to
weanronce MisSsion-critical infrastructure

.. ﬁf '1",— .'|
: - "o -
< e o 32 DG Value Stream
I » W \ J | i}j“f:;’::'e - Power purchase
o} LN | = 'hous'in)g - agreement sales
L AT O ‘non-essential - Ancillary services
Utility-Connected Power \ it} et I - Capacity market
_ | 3 Zam R ' X auctions

2 - Potential resiliency
Adjustable payments from
Foge microgrid

.g. heating/ participants

g cooling
@Q systems - Demand response
- Capital cost
Distributed Generation (DG) incentives/grants

system, supports critical and
adjustable loads

By aligning and focusing existing authorities and resources, we will

provide new architectures for Air Force installations
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©r Resilience 5Rs

U.S. AIR FORCE

Energy Resilience is the ability to prepare for
and recover from energy disruptions that
impact mission assurance on military
installations

The Air Force utilizes five key resilience
attributes to prioritize energy projects and
ensure targeted enabling system investments
are effective in supporting mission needs Redgggsncy

Resilient
Projects

Resilience is a multi-time dimensional ,
concept, the nexus where preparation meets |
performance - this is difficult to measure and ( Resgiigeful- RelliR:.
assess with existing project metrics ‘

CHALLENGE | ATTRIBUTES

Utilize attributes to assess projects and make
smarter investments towards more resilient
installations

WAY
FORWARD

Integrity - Service - Excellence



Mission Assurance through Energy Assurance Toolkit

Energy Resilience Tabletop Exercise
Energy Exercises
Energy Resilience Readiness Exercise

The full suite of Mission Assurance
through Energy Assurance

|
|
|
|
| . .
| exercises, modeling, and
| programmatic support will enhance
|
|
|
|
|
|
|

PRI the resilience of missions aboard the
rid Modeling
(Outside the Fenceline)
Grid Modeling

installation and close identified gaps

Potential Funding Methods

aa O&M Funding

Direct Funding I Resilient Energy Savings Resource

Vault (RESRV)

sg ESPCsS/UESCs
=

rd H
T (R aa Power Purchase Agreements

»a Utilities Privatization

Installation

Energy
Plans

ma Energy as a Service

In-Kind Enhanced Use Leases
Considerations
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us amEoRCE Thread Analysis (MTA)

MTA Purpose: Indicate where targeted investments in energy systems

may most effectively advance mission readiness through energy
resilience.

Research wg:ig: System Resilience Btg;réeéss Solution
and Scoping Analysis Modeling Analysis Analysis Execution

MTA at VAFB:

Operational View of 2017 VAFB mission
= e R s Sl

. TDRS 041

m 2017: Conducted research and scoping
of satellite launch mission, used lessons | o _—
learned to build out MTA process e Y

m 2019: Conducting MTA system modeling
step with Los Alamos National Lab’s
Severe Contingency Solver; leveraging
mission needs analysis outputs from
complementary efforts

Communications

87000 Complex
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U.S. AIR FORCE

3
Fallure

Mission Degrade
What must be Objectives Nomial
accomplished?
Operational )
Tasks Y
Functions C h_:) :}i DD
Assets c_“:v/ : > c_";- o] S_“: e
L .
How is it FALURE

accomplished?

CRITICAL

\SSETS

Migrion mpact from Tagk Angmabe: 1310 1340 0.6k 0GR

0= N Impact on Achievement A1 - Maintain

A2 - Nonitor
Relevant =

nemy Sluaiien

A1.3- Mot or
Friendy
Situaticn

Al A -Montor
Chwn Linit
10 = Dbyectivg Achieaable Usang Work Amund Situation Sitgation
nfcemabion

70 = Dbpectie Degraded Even With Work Arcund

Mission Objective 1

5 = Cipeciive Hot Achievable a all

Mission Objective 2

Mission Objective 3

Mission Objective 4

Massm Objectre

47 - Misntor Stuation

——————>

Mission Decomposition

What is its
effect here?

If service is
denied here...

=
@
T
=
=
=

[ =
(=2
w
»
=

Mission Objective S
Mission Objectiie &6
Mission Objective 7
Mission Objective 8
Mission Objective 9

A2 - Assiss Situabon

23~ Plan Oparatiora
44 - Execute Diperations

A5 - Marten Wicoon Readiness
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\/ DoD Energy Resilience
s amrorcs Conditions

Near-peer adversaries are targeting critical electrical infrastructure
Downstream effects will impact DoD installation power projection
Operational testing ensures mission success during an outage

= Sites currently operate with unknown & 5 Kitsap Bangor —| Analysis and Exercise
" ] ] ngnm L ‘.' \ Locatlons
risks and interdependencies to critical 4 ]
systems and missions

HansomAlF.B.
Barnes ANG @2

[ d -\
/ NSAPhiladelphia g
Philadelphia NSY,

[ | 7 2 5 16 ‘.
= Tabletop exercises investigate Qowenrs [ ] pr————) | JB‘;"S‘““;
ngugn ] \ | ‘ i by e Norfolk ‘@
responses and capabilities during an Gomeenats T e,
extended simulated outage Ryandorisors AP i S g
%agpga:eg;ﬂgzo? | o S | {bobbins AﬁB‘ e \
. . NB-Coronado | \ 1\ Fort Stewart
= “Pull-the-plug” exercises provide NE Pamions rotond O {13 Kiis Basg

awareness of actual system capabilities
during a real outage

¢ Energy Resilience Analysis
< Energy Resilience Tabletop Exercise
< Energy Resilience Readiness Exercise
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\"j Installation Energy Resiliency

0.5, AR FORCE Dashboard

INSTALLATION ENERGY RESILIENCY DASHBOARD

EXAMPLE AIR FORCE INSTALLATION
Existing Conditions RESILIENT ENERGY + WATER PERFORMANCE

R1 ROBUSTNESS
Heow robust are the energy+water systems on installation?
R1A Cybersecurity of Energy Systems

. R1B Physical Hardening / Protection of Critical Assets
Installation Threat y g/

Probability
I

o5
Cyber-Attack “JEX

R2 REDUNDANCY

Are there redundant systems and alternate sources to avoid single points of failure?
R2A Single Points of Failure in Energy + Water Systems

R2B Energy & Water Source Diversity

Elood ﬁ R3 RESOURCEFULNESS
o Is energy efficiently managed and delivered?
Mo t R3A Energy & Water Intensity (Demand) Re.ductlon
- R3B Energy & Water O&M Manpower & Skillsets
Earthquake r'"h
(a R4 RESPONSE
Utility Blackout % Is the Installation prepared to respond to emergency/disruptive event?
R4A Emergency Management Protocols for Energy+Water Systems
ey R4B Critical Loads with Island / Backup Mode Operations
Medium
R5 RECOVERY

How long can critical mission functions be sustained in emergency mode?
RESOURCEFULNESS RSA Critical Loads Sustainment Capacity (Fuel/Energy+Water Storage)
RSB Reliability of Emergency Energy & Water Systems & Operations
Rating Scale

e BTN
0 60 80 1

00
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T Other Topics of Interest

U.S. AIR FORCE

Installation
o Funds
ol
Projected Energy
Costs Savings
Sog,
Enterprise
Funds

m Resilient Energy Savings Resource Vault (RESERYV)

m Applying energy savings so one-half goes towards energy
resilience, while the other half goes to the installation

m Utilities Privatization

m Pursuing UP where the mission needs it, the system demands
it, and all parties benefit from it
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