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Overview

Project Title: Industrial Base Cybersecurity Initiative IBCI

Timeline: Project Budget and Costs:
Project Start Date: 10/01/2018 —
. Budget DOE Share | Cost Share Total Share %
Budget Period End Date:  09/30/2019
Project End Date: 09/30/2019
Overall Budget 752,369 1,510,000 2,262,369 67%
Approved Budget (BP-1&2) 752,369 1,510,000 2,262,369 67%
Barriers and Challenges:
. LISt barl’lel’s/cha”enges that the prOjeCt Costs as of 3/31/19 133,536 255,334 388,870 66%

is addressing *Y-12/LANL Split: $760K Y-12 | $750K LANL

Project Team and Roles:
« Dennis Miller (Y-12)/Rich Taylor (LANL) Co-leads
Cyber/Manufacturing

AMO MYPP Connection:

» Emerging and Cross Cutting Areas

» Smart Manufacturing: Advanced Sensors, Controls,
Pla_tforms and Modeling for manufacturing — Cyber risk . Richard Secrist, Y-12 Cyber
resiliency | - Brian Gaschen, LANL Cyber

* Advanced Manufacturing for Energy Systems — - Ed Schaller, LANL Cyber
integrated cybersecurity of manufacturing systems ’

« Bill Barkman, Y-12 Manufacturing R&D
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Objectives

Goal:

* Provide a level of cybersecurity for MIB/DIB supply chain SMMs enabling not only compliance but cost-
effective operational cybersecurity in a dynamic threat environment that safeguards sensitive information and
achieves substantive risk reduction

Objectives:

» Federated Cyber-physical Infrastructure

» Dynamic database of MIB, small-medium sized manufacturer, cyber-physical characteristics
relevant to production operations

« Virtual/physical environment for testing MIB cyber infrastructures for DFARS compliance

« Data-driven modeling of cyber-physical systems, enabling preemptive prediction and mitigation of
vulnerabilities and threats to shop floor operations

« War gaming of supply chain breakdown to shift from reactive to proactive operations that minimize
supply chain vulnerabilities and disruptions

» Manufacturing Operations Center (MOC) — a DHS-like security operations center (SOC),
continuously managing dynamic threats to the Manufacturing Defense and Industrial Base (MDIB)

poLICY TECHNOLOGY WORKFORCE
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MIB — Manufacturing Industrial Base
DIB — Defense Industrial Base
SMM — Small to Medium Size Manufacturers
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Technical Innovation

IBCI Vision Includes A Federated Cyber-Physical Infrastructure

A national network of policy, technology, and workforce development
partners that is focused on cybersecurity for the MIB

« A dynamic database of cyber-physical characteristics relevant to
production and shop floor operations

« A virtual/physical environment — a Cyber-physical Test Range (CpTR),
that models a statistically-significant representation of the MIB and
assesses vulnerabilities

« Advanced war gaming of supply chain issues, supplemented by
intelligence community data, to shift from reactive to proactive
operations

« A Manufacturing Operations Center (MOC) — a DHS-like security
operations center (SOC), that continuously manages dynamic threats
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Technical Approach

An Integrated Cyberphysical Infrastructure

IBCI Functional View
/\

MIB THREAT
CHARACTERIZATION INTELLIGENCE

PHYSICAL
MIB

SURVEY

MFG THREAT
GLLLL CYBER-PHYSICAL Ll EVALUATION RERENSE
ALY TEST BED MiE WARGAME SYSTEM POSTURE
TESTING MODEL MTEWS) ADVISORIES

APPLIANCES &
COLLABORATION SOFTWARE

MIB COMMUNITY \ / MIB SECURITY
EDUCATION & BEST PRACTICES

ANALYSIS AND EXTENDED
GUIDANCE CAPABILITIES

IBCI models MIB constituents to create a cyber test range composed of physical and virtual machines. The cyber
range can then be analyzed for security vulnerabilities based on known threats, or war-gamed with emergent
threats to explore the effectiveness of cybersecurity protective measures.
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Technical Approach

An integrated national network of technical and workforce
development collaborators

INDUSTRIAL BASE CYBERSECURITY INITIATIVE (IBCI)
ATTACKING THE NUMBER ONE NATIONAL SECURITY THREAT
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Results and Accomplishments

Threat Model & Risk Assessment
(TMRA) IBCI Anonymous
Participant Interviews

Initial Cyber Requirements
and Participant MOU

Configuration of cyber range testing
framework to assessing industry

Development of the National
(ollaborative Network

Use/modification of (SET as a
primary assessment tool
in-person on-site assessments

Ridge Back Tool
Assessment

INL Autonomic Intelligent
Cyber Sensor (AICS)

INEL network monitoring system
real-time network monitoring

Autonomous agent capability

Research & evaluation of
infrastructure characterizing
SMMs - NIST MEP/ DHS resources

Proof of concept network
duplication penetration testing

(yber-physical Test

Range ((pTR) hardware |dentify3D shop floor

authentication tool

Automatic (yber Detection
e network Services Device
HAD Project HADi Project Sz:ltﬂ[z:;gorsm scanning Assessment
. technol techniques
(pTR initial modeling software echnology
development
Machine tool sensor
Initial network system activities
test bed activities Prototype
portable .
(TR BOR collahoration tools/hardware
Tech transfer
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Transition

e Further development & commercialization will be focused on working
with the anticipated CEMII to advance the modeling, wargaming, and
data collections activities for piloting with industry
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