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PROJECT SUMMARY - ESSENCE

• Cost: $2,813,548 Federal Share + $1,125,239 cost share

• Partners: PNNL, CMU, Cigital, five (5) utility cooperatives

• Project Purpose: Anomaly detection and remediation for utility networks

• Five layer approach and objectives:
• Real-time capture of utility network traffic without increasing attack surface (Layer 1)

• High speed data processing – dynamically reconfigurable (Layer 2)

• Boolean composer to explicitly specify rules; network mapper to identify unfamiliar 
addresses; machine learning classifier (Layer 3)

• Support for decision makers in analyzing anomalies for remediative action (Layer 4)

• Making changes in the network in response to anomalous behavior (Layer 5)

• Results: all objectives met in layers 1-4; layer 5 needs additional work
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OPPORTUNITY FOR IMPROVEMENT
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ESSENCE TECHNICAL DEVELOPMENT
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LAYER 2 PERFORMANCE / GOALS

• SCADA

• 5000 sensors, 2 second rate

• AMI

• 500,000 sensors, 15 minute rate

• PMU

• 500 sensors, 60x per second rate

• Goals

• Support real-time and bulk load

• Support immediate read

• All data into the same DB

• Don’t lose any information

• Fast <sensor, time range> queries

• Be as disk space efficient as possible

• Provide reasonable persistence 
guarantees

• Idempotent writes

• Rollback partially failed writes
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LAYER 3
LEAD: CARNEGIE MELLON

ZICO KOLTER

Goal: Unified Rules Syntax

ANALYSIS

Explicit

Rules

Network

Mapping

Rules

AI

Rules

Physics

Rules

Rules

From

Others

Rules

Database



TESTING: ABEC FEEDER



TEST FILE

Quads: time, node number, voltage, current, frequency, angle

Control signal: time, node, control signal

June 2016

30 days x 24 hours x 12 mesurements per hour x 200 nodes = 1,728,000 records

+ 1000 control records 

1. IMPORT FEEDER MODEL

2. MODIFY GRIDLAB-D TO EXPORT QUAD AT EACH TIME CLICK

3. MODIFY GRIDLAB-D TO EXPORT CONTROL SIGNALS
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