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1. INTRODUCTION

Repeated cyber intrusions into organizations of all types demonstrate the need for improved
cybersecurity. Cyber threats continue to grow, and represent one of the most serious
operational risks facing modern organizations. The national and economic security of the
United States depends on the reliable functioning of the Nation’s critical infrastructure in the
face of such threats. Beyond critical infrastructure, the economic vitality of the nation depends
on the sustained operation of organizations of all types. The Cybersecurity Capability Maturity
Model (C2M2) can help organizations of all sectors, types, and sizes evaluate and make
improvements to their cybersecurity programs.

The C2M2 focuses on the implementation and management of cybersecurity practices
associated with the information technology (IT) and operations technology (OT) assets and the
environments in which they operate. The model can be used to:

= Strengthen organizations’ cybersecurity capabilities

= Enable organizations to effectively and consistently evaluate and benchmark cybersecurity
capabilities

= Share knowledge, best practices, and relevant references across organizations as a means
to improve cybersecurity capabilities

= Enable organizations to prioritize actions and investments to improve cybersecurity

The C2M2 is designed for use with a self-evaluation methodology and toolkit (available by
request) for an organization to measure and improve its cybersecurity program.1 A self-
evaluation using the toolkit can be completed in one day, but the toolkit could be adapted for a
more rigorous evaluation effort. Additionally, the C2M2 model can inform the development of
a new cybersecurity program.

The C2M2 provides descriptive rather than prescriptive guidance. The model content is presented
at a high level of abstraction, so that it can be interpreted by organizations of various types,
structures, sizes, and industries. Broad use of the model by a sector can support benchmarking
of the sector’s cybersecurity capabilities. These attributes also make the C2M2 an easily
scalable tool for implementing the National Institute of Standards and Technology (NIST) Cyber
Security Framework.

1.1 Intended Audience

The C2M2 enables organizations to evaluate cybersecurity capabilities consistently,
communicate capability levels in meaningful terms, and prioritize cybersecurity investments.
The model can be used by any organization, regardless of ownership, structure, size, or

! The C2M2 Toolkit may be obtained by sending a request to C2M2@doe.gov.
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industry. Within the organization, various stakeholders may benefit from familiarity with the
model. This document specifically targets people in the following organizational roles:

= Decision makers (executives) who control the allocation of resources and the management
of risk in organizations; these are typically senior leaders®

= Leaders with responsibility for managing organizational resources and operations
associated with the domains of this model (see Section 3.1 for more information on the
content of each C2M2 domain)

= Practitioners with responsibility for supporting the organization in the use of this model
(planning and managing changes in the organization based on the model)*

= Facilitators with responsibility for leading a self-evaluation of the organization based on this
model and the associated toolkit and analyzing the self-evaluation results®

1.2 Document Organization

This document, along with several others, supports organizations in the effective use of the
C2M2, and it introduces the model and provides the C2M2’s main structure and content.

Stakeholders may benefit by focusing on specific sections of this document, as outlined in the
table below. Beyond these recommendations, all readers may benefit from understanding the
entire document.

Role Recommended Document Sections
Decision makers Chapter 1 and 2

Leaders or managers Chapters 1,2, and 3

Practitioners Entire document

Facilitators Entire document

Chapter 2 describes several core concepts that are important for interpreting the content and
structure of the C2M2. Chapter 3 describes the architecture of the C2M2. Chapter 4 provides
guidance on how to use the model. Chapter 5 contains the model itself—the model’s objectives
and practices, organized into 10 domains. Appendix A includes references that were either used
in the development of this document or provide further information about the practices
identified within the model. Appendix B is the Glossary. Appendix C defines the acronyms used
in this document.

The sponsor of the self-evaluation should be a decision maker from the organization. For more information about the sponsor role, please
refer to the C2M2 Facilitator Guide. The Facilitator Guide may be downloaded from http://energy.gov/node/795826.

Subject matter experts (SMEs) for the self-evaluation should be leaders or practitioners. For more information about the SME role, please
refer to the C2M2 Facilitator Guide. The Facilitator Guide may be downloaded from http://energy.gov/node/795826.

For more information about the facilitator role, please refer to the C2M2 Facilitator Guide. The Facilitator Guide may be downloaded from
http://energy.gov/node/795826.

2
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2. CORE CONCEPTS

This chapter describes several core concepts that are important for interpreting the content
and structure of the model.

2.1 Maturity Models

A maturity model is a set of characteristics, attributes, indicators, or patterns that represent
capability and progression in a particular discipline. Model content typically exemplifies best
practices and may incorporate standards or other codes of practice of the discipline.

A maturity model thus provides a benchmark against which an organization can evaluate the
current level of capability of its practices, processes, and methods and set goals and priorities
for improvement. Also, when a model is widely used in a particular industry (and assessment
results are shared), organizations can benchmark their performance against other
organizations. An industry can determine how well it is performing overall by examining the
capability of its member organizations.

To measure progression, maturity models typically have “levels” along a scale—C2M?2 uses a
scale of maturity indicator levels (MILs) 0—3, which are described in Section 3.2. A set of
attributes defines each level. If an organization demonstrates these attributes, it has achieved
both that level and the capabilities that the level represents. Having measurable transition
states between the levels enables an organization to use the scale to:

= Define its current state
= Determine its future, more mature state
= |dentify the capabilities it must attain to reach that future state

2.2  Critical Infrastructure Objectives

The model makes regular reference to critical infrastructure objectives. These are objectives
found in the sector-specific infrastructure protection plans’ of the 16 United States critical
infrastructure sectors defined in Presidential Policy Directive 21, “Critical Infrastructure Security
and Resilience.”® The referenced objectives serve as a reminder that many of the functions
provided by potential adopters of the model support the Nation’s critical infrastructure and
that the broader cybersecurity objectives of the sector-specific plans should be considered.

Critical infrastructure objectives often transcend the business or operational objectives for an
individual organization. Some organizations using the model may not be affiliated with any of
the defined critical infrastructure sectors. For such organizations, the term critical infrastructure
objectives can be interpreted to mean industry objectives, community objectives, or any other

®  http://www.dhs.gov/sector-specific-plans

e http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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objectives that transcend the specific business or operational objectives for the organization
but in which the organization has a role and interest in fulfilling.

2.3 IT and OT Assets

Many C2M2 practices refer to assets. When evaluating how completely a practice is performed,
be sure to consider both traditional and emerging enterprise IT assets and any industrial control
systems (ICS) in use, including process control systems, supervisory control and data acquisition
(SCADA) systems, and other OT.

2.4 Relationship to the Risk Management Process

The phrase “commensurate with risk to critical infrastructure and organizational objectives” is
used throughout the model. This phrase reminds the organization to tailor its implementation
of the model content to address its unique risk profile. This supports the model intent of
providing descriptive rather than prescriptive guidance. In order to effectively follow this
guidance, the organization should use the model as part of a continuous enterprise risk
management process like that depicted in Figure 1: Risk Management Process.

Risk
/ Framing \
Risk Risk
Monitoring Assessment
\ Risk /
Response

Figure 1: Risk Management Process

The C2M2 Risk Management domain (see Section 5.1) suggests establishing a cybersecurity risk
management strategy that aligns with the enterprise risk management strategy. Cybersecurity
risk is an important component of the overall business risk environment. The C2M2’s
cybersecurity risk management activities should feed into the enterprise risk management
strategy and program, so that cybersecurity risk is considered in and benefits from corporate
decisions based on risk impact, tolerance for risk, and risk response approaches.

The implementation of practices in the Risk Management domain provides supporting elements
used by other practices in the model as part of the overall risk management process.
Throughout the model, these Risk Management practices are referenced in related practices
using the notation described in Section 3.3.

4
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2.5 Function

In this model, the term function is used as a scoping mechanism; it refers to the subset of the
operations of the organization that are being evaluated based on the model.

It is common for an organization to use the model to evaluate a subset of its operations. This
subset, or function, will often align with organizational boundaries. Therefore, common
examples of functions for evaluation include departments, lines of business, or distinct
facilities. Organizations have also successfully used the model to evaluate a specific system or
technology thread that crosses departmental boundaries.

For example, an organization uses the model to evaluate its enterprise IT services, including
email, Internet connectivity, and Voice over Internet Protocol (VolP) telecommunication. In
the Threat and Vulnerability Management domain, practice 2b states, “Cybersecurity
vulnerability information is gathered and interpreted for the function.” When evaluating the
implementation of this practice, the organization should interpret function to mean the
operations of the enterprise IT services. In this example, the practice means that
cybersecurity vulnerability information is gathered and interpreted for the enterprise IT
services—information about vulnerabilities that would affect the enterprise email services,
network devices, and the VolP system.
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3. MODEL ARCHITECTURE

The model arises from a combination of existing cybersecurity standards, frameworks,
programs, and initiatives. The model provides flexible guidance to help organizations develop
and improve their cybersecurity capabilities. As a result, the model practices tend to be at a
high level of abstraction, so that they can be interpreted for organizations of various structures
and sizes.

The model is organized into 10 domains. Each domain is a logical grouping of cybersecurity
practices. The practices within a domain are grouped by objective—target achievements that
support the domain. Within each objective, the practices are ordered by MIL.

The following sections include additional information about the domains and the MiLs.

3.1 Domains

Each of the model’s 10 domains contains a structured set of cybersecurity practices. Each set of
practices represents the activities an organization can perform to establish and mature

capability in the domain. For example, the Risk Management domain is a group of practices that
an organization can perform to establish and mature cybersecurity risk management capability.

For each domain, the model provides a purpose statement, which is a high-level summary of
the intent of the domain, followed by introductory notes, which give context for the domain
and introduce its practices. The purpose statement and introductory notes offer context for

interpreting the practices in the domain.

The practices within each domain are organized into objectives, which represent achievements
that support the domain. For example, the Risk Management domain comprises three
objectives:

= Establish Cybersecurity Risk Management Strategy
= Manage Cybersecurity Risk
= Management Practices
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Each of the objectives in a domain comprises a set of practices, which are ordered by MIL.
Figure 2 summarizes the elements of each domain.

Domain Model contains 10 domains

. L. (one or more per domain)
Approach Objectives Unique to each domain
Practices at MiL1
Approach objectives are
supported by a progression of
practices that are unique to
the domain

Practices at MIL2

Practices at MIL3

(one per domain)

Management Objective Similar in each domain

Each management objective is
supported by a progression of
practices that are similar in
each domain and describe
institutionalization activities

Practices at MIL2

Practices at MIL3

Figure 2: Model and Domain Elements

A brief description of the 10 domains follows in the order in which they appear in the model.

Risk Management

Establish, operate, and maintain an enterprise cybersecurity risk management program to
identify, analyze, and mitigate cybersecurity risk to the organization, including its business
units, subsidiaries, related interconnected infrastructure, and stakeholders.

Asset, Change, and Configuration Management

Manage the organization’s IT and OT assets, including both hardware and software,
commensurate with the risk to critical infrastructure and organizational objectives.

Identity and Access Management

Create and manage identities for entities that may be granted logical or physical access to the
organization’s assets. Control access to the organization’s assets, commensurate with the risk
to critical infrastructure and organizational objectives.
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Threat and Vulnerability Management

Establish and maintain plans, procedures, and technologies to detect, identify, analyze,
manage, and respond to cybersecurity threats and vulnerabilities, commensurate with the risk
to the organization’s infrastructure (e.g., critical, IT, operational) and organizational objectives.

Situational Awareness

Establish and maintain activities and technologies to collect, analyze, alarm, present, and use
operational and cybersecurity information, including status and summary information from the
other model domains, to form a common operating picture (COP).

Information Sharing and Communications

Establish and maintain relationships with internal and external entities to collect and provide
cybersecurity information, including threats and vulnerabilities, to reduce risks and to
increase operational resilience, commensurate with the risk to critical infrastructure and
organizational objectives.

Event and Incident Response, Continuity of Operations

Establish and maintain plans, procedures, and technologies to detect, analyze, and respond to
cybersecurity events and to sustain operations throughout a cybersecurity event,
commensurate with the risk to critical infrastructure and organizational objectives.

Supply Chain and External Dependencies Management

Establish and maintain controls to manage the cybersecurity risks associated with services and
assets that are dependent on external entities, commensurate with the risk to critical
infrastructure and organizational objectives.

Workforce Management

Establish and maintain plans, procedures, technologies, and controls to create a culture of
cybersecurity and to ensure the ongoing suitability and competence of personnel,
commensurate with the risk to critical infrastructure and organizational objectives.

Cybersecurity Program Management

Establish and maintain an enterprise cybersecurity program that provides governance,
strategic planning, and sponsorship for the organization’s cybersecurity activities in a manner
that aligns cybersecurity objectives with the organization’s strategic objectives and the risk to
critical infrastructure.

3.2 Maturity Indicator Levels

The model defines four maturity indicator levels, MILO through MIL3, which apply
independently to each domain in the model. The MILs define a dual progression of maturity: an
approach progression and an institutionalization progression, which are explained in the
following sections
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Four aspects of the MILs are important for understanding and applying the model:

1. The maturity indicator levels apply independently to each domain. As a result, an
organization using the model may be operating at different MIL ratings for different
domains. For example, an organization could be operating at MIL1 in one domain, MIL2 in
another domain, and MIL3 in a third domain.

2. The MlILs are cumulative within each domain; to earn a MIL in a given domain, an
organization must perform all of the practices in that level and its predecessor level(s). For
example, an organization must perform all of the domain practices in MIL1 and MIL2 to
achieve MIL2 in the domain. Similarly, the organization would have to perform all practices
in MIL1, MIL2, and MIL3 to achieve MIL3.

3. Establishing a target MIL for each domain is an effective strategy for using the model to
guide cybersecurity program improvement. Organizations should become familiar with the
practices in the model prior to determining target MILs. Gap analysis activities and
improvement efforts should then focus on achieving those target levels.

4. Practice performance and MIL achievement need to align with business objectives and the
organization’s cybersecurity strategy. Striving to achieve the highest MIL in all domains may
not be optimal. Companies should evaluate the costs of achieving a specific MIL against
potential benefits. However, the model was developed so that all companies, regardless of
size, should be able to achieve MIL1 across all domains.

3.2.1 Approach Progression

The domain-specific objectives and practices describe the progression of the approach to
cybersecurity for each domain in the model. Approach refers to the completeness,
thoroughness, or level of development of an activity in a domain. As an organization progresses
from one MIL to the next, it will have more complete or more advanced implementations of the
core activities in the domain. At MIL1, while only the initial set of practices for a domain is
expected, an organization is not precluded from performing additional practices at higher MiLs.

Table 1 provides an example of the approach progression in the Cyber Program Management
domain. At MIL1, a cybersecurity program strategy exists in any form. MIL2 adds more
requirements to the strategy, including the need for defined objectives, alighment with the
overall organization’s strategy, and approval of senior management. Finally, in addition to
requiring performance of all MIL1 and MIL2 practices, MIL3 warrants that the strategy be
updated to reflect business changes, changes in the operating environment, and changes to the
threat profile (developed in the Threat and Vulnerability Management domain).
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Table 1: Example of Approach Progression in the
Cyber Program Management Domain

MILO

MIL1 a. The organization has a cybersecurity program strategy

MIL2 b. The cybersecurity program strategy defines objectives for the organization’s cybersecurity activities
c. The cybersecurity program strategy and priorities are documented and aligned with the
organization’s strategic objectives and risk to critical infrastructure
d. The cybersecurity program strategy defines the organization’s approach to provide program
oversight and governance for cybersecurity activities
e. The cybersecurity program strategy defines the structure and organization of the cybersecurity program

. The cybersecurity program strategy is approved by senior management

MIL3 - The cybersecurity program strategy is updated to reflect business changes, changes in the operating
environment, and changes in the threat profile (TVM-1d)

3.2.2 Institutionalization Progression

Institutionalization describes the extent to which a practice or activity is ingrained in an
organization’s operations. The more deeply ingrained an activity, the more likely it is that the
organization will continue to perform the practice over time, the practice will be retained
under times of stress, and the outcomes of the practice will be consistent, repeatable, and of
high quality.

The progression of institutionalization is described by a set of practices that can be performed
to institutionalize the domain-specific practices. These practices are similar across domains and
are called the Management Objective and Practices. The progression of the practices within a
domain-specific objective corresponds to the progression of the management practices, though
not necessarily practice to practice. Table 2 shows an example mapping of the management
practices to the practices in the second objective of the Risk Management domain.
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Table 2: Mapping of Management Practices to Domain-Specific Practices

2 Manage Cybersecurity Risk Management Practices
MILO
MIL1 a. Cybersecurity risks are identified 1. Initial practices are performed but may be
b. Identified risks are mitigated, accepted, tolerated, ad hoc
or transferred
MIL2 c. Risk assessments are performed to identify risks 1. Practices are documented
in accordance with the risk management strategy 2. Stakeholders of the practice are identified
d. Identified risks are documented and involved
e. Identified risks are analyzed to prioritize response 3. Adequate resources are provided to
activities in accordance with the risk management support the process (people, funding,
strategy and tools)
f. Identified risks are monitored in accordance with 4. Standards and/or guidelines have been
the risk management strategy identified to guide the implementation of
g. Risk analysis is supported by network (IT and/or the practices
OT) architecture
MIL3 h. The risk management program defines and 1. Activities are guided by policies (or other
operates risk management policies and organizational directives) and governance
procedures that implement the risk management 2. Policies include compliance requirements
strategy for specified standards and/or guidelines
i. A current cybersecurity architecture is used to 3. Activities are periodically reviewed to
support risk analysis ensure they conform to policy
j. - Arisk register (a structured repository of 4. Responsibility and authority for
identified risks) is used to support risk performing the practices are assigned to
management personnel
5. Personnel performing the practices have

adequate skills and knowledge

A description of the management practices of each MIL can be found in the list below.

Maturity Indicator Level 0 (MILO)

The model contains no practices for MILO. Performance at MILO simply means that MIL1 in a
given domain has not been achieved.

Maturity Indicator Level 1 (MIL1)

In each domain, MIL1 contains a set of initial practices. To achieve MIL1, these initial activities
may be performed in an ad hoc manner, but they must be performed. If an organization were
to start with no capability in managing cybersecurity, it should focus initially on implementing
the MIL1 practices.

MIL1 is characterized by a single management practice:

1. Initial practices are performed but may be ad hoc. In the context of this model, ad hoc (i.e.,
an ad hoc practice) refers to performing a practice in a manner that depends largely on the
initiative and experience of an individual or team (and team leadership), without much in

1
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the way of organizational guidance in the form of a prescribed plan (verbal or written),
policy, or training.

The quality of the outcome may vary significantly depending on who performs the practice,
when it is performed, and the context of the problem being addressed, the methods, tools,
and techniques used, and the priority given a particular instance of the practice. With
experienced and talented personnel, high-quality outcomes may be achieved even if
practices are ad hoc. However, at this MIL, lessons learned are typically not captured at the
organizational level, so approaches and outcomes are difficult to repeat or improve across
the organization.

Maturity Indicator Level 2 (MIL2)

Four management practices are present at MIL2, which represent an initial level of
institutionalization of the activities within a domain:

1.

Practices are documented. The practices in the domain are being performed according to a
documented plan. The focus here should be on planning to ensure that the practices are
intentionally designed (or selected) to serve the organization.

Stakeholders of the practice are identified and involved. Stakeholders of practices are
identified and involved in the performance of the practices. This could include stakeholders
from within the function, from across the organization, or from outside the organization,
depending on how the organization implemented the practice.

Adequate resources are provided to support the process (people, funding, and tools).
Adequate resources are provided in the form of people, funding, and tools to ensure that
the practices can be performed as intended. The performance of this practice can be
evaluated by determining whether any desired practices have not been implemented due
to a shortage of resources. If all desired practices have been implemented as intended by
the organization, then adequate resources have been provided.

Standards and/or guidelines have been identified to guide the implementation of the
practices. The organization identified some standards and/or guidelines to inform the
implementation of practices in the domain. These may simply be the reference sources the
organization consulted when developing the plan for performing the practices.

Overall, the practices at MIL2 are more complete than at MIL1 and are no longer performed
irregularly or are not ad hoc in their implementation. As a result, the organization’s
performance of the practices is more stable. At MIL2, the organization can be more confident
that the performance of the domain practices will be sustained over time.

Maturity Indicator Level 3 (MIL3)

At MIL3, the activities in a domain have been further institutionalized and are now being
managed. Five management practices support this progression:

1.

Activities are guided by policies (or other organizational directives) and governance.
Managed activities in a domain receive guidance from the organization in the form of

12
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organizational direction, as in policies and governance. Policies are an extension of the
planning activities that are in place at MIL2.

Policies include compliance requirements for specified standards and/or guidelines.
Activities are periodically reviewed to ensure they conform to policy.

Responsibility and authority for performing the practices are assigned to personnel.

vk LN

Personnel performing the practices have adequate skills and knowledge. The personnel
assigned to perform the activities have adequate domain-specific skills and knowledge to
perform their assignments.

At MIL3, the practices in a domain are further stabilized and are guided by high-level
organizational directives, such as policy. As a result, the organization should have additional
confidence in its ability to sustain the performance of the practices over time and across
the organization.

3.2.3 Summary of MIL Characteristics

Table 3 summarizes the characteristics of each MIL. At MIL2 and MIL3, the characteristic
associated with the approach progression is distinguished from the characteristics associated
with the institutionalization progression.

Table 3: Summary of Maturity Indicator Level Characteristics

Level Characteristics

MILO e Practices are not performed

MIL1 e Initial practices are performed but may be ad hoc

MIL2 Institutionalization characteristics:
e Practices are documented
o Stakeholders are identified and involved
e Adequate resources are provided to support the process
e Standards or guidelines are used to guide practice implementation
Approach characteristic:
e Practices are more complete or advanced than at MIL1

MIL3 Institutionalization characteristics:
e Activities are guided by policy (or other directives) and governance
e Policies include compliance requirements for specified standards or guidelines
o Activities are periodically reviewed for conformance to policy
e Responsibility and authority for practices are assigned to personnel
e Personnel performing the practice have adequate skills and knowledge
Approach characteristic:
e Practices are more complete or advanced than at MIL2
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3.3 Practice Reference Notation

A number of practices within the domains are connected to other model practices. When this
occurs, the connecting practice is referenced using a notation that begins with the domain
abbreviation, a hyphen, the objective number, and the practice letter. Figure 3 shows an
example from the Risk Management domain: the domain’s first practice, “There is a
documented cybersecurity risk management strategy,” would be referenced elsewhere in the
model using the notation “RM-1a.”

Example: RM-1a

Domain Abbreviation-Objective Number Practice Letter

1. Establish Cybersecurity Risk Management Strategy

MIL1 No practice at MIL1

MIL2 a. There is a documented cybersecurity risk management strategy
. The strategy provides an approach for risk prioritization, including consideration of impact
MIL3 c.  Organizational risk criteria tolerance for risk, and risk response approaches) are defined
d. The risk management strategy is periodically updated to reflect the current threat
environment
e. An organization-specific risk taxonomy is documented and is used in risk management
activities

Figure 3: Referencing an Individual Practice, Example: RM-1a
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4. USING THE MODEL

The C2M2 is meant to be used by an organization to evaluate its cybersecurity capabilities
consistently, to communicate its capability levels in meaningful terms, and to inform the
prioritization of its cybersecurity investments. Figure 4 summarizes the recommended
approach for using the model. An organization performs an evaluation against the model, uses
that evaluation to identify gaps in capability, prioritizes those gaps and develops plans to
address them, and finally implements plans to address the gaps. As plans are implemented,
business objectives change, and the risk environment evolves, the process is repeated. The
following sections discuss the preparation activities required to begin using the model in an
organization and provide additional details on the activities in each step of this approach.

Perform
Evaluation

Analyze
Identified
Gaps

Implement

Plans

Prioritize
and Plan

Figure 4: Recommended Approach for Using the Model

4.1 Prepare To Use the Model

A design goal of the model was to enable organizations to complete a self-evaluation for a
single function in less than one day without extensive study or preparation. This goal is
achieved in part because the model is supported by an evaluation survey and scoring
mechanism and the evaluation survey itself is performed in a workshop setting, led by a
facilitator who is familiar with the model content. An important component of successfully
completing the self-evaluation in one day is the selection of an effective facilitator. Generally
speaking, a C2M2 facilitator is not only someone who is familiar with the model and its
supporting artifacts but also someone who is effective at helping a group of people understand
their common objectives and assisting them in planning to achieve these objectives without
taking a particular position in the discussion.
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In addition to helping to execute the self-evaluation and interpret the results, the facilitator
helps the organization establish a scope for the model application. Though the C2M2 and its
supporting survey apply to an entire organization, the self-evaluation survey is typically applied
to a single function to maintain focus. Recall that the term function refers to the subset of the
operations of the organization that is being evaluated. The facilitator must work with the
organization to determine the survey scope—the part of the organization’s operations to which
the model and survey will be applied and the organizations supporting IT and OT. Selecting and
documenting the scope before completing the survey ensures that users of the survey results
understand to which part of the organization the results apply.

More thorough guidance on using the model, selecting a facilitator, and scoping the evaluation
can be found in the supporting C2M2 Facilitator Guide.’

4.2 Perform an Evaluation

The organization should select the appropriate personnel to evaluate the function in scope
against the model practices. Participation by a broad representation across the parts of the
organization being evaluated yields the best results and enables internal information sharing
about the model practices. Personnel selected to participate in the evaluation should include
operational personnel, management stakeholders, and any others who could provide useful
information on the organization’s performance of cybersecurity practices in the model.

Upon completion of the evaluation, a scoring report is generated that shows maturity indicator
level results for each domain. This report provides a picture of the current state of practices
relative to the model for the unit evaluated. The report should be reviewed with the evaluation
workshop participants, and any discrepancies or questions should be addressed.

4.3 Analyze Identified Gaps

The scoring report from the evaluation will identify gaps in the performance of model practices.
The first analysis step for the organization is to determine whether these gaps are meaningful
and important for the organization to address.

It is not typically optimal for an organization to strive to achieve the highest MIL in all domains.
Rather, the organization should determine the level of practice performance and MIL
achievement for each domain that best enables it to meet its business objectives and
cybersecurity strategy. The organization should identify its desired capability profile—a target
MIL rating for each domain in the model. This collection of desired capabilities is the
organization’s target profile.

For organizations using the model for the first time, a target capability profile is typically
identified after the initial evaluation. This gives the organization an opportunity to develop
more familiarity with the model. Organizations that have more experience with the model have
often identified a target capability profile before undergoing an evaluation. The appropriate
organizational stakeholders should select the desired profile. This might be a single individual

’ The C2M2 Facilitator Guide may be downloaded from http://energy.gov/node/795826.
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with expertise in the function’s operations and management, but it is likely to be a collection of
individuals.

The desired profile can then be examined against the results from the evaluation workshop to
identify gaps that are important to the organization because they represent differences from
the desired capability profile.

4.4 Prioritize and Plan

After the gap analysis is complete, the organization should prioritize the actions needed to fully
implement the practices that enable achievement of the desired capability in specific domains.
The prioritization should be done using criteria such as how gaps affect organizational
objectives, the importance of the business objective supported by the domain, the cost of
implementing the necessary practices, and the availability of resources to implement the
practices. A cost-benefit analysis for gaps and activities can inform the prioritization of the
actions needed.

Next, a plan should be developed to address the selected gaps. These plans can span a period
of weeks, months, or years, depending on the extent of improvements needed to close the
selected gaps and achieve the desired capability.

4.5 Implement Plans and Periodically Reevaluate

Plans developed in the previous step should be implemented to address the identified gaps.
Model evaluations are particularly useful in tracking implementations and should be conducted
periodically to ensure that desired progress is achieved. Reevaluations should also be
considered in response to major changes in the business, technology, market, or threat
environments to ensure that the current profile matches the organization’s desired state.
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Table 4 presents a more detailed outline of the C2M2 process as described in this chapter.

Table 4: Recommended Process for Using Evaluation Results

Inputs ) Activities = Outputs
Perform 1. C2M2 Self-Evaluation 1. Conduct C2M2 Self-Evaluation C2M2 Self-
Evaluation 2 Policies and procedures Workshop with appropriate attendees Evaluation
3. Understanding of Report
‘ cybersecurity program
Analyze 1. C2M2 Self-Evaluation Report 1. Analyze gaps in organization’s context  List of gaps
Identified 2. Organizational objectives 2. Evaluate potential consequences from  and potential
Gaps Impact to critical infrastructure gaps consequences
‘ 3. Determine which gaps need attention
Prioritize 1. List of gaps and potential 1. Identify actions to address gaps Prioritized
and Plan consequences 2. Cost-benefit analysis (CBA) on actions  implementation
Organizational constraints 3. Prioritize actions (CBA and plan
consequences)
‘ 4. Plan to implement prioritize actions
Implement 1. Prioritized implementation 1. Track progress to plan Project tracking
Plans plan 2. Reevaluate periodically orin response ~ data

to major change
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5. MODEL DOMAINS

5.1 Risk Management

Purpose: Establish, operate, and maintain an enterprise
cybersecurity risk management program to identify, analyze,
and mitigate cybersecurity risk to the organization, including its
business units, subsidiaries, related interconnected
infrastructure, and stakeholders.

Cybersecurity risk is defined as risk to organizational
operations (including mission, functions, image, and
reputation), resources, and other organizations due to the
potential for unauthorized access, use, disclosure, disruption,
modification, or destruction of information, IT, and/or OT.
Cybersecurity risk is one component of the overall business risk
environment and feeds into an organization’s enterprise risk
management strategy and program. Cybersecurity risk cannot
be completely eliminated, but it can be managed through
informed decision making processes.

The Risk Management (RM) domain comprises three
objectives:

1. Establish Cybersecurity Risk Management Strategy
2. Manage Cybersecurity Risk

3. Management Activities

A cybersecurity risk management strategy is a high-level
strategy that provides direction for analyzing and prioritizing
cybersecurity risk and defines risk tolerance. The cybersecurity
risk management strategy includes a risk assessment
methodology, risk monitoring strategy, and cybersecurity
governance program. This includes defining the enterprise risk
criteria (e.g., impact thresholds, risk response approaches) that
guide the cybersecurity program discussed in the Cybersecurity
Program Management domain later in this model. The
cybersecurity risk management strategy should align with the
enterprise risk management strategy to ensure that
cybersecurity risk is managed in a manner that is consistent
with the organization’s mission and business objectives.

RISK MANAGEMENT

Example: Risk Management

Anywhere Inc. has developed an
enterprise risk management strategy that
identifies its risk tolerance and strategy
for assessing, responding to, and
monitoring cybersecurity risks. The
Board of Directors reviews this strategy
annually to ensure that it remains
aligned with the strategic objectives of
the organization.

Within this program, risk tolerances,
including compliance risk and risk to the
delivery of essential services, are
identified and documented. Identified
risks are recorded in a risk register to
ensure that they are monitored and
responded to in a timely manner and to
identify trends.

Anywhere Inc. maintains a network
architecture diagram that identifies
critical assets and shows how they are
connected and which ones are exposed
to the Internet. Resources like Web
servers that take requests from the
Internet are considered at higher risk
than those that do not. Assets that
directly support other assets with direct
exposure, like the database server
behind a Web server, are in the second
risk tier and so on. Anywhere Inc.
augments the risk assessment derived
from the network architecture with its
cybersecurity architecture. Since their
network diagram includes elements like
firewalls and intrusion detection
devices, an asset’s base risk is refined
depending on how it is protected by
security controls.

Final risk for each asset is a
combination of the asset’s importance
in delivering essential services and its
exposure based on the network and
cybersecurity architectures.
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Managing cybersecurity risk involves framing, identifying and assessing, responding to
(accepting, avoiding, mitigating, transferring), and monitoring risks in a manner that aligns with
the needs of the organization. Key to performing these activities is a common understanding of
the cybersecurity risk management strategy discussed above. With defined risk criteria,
organizations can consistently respond to and monitor identified risks. A risk register—a list of
identified risks and associated attributes—facilitates this process. Other domains in this model,
including Event and Incident Response, Continuity of Operations, Threat and Vulnerability
Management, and Situational Awareness, refer to the risk register and illustrate how the
practices in the model are strengthened as they connect through a cybersecurity risk
management program.

Objectives and Practices

1. Establish Cybersecurity Risk Management Strategy

MIL1 No practice at MIL1

MIL2 a. There is a documented cybersecurity risk management strategy
The strategy provides an approach for risk prioritization, including consideration of impact

MIL3 c. Organizational risk criteria (objective criteria that the organization uses for evaluating, categorizing,
and prioritizing operational risks based on impact, tolerance for risk, and risk response
approaches) are defined and available

d. The risk management strategy is periodically updated to reflect the current threat environment
e. An organization-specific risk taxonomy is documented and is used in risk management activities

2. Manage Cybersecurity Risk

MIL1 a. Cybersecurity risks are identified

b. Identified risks are mitigated, accepted, tolerated, or transferred
MIL2 c. Risk assessments are performed to identify risks in accordance with the risk management strategy
d. Identified risks are documented
e. ldentified risks are analyzed to prioritize response activities in accordance with the risk
management strategy
f. Identified risks are monitored in accordance with the risk management strategy
g. Risk analysis is informed by network (IT and/or OT) architecture
MIL3 h. The risk management program defines and operates risk management policies and procedures

that implement the risk management strategy
i. A current cybersecurity architecture is used to inform risk analysis
j. Arisk register (a structured repository of identified risks) is used to support risk management activities
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3. Management Activities

MIL1 No practice at MIL1

MiL2

Documented practices are followed for risk management activities

Stakeholders for risk management activities are identified and involved

Adequate resources (people, funding, and tools) are provided to support risk management activities
Standards and/or guidelines have been identified to inform risk management activities

MIL3

a
b
c.
d.
e
f.
9
h

Risk management activities are guided by documented policies or other organizational directives
Risk management policies include compliance requirements for specified standards and/or guidelines
Risk management activities are periodically reviewed to ensure conformance with policy
Responsibility and authority for the performance of risk management activities are assigned to
personnel

Personnel performing risk management activities have the skills and knowledge needed to perform
their assigned responsibilities
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ASSET, CHANGE, AND
CONFIGURATION MANAGEMENT

5.2 Asset, Change, and Configuration Management

Purpose: Manage the organization’s IT and OT assets, including
both hardware and software, commensurate with the risk to
critical infrastructure and organizational objectives.

An asset is something of value to an organization. For the
purposes of this model, assets to be considered are IT and OT
hardware and software assets, as well as information essential
to operating the function.

The Asset, Change, and Configuration Management (ACM)
domain comprises four objectives:

1. Manage Asset Inventory

2. Manage Asset Configuration
3. Manage Changes to Assets
4

Management Activities

An inventory of assets important to the delivery of the function
is an important resource in managing cybersecurity risk.
Recording important information, such as software version,
physical location, asset owner, and priority, enables many
other cybersecurity management activities. For example, a
robust asset inventory can identify the deployment location of
software that requires patching.

Managing asset configuration involves defining a configuration
baseline for IT and OT assets and ensuring that assets are
configured according to the baseline. Most commonly, this
practice applies to ensuring that similar assets are configured
in the same way. However, in cases where assets are either
unique or must have individual configurations, managing asset
configuration involves controlling the configuration baseline of
the asset when it is deployed for operation and ensuring that
the asset remains configured according to the baseline.

Example: Asset Change and
Configuration Management

Anywhere Inc. has an asset database.
Within that database, technology assets
are identified and prioritized based on
importance to the generation function.
The database includes attributes that
support cybersecurity operations, such
as hardware and software versions,
physical location, security requirements
(business needs for the asset's
confidentiality, integrity, and availability),
asset owner, and version of applied
configuration baseline.

Anywhere Inc. uses this information for
cybersecurity risk management
activities, including identifying which
systems may be affected by software
vulnerabilities, prioritizing cybersecurity
incident response, and planning
disaster recovery.

To maintain change traceability and
consistency, Anywhere Inc.’s change
management activities ensure that the
asset database remains current as
configurations change. All important
decisions about assets are
communicated to stakeholders,
including the asset owner, so that
potential impacts to the function are
efficiently managed.

Managing changes to assets includes analyzing requested changes to ensure they do not
introduce unacceptable vulnerabilities into the operating environment, ensuring all changes
follow the change management process, and identifying unauthorized changes. Change control
applies to the entire asset life cycle, including requirements definition, testing, deployment and

maintenance, and retirement from operation.
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Objectives and Practices

1. Manage Asset Inventory

MiL1 a.
b.

There is an inventory of OT and IT assets that are important to the delivery of the function
There is an inventory of information assets that are important to the delivery of the function (e.g.,
SCADA set points, customer information, financial data)

MiL2 .

Inventory attributes include information to support the cybersecurity strategy (e.g., location, asset
owner, applicable security requirements, service dependencies, service level agreements, and
conformance of assets to relevant industry standards)

Inventoried assets are prioritized based on their importance to the delivery of the function

MIL3

-

There is an inventory for all connected IT and OT assets related to the delivery of the function
The asset inventory is current (as defined by the organization)

2. Manage Asset Configuration

MIL1 a. Configuration baselines are established for inventoried assets where it is desirable to ensure that
multiple assets are configured similarly
b. Configuration baselines are used to configure assets at deployment
MIL2 c. The design of configuration baselines includes cybersecurity objectives
MIL3 d. Configuration of assets are monitored for consistency with baselines throughout the assets’ life cycle
e. Configuration baselines are reviewed and updated at an organizationally-defined frequency

3. Manage Changes to Assets

MIL1 a. Changes to inventoried assets are evaluated before being implemented
b. Changes to inventoried assets are logged
MIL2 c. Changes to assets are tested prior to being deployed, whenever possible
d. Change management practices address the full life cycle of assets (i.e., acquisition, deployment,
operation, retirement)
MIL3 e. Changes to assets are tested for cybersecurity impact prior to being deployed
f. Change logs include information about modifications that impact the cybersecurity requirements of

assets (availability, integrity, confidentiality)
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4. Management Activities

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for asset inventory, configuration, and change management
activities
b. Stakeholders for asset inventory, configuration, and change management activities are identified
and involved
c. Adequate resources (people, funding, and tools) are provided to support asset inventory,
configuration, and change management activities
d. Standards and/or guidelines have been identified to inform asset inventory, configuration, and
change management activities
MIL3 e. Asset inventory, configuration, and change management activities are guided by documented
policies or other organizational directives
f. Asset inventory, configuration, and change management policies include compliance requirements
for specified standards and/or guidelines
g. Assetinventory, configuration, and change management activities are periodically reviewed to
ensure conformance with policy
h. Responsibility and authority for the performance of asset inventory, configuration, and change

management activities are assigned to personnel
Personnel performing asset inventory, configuration, and change management activities have the
skills and knowledge needed to perform their assigned responsibilities
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5.3 Identity and Access Management

Purpose: Create and manage identities for entities that may
be granted logical or physical access to the organization’s
assets. Control access to the organization’s assets,
commensurate with the risk to critical infrastructure and
organizational objectives.

For the purposes of this domain, access control applies to
logical access to assets used in the delivery of the function,
physical access to cyber assets relevant to the function, and
automated access control systems (logical or physical)
relevant to the function. Improper access management
practices can lead to unauthorized use, disclosure,
destruction, or modification, as well as unnecessary
exposure to cybersecurity risks.

The Identity and Access Management (IAM) domain
comprises three objectives:

1. Establish and Maintain Identities
2. Control Access

3. Management Activities

Establishing and maintaining identities begins with the
provisioning and deprovisioning (removing available identities
when they are no longer required) of identities to entities.
Entities may include individuals (internal or external to the
organization) as well as devices, systems, or processes that
require access to assets. In some cases, organizations may
need to use shared identities. Management of shared
identities may require compensatory measures to ensure an
appropriate level of security. Maintenance of identities
includes traceability (ensuring that all known identities are
valid) as well as deprovisioning.

IDENTITY AND ACCESS MANAGEMENT

Example: Identity and Access
Management

Anywhere Inc. decides to upgrade
multiple identity and access management
(IAM) systems to a system that is capable
of supporting multifactor authentication.
The organization believes that reducing
the number of IAM systems that it
manages will enable more effective
access management.

As Anywhere Inc. prepares to migrate
legacy systems to the new |IAM system, it
discovers that some former employees
still have active accounts, some current
employees have more access than is
required for their role, and some
employees who have changed roles
within the organization still have active
accounts on systems to which they no
longer require access.

Anywhere Inc. updates its identity
management processes to include
coordination with the organization’s HR
processes to help ensure that whenever a
user changes roles or leaves the
organization, his or her access will be
reviewed and updated appropriately.

Anywhere Inc. also institutes a quarterly
review to ensure that access granted to the
organization’s assets aligns with access
requirements.

Controlling access includes determining access requirements, granting access to assets based on
those requirements, and revoking access when it is no longer required. Access requirements are
associated with assets and provide guidance for which types of entities are allowed to access the
asset, the limits of allowed access, and authentication parameters. For example, the access
requirements for a specific asset might allow remote access by a vendor only during specified
and preplanned maintenance intervals, and might also require multifactor authentication for
such access. At higher maturity indicator levels, more scrutiny is applied to the access being
granted. Access is granted only after considering risk to the function, and regular reviews of
access are conducted.
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Objectives and Practices

1. Establish and Maintain Identities

MIL1 a. lIdentities are provisioned for personnel and other entities (e.g., services, devices) who require access
to assets (note that this does not preclude shared identities)
b. Credentials are issued for personnel and other entities that require access to assets (e.g., passwords,
smart cards, certificates, keys)
c. ldentities are deprovisioned when no longer required
MIL2  d. Identity repositories are periodically reviewed and updated to ensure validity (i.e., to ensure that the
identities still need access)
e. Credentials are periodically reviewed to ensure that they are associated with the correct person or entity
f. Identities are deprovisioned within organizationally defined time thresholds when no longer required
MIL3 9. Requirements for credentials are informed by the organization’s risk criteria (e.g., multifactor credentials

for higher risk access) (RM-1c)

2. Control Access

MiL1 @

Access requirements, including those for remote access, are determined (access requirements are
associated with assets and provide guidance for which types of entities are allowed to access the
asset, the limits of allowed access, and authentication parameters)

Access is granted to identities based on requirements

Access is revoked when no longer required

MiL2

~o oo

Access requirements incorporate least privilege and separation of duties principles

Access requests are reviewed and approved by the asset owner

Root privileges, administrative access, emergency access, and shared accounts receive additional
scrutiny and monitoring

MIL3

> @

Access privileges are reviewed and updated to ensure validity, at an organizationally defined frequency
Access to assets is granted by the asset owner based on risk to the function
Anomalous access attempts are monitored as indicators of cybersecurity events

3. Management Activities

MIL1  No practice at MIL1

MIL2 @ Documented practices are followed to establish and maintain identities and control access
b. Stakeholders for access and identity management activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to support access and identity
management activities
d. Standards and/or guidelines have been identified to inform access and identity management activities
MIL3 € Access and identity management activities are guided by documented policies or other organizational
directives
f. Access and identity management policies include compliance requirements for specified standards and/or
guidelines
g. Access and identity management activities are periodically reviewed to ensure conformance with policy
h.  Responsibility and authority for the performance of access and identity management activities are

assigned to personnel
Personnel performing access and identity management activities have the skills and knowledge needed to
perform their assigned responsibilities
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THREAT AND VULNERABILITY MANAGEMENT

5.4 Threat and Vulnerability Management

Purpose: Establish and maintain plans, procedures, and
technologies to detect, identify, analyze, manage, and
respond to cybersecurity threats and vulnerabilities,
commensurate with the risk to the organization’s
infrastructure (e.g., critical, IT, operational) and
organizational objectives.

A cybersecurity threat is defined as any circumstance or
event with the potential to adversely impact organizational
operations (including mission, functions, image, or
reputation), resources, or other organizations through IT,
OT, or communications infrastructure via unauthorized
access, destruction, disclosure, modification of information,
and/or denial of service. Threats to IT, OT, and
communication infrastructure assets vary and may include
malicious actors, malware (e.g., viruses and worms), and
Distributed Denial of Service DDoS attacks.

A cybersecurity vulnerability is a weakness or flaw in IT, OT,
communications systems or devices, procedures, or internal
controls that could be exploited by a threat.

The Threat and Vulnerability Management (TVM) domain
comprises three objectives:

1. ldentify and Respond to Threats
2. Reduce Cybersecurity Vulnerabilities

3. Management Activities

Threat identification and response begins with collecting

Example: Threat and Vulnerability
Management

Anywhere Inc. examined the types of threats
that it normally responds to, including
malicious software, denial-of-service attacks,
and activist cyber attack groups. This
information has been used to develop
Anywhere Inc.’s documented threat profile.
Anywhere Inc. has identified reliable sources
of information to enable rapid threat
identification and is able to consume and
analyze published threat information, from
sources such as the United States Computer
Emergency Readiness Team (US-CERT),
Information Sharing and Analysis Centers
(ISACs), industry associations, or Industrial
Control Systems Cyber Emergency
Response Team (ICS-CERT), and begin
effective response.

When reducing cybersecurity vulnerabilities,
Anywhere Inc. uses the Forum of Incident
Response and Security Teams (FIRST)
Common Vulnerability Scoring System (CVSS)
to better identify the potential impacts of known
software vulnerabilities. This allows the
organization to prioritize reduction activities
according to the importance of the
vulnerabilities.

useful threat information from reliable sources, interpreting that information in the context of
the organization and function, and responding to threats that have the means, motive, and
opportunity to affect the delivery of services. A threat profile includes characterization of likely
intent, capability, and target of threats to the function. The threat profile can be used to guide
the identification of specific threats, the risk analysis process described in the Risk Management
domain, and the building of the COP described in the Situational Awareness domain.

Reducing cybersecurity vulnerabilities begins with collecting and analyzing vulnerability
information. Vulnerability discovery may be performed using automatic scanning tools, network
penetration tests, cybersecurity exercises, and audits. Vulnerability analysis should consider the
vulnerability’s local impact (the potential effect of the vulnerability on the exposed asset) as
well as the importance of the exposed asset to the delivery of the function. Vulnerabilities may
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be addressed by implementing mitigating controls, monitoring threat status, applying
cybersecurity patches, or through other activities.

Objectives and Practices

1. Identify and Respond to Threats

MIL1 a. Information sources to support threat management activities are identified (e.g., US-CERT, various
critical infrastructure sector ISACs, ICS-CERT, industry associations, vendors, federal briefings)
b. Cybersecurity threat information is gathered and interpreted for the function
c. Threats that are considered important to the function are addressed (e.g., implement mitigating
controls, monitor threat status)
MIL2 d. Athreat profile for the function is established that includes characterization of likely intent, capability,
and target of threats to the function
e. Threat information sources that address all components of the threat profile are prioritized and
monitored
f.  Identified threats are analyzed and prioritized
g. Threats are addressed according to the assigned priority
MIL3 h. The threat profile for the function is validated at an organization-defined frequency
i.

Analysis and prioritization of threats are informed by the function’s (or organization’s) risk criteria
(RM-1c)
Threat information is added to the risk register (RM-2j)

2. Reduce Cybersecurity Vulnerabilities

MIL1 a. Information sources to support cybersecurity vulnerability discovery are identified (e.g., US-CERT,
various critical infrastructure sector ISACs, ICS-CERT, industry associations, vendors, federal
briefings, internal assessments)

b. Cybersecurity vulnerability information is gathered and interpreted for the function
c. Cybersecurity vulnerabilities that are considered important to the function are addressed (e.g.,
implement mitigating controls, apply cybersecurity patches)

MIL2 d.  Cybersecurity vulnerability information sources that address all assets important to the function are
monitored

e. Cybersecurity vulnerability assessments are performed (e.g., architectural reviews, penetration
testing, cybersecurity exercises, vulnerability identification tools)

f.  Identified cybersecurity vulnerabilities are analyzed and prioritized (e.g., NIST Common Vulnerability
Scoring System could be used for patches; internal guidelines could be used to prioritize other types
of vulnerabilities)

g. Cybersecurity vulnerabilities are addressed according to the assigned priority

h. Operational impact to the function is evaluated prior to deploying cybersecurity patches
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2. Reduce Cybersecurity Vulnerabilities (cont.)

MIL3 i.  Cybersecurity vulnerability assessments are performed for all assets important to the delivery of the

function, at an organization-defined frequency

j. Cybersecurity vulnerability assessments are informed by the function’s (or organization’s) risk
criteria (RM-1c)

k. Cybersecurity vulnerability assessments are performed by parties that are independent of the
operations of the function

. Analysis and prioritization of cybersecurity vulnerabilities are informed by the function’s (or
organization’s) risk criteria (RM-1c)

m. Cybersecurity vulnerability information is added to the risk register (RM-2))

n. Risk monitoring activities validate the responses to cybersecurity vulnerabilities (e.g., deployment of
patches or other activities)

3. Management Activities

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for threat and vulnerability management activities
. Stakeholders for threat and vulnerability management activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to support threat and vulnerability

management activities
d. Standards and/or guidelines have been identified to inform threat and vulnerability management
activities
MIL3 e. Threat and vulnerability management activities are guided by documented policies or other

organizational directives

f. Threat and vulnerability management policies include compliance requirements for specified
standards and/or guidelines

g. Threatand vulnerability management activities are periodically reviewed to ensure conformance
with policy

h. Responsibility and authority for the performance of threat and 