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Appendix 8: VIPERS to Submit Payment Requests User
Guide

The Vendor Invoicing Portal & Electronic Reporting System (VIPERS) is a web-based system
that allows government vendors and grant fund recipients to enter invoices electronically
and delivers those invoices to other Energy-related site(s) through a secure portal for
payment. Recipients must use VIPERS to submit payment requests and to upload
documentation to support project costs, both DOE funds and cost share.

On the following pages are instructions for Registration, Login, and Invoice Submission.
Screenshots from the VIPERS system are included to guide users through the steps.

For questions about the steps required to submit an invoice electronically, contact VIPERS
Customer Service at payments@hg.doe.gov or by phone at 888-251-3557.

For system issues, contact VIPERS Technical Support at cbshelpdesk@hqg.doe.gov or by
phone at 866-834-6246, Option 4.
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Registration (Steps 1-6)

Step 1: To register with VIPERS, go to https://vipers.doe.gov/ and click on “Register for
VIPERS.”

Vendor Invoicing Portal & Electronic Reporting System

Government e-invoicing solutions made simple

User: Not Logged On

Vendor Benefits DOE Agencies Contact Us Register for VIPERS
— Welcome to VIPERS
Contact Information Terms Of Use, General Disclaimer, Security Nofice
-W nes i My Lo 0o VIPERS is a web based system that allows government vendors to enter inveices electronically and delivers these invoices to other Energy related
ednesday, May 1, site(s) through a secure portal. VIPERS was designed by the Departmeant of Energy (DOE) and supported by Eagle Harbor Solutions, LLC for DOE
o Entities and their vendors. To see if the Energy-related site that you are doing business with is enrolled in VIPERS click here
Customer Service
200 Administration Road NEED TO REGISTER? You must be registered in VIPERS before you may log in. If you have not registered, please click HERE
Oak Ridge, Tennessae 37830
Email: payments@hqg.doe gov
Phane: 1-888-251-3557 ey
— Browser Compatibility
Technical Support
Email: chshelpdesk@hq.doe.gov Windows Mac
Phone: 1-301-903-2500 or Toll Free @ s @ @
1-866-834-6246, Option 4
(Corporate Business Systems) -
Hours: 8am-6pm EST Monday- &' Firefox & 4
Friday A
E Internet Explorer ® nia
e Edge old version (recommend New) ® nia
Documents
e Edge New 4 &
General documents
FAQ 0 Opera & 4
@ Safari nia &
Note: It is recommended that you always use the latest browser version.
Note to tablet users: VIPERS can be used on any tablet that supports one of the listed browsers
Click here to perform a browser test
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Step 2: Review the Terms of Use and the bulleted information. Next, click the box beside “I
have | have read and agree to the terms of use” and click “Begin Request Process.”

<« G ) 3| https://vipers.doe.gov/RequestAccess.... & a9y {:3 ED 'if\f

&3

Vendor Invoicing Portal & Electronic Reporting System

Government e-invoicing solutions made simple

Not Logged On

Register for VIPERS

— Request Access
It iz very IMPORTANT that you wnderstand the following:

= This sccess request is for the WVIPERS Portal and is subject 1 the Terms Of Use.

Upon comgletion of the sccess request section a notification sl be sent to the come iny point of contact (POC) satup in the SAM system (System for Award Management) or DOE Accounting
System.

Upon review the POC will sither confirm or deny your request.

If confirmed, you will receive a one time temporary password to 3ccess VIPERS to complete the setup of your credential.

The POC will have up to 2 weeks to revisw your request.

Imgartant: Maks sure that our domain DOE.GCV can send you emai by putting us in your trusted senders list

Crhenwise you might not be able to confirm your acoess since some systems block this type of email as spam.

Irrmrtant: in order to access this system you must ether have 3 government issued PN, LOGIN.GOV credential or Userd/Password.

P s cau and e to the terms of use.

| = Begin Reguest Process

Step 3: Fill out your Profile information and click “Check and Submit Profile.”

Vendor Invoicing Portal & Electronic Reporting System

Government e-invoicing solutions made simple

User: Not Logged On

Vendor Benefits DOE Agencies Contact Us Register for VIPERS

—Request A
Itis very IMPORTANT that you understand the following:

+ This access request is for the VIPERS Portal and is subject to the Terms Of Use

Upon completion of the access request section a notification will be sent to the company peint of contact (POC) setup in the SAM system ({System for Award Management) or DOE Accounting
System.

Upen review the POC will either confirm or deny your request

If confirmed, you will receive a one time temporary password to access VIPERS to complete the setup of your credential

The POC will have up to 2 weeks to review your request.

Important: Make sure that our domain DOE GOV can send you email by putting us in your trusted senders list

Otherwise you might not be able to confirm your access since some systems block this type of email as spam.

Important: In order to access this system you must either have a government issued PIV. LOGIN.GOV credential or Userld/Password

1 have read and agree to the terms of use.

| =) Begin Reguest Process |

—Profile Information

Your Name:

Phone (Phone, Ext, Country Code): |
Email Address:
Confirm Email Address:

| Check and Submit Profile |

USA.gov | E-GOV | The White House | Leam about the Department of Energy's Vulnerability Disciosure Program

Recipient Guide to Award Negotiation and Administration




U.S. DEPARTMENT | Office of Indian Energy Appendix 8: VIPERS to Submit Payment Requests User Guide
of ENERGY | Policy and Programs December 2025

Step 4: On the Select Energy Site dropdown, select “Department of Energy.”

Select Energy Site: | Depariment of Energy

Once you verify you have the required information to validate your registration, click the
circle beside “Yes. | have the required information and will validate online.”

Select Energy Site: | Depariment of Energy

Required Energy Site Security Information

Note: The Energy site security policy requires the following pieces of information to request access,

» U.S. Taxpayer |dentification Number (EIN, SSN, ITIN)
» Site provided Purchase Order or Award Number

(O Yes. | have the required information and will validate online.

Site Security Administrator(s)

Name Phone I Email Address
Corporate {301) 203-2500 or Toll Free (866)
Business 834-6246, Option 4 {Corporate cbshelpdesk@hqg.doe.gov
Systems Business Systems]

Step 5: Enter your US Tax ID (EIN). Next, for the field labeled Site provided

Contract/Purchase Order/Award, enter your DOE Indian Energy award number, which is
in this format: DE-IEO000XXX. When complete, click “Validate Security Info.”

NOTE: The Award Number is located in Box 1 of the Award Agreement.

Required Energy Site Security Information

Note: You must provide below information for online validation.
Tax Id: (no dash) #zzzzzeze

AR

Site provided Contract/Purchase Order/Award:

| &) Validate Security Info |

LI wn al L LI L m
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Step 6: Once this step is completed, an email notification will be sent to the Point of
Contact (POC), who will review and approve your request. When your POC approves your
request, you will receive an email from viperssupport@hg.doe.gov with instructions on
how to complete your registration. Your “Message from VIPERS - VIPERS Access Approval”
willinclude a link and temporary password to access VIPERS.

NOTE: The Point of Contact is the person identified in the SAM.gov registration as the Entity
Administrator.

If you have questions, review Frequently Asked Questions (FAQ) on VIPERS, or contact
Customer Service at payments@hgqg.doe.gov or 1-888-251-3557.

& & A (1 httpsy//vipers.doe.gov/RequestAccess... & AY % 3 th =

Vendor Invoicing Portal & Electronic Reporting System
Government e-invoicing soludons made simple

User: Not Logged Om

Register for VIPERS

R

i Access
It is very IMPORTANT that you enderstand the following:

= This sccess request is for the WVIPERS Portal and is subject 1o the Terms OF Use

= Upon comgletion of the occess request s2ction & notification will ke s=nt to the company point of contact (POC) setup in the SAM system (System for Award Management}) or DCI
System.

= Upon review the POC will sither confirm or demy your regusst.

= |fconfirmed, yeou will receive @ one time temporary password to sccess VIPERS to complete the setup of your credentisl.

= The POC will have up to 2 weeks to review your request.

= |mgortant Make sure that our domain DOE.GOW can send you emai by putting us in your trusted senders list
Citherwize you might not be able to confirm your acoess since some spstems block this type of email as spam.

» |moortsnt: in order to access this system you must either have a government issued PV LOGIN. GOV credentisl or Ussdd/Password.

| have read 2nd agree to the terms of use.
= Begin Reguest Process |

—Profile Information

Your Name:
Phone [Phone, Ext, Country Code): 20z ¢
Email Address:
Confirm Email Address:

Mexst, choose an Energy site from the drop down Bsted below

Salect Energy Site: | Department of Enegy -

—Required Energy Site Security Information

Mote: You must provide below information for online validation.

Department of Energy Employes? [
Tax Id: {no dash)| sessssses
Site provided Contract/Purchase OrderfAward: | or L0000

MK

By Validate Security Info
Fill in the security information then click the Validate Security Info button.
Site Security Administratoes!

ame Fhone Email Address
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Login to VIPERS (Step 7)

Step 7: Go to the https://vipers.doe.gov Login Tab, review the Terms of Use, and click the
box indicating you agree with them.

Users can use the current process of Multi-Factor Authentication (Username/Password),

or users can access the system with their Login.gov account. Both methods are shown
below.

If you choose to use a Login.gov account, the Login.gov account must have the same email
address as the user’s VIPERS account, and the user must prove identity through a social
security number, address, and/or U.S. based state-issued identification.

<~ O m [ https;/fvipers.doe.gov/loginaspx € A [} Y {3 o0 =

&

Vendor Invoicing Portal & Electronic Reporiting System

Government e-invaoicing solutions made simple

User: Nt Logged On

Vendor Benefits DOE Agencies Contact Us Register for VIPERS

— Login

IMPORTANT: *You must be registered in VIFERS before you may use one of the following login methods.
1f youhaus sasangistsred | please click HERE.

[ 1 agre to the Tums o Use

Contact Information
Tuesday, Aaril 23, 2024

‘Customer Service

200 Administration Road

0zk Ricge, Tennassee 37830
Email: payments@ha.doe. gov

- - - Available Login Methods - - -

Multi-Factor
Prone: 1-888-25(3557 DLOGIN.GOV Autheacation.
Technical Support - Lis= LOGIN. GOV issued {Usemame/Password)

Email: chshelpdeskifihg.dos.gov
Phone: 1-301-303-2500 or Toll Free
1-866-634-6244, Opton 4
{Corporate Business Systems)
Hours: Bam-Spm EST Monday-
Friday

Documents:

General documents
FAG

credential to suthenticste

Motz ARl actve DOE / DOD users
cannot use this method.

- Use DOE P/ DOD CAC tor
authenticatz

cannot use this method.

M i s ot

ote: All active DOE / DOD users

Musl agres (o the Teems of Use Befane login

— News

Login Changes
Friday Mah 10, 2023

In response to Exscutive Order 14028, Impraving the Nation's Cybersecurity, the
‘Vendor Invaicing Portal & Electronic Reporting System (VMIPERS) has implemented
addiional Multi-Factor Authertication options.

Users will notice a new process for signing into VIPERS. If the user has an actve
Personsi Identity \erification (FTV) card (e.g., HSPD-12 badgs) they will be required
to use at log in. AF other users can use the cumant process of usemame and
password (MFA), or users can acoess the systern with their Login.gov sccount. The
Login gow account must have the same email sddress as the user's VIPERS account
and the user must prowe identity through 3 social sscurity numniber, address, andior
U5, bazed state-izsued identification.

If you have any questiens. please contact DOE's CBS Helpdesk at
chshelpdeskifiha. dos gov.

Dielays in 5AM Registrations and Renewals
Frday Juns 24, 2022

Far vendars with SAM registrations expiring within the next 00 days, pleass renaw
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Login with Login.gov.
1. Click on the LOGIN.GQV button.

&) ] ] https://eams-hub.oneid.energy.gov/hu.. & A % i i} i= %

‘endor Invoicing Portal & Ef

Sign on with a Smart Card or Security Key

@ PIV Card @8 CAC

Sign on with another account

DLOGIN.GOV

2. Enter your email address and password, then click the Sign in button.

&« C m 1 httpsy//securelogingov 2 A a m = Q

23 Anofficial webste of the Usted States goverment Hers's bow you kngw

0 LOGIN.GOV nne lD

8o®

DOE - OnelD is using Login.gov to
allow you to sign in to your account
safely and securely.

Signin Create an account

Signin for existing users

Email address

Password

] Show password
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Login with Email Address and Password.
1. Click the box to agree to the Terms of Use.

2. Enter your email address and password.
3. Click the Login button.

&< O m 21 httpsy//vipers.doegov/loginaspx & A [0 % 3 o =

3]

Vendor Invoicing Portal & Electronic Reporting System

Government e-invoicing solutions made simple

User: Not Logged On

Hews ‘Vendor Benefits DOE Agencies Contact Us Register for VIPERS
Login
Eonlact Information IHPOHTAHT You m{s‘ te registered in VIPERS befors you may use one of the following login methods.
If woasds m pi=ace click HERE.
Tussdey Aol 23, 2024 Iagr:e 1o the Tams o use
Customer Service -
200 Adminisration Road Pazzwond:
Ok Ridge, Tennesses 37830
Emazil: payments@hq.doe.gov | Logn |

Phaone: 1-B88-251-3557 Plazse enter your cradentials

Technical Suppart
Email: cbshelpdesk@hg.dos.gov
Phonz: 1-301-903-2500 or Toll Free

- ] "3 ' A Ihu

1-866 B34 6245, Option 4 MNews Us
{Corporate Business Systems) " ;

Login Changes Credit Bureau, Inc
'F‘n";;‘ Barm-Spm EST Marday- Friday, March 10, 2023

¥

In response to Executive Order 14028, Improving the Nation's Cybersscurity, the

‘Wendor Imucicing Portal & Electronic Reporting System (WIPERS) has implementsd

additional Mutti-Factor Authentication options.

\Users will notice 3 new process for signing into VIPERS. If the usar has an active

Decuments Personal |dentity Verifiestion (FTV) card (e.g.. HSPD-12 badgs] they will be reguired

b wse &t bog in. AN other users can use the current process of usemame and
Geners| docurnents password (MFA), or users can access the systam with their Login.gow sccount. The
FAG Login_gov account must have the same email address as the user's VIPERS account Hathy Edwsrds - President

and the user must prove identity throwgh 3 social security numier, address, andfor
.5, basad state-isswed identification.

If you have any questions. plesse contsct DOE's CBS Helpdesk at HAT Enterprises, Inc
n P Eh
cosheipdesiEba dos o m ic one of the best

Deelays in 5AM Registrations and Renewals
Fridsy Juns 24, 2022

Fior vendors with SAM registrations expiring within the nesxt 80 days, plesse renew
wour registration at your earliest convenisnce. SAM gov is experiencing processing
delsys with the new Ernny‘u‘alldauor Process. Read mo 5is about the
requeremnents here: GEAFSD Tier 0 Knowled; 3 your entity

Wastren Advantage, Inc
Receipt|s) for Employee Reimbursements £ R 5l
Tuesday, August 17, 2021 WIPERS is an excsallent billing tool

simgle and it allows us to easily tr

IF submitting an submission to payment.

Shemy J. MzCreary - Finance Manager

VIPERS Two-Factor Authentication Is Mandatory April 12th
Rdonday March 28, 2024

Effective Agri 121h, Two-Faclor Authenticalion will be mandatory for all Department af
Energy VIPERS accawnts

Wi oSl

your account on or afler that date, you will be required i select your
prefermed melhad {mobie phone ar emai) (o receive 2 readam one-lime PIN when wsing
your Logon B0 and password

2013 VIPER 5 Survey Rasults
Wednesdzy, November 20, 2013

Thanks to everyone who participaied in our annual VIPERS survey. Click here o see
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Invoice Submission (Steps 8 - 10)

Step 8: Create an invoice by clicking the Actions tab then the “elnvoicing” button as
shown in the screenshot below.

Vendor Invoicing Portal & Electronic Reporting System

Government e-invoicing sclutions made simple

User: brian.grubb@science.doe.gov

Main || Actions |

| =
R el Welcome to VIPERS

I Funding
c ‘ i Terms Of Use, General Disclaimer, Security Notice

| i
,j;r,“,‘, Frome - VIPERS is a web based system that allows government vendors to enter inveices electronically and delivers these inveices to other Energy related

TuesuZiEahriary 2 <7 site(s) through a secure portal. VIPERS was designed by the Department of Energy (DOE) and supported by Chickasaw Nation Industries / Global

Solutions for DOE Entities and their vendors. To see if the Energy related site that you are doing business with is enrolied in VIPERS click here.

News Vendor Benefits DOE Agencies Contact Us Logoft Admin

Customer Service

200 Administration Road

(Qak Ridge, Tennessee 37830
orfscmail@science.doe.gov
Phone: 1.855.eVipers (384-7377) 5
Browser Compatibility
Technical Support

VipersSupport@science.doe.gov Windows Mac

@ Chrome L4 g

Step 9: From the elnvoicing screen,

e STEP 1. Choose an Energy-related site. Select “Department of Energy” from the
dropdown box.

e STEP 2. Choose a Company dropdown box. Select the name of your entity.
o C(Click on “Start Invoice Process.”

e Thenclick onradio button “Invoice from a list of site provided Award/Order
Numbers?”

Vendor Invoicing Portal & Electronic Reporting System

Government e-invoicing solutions made simple

User: tweedie.doe@ee.doe.gov

Main Actions Mews Vendor Benefits DOE Agencies Contact Us Logoff

— elnvoicing
MNaote: Start the invoice process:
1. Choose Energy-related site from the list
2. Choose Company (if more than one listed) from the list.
3. Follow the screen directions.
STEP 1. Choose an Energy-related site:

| Department of Energy |

— Energy Site

Department of Energy Customer Service

Oak Ridge Payment Services Team Oak Ridge Payment Services Team
200 Administration Road (B88) 251-3557

Oak Ridge, TN 37830 payments@hg.doe.gov

STEP 2. Choose a Company:
| Doe, Tweedie Nmn 5

|i'i> Start Invoice Process |

—Invoicing Options - {choose one)

) Invoice from a list of site provided Award / Order Numbers?

USA.gov | E-GOV | The White House
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Step 10: In the next screen, on the Select Award/Order Number tab (see yellow circle),
select the correct award number to use for your invoice from the dropdown list.

Select Award / Order Number
Choose a PQ frum the list by clicking on its row.

I
(Awards / Order Funau.g
Number} et | Payment Office Contact(s) Invoice Approveri(s) FormType
‘ ‘ |7 |

—

Next, under the Verify Banking tab (see yellow circle), review the information on the page
and ensure it is correct. Click on the “Verify” button at the bottom of the screen.

Select Award / Order Number _\'.
Choose a PO from the list by clicking on its row.

(Awards / Order
Number)

Funding
Report

Payment Office Contact(s) Invoice Approver(s)

FarmType
| |

Under the Create Invoice tab (see yellow circle below), fillin the required invoice fields and
click the “Certify and Submit” button at the bottom of the screen.

Select Award / Order Number \ § .

Choose a PO from the list by clicking on its row.

(Awards / Order
MNumber)

Funding
Report

Payment Office Contact(s) Invoice Approver(s) FormType

||

After you submit the invoice, you will be prompted to attach your supporting
documentation.

If you have any questions about the steps required to submit an invoice electronically,
please contact customer support at payments@hqg.doe.gov or by phone at 888-251-3557.
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