
FEMP Summer CAMP (Courses Aligned with Mission Priorities)

Resilience Results 
and Metrics​
T02-S02, August 5th, 2025



Keith Benson

Director – Energy Navy Shore TYCOM / Navy Installations 
Command 



Session Learning Outcomes

1. Recognize the core components of effective resilience planning 
for mission-critical infrastructure.

2. Identify metrics and results that define successful resilient 
operations.

3. Evaluate real-world strategies for sustaining operations during 
disruptions.

4. Recognize the value of cross-sector collaboration in resilience 
program development.



Nicholas Judson, Ph.D.

Associate Group Leader

MIT Lincoln Laboratory



Critical Infrastructure, Services, and Networks
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The Inevitability of Infrastructure Failure
Every infrastructure system: energy, water, communications, will fail.

These failures introduce risks to national defense missions when infrastructure is most needed.

Cyber / Control System AttacksNatural Disasters Physical Attacks

23 October 2022

Russia strikes have crippled power plants across 
Ukraine in recent days
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Black Start Exercises
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Analysis and 
Exercise Locations

11 2117 4 27• MIT LL has performed 50+ energy 
resilience assessments for DoD

• Black Start Exercises provide 
awareness of actual system 
capabilities during real outages

• 30+ exercises to date

Energy Resilience Analysis
Energy Resilience TTX
Black Start Exercise



Common Energy Challenges Found During 
Previous Exercises

Widespread communications disruptions from unsupported core/facility comms equipment 
Unpowered “noncritical” support functions: HVAC, cold storage, water systems, child care
Untested or nonexistent generator refueling plans, unpowered bulk fuel distribution
Untested backup locations without sufficient backup power/comms/personnel capacity
Insufficient backup for access, safety, and security systems
Key individual essential for infrastructure operations and troubleshooting

Inadequate infrastructure 
funding and staffing

Failing and misconfigured 
equipment and systems

Misconceptions enabled by 
inadequate testing

HVAC: Heating Ventilation and Air Conditioning
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In the Current Electric Utility Business Model, 
Consumers cannot get…

Timely delivery of the quantity of power needed to 
respond to increase demands for electrification …

• >70% of the U.S. grid is 25+ years old

• 2x increase in utility growth forecasts from 2022 to 
2023

• ▴160% growth in data center power demand by 
2030

• 1,250 GW incremental capacity from wind and solar 
projects waiting to integrate into the grid (same as the 
current capacity of U.S. power plants) 

• 4-7 yrs on average to move from design to 
implementation for new generation?

• ▴300% Congestion increase

At the quality needed to meet operational 
imperatives for resilience and reliability …

• 3.7x more reported cyber attacks and 
physical terrorism incidents than five years 
ago

• >100 outages tied to severe weather on 
average over the past five years (double the 
average from early 2000s)

• >8 hours Overall frequency and length of 
power outages on the rise due to mix of 
other issues listed here of outages on 
average with US customers in 2022

• ▴19.5% increase in coal burned in the U.S. 
in 2023
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Six Elements of a Distributed Utility Business 
Model
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Introduction

Problem:
Data-driven decision making is difficult due to 
commodity usage data being reported in a 
tabular, unstandardized format.

Solution: 
Web-application that consolidates and 
transforms consumption data into an easily 
digestible format, including charts, reports, 
and geospatial visualizations… that we call 
the Energy Visualization Module (EVM)



Features
• Charts
• Reports
• Map
• Hazards & Flood

Data Analysis & Sources
• Energy and Water Intensity
• Consumption breakdown by 

region, installation, facility
• ASHRAE Building Standards & 

Reduction Potential
• Estimated Cost Data
• Reliability Metrics
• Resiliency Analysis
• Data Anomalies
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Application & Data 

Example DUERS export for Naval Base ABC from the 
IEPS Toolsuite DUERS . 



FEMP Summer Workshops

Questions?
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This Training Is Accredited
How to obtain your CEUs:
1. Log in to https://edu.wbdg.org/ using your WBDG credentials

• The assessment and evaluation will be made available to attendees 
at 8:00am ET on Monday, August 11th 

• The assessment and evaluation will close on September 22nd 
2. In the list of trainings you attended, click on the Visit link by the course 

you wish to complete
• If the course you’re looking for is not listed, click on My Account in 

the top right menu
• If you still can’t find your course, contact the WBDG support team to 

check your eligibility
3. Complete the assessment with a score of 80% or above
4. Upon passing the assessment, click the Post-Evaluation Survey button
5. Complete and submit the evaluation
6. Click Download Your Certificate to generate your certificate of 

completion, which can be downloaded for your records
Questions or issues? Contact WBDG Support at wbdg@nibs.org.

What’s an IACET CEU?
A continuing education unit 
(CEU) from the International 
Association for Continuing 

Education and Training 
(IACET) equals 10 hours of 

learning in an approved 
program for licensed or 
certified professionals.
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FEMP Summer CAMP (Courses Aligned with Mission Priorities)

Thank You



Connect With FEMP!
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Stay connected with FEMP by 
subscribing to newsletters, 

following along on LinkedIn, and 
submitting questions to the 
Technical Assistance Portal.

Ask Questions

Find Trainings

Subscribe

Follow FEMP

Visit FEMP’s Technical 
Assistance Portal.

Explore the FEMP 
Training Catalog to find 

live and on-demand 
trainings and events.  

Receive periodic emails 
to stay informed.

Follow FEMP on 
LinkedIn for of-the-

moment news.  

https://www.energy.gov/femp/femp-assistance-request-portal
https://www.energy.gov/femp/femp-assistance-request-portal
https://www.energy.gov/femp/federal-energy-management-program-training-catalog
https://www.energy.gov/femp/federal-energy-management-program-training-catalog
https://www.energy.gov/node/3532709
https://www.linkedin.com/company/doefemp
https://www.linkedin.com/company/doefemp

	Resilience Results and Metrics​
	Keith Benson
	Session Learning Outcomes
	Nicholas Judson, Ph.D.
	Critical Infrastructure, Services, and Networks
	The Inevitability of Infrastructure Failure
	Black Start Exercises
	Common Energy Challenges Found During Previous Exercises
	Guy G. Warner
	In the Current Electric Utility Business Model, Consumers cannot get…
	Six Elements of a Distributed Utility Business Model
	Matt Kime
	Introduction
	Application & Data 
	Questions?
	This Training Is Accredited
	Thank You
	Connect With FEMP!



