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Executive Summary 
The DOE Enterprise Data Strategy sets a comprehensive framework to collaboratively 

leverage data across the Department, aligning with our mission and future goals by 

prioritizing value-driven activities and strategic investments to enhance informed 

decision-making. 

Vision 

Collaboratively unlock the full potential of DOE’s diverse unique data landscape to drive 

informed decisions that scale impact across energy, science & innovation, safety & 

security and operational missions. 

Guiding Principles 

1. Treat Data as a Strategic Asset 
2. Align to Community Best Practices 
3. Measure & Solve for What Matters 
4. Embrace Incremental Progress 
5. Foster Continuous Learning & Data Fluency 
6. Design for Scale & Collaboration 

Goals & Objectives 

Goal 1: Establish & Scale Federated Data Governance & Stewardship 
1.1 Implement coordinated data governance structures across DOE to mature 
our governance model & better integrate data communities. 
1.2 Define & promote frameworks that advance data management & quality 
practices at an enterprise scale. 
1.3 Partner with DOE, Federal & industry thought leaders to elevate Department-
wide data security controls to protect our Nation & critical assets. 
1.4 Mature & regularly evaluate data stewardship practices. 

 
Goal 2: Build & Maintain Data Architecture & Infrastructure Foundations 

2.1 Promote shared data reference architectures, services & solutions that 
provide the scalability & flexibility required for advanced analytics & AI 
capabilities. 
2.2 Adopt an application programming interface (API)-first approach enabling 
system interoperability to secure & scale data access & discovery. 
2.3 Accelerate processes for onboarding & deploying emerging capabilities that 
improve accessibility, usability & security of data, analytics & models. 
2.4 Unify identity & access management solutions to enable collaboration 
through seamless governance & security controls. 
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Goal 3: Strengthen Capabilities That Improve Discoverability, Usability, Quality & 
Trustworthiness Of Our Data 

3.1 Deploy & maintain an enterprise data catalog that serves as DOE’s 
comprehensive data inventory. 
3.2 Scale metadata standards to drive data consistency, discoverability & 
interoperability. 
3.3 Promote best practices that accelerate access to data for authorized 
Department & public stakeholders. 

 
Goal 4: Foster & Sustain Our Next Generation Data & Analytics Workforce 

4.1 Define data skills, competencies & professional development pathways to 
mature DOE’s data & analytics workforce. 
4.2 Define standard roles & responsibilities to build a strong talent pipeline of 
critical data & analytics practitioners. 
4.3 Enhance existing department-wide Communities of Practice to accelerate 
knowledge sharing & upskilling. 
4.4. Strengthen institutional knowledge management, sharing & collaboration 
across data & analytics communities. 

 
Goal 5: Ensure the Sustainable Use of Data for AI 

5.1 Strengthen practices, integration points & tools to promote discoverability for 
development & governance of AI. 
5.2 Implement data management & governance practices for effective & 
appropriate use of data in analytics & AI. 
5.3 Build transparent practices in end-to-end data & AI lifecycles to securely 
harness AI. 
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Introduction 
The mission of the U.S. Department of Energy (DOE) is to address energy, 

environmental and nuclear challenges through transformative science and technology 

solutions to ensure America’s security and prosperity. DOE’s Program and Staff Offices, 

Power Marketing Administrations, National Labs, Field Sites and Plants - collectively 

referred to as DOE “components” in the remainder of this document - catalyze the 

transformative growth of emerging technology with basic and applied scientific research, 

as a cornerstone of U.S. economic prosperity. DOE hosts and supports an expansive 

ecosystem of unique capabilities that advance our mission, producing or providing vast 

amounts of valuable data in many forms. Obtaining sound information from and 

safeguarding the many different types of data that DOE creates, hosts and supports is 

essential to effectively fulfilling our mission. 

We stand at an inflection point for optimizing and managing data assets. Rapid 

advancements in AI capabilities present exponential and exciting opportunities to unlock 

the power of data to advance mission priorities like never before, from revealing 

profound scientific insights to optimizing facility operations, mitigating security threats, 

and building the energy economy. These emerging capabilities have also exposed the 

various challenges of translating data into impactful results, including managing the data 

lifecycle, ensuring appropriate data use, providing effective security and enabling 

advanced analytics. As DOE explores new ways to take advantage of growing AI 

capabilities within the context of our complex data landscape, we must continue to 

protect data privacy, embed mechanisms to enable transparent AI practices, safeguard 

our strategic assets and build robust infrastructure that mitigates risk and continues to 

effectively steward investments. 

DOE must remain a thought leader as we navigate this critical crossroad. Our role 

extends beyond being a thought leader to joining our Federal, academic, private and 

public partners in establishing best practices and provisioning the resources to mature 

the data foundations required to realize the power of emerging capabilities. Our 

leadership relies on strong strategies and coordinated governance structures that 

enable effective data and analytics infrastructure, foster innovative solutions to 

challenges and promote workforce readiness. With this culture, we can unlock the full 

potential of our data to enable new opportunities to inform decisions that impact the 

security and scientific innovation shaping the future of our nation and world. 

Enterprise Data Management at DOE 

The Department’s scope and scale of managing data as a strategic asset spans 

defense and national security, research, development, power production, grants, 

oversight and innovation responsibilities. Our data is federated based on highly 

nuanced and often interconnected mission areas, data domains and organization-
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specific requirements. There are many considerations involved in determining how to 

most effectively govern the data DOE creates, manages, or hosts based on these 

complex tiers of requirements. For example, there are variations in how data is 

managed among our National Laboratories, Field Sites and Plants and across the 

broader DOE ecosystem; each data-generating effort must consider contract 

requirements, cross-government research agreements and mission needs. 

In this document, any references to “data” and “our data” includes all data that DOE is 

responsible for stewarding, which is inclusive of DOE-generated data, data DOE is 

licensed or provided usage rights to, and DOE-supported publicly shared data. 

Realizing DOE’s mission to its fullest potential will require us to embrace a mindset that 

respects the unique intricacies of managing business, scientific research or other data 

and while also embracing the need to explore and act on the interconnectedness of our 

various data domains. Formally defining the granular tiers of data domains and related 

governance processes for DOE-managed data is a significant undertaking and a key 

priority within this Data Strategy, serving as a foundational pre-requisite to enable many 

other strategic objectives. In the interim, the informal data domains noted in Figure 1 

can be used to understand common categories of DOE “enterprise” data domains 

considered in scope for this Data Strategy. 
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The Office of the Chief Information Officer (OCIO) established an Enterprise Data 

Management (EDM) Program to serve as one mechanism to deliver on DOE’s mission. 

The EDM Program connects DOE components with the guidance, tools and support to 

respond to legislative requirements, like those defined in the Foundations for Evidence-

Based Policymaking Act of 2018 (Evidence Act) and seamlessly integrate enterprise 

data goals and best practices into existing priorities and operations. The EDM Program 

supports the operations of the Department’s Data Governance Board (DGB). The DGB 

is DOE’s official, collective data governance body, required by the Evidence Act to “set 

and enforce priorities for managing data as a strategic asset to support the agency in 

meeting its mission.” The DGB, comprised of senior data Federal employee 

representatives across DOE, advises on data-related matters across the Department 

and reports recommendations and decisions to Departmental leadership. 

The EDM Program (see Figure 2) operates to serve in a broader crosscutting role for 

DOE data-related priorities, working closely with the DGB to support OCIO to convene 

DOE components to design and execute strategic data management, governance and 

analytics objectives at an enterprise scale. The EDM Program is a vital connector for 

data-related communities across DOE, promoting the adoption of best practices and 

thought leadership to address complex challenges. A core principle of the program is to 

elevate and scale existing examples of excellence across DOE components to avoid 

“reinventing the wheel,” accelerating problem solving and innovation. 

 

https://www.congress.gov/bill/115th-congress/house-bill/4174
https://www.congress.gov/bill/115th-congress/house-bill/4174
https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf
https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf
https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf
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Our Collective Approach to Creating the FY25-28 DOE Enterprise Data 
Strategy 

DOE’s mission and culture is rooted in creating transformational knowledge, insights 

and solutions across a wide range of scientific, technical and professional domains. To 

advance our mission, we steward 17 National Laboratories, host world-class scientific 

facilities and world-leading computing capabilities, are the nation’s largest supporter of 

basic research in the physical sciences, and build collaborations with Federal, industrial, 

academic and international partners. Our commitment to remaining at the forefront of 

scientific research, national security, unleashing American energy drives us to construct 

a comprehensive data strategy for the entire enterprise. 

This Data Strategy goes beyond compliance to be a unifying vision and roadmap for the 

needs and aspirations of our complex ecosystem, DOE components and stakeholder 

communities. Elements of our Data Strategy directly align to requirements and best 

practices defined in legislative statutes, national security requirements and 

administrative orders. Additionally, developing a Data Strategy that resonates at an 

enterprise scale for an organization as nuanced and varied as DOE required intentional, 

extensive inputs from data, analytics and AI practitioners across every type of DOE 

component. This document, and the Department’s confidence in it, would not be 

possible without the invaluable contributions of hundreds of individuals across DOE’s 

Program and Staff Offices, Power Marketing Administrations, National Laboratories, 

Field Sites and Plants and the full commitment of OCIO and broader Departmental 

leadership. 

The dedicated engagement and candid conversations with these components across 

interviews, capability assessment surveys, workshops and other extensive discovery 

activities over a 6-month period were instrumental to the Data Strategy. Together, we 

generated the strategic goals, objectives and measures of success described in this 

document. Our goals and objectives aim to create tremendous value, support data-

driven decision-making, create operational efficiencies and serve as the baseline for 

meaningful, sustainable investments that accelerate respective areas of mission 

success. 

This Data Strategy sets a strong enterprise “North Star” to guide DOE components 

through enterprise-wide activities and investments. Most importantly, our Data Strategy 

focuses on providing flexibility in subsequent implementation activities for DOE 

components to respond to the unique needs of respective mission areas and adapt to 

the inevitable unknowns to come with new innovations and external and environmental 

influences. The corresponding implementation approach for this Data Strategy must 

accommodate the variations within DOE’s data landscape. These considerations are 

detailed in the following section. 
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Our Path Forward: Implementing the Enterprise Data Strategy 

To navigate the intricacies of DOE’s data and drive sustainable progress towards our 

identified goals and objectives, our implementation activities must align to and account 

for the federated nature of the Department. Our implementation approach must continue 

to be inclusive of all stakeholders and account for factors including but not limited to 

relationships between ever- growing and changing data domains; considerations of 

needs for classified and unclassified environments; ensuring consistency with national 

security requirements; and the balance of promoting innovation with risk mitigation. 

DOE’s implementation approach began in tandem with the development and publication 

of this Data Strategy. Extensive feedback from engagement with DOE components 

served as inputs to detailed activities, data types impacted, measures of success and 

other indicators that will guide progress towards objectives.  

The EDM Program will be leveraged as a mechanism for data communities and will 

support the power of integrated, tactical teams of talented data stewards, data 

architects and other data and AI practitioners across DOE to develop and execute 

initiatives. Relevant DOE components will be engaged to collaborate on shaping, 

funding and executing strategic efforts. These initiatives will advance our strategic 

objectives and foster a more efficient and aligned data ecosystem.  

This continued level of cross-DOE partnership in the implementation phase of our Data 

Strategy is essential given the interconnectedness of DOE managed data that supports 

mission activities. “A rising tide lifts all boats” serves to reflect this mindset that 

collectively fulfilling the priorities in this strategy to mature data foundations at both an 

individual DOE component and enterprise scale will create cascading impacts that 

benefit all mission areas. 

Goal 1: Establish & Scale Federated Data 
Governance & Stewardship 
Goal 1 is focused on establishing a coordinated data governance operating models and 

data management practices across all tiers of the Department. These essential 

elements will enable DOE to better align individual data initiatives to create a federated, 

interconnected enterprise data ecosystem that effectively drives cross-cutting mission 

and operational priorities. Coordinating intentional forums for leaders and practitioners 

across our data, analytics and AI communities is necessary for consistent knowledge 

sharing and elevating partnership opportunities for common needs. Initiatives will draw 

from successful and proven federal, industry and cross-sector data community expertise 

for data governance, management and security practices. Actively partnering across all 

DOE components is key to designing and implementing enterprise policies, frameworks 

and standards. It allows DOE to balance the need to tailor best practices to unique DOE 
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component data ecosystems and operating constraints while remaining flexible and 

agile enough to adapt to constantly evolving internal and external factors. 

Objective 1.1 Implement coordinated data governance structures across 
DOE to mature our governance model & better integrate data communities. 

We will design a federated data governance operating model that outlines clear roles 

and responsibilities at each tier of the enterprise, spanning governance boards to 

individual data-related practitioners like data stewards. We will engage DOE 

components, working across domains and communities to identify, define and integrate 

governance operations where they exist today into the enterprise model. The EDM 

Program will support efforts to adapt and implement operating model frameworks where 

gaps may exist in individual DOE components. Scaling data governance structures to 

the DOE enterprise ensures the required flexibility to accommodate component and 

domain specific realities, and balances reducing risk while driving innovation and 

decision-making. Creating and maturing real-time engagement and communication 

channels, both formal and informal, is key to lowering barriers to knowledge sharing, 

decision-making and innovation across our data communities (see Objective 4.4). 

Objective 1.1 aims to consistently engage with relevant stakeholders in appropriate 

forums to better identify common needs, build on success and ideas of other DOE 

components to accelerate value and reduce data-related risks. 

Objective 1.2 Define & promote frameworks that advance data 
management & quality practices at an enterprise scale. 

We will establish and maintain data management frameworks, policies and standards 

that elevate best practices from within DOE components, industry and cross-sector data 

communities to promote interoperability and flexibility across the range of DOE data and 

analytics systems and data types. As in Objective 1.1, we will design frameworks to 

accommodate unique implementation considerations to ensure enterprise scalability. 

This includes varied data classification levels or domain-specific handling and access 

control requirements. Scope also includes aligning retention and disposition controls 

adoption for DOE data to the data lifecycle to enhance the understanding and 

availability of appropriately maintained records that are relevant, usable and high quality 

to support varied missions. We will assess and prioritize efforts to improve data quality 

and management practices, including the consideration of data ownership and 

stewardship, usage rights, provenance and relevant data and metadata standards. 

Objective 1.2 accelerates implementation of data management best practices, 

increases reusability and fit-for-purpose use of DOE datasets and improves the quality 

and trustworthiness of our data 
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Objective 1.3 Partner with DOE, Federal & industry thought leaders to 
elevate Department-wide data security controls to protect our Nation & 
critical assets. 

We will collaboratively partner with cybersecurity experts and thought leaders across 

DOE, federal councils, industry and academia to continuously elevate, monitor and 

adapt NIST-defined security controls to protect DOE’s and our nation’s critical, sensitive 

data assets. Our efforts must enable legislative, administrative and mission-driven data 

sharing requirements while mitigating ever-growing security risks. We will proactively 

engage DOE data and cybersecurity leaders and broader communities in relevant 

forums to elevate and promote strong data protection and security practices, leveraging 

frameworks like Zero Trust. Dedicated, cross-functional teams of data and cybersecurity 

practitioners are essential to establishing the required practices and solutions for 

continuous identification and mitigation of evolving security threats. These objective 

decreases data-related risks to enhance DOE-wide preparedness, ensuring readiness 

for adverse events and limiting disruption to mission outcomes for DOE, our partners 

and the public. 

Objective 1.4 Mature & regularly evaluate data stewardship practices. 

We will build on Objective 1.1, expanding robust processes, fostering communities and 
defining formal responsibilities for DOE data stewards. Data stewards play a critical role 
in strengthening data management and security outcomes and ensuring compliance 
with applicable data-related policies. Regular evaluation and evolution of stewardship 
frameworks at both the enterprise level and for specific domains will benefit from cross-
pollination and collaboration among DOE components to ensure the processes are 
inclusive. Effective practices that benefit one domain, like initiatives that generate 
reusable assets, skilling programs and integrated working groups that provide tangible 
value and practical guidance, can be more readily shared and tailored for other 
applications. Engagement channels will remain transparent, with continuous feedback 
and monitoring mechanisms to evaluate both individual satisfaction and enterprise 
impact to data-related key performance indicators. Objective 1.4 is important because 
successful implementation of the Data Strategy objectives relies on a foundation of 
effective stewardship practices to achieve data quality, discoverability and security 
outcomes vital to responsible downstream data use for advanced insights and 
decisions. 

Goal 2: Build & Maintain Data Architecture & 
Infrastructure Foundations 
Goal 2 prioritizes policies, systems and holistic solutions that will enhance the efficiency, 

flexibility, security and reusability of DOE supported data environments. We are 

committed to continuously evaluating opportunities to increase the interoperability, 

consistency, quality and security of the DOE data ecosystem. To do this, we will ensure 
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that DOE supported data platforms and infrastructure can scale and respond to the 

rapidly evolving technology and use case landscape while promoting effective 

integration, interoperability and reusability of existing resources. Efforts will establish 

enterprise policies that drive the best architecture practices, maximize shared service 

offerings for common data and analytics use cases, and ensure we have the right 

technology foundations in place to maintain DOE’s ability to lead innovation at the pace 

our global challenges require. Objectives aim to foster a next-generation technical 

environment that better enables seamless collaboration between DOE components, 

maximizes the allocation of resources to mission activities and optimizes the 

mechanisms for teams to onboard and access emerging capabilities. 

Objective 2.1 Promote shared data reference architectures, services & 
solutions that provide the scalability & flexibility required for advanced 
analytics & AI capabilities. 

We will promote the use of data architectures, at enterprise-wide to component-specific 

scales, that ensure DOE supported data and analytics systems are appropriately 

standardized, interoperable and scalable to advance mission needs. Solutions and 

assets will prioritize best-practice technology principles and standards, like machine- 

readability, rather than prescribing specific tools. This will practically accommodate 

unique implementation considerations and promote the core capabilities required to 

enhance collaboration and efficiency in data utilization and management. 

Shared, enterprise solutions will promote modern best practices in data analytics and 

data curation, strengthened with privacy-preserving technologies and automated data 

flow and management. Agile approaches and maximum transparency will be 

encouraged for any DOE components developing and maintaining DOE infrastructure 

for data and analytics. Architectures will seek to integrate as appropriate with 

comprehensive suites of data science and analytics tools to provision capabilities that 

increase the availability and usability of data for advanced, mission insights and 

decisions. Objective 2.1 will drive the standardization and promotion of the best 

architecture practices needed to improve data reusability and system interoperability 

that advance DOE’s mission needs. 

Objective 2.2 Adopt an application programming interface (API)-first 
approach enabling system interoperability to secure & scale data access & 
discovery. 

We will prioritize Application Programming Interface (API) first approaches and the 

common practices and standards required to deploy them for enterprise code and 

development projects. Promoting interoperable systems enables automation, resiliency 

and reusability that can expand integration and data sharing capabilities at-scale across 
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DOE systems. We will engage cybersecurity teams and leaders to ensure necessary 

authorization and access management protocols as critical elements of workflow 

enablement. Our approaches will enable effective governance practices to enhance 

downstream quality. Objective 2.2 reflects DOE’s commitment to fostering efficient data 

exchange and security while enhancing the discoverability of our data. APIs and other 

effective technical solutions will reduce the resources and time required to deploy 

desired data and analytics capabilities and improve data quality, usability, security and 

sharing of data. 

Objective 2.3 Accelerate processes for onboarding & deploying emerging 
capabilities that improve accessibility, usability & security of data, analytics 
& models. 

We will promote optimization of pathways for our teams to rapidly explore, assess and 

implement effective innovative and emerging data-related solutions into DOE 

environments. This objective aims to ensure DOE’s processes allow the agility required 

to take advantage of advances in the rapidly evolving technology landscape. We will 

facilitate collective efforts across DOE components with common priorities and 

limitations throughout the deployment lifecycle of data and advanced analytics 

solutions. These may span from procurement through Authority to Operate approvals, 

user training and onboarding and self-guided resources that support data or product 

interface usage questions and issue resolution. DOE will promote the periodic review 

and optimization of modern computing platforms to continuously identify enterprise 

opportunities to collaboratively reduce costs, improve performance and effectively use 

high value datasets. To support enterprise scalability, we will evaluate opportunities to 

pilot and deploy semantic tools like ontologies, knowledge graphs and large language 

models. Objective 2.3 promotes streamlined processes and supportive self-service 

resources to ensure teams can keep pace with best-in-class capabilities that advance 

mission outcomes while maintaining essential security and compliance processes. 

Objective 2.4 Unify identity & access management solutions to enable 
collaboration through seamless governance & security controls. 

We will evaluate opportunities for streamlining authentication and authorization 

solutions to reduce barriers for collaboration between DOE components and with 

external partners. Initiatives include exploring a department-wide collaboration platform 

to provide identity and access management solutions as well as evaluating ways to 

improve seamless yet controlled sharing of complex and sensitive datasets, including 

but not limited to protective solutions like multi-factor authentication. Unified identity and 

access solutions are critical for federating enterprise infrastructure and governance to 

enable secure, scalable and trusted collaboration mechanisms for classified and 

unclassified use cases. 
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Goal 3: Strengthen Capabilities That Improve 
Discoverability, Usability, Quality & 
Trustworthiness Of Our Data 
Goal 3 encompasses DOE’s continued commitment to making data findable, 
accessible, interoperable and reusable (FAIR),as appropriate, for the Department, our 
partners and the public. Initiatives under this goal will improve DOE data discoverability 
and usage through effective metadata standards, best practice data management 
frameworks and user-friendly tools. Our aim is to enhance data sharing pipelines to 
provide more timely promotion of data to relevant internal and public-facing 
environments to better support mission progress. To succeed, we will coordinate the 
complex alignment of metadata and quality standards across the enterprise and within 
our various data domains, ensuring we effectively maintain the integrity of our data 
sources. This enables us to accelerate innovation and advance a culture of “share first” 
and transparency. 

Objective 3.1 Deploy & maintain an enterprise data catalog that serves as 
DOE’s comprehensive data inventory. 

We will collaborate with DOE components to design and implement an enterprise data 

catalog that will enhance data findability, accessibility and sharing capabilities. The 

enterprise data catalog will maintain DOE’s comprehensive data inventory to enable 

better management and protection of data assets. The catalog will enable compliance 

with various Federal legislative statutes, executive orders and guidance like the 

Evidence Act, Geospatial Data Act of 2018,and OMB Memo M-25-05. The aim is to 

develop a flexible, scalable data catalog implementation that enables tailored 

connections to individual agency components to leverage existing investments in data 

management. A successful catalog will interlock with Objective 1.4 to map the roles of 

domain data stewards to responsibilities in metadata management activities. We will 

promote features that reduce manual burden for data stewards and automate processes 

to maintain the recency and quality of metadata. Objective 3.1 actively considers 

interdependent objectives to establish standards, leverage APIs for interoperability and 

provide clarity of data roles and responsibilities to deploy a data catalog that drives 

value and meets requirements at an enterprise scale. This capability will directly 

increase the connectedness of our data communities, and the overall quality and 

trustworthiness of DOE data. 

Objective 3.2 Scale metadata standards to drive data consistency, 
discoverability & interoperability. 

We will collaborate with domain data stewards across DOE components to establish 

and promote metadata standards that accelerate data classification, discoverability and 

interoperability to strengthen informed decision-making across DOE mission areas. 

https://www.go-fair.org/fair-principles/
https://www.fgdc.gov/gda/online
https://www.whitehouse.gov/wp-content/uploads/2025/01/M-25-05-Phase-2-Implementation-of-the-Foundations-for-Evidence-Based-Policymaking-Act-of-2018-Open-Government-Data-Access-and-Management-Guidance.pdf
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Efforts to design common metadata standards will account for nuance between 

enterprise-level versus domain-level requirements and build on existing best practices 

and principles from Federal and legislative requirements (e.g., Zero Trust Architecture, 

Open Government Act), DOE policy, industry and academia. We will promote standards 

that enable interoperability and compliance while providing flexibility and autonomy for 

data communities to tailor standards to domain-relevant requirements. Objective 3.2 will 

strengthen foundational metadata standards that serve as pre-requisites for achieving 

broader Data Strategy objectives. Strong metadata management is essential for 

achieving reduced time to insights and enhanced data quality and access outcomes at 

scale. 

Objective 3.3 Promote best practices that accelerate access to data for 
authorized Department & public stakeholders. 

We will assess and promote best practices for our partners and stakeholders that 

enhance the quality, robustness, timeliness and security of shared data for both DOE 

mission and public use. We will communicate with internal and external stakeholders to 

share opportunities and frameworks along the end-to-end data and analytics pipeline 

that improve data sharing while safeguarding assets. Materials may focus on promoting 

mechanisms that improve principles such as machine readability of metadata; usage of 

persistent identifiers; data tagging frameworks for classification and anti-corruption; and 

standardization of protocols to access and retrieve desired metadata fields. We will 

evaluate DOE-supported open data platforms and integrations with Federal repositories 

(e.g., Data.gov, GeoPlatform.gov) to identify opportunities to streamline and automate 

data classification, tagging, securing and promotion activities. Frameworks will embed 

community-centered design principles to encourage maximizing the usability of 

published data in accessible, intuitive interfaces and ensure data shared for public 

consumption has clear value and demand to best steward DOE resources. Materials 

published through Objective 3.3 will promote ‘best practice’ frameworks that will aid in 

optimizing data sharing processes and investment efficiencies to ultimately strengthen 

collaboration and mission outcomes. 

Goal 4: Foster & Sustain Our Next Generation Data 
& Analytics Workforce 
Goal 4 acknowledges that concerted investments in creating and sustaining a strong 

data and analytics workforce are essential to achieving all other strategic objectives and 

overall mission success. Initiatives will strengthen elements throughout the career 

experience for data-related practitioners, from initial recruitment and hiring to continuous 

development and upskilling offerings. Objectives in this goal will improve the resilience 

and power of our workforce to leverage data through analytics, including AI, and 

https://www.congress.gov/bill/110th-congress/senate-bill/2488
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position DOE to continue its leadership in solving some of the most pressing national 

and global challenges of our time. 

Objective 4.1 Define data skills, competencies & professional development 
pathways to mature DOE’s data & analytics workforce. 

We will design holistic career pathways with elements like fit-for-purpose trainings and 

professional development programs, including clear incentives to drive strong 

recruitment and long-term retention of talented data and analytics practitioners. 

Integrated DOE groups will work to identify common skilling needs across components 

and build partnerships to facilitate scaled efficiencies for investments like licensing and 

training platform access. Training or broader development initiatives will connect 

prioritized growth areas to direct application in current roles or new opportunities. 

Objective 4.1 aims to develop rewarding, mission-centered career journeys that support 

individual growth in data fluency, continuing to position DOE as industry leaders in this 

dynamic data and analytics environment. These efforts will enhance job satisfaction and 

retention, bolster priority skills and strengthen the talent pipeline from recruitment to 

conversion and retention, fostering confident practitioners that understand the high 

mission impact they drive in their roles. 

Objective 4.2 Define standard roles & responsibilities to build a strong 
talent pipeline of critical data & analytics practitioners. 

We will convene cross-functional data, analytics and human capital teams to 

standardize common roles and responsibilities in modern position descriptions, using 

these as mechanisms to strengthen the competitiveness of DOE roles and overall talent 

pipelines. Streamlining position descriptions complement Objectives 1.1 and 1.4, as 

formalizing essential data management roles will enable the proper recognition of 

positions that take on these responsibilities. Efforts will account for the specialized 

nature of DOE roles and consider tailored approaches where these responsibilities may 

need to be integrated as elements of a broader role to appropriately staff highly desired 

skills. These exercises will mutually benefit talent managers to increase their data 

fluency to support recruiting foundational and emerging data and analytics talent. 

Revitalizing standard roles and responsibilities through Objective 4.2 will allow DOE 

components to effectively fulfill workforce needs, design support resources and growth 

opportunities (see Objective 4.1) and assess and reward performance for employees. 

Objective 4.3 Enhance existing department-wide Communities of Practice 
to accelerate knowledge sharing & upskilling. 

We will revitalize DOE’s Community of Practice (CoP) models to maximize knowledge 

sharing and collaboration across DOE components. These efforts aim to build a 

comprehensive, discoverable inventory of data- and analytics-related CoPs, working 
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groups and other communities of interest. We will also evaluate opportunities to 

combine initiatives with similar goals. We will provide guidance for CoP operating model 

best practices that clarifies operational expectations and recommend ways to balance 

open participation with targeted engagement to effectively realize their desired impact. 

Success of CoPs is dependent on formal and informal communication channels (see 

Objectives 1.1 and 4.4) to effectively exchange ideas, network, host shared 

collaboration spaces and celebrate success stories that can be reused at scale. 

Objective 4.3 elevates the excellence and innovation already at DOE through 

communities of practitioners closest to our mission and operations. CoPs scale our 

ability to solve problems, connect our workforce and lower barriers to informal upskilling 

opportunities provided through participation in these communities. 

Objective 4.4. Strengthen institutional knowledge management, sharing & 
collaboration across data & analytics communities. 

We will leverage policy, processes and intelligent solutions to strengthen knowledge 

management for collaboration across DOE. Policies will promote best practices, such as 

maintaining system documentation and data dictionaries or catalogs, to increase data 

fluency and self-service knowledge exchange capabilities. We will explore advanced 

intelligent solutions for codifying institutional knowledge and automating manual 

processes to reduce risk of knowledge loss and accelerate time to insights. e We aim to 

enable practitioners at all skill levels with tools and methodologies that reduce barriers 

accessing and utilizing data required to effectively execute their roles. Objective 4.4 

initiatives are closely tied to other strategic objectives given the dependencies of strong 

knowledge management processes and tools to elements like data management 

standards; unified identity management; accessible shared environments; and cross-

DOE forums that actively work to deliver value and outcomes. Objective 4.4 seeks to 

establish best practices and solutions that will encourage appropriate data sharing, 

remove barriers to collaboration and improve the resiliency of DOE’s workforce to 

collectively sustain our ability to achieve critical mission outcomes. 

Goal 5: Ensure the Sustainable Use of Data for AI 
Goal 5 invests in the necessary foundations to provide curated, accessible and quality 

data pipelines that enable the development and application of AI tools to provide insight 

and advance the DOE mission. These pipelines directly fuel the ongoing advancement 

of robust and trustworthy AI for scientific discovery, resilient energy futures, and 

ensuring the security of our Nation. As a recognized leader in science and innovation, 

DOE partners with Federal, academic and industry stakeholders by conducting red 

teaming for system security, designing evaluation frameworks, driving research in AI for 

energy and global challenges, and leading workforce development initiatives. We must 

also mitigate the risk of potential misuse and threats these technologies potentially 
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perpetuate. Success in these efforts requires fostering a culture that recognizes the 

end-to-end data and AI lifecycle as interdependent and holistic practices. Promoting 

best practices in data capture, processing, protection, privacy, confidentiality, handling 

and analysis is essential for developing AI models that drive critical decisions and 

scientific innovations. AI also holds the potential to accelerate and enhance the 

efficiencies of foundational data management activities for organizations. The objectives 

outlined in Goal 5 are focused on initiatives at the intersection of DOE’s data and AI 

priorities that strengthen our cross-functional culture and operations. 

Objective 5.1 Strengthen practices, integration points & tools to promote 
discoverability for development & governance of AI. 

OCIO will collaborate across DOE components to design systems with intuitive 

processes and resources, equipping practitioners to effectively navigate and use our 

complementary data and AI inventories. Enhancing the integration of data and AI 

inventories, tools and models into a more unified management system enables us to 

strengthen scientific, information technology and business processes, improving the 

discoverability of data and AI systems. A joint approach enables DOE to have 

coordinated platforms to manage these connected assets. Objective 5.1 aims to 

integrate design through implementation and maintenance activities to deploy and scale 

our shared data and AI inventories. This objective envisions simplified processes and 

advanced tools for DOE and specific components to improve asset management, 

enable crosscutting collaborations and enhance our ability to effectively leverage our 

collective resources. 

Objective 5.2 Implement data management & governance practices for 
effective & appropriate use of data in analytics & AI. 

We will implement initiatives that identify, enhance, adopt and scale processes or 

approaches to ensure data is efficiently collected, organized and maintained to reduce 

time to provision data for AI development. These efforts will include assessing 

opportunities to leverage analytics, including AI, in our data management and 

stewardship frameworks like automation of classification and sensitivity tagging 

recommendations for applications to data and records management and other methods 

to optimize practices that increase the reliability and usability of our data assets. 

Objective 5.2 efforts aim to accelerate data provisioning; scale data management 

systems to accommodate increasing use; remove manual or tedious data management 

activities for data stewards and other practitioners; mitigate security risks; and improve 

data quality to realize more effective and insightful decision-making processes. 
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Objective 5.3 Build transparent practices in end-to-end data & AI lifecycles 
to securely harness AI. 

Integrating accountability and transparency measures into existing infrastructure and 

designing frameworks or assets where gaps may exist for best practices in data quality 

and management will shape and scale criteria for the maturity, deployment and use of 

AI systems. Objective 5.3 initiatives will seek to result in data and AI systems that, 

throughout their lifecycle, safeguard assets; ensure transparency and accountability for 

decisions; and foster increased trust among practitioners developing the systems, 

stakeholders impacted by outcomes, and the public. 
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For more information, visit: energy.gov/data 

 


