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OFFICE OF CLASSIFICATION

LASSIFICATION TRAINING INSTITUTE
COURSE CATALOG

Introduction

The Department of Energy (DOE) has a dual responsibility to the public regarding classified data. The
first part of this responsibility requires DOE to identify, classify, and protect information defined by
statutes and Executive orders that would cause damage to national security if released. The second part
of this responsibility requires DOE to declassify information once it has been determined it no longer
meets the standards for classification. The duality of this mission requires DOE to continually review its
classified information and balance the requirements for protection against the requirements for
dissemination. In this dynamic environment, DOE has established a comprehensive classification and
declassification program based upon the consistent application of defined principles. To ensure that all
classification and declassification decisions are based on these principles, the Office of Classification
established and maintains a comprehensive classification and declassification education program.

The training and education program is perpetually evolving with new courses and special briefings as
events dictate. Basic courses that are in constant demand are described in this course catalog.
Specialized courses and briefings have been developed and are available on an "as needed" basis.

Classification Level

Many of the courses offered by the Classification Training Institute either contain Secret Restricted Data
(SRD) or have the potential to lead to discussions at this level and category. These courses are given only
at appropriately cleared facilities, to appropriately cleared individuals. Facility and student clearance
level requirements are contained in each course description. Please note that for other-agency
attendees, all clearance paperwork is due 15 working days before the training begins.

Course Schedules and Locations

The current course schedule is on page 2. The schedule will be periodically updated as new classes are
added. Additional, “on demand” classes are routinely scheduled based on customer needs. In-person
courses can be scheduled up to 9 months in advance at facilities that can support an appropriate class
size and security requirements. A class size of 10 is generally considered necessary to justify a course
outside of DOE Headquarters (HQ) Germantown. Emergent training requests should be sent to Jim
Crosley at james.crosley@hg.doe.gov and will be supported, considering instructor availability and
Federal approval.

Registration

Registration forms are required for instructor-led courses. If registering for a course that is not yet
scheduled, submit the registration form with the course date blank. Wait lists will be generated from
submitted registration forms and invitations will be sent to those on the wait list as courses are
scheduled. A printable copy of the registration form is included on page 20 and a pdf fillable version is
available on request.
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Course Schedule

All training is conducted at DOE Headquarters, Germantown, Maryland unless otherwise
noted on this schedule. Please Note: Other-agency attendees’ clearance paperwork is due

15-working days before classified training begins.

General Course for
Classification Officers/Analysts
2025

September 16 — 18
2026
March 24 - 26

General Course for
Derivative Classifiers (Teams)
2025

August 19 — 20 (MST)
September 3 — 4 (EST)
October 15— 16 (EST)
November 18 — 19 (MST)
December 9 — 10 (EST)
2026

January 6 — 7 (EST)
February 3 —4 (MST)
Mar 10 — 11 (EST)
April 7 —8 (EST)

May 27 — 28 (MST)
June 23 — 24 (EST)

General Course for
Derivative Declassifiers (Teams)
2025

August 5 —6 (MST)
November 4 — 5 (MST)
2026

February 10 — 11 (MST)
May 12 — 13 (MST)
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General Course for Headquarters
Classification Representatives
As Required

Overview of Nuclear Weapons
Classification (OWC) Course
2025

October 20 - 24
2026
April 20-24

Safeguards and Security (CG-SS-5)
Classification Course (Teams)
2025

October 7-10
2026

January 13-16
June2-5

Historical Records Restricted Data
Reviewers (HRRDR) Course
2025

August 12 — 14 (MDA, Huntsville)
September 29 — Oct 2 (NARA)
October 27 — 31 (ADA, Lorton)
December 1 —5 (Local OGA)
2026

January 20 — 23 (NARA)

Hist_orical Records Restricted Data
Reviewers Refresher Course
Upon request

Restricted Data/Formerly Restricted
Data Recognition and Records
Processing Seminar (Teams)

Upon request



General Course for Classification Officers/Analysts (CO/CA)

Duration:
Three days

Designed For:

New Program Classification Officers, Classification Officers, members of the Classification Officer’s staff,
and those individuals requiring detailed training in the DOE classification/declassification system. This
course is a prerequisite to appointment as a DOE, National Nuclear Security Administration (NNSA), or
contractor Classification Officer.

Description:

The General Course for Classification Officers/Analysts is intended to provide in-depth information on
the DOE classification/declassification system and all its requirements. The course consists of 13
modules, each of which concentrates on a different aspect of classification and declassification.

Introduction The Classification Community Module G Declassification and Downgrading

Module A Classification and Legal Authorities Module H Marking Mechanics for Classification

Module B DOE Classification Equities Module | Document Reviews

Module C Authorities and Responsibilities Module J Upgrading and Reclassification

Module D Classification Officer Key Roles Module K Other Considerations

Module E Original/Initial vs. Module L Controlled Unclassified Information and
Derivative Classification Unclassified Controlled Nuclear

Module F Classification Guidance Information

Delivery:

This course features Federal staff as guest instructors for modules within their expertise and relies on
practical exercises to reinforce lectures on various aspects of classification. A final examination is
emailed to students at the conclusion of the course and is due back within one week. A score of at least
80 percent is required for passing. Numerous handouts are provided along with copies of all slides used.
Handouts and slides provide reference material for the student.

Goal:
Successful completion of the course will familiarize the student with the DOE classification and
declassification system.

Clearance Level Required:
None

Prerequisites:
None
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General Course for

Headquarters Classification Representatives (CR)

Duration:
Four hours

Designed For:
New HQ Classification Representatives and Alternate Classification Representatives. This course is a
prerequisite to appointment as a DOE HQ Classification Representative and Alternate Classification
Representatives.

Description:

The General Course for Headquarters Classification Representatives is intended to familiarize
prospective appointees with the responsibilities of an HQ Classification Representative. The course
provides details on how to accomplish CR responsibilities and provides an overview of the classification
program.

Delivery:
The course is presented via one-on-one briefings. Handouts are provided along with copies of all the
slides used. Handouts and slides provide reference material for the student.

Goal:
Successful completion of the course will familiarize the student with his or her duties as an HQ
Classification Representative or Alternate HQ Classification Representative.

Clearance Level Required:
None

Prerequisites:
None
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General Course for Derivative Classifiers (DC)

Duration:
Two days

Designed For:
Individuals within Headquarters organizations who require derivative classification authority.

Description:

The General Course for Derivative Classifiers is intended to familiarize personnel with the DOE
classification system and its requirements. The course consists of nine modules, each of which
concentrates on a different aspect of classification. This course is a prerequisite to appointment as a
DOE HQ Derivative Classifier.

Introduction Overview

Module A U.S. System of Classification
Module B Derivative Classification Authority
Module C Classification Guidance
Module D Derivative Classification Review Process
Module E Marking Mechanics for Derivative Classification
Module F Controlled Unclassified Information and Unclassified Controlled Nuclear
Information
Module G Original Classification, Declassification, and Downgrading
Module H Additional Considerations
Delivery:

This course is offered virtually with class size generally limited to ten. Classes are conducted
approximately once a month. The course is occasionally offered in Mountain Standard Time (MST) to
accommodate west coast customers. In-person delivery will be considered for larger groups on a case-
by-case basis. Class exercises are conducted on the second day and a final examination is sent via email
at the conclusion of the course. The exam is due within a week of the course and a score of at least 80
percent is required for passing. Individuals who require classification authority may also be required to
complete a performance-based test on the classification guidance they will be using in their specific area
of expertise within 6 months. Numerous handouts are provided along with copies of all slides used.
Handouts and slides provide reference material for the student.

Goal:
Successful completion of the course will provide the student with an understanding of the duties and
role of a derivative classifier, to include the review process and marking requirements.

Clearance Level Required:
None

Prerequisites:
Individuals should be familiar with the technology and subject matter associated with the classification
guide(s) they will be using.
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General Course for Email Derivative Classifiers

Duration:
Two-hour Computer Based Training (see Learning Nucleus information on page 17)

Designed For:

DOE Individuals who are not Derivative Classifiers who require derivative classification authority only to
send email on classified systems. The course is also applicable to non-DOE individuals who are detailed
to DOE or who are performing work for DOE at their agency and require access to DOE classified
Information Technology (IT) systems.

The General Course for Email Derivative Classifiers is intended to ensure that DOE personnel who send
email on classified IT systems are trained to use source documents and applicable classification guidance
to properly classify and mark their email. This course is a prerequisite to become certified as an Email
Derivative Classifier.

Delivery:
Self-paced computer based training course.

Goal:

Successful completion of the course will provide the student with an understanding how to make a
classification determination and apply appropriate markings to classified and unclassified email on
classified systems.

Clearance Level Required:
None

Prerequisites:
DOE Learning Nucleus account.
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General Course for Derivative Declassifiers (DD)

Duration:
Two days

Designed For:
Individuals who require DOE derivative declassification authority.

Description:

The General Course for Derivative Declassifiers is intended to provide detailed knowledge of the
requirements for the declassification of DOE documents and material. The course consists of seven
modules, each of which concentrates on a different aspect of declassification.

Module A Introduction to Declassification
Module B Authority of the Derivative Declassifier
Module C The Nuts and Bolts of Document Reviews
Module D Coordination Requirements
Module E Developing Sound Review Techniques
Module F Practical Exercises
Module G Examples

Delivery:

This course is offered virtually with class size generally limited to ten. The course is offered
approximately once a quarter. The course relies on practical exercises to reinforce lectures on various
aspects of declassification. A two-part final examination is given at the conclusion of the course and is
due within one week. A score of at least 80 percent on each part is required for passing. Handouts are
provided along with copies of all slides used. Handouts and slides provide reference material for the
student.

Goal:
Successful completion of the course is required prior to an individual being granted DOE Derivative
Declassification authority.

Clearance Level Required:
None

Prerequisites:
Should be a certified Derivative Classifier.
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Safeguards and Security Classification (CG-SS-5) Course

Duration:
Three or four* days via Teams or self-paced facilitated study

*The fourth day of class covers Chapter 2, Vulnerability Assessment, in detail and is designed for those
locations/individuals involved in Vulnerability Assessments.

Designed For:

DOE and NNSA Headquarters and field classification office employees who interpret and apply
Safeguards and Security Classification (CG-SS-5) guidance and will use course material to train local DCs.
The fourth day of class is designed for those locations/individuals involved in vulnerability
assessments.

Description:

This course is designed to enhance the student’s ability to interpret and apply the guidance in CG-SS-5.
The course highlights the key DOE safeguards and security classification topics and emphasizes how to
interpret the guidance using a large number of examples. This course consists of eleven modules, the
first of which provides a broad overview of what safeguards and security encompasses; the other ten
modules each concentrate on a different chapter of the safeguards and security classification guide.

Introduction  Overview of DOE Safeguards and Security

Chapter 1 Physical Security

Chapter 2 Vulnerability Assessment

Chapter 3 Compliance-Based Asset Protection

Chapter 5 Cyber Security

Chapter 6 Special Nuclear Material (SNM) Unaccounted For/Missing/Theft
Chapter 7 Document Unaccounted For/Missing/Theft

Chapter 8 Compromise

Chapter 9 Upgrade and Downgrade Notices

Chapter 10 Threat Messages
Chapter 11 Malevolent Dispersal

Delivery:

The course is designed for virtual delivery, however, a facilitated self-study option is also available.
Course materials are Controlled Unclassified Information (CUI), including slides and practical exercises,
and are available by request. Virtual delivery is scheduled approximately once per quarter. Field
activities may request special convenings or select modules.

Goal:
Successful completion of this course will provide the student with a foundation for how to interpret and
apply the classification guidance found in CG-SS-5.

Clearance Level Required:
None

Prerequisites:
Some knowledge of the Safeguards and Security subject matter is expected.
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Overview of Nuclear Weapons Classification (OWC) Course

Duration:
Four and a half days

Designed For:

DOE and NNSA HQ personnel and field classification office employees who interpret and apply nuclear
weapon guidance or require a basic understanding of nuclear weapon classification. There are limited
seats available for DoD personnel.

Description:

This course provides a technical overview of the design and use of nuclear weapons with emphasis on
the many classification issues associated with them. It is designed to enhance the student’s ability to
interpret and apply guidance found in weapon classification guides. This course consists of 15 modules,
each of which concentrates on a different area of weapon classification guidance and policy.

Module A Classification Overview

Module B Nuclear Science and Related Terms

Module C Basic Nuclear Weapons Design

Module D CG-W-5 Introduction

Module E Single-Stage Weapons

Module F Weapon Initiators

Module G Detonation Systems and High Explosives

Module H Boosting

Module | Thermonuclear Weapons

Module J Weapon Materials

Module K Nuclear Weapon Safety / SAFF / Use Control

Module L Nuclear Weapon Outputs and Effects

Module M Nuclear Weapons Testing

Module N Vulnerability and Hardening

Module P Nuclear Weapon Production / Military Use / Delivery Systems
Delivery:

This in-person course uses review aids, films, examples, and practical exercises. Some handouts are
provided along with copies of all unclassified slides used. Classified training material will be mailed at
the conclusion of the course if requested. Individual modules or groups of modules can be requested,
depending on classified video teleconferencing availability.

Goal:
Successful completion of this course will provide the student with a solid foundation in nuclear weapon
design and classification guidance.

Clearance Level Required:

DOE “Q” OR DoD Final Top Secret or Final Secret with Critical Nuclear Weapons Design Information
(CNWDI) certification. Please note that attendees from other agencies must submit all clearance
paperwork 15-working days before the training begins.

Prerequisites:
None
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Historical Records Restricted Data Reviewers (HRRDR) Course

Duration:
Three days for remote locations, three or four days for D.C area courses

Designed For:

Individuals in agencies and sub agencies subject to section 3.3 of Executive Order 13526, “Classified
National Security Information,” who are conducting page-by-page review of records likely to contain
Restricted Data (RD) and/or Formerly Restricted Data (FRD).

Description:
RD and FRD are distinct categories of classified information controlled by the Atomic Energy Act. RD can

only be declassified by DOE. FRD must be jointly declassified by DOE and the Department of Defense
(DoD). Reviewers may encounter unmarked RD/FRD during the declassification reviews of documents
containing National Security Information. This course provides a historical background and technical
overview designed to give students the ability to recognize potential RD/FRD information in documents
for the purpose of identifying and setting them aside for referral. The course consists of 14 modules,
each of which concentrates on a different area of potentially classified information.

Module A Introduction and Overview of the Module |  Nuclear Weapon Outputs, Effects,
Implementation Plan Vulnerability, and Hardening

Module B The Classification System and Related Issues ModuleJ Weapon Production and Military Utilization

Module C History of the U.S. Nuclear Energy Program Module K Isotope Separation

Module D Nuclear Science and Related Terms Module L  Production Reactors
Module E  Basic Nuclear Weapons Design Module M Naval Nuclear Propulsion Information
Module F  Nuclear Weapons Testing (NNPI1) and Other Nuclear Energy
Module G Advanced Nuclear Weapons Design Production

(classified) Module N Department of Energy Exempt National
Module H Nuclear Safety Security Information
Delivery:

This in-person course uses review aids, examples, and practical exercises extensively. The course is
scheduled as requested by Other Government Agencies. Numerous handouts are provided along with
copies of all unclassified slides used. Handouts and slides provide reference material for the student.
Students must pass a final examination to successfully complete the course.

Goal:

Successful completion of the course will enable reviewers to recognize nuclear information appearing in
records not marked as containing RD/FRD which should be identified as potential RD/FRD and referred
to DOE. DOE will certify successful students as Historical Records Restricted Data Reviewers.

Clearance Level Required:

DOE “Q” OR DoD Final Top Secret or Final Secret with Critical Nuclear Weapons Design Information
(CNWDI) certification. Please note that attendees from other agencies must submit all clearance
paperwork 15 working days before the training begins.

Prerequisites:
None
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Historical Records Restricted Data Reviewers Refresher Course

Duration:
One day

Designed For:
Historical Records Restricted Data Reviewers (HRRDR) Course graduates who have not taken the HRRDR
Course or the HRRDR Refresher Course within the past three years.

Description:

Students review the keys to recognizing potential RD/FRD associated terms including identifying DOE
documents, recognizing RD and FRD markings, and recognizing potential RD and FRD in documents that
have not been properly marked. There is no examination.

Delivery:

This in-person course uses review aids, examples, and practical exercises. The course is scheduled as
requested by OGAs, normally in conjunction with a full HRRDR Course. Some handouts are provided
along with copies of unclassified slides presented. If coordinated in advance, Individuals may also
participate in certain portions of the full HRRDR Class to get credit for the Refresher.

Goal:

Completion of this course reinforces the information required for reviewers to recognize nuclear
information appearing in records not marked as containing RD/FRD which should be identified as
potential RD/FRD and referred to DOE.

Clearance Level Required:

DOE “Q” OR DoD Final Top Secret or Final Secret with Critical Nuclear Weapons Design Information
(CNWDI) certification. Please note that attendees from other agencies must submit all clearance
paperwork 15 working days before the training begins.

Prerequisites:
Successful completion of the HRRDR Course.
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Restricted Data/Formerly Restricted Data Recognition and

Records Processing Seminar

Duration:
Half day

Designed For:

Individuals in agencies and sub agencies who are involved in reviewing records under section 3.3 of
Executive Order 13526, “Classified National Security Information”, that do not require the HRRDR
Course.

Description:

The seminar consists of an overview of the Special Historical Records Review Plan, a review of the
requirements for processing records affected by the plan, and training on the recognition of RD and FRD
in both marked and unmarked records.

Delivery:
This seminar can be delivered in person or virtually.

Goal:

Completion of this seminar will provide individuals with an understanding of agency requirements under
the Special Historical Records Review Plan and enable them to recognize collections that have the
potential to contain RD and FRD in documents being reviewed under section 3.3 of Executive Order
13526. This seminar can also serve as refresher training for HRRD reviewers when presentation of the
HRRDR Refresher Course is not practical.

Clearance Level Required:
None

Prerequisites:
None
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Access to Restricted Data and Formerly Restricted Data

Duration:
One hour in person or self-guided eLearning

Designed For:
Non-DOE individuals who have access to Restricted Data (RD) or Formerly Restricted Data (FRD).

Description:

This training provides individuals from non-DOE agencies who have access to RD or FRD with an
overview of the unique characteristics of RD and FRD and the authorities for identifying, marking, and
declassifying these categories of classified information.

Delivery:
Online video, or DOE instructor-led virtual or on-site presentation if within the Washington, DC
metropolitan area, depending on availability of an instructor.

Goal:
To meet the training requirements for persons from non-DOE agencies who have access to RD or FRD by
Title 10 Code of Federal Regulation (CFR) Part 1045, Nuclear Classification and Declassification.

These presentations may serve as agency training for access to RD and FRD if approved by your agency
for that purpose. Agencies may authorize the use of this training but may also require additional
training, testing, or a record of completion. To determine your agency policies, contact your supervisor,
security office, or your RD Management Official.

Clearance Level Required & Prerequisites:
None
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Transclassified Foreign Nuclear Information (TFNI)

Duration:
Sixty minutes (30 minutes per module) in person or self-guided eLearning

Designed For:

The first module is designed for non-DOE individuals who, in the course of their work, have access to
classified, foreign nuclear information. The second module is designed for non-DOE individuals who
must classify matter containing TFNI.

Description:
These presentations familiarize individuals with information that could be TFNI, the responsibilities and
authorities for TFNI, and the criteria and marking requirements for TFNI.

Module 1: Training for non-DOE Personnel who have Access to TFNI. This module covers the definitions
and descriptions of Restricted Data, Formerly Restricted Data, and TFNI, to include transclassification
and the responsibilities and authorities for TFNI.

Module 2: Training for non-DOE Personnel who Classify Matter Containing TFNI. This module covers the
authorities for the review, upgrade, downgrade, redaction, declassification, and public release of matter
containing TFNI. It also identifies the criteria used to determine if matter contains TFNI and marking
requirements.

Delivery:
Online video or DOE instructor-led virtual or on-site presentation if within the Washington, DC
metropolitan area, depending on availability of an instructor.

Module 1: Training for non-DOE Personnel who have Access to TFNI Video

Module 2: Training for non-DOE Personnel who Classify Matter Containing TFNI Video

These presentations may serve as agency training for access to and to classify TFNI only if approved by
your agency for that purpose. Agencies may authorize the use of this training but may also require
additional training, testing, or a record of completion. To determine your agency policies, contact your
supervisor, security office, or your RD Management Official.

Goal:

Module 1: To meet the training requirements for persons from non-DOE agencies who have access to
RD or FRD by Title 10 Code of Federal Regulation (CFR) Part 1045, Nuclear Classification and
Declassification.

Module 2: To meet the training requirement for persons from non-DOE agencies who will be classifying
documents that contain TFNI.

Clearance Level Required & Prerequisites:
None
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Restricted Data Derivative Classifiers Course

Duration:
Four hours in person or facilitated self-study

Designed For:

This course informs individuals from agencies outside of DOE of the requirements for reviewing
documents to determine if they contain RD or FRD. It covers the authorities and processes for
classifying, upgrading, downgrading, declassifying, and redacting matter containing RD or FRD and
review requirements for matter that is marked as or potentially contains RD or FRD prior to public
release.

Description:
This course assists other agencies in meeting the requirements of 10 CFR Part 1045, which requires all
agencies to train RD Derivative Classifiers.

Delivery:
Self-paced PowerPoint presentation, or DOE instructor-led virtual or on-site presentation if within the
Washington, DC metropolitan area, depending on availability of an instructor.

Goal:
To provide individuals from other agencies with the training necessary to become RD Derivative
Classifiers.

These presentations may serve as agency training for RD Derivative Classification only if approved by
your agency for that purpose. Agencies may authorize the use of this training but may also require
additional training, testing, or a record of completion. To determine your agency policies, contact your
supervisor, security office, or your RD Management Official.

Clearance Level Required & Prerequisites:
None
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Unclassified Controlled Nuclear Information (UCNI)

Reviewing Official Course

Duration:
Two hour facilitated self-study

Designed For:
Individuals who require appointment as an Unclassified Controlled Nuclear Information (UCNI)

Reviewing Official (RO).

Description:

The UCNI RO Course focuses on the requirements for the identification and control of DOE UCNI,
including information on who determines what is UCNI information, UCNI authorities, guidelines,
reviews, markings, and protection required by 10 CFR Part 1017, Identification and Protection of
Unclassified Controlled Nuclear Information.

Delivery:

The student receives a training presentation, reference material, exercises, and policy examination
electronically. This course is self-paced. Students must complete a final examination to successfully
complete the course.

Goal:
Individuals who successfully complete this course meet the policy training requirement necessary to be
appointed as a DOE UCNI RO.

Clearance Level Required & Prerequisites:
None
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Office of Classification eLearning Courses
Available via Learning Nucleus

Catalog Course
Number Description

This course provides training on how to derivatively

Email classify and apply required classification markings to
Derivative individual emails. It is also used as the biennial
Classifier (eDC) OC-101DE recertification training for eDCs. 1.5 hrs.

This course, applicable to DOE-IN personnel, provides
training on how to derivatively classify and apply
required classification markings to individual emails. It

IN (Group A) is also used as the biennial recertifications training for

Email DC IN-101DE  Group A eDCs. 2 hrs.
Derivative This course may be used every 2 years in lieu of the

Classifier Biennial full Derivative Classifiers Course to meet the policy

Refresher OC-102DE review requirements for recertification. 2.5 hrs.

This course may be used every 2 years to meet the
UCNI-RO policy review requirements in lieu of full Headquarters
Biennial Refresher = OC-103DE  Reviewing Official recertification. 2.5 hrs.

Learning Nucleus Tips

Link to Learning Nucleus

The Learning Nucleus is available to DOE personnel only. If you are logging in for the first time, you may
need to obtain access and submit profile information to access the website.

If you are a DOE contractor, see the logon instructions at Learning Nucleus Initial Access.

Federal Employees can alternatively access the Learning Nucleus site through the Employee Self-Service
login page. After logon, select Training > Learning Nucleus from the menu bar.

After you logon to the Learning Nucleus website, you will see the main Dashboard page. Select the
Course Catalog button.

Course Catalog
Enter either the course Catalog Number or the course name (see table above) in the Course Title search

field, then click the Enter key or the Search Course Catalog button to see the course name and
description.
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https://learningnucleus.energy.gov/accessform/temp_request.php
https://ess.doe.gov/

Course Title | ucni

Confirm the course name you wish to access, click the Begin Course button. A new browser window will
open. Select the new browser window, follow the instructions to start the course.

NOTE: You may need to enable the allow popup window feature on the browser you are using.

If you have previously enrolled in a course, you can access the course by selecting the My Courses tab
located in the blue menu bar at the top left of the screen.

@Dashboard [fjEvents I My courses  « Learning Resources

= OC-102DE, Derivative Classi
= OC-103DE, UCNI-RO Biennial
# > Courses > Search e = = ‘

= IN-101DE-IN (Group A) Email...

Previously enrolled course(s) are also available in the Dashboard page, under the
My Professional Training section.

To access completion certificates of previously completed training, use the Transcript link.

Transcripts

If you encounter problems regarding access or using the Learning Nucleus training site, send an email to
the Learning Nucleus Helpdesk or call (505) 845-4767.
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Special Courses and Briefings

The Office of Classification is prepared to conduct special courses or briefings on classification,

declassification, and UCNI upon request. These can be tailored to the needs of the requestor. If your
organization has a need for a specialized briefing, please email or call:

e Jim Crosley (301) 903-0062

e Christy Craver (301) 903-2269
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OFFICE OF CLASSIFICATION
CLASSIFICATION TRAINING INSTITUTE

REGISTRATION FORM
Email completed registration form to Christy.craver@hg.doe.gov or fax to 301-903-6133

Course Title

Course Start Date Course End Date

Attendee Information

Check one LI Mr. L] Mrs. [ Ms. U] Dr.
First Name Middle Name Last Name Preferred Name
Job Title (Please be specific and do not use acronyms) Organization
Room Business Street Address City State Zip Code
Telephone Number* Email Address*

* For virtual training events, provide your phone and email you will be using to participate in the course.

Classification Officer/Manager (will receive certificates) Contact information (email or phone)

Employment Status: [ Federal Employee [ Contractor

If you are a contractor, specify your company name

Are you a U.S. citizen? [ Yes [ No
If you are not a U.S. citizen, specify your country of citizenship.
(If applicable, include dual citizenship status.)
What is your Clearance Level? [1Q oL L] Other
If Other is selected, list your Clearance Level.
Are you currently an original or Derivative Classifier? [ Yes [ No
If No, do you anticipate submitting a request to become a Classifier? ] Yes ] No
If Yes, how long have you been a classifier? Months Year(s)
Are you currently a Derivative Declassifier? ] Yes ] No
If No, do you anticipate submitting a request to become a Declassifier? [ Yes 0 No
If Yes, how long have you been a Declassifier? Months Year(s)

Briefly describe your Classification/Declassification duties/responsibilities.
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Department of Energy

Office of Classification
Classification Training Institute

RESTRICTED DATA DERIVATIVE
CLASSIFIERS COURSE

Training for non-DOE Personnel who Classify Restricted Data (RD)
and Formerly Restricted Data (FRD)

September 2021

Office of Environment, Health, Safety and Security



Presenter Notes

Presentation Notes

All personnel from non-DOE agencies who classify matter containing Restricted Data (RD) or Formerly Restricted Data (FRD) must be RD Derivative Classifiers and complete RD Derivative Classifier training.  This training is necessary in order understand the unique characteristics of RD and FRD, to include:
When you can make a determination whether matter must be referred to the Department of Energy (DOE) or Department of Defense (DoD), 
The special marking requirements for RD and FRD, and 
Other information you need to do your job.

This course is for persons in non-DOE agencies who deal with nuclear-related information and need to determine if matter contains RD or FRD. This course contains the policy content necessary for a person to become an RD Derivative Classifier.  

In addition to completing this training, or similar training provided by your agency, you must follow your agency’s procedures to become an RD Derivative Classifier.









Training Modules

A Fundamentals
Roles and Responsibilities

B

C RD Derivative Classification

D RD Derivative Classification Markings
E

Other Considerations



Presenter Notes

Presentation Notes

This training consists of five modules:

Fundamentals,
Roles and Responsibilities,
RD Derivative Classification,
RD Derivative Classification Markings, and
Other Considerations.






Module A

Fundamentals




Presenter Notes

Presentation Notes

Module A, Fundamentals





Objectives

= Understand the fundamentals of Restricted Data
Derivative Classification to include:
* Definition of classification
* Difference between INFORMATION and MATTER

* [dentification of authorities, categories, and levels for
classified information

* Definitions of Restricted Data (RD), Formerly Restricted
Data(FRD), Transclassified Nuclear Information (TFNI),
and Transclassification

* Application of the "Precedence Rule"
* Initial versus derivative classification




Presenter Notes

Presentation Notes

Upon completion of this module, you should understand the fundamentals of Restricted Data Derivative Classification to include:

Definition of classification, 
Difference between INFORMATION and MATTER,
Identification of authorities, categories, and levels for classified information,
Definitions of Restricted Data (RD), Formerly Restricted Data(FRD), Transclassified Nuclear Information (TFNI), and Transclassification,
Application of the "Precedence Rule", and
Initial versus derivative classification.





What is Classification?

= Classification is the process of identifying
information that must be protected against
unauthorized disclosure in the interest of
national security

= Security, in contrast, determines how to protect
the information after it has been classified

Information that needs protection must be
properly identified for the “gates, guns, and
guards" to protect it



Presenter Notes

Presentation Notes

Classification is the process of identifying information that must be protected in the interest of national security.  Identifying the classification of information determines the security measures that must be taken to protect the information. 
 
Information that needs protection must be properly identified for the “gates, guns, and guards" to protect it. 






= Information refers to the
facts, data, or knowledge
itself, regardless of form

= Matter conveys information

= Matter can be ANY media:
Paper Photographs
Drawings Material
Videos Electronic Media
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Presentation Notes

Information refers to the facts, data, or knowledge itself, regardless of form.
Matter conveys information.  Matter can be ANY media, not just paper documents.                     





= Statute
" Law passed by Congress

= Applies to any person in
the United States

= Atomic Energy Act of
1954

= Presidential Executive Order
= |ssued by the President

= Applies to the Executive
Branch

= Executive Order (E.O.) 13526,
Classified National Security
Information
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Presentation Notes

There are two authorities for classification: statutes and Presidential Executive Orders.

Statutes are laws passed by Congress that apply to any person in the United States, whereas Presidential Executive Orders apply to the Executive branch.  

The two specific authorities that apply are the Atomic Energy Act and Executive Order 13526.








Classification Categories

= There are four categories of classified
information
* Nuclear-related categories, classified by the Atomic
Energy Act
o Restricted Data (RD)
a Formerly Restricted Data (FRD)
o Transclassified Foreign Nuclear Information (TFNI)
" Information classified by Presidential Executive Order
a National Security Information (NSI)
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Presentation Notes

Based on the two authorities, there are four categories of classified information: Restricted Data (RD), Formerly Restricted Data (FRD), Transclassified Foreign Nuclear Information (TFNI), and National Security Information (NSI).

The three categories of RD, FRD, and TFNI were created under the Atomic Energy Act.  

The fourth classification category, National Security Information (NSI), is governed by Presidential Executive Order.






Special Characteristics

= No automatic declassification

= Limited authority to determine initial
classification and declassification

= Special training for access and classification

= Special markings

= Special access requirements for RD

" Foreign exchange of RD and FRD is only
permitted under special agreements
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Presentation Notes

In this course you will learn the policy requirements to classify matter containing RD and FRD.  This includes learning details of the special characteristics of nuclear-related information, including:​
​
     No automatic declassification, ​
     Limited authority to determine initial classification and declassification​,​
     Special training for access and classification​,
​     Special markings​,​
     Special access requirements​, and ​
     Foreign exchange of RD and FRD is only permitted under special agreements​.

This course will cover these special characteristics in detail.





Is Unique

= Under the Atomic Energy Act, DOE has the
authority and responsibility for classified nuclear-
related information

= DOE issues Government-wide implementing policies for
RD, FRD, and TFNI

= Contained in 10 CFR Part 1045, Nuclear Classification
and Declassification
= Each agency has an RD Management Official who
implements the RD, FRD, and TFNI program

10



Presenter Notes

Presentation Notes

Under the Atomic Energy Act, DOE has the authority and responsibility for classified nuclear-related information.

DOE issues Government-wide implementing policies for RD, FRD, and TFNI.

Contained in 10 CFR Part 1045, Nuclear Classification and Declassification.

Each agency has an RD Management Official who implements the RD, FRD, and TFNI program. 






Restricted Data

Classified information related to the design,
manufacture, or utilization of atomic weapons;
the production of special nuclear material; or
the use of special nuclear material in the
production of energy

Examples:
Nuclear weapon design
Nuclear material production

Naval reactor information

11
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Presentation Notes

Restricted Data is classified information related to the design, manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of special nuclear material in the production of energy.

Examples include:

    Nuclear weapon design,
    Nuclear material production such as gaseous diffusion and centrifuge, and
    Naval reactor information.





R |s all Nuclear-related
Information RD?

= |nitially all nuclear-related information was RD;
however, that is now no longer the case

= Some information has been declassified, for example:
= Civilian Reactors
= Biological effects

= Some information has been transclassified to:
= FRD
= TFNI

12
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Presentation Notes

Initially all nuclear-related information was RD; however, that is now no longer the case.

Some information has been declassified, for example:
     Civilian Reactors and
     Biological effects

Some information has been transclassified to FRD or TFNI.








What is Transclassification?

= Section 142 of the Atomic Energy Act permits moving
information from the RD category to other nuclear-related
classification categories under certain circumstances

" The process of moving information from the RD category
into another classification category under Section 142 is
referred to as

TRANSCLASSIFICATION

13
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Presentation Notes

What does Transclassification mean?

Section 142 of the Atomic Energy Act permits the removal of some information from the RD category to other nuclear-related classification categories under certain circumstances.

The process of moving information from the RD category into another classification category under Section 142 is referred to as “Transclassification”.









Formerly Restricted Data

= Classified information that was once RD, but DOE
and DoD jointly decided it should be transclassified
to FRD in order to more easily share information
necessary for military utilization

= Examples:
= Stockpile quantities

* Nuclear weapons safety and storage

= Nuclear weapon yields

= Locations of nuclear weapons (past and present)

14
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Presentation Notes

The second classification category is Formerly Restricted Data or FRD. 

FRD is classified information that was once RD, but DOE and DoD jointly determined that it should be transclassified to the FRD category to more easily share information necessary for military utilization.

Examples of FRD include:

     Nuclear weapon quantities,
     Nuclear weapons safety and storage,
     Nuclear weapon yields, and
     Locations of nuclear weapons, including past locations.





= (Classified information that was once RD, but DOE
and the Intelligence Community jointly decided it
should be transclassified to TFNI in order to more
easily share information concerning foreign nuclear
programs for intelligence-related purposes

= Examples:
= Foreign nuclear weapon design

= Foreign nuclear material production

Note: This information has been transclassified since 1954. However, it did
not have a specific designation or marking until 2010 — so there are many
existing documents containing TFNI that are not marked as TFNI.

15
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Presentation Notes

The third classification category is Transclassified Foreign Nuclear Information or TFNI.

Transclassified Foreign Nuclear Information is classified information that was once RD, but DOE and the Intelligence Community jointly determined that it should be transclassified to the TFNI category to more easily share information for intelligence-related purposes. 

Examples of TFNI include:
     Foreign nuclear weapon design and
     Foreign nuclear material production

Transclassification of this information has been authorized since 1954.  However, it did not have a specific designation or marking until 2010, so there are many existing documents containing TFNI that are not marked as TFNI.   

TFNI is usually found in the intelligence community, so all the requirements for TFNI are not covered in this training.  If you deal with classified information on foreign nuclear programs, ask your supervisor about TFNI training. 









Diagram of Transclassification

DOE and DoD act
under Section 142d
of the Atomic
Energy Act

Transclassified to

DOE and DNI act
under Section 142e
of the Atomic
Energy Act

Transclassified to

FRD

TFNI
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Presentation Notes

This is a summary of the transclassification of information illustrating the information transclassified and the authorities for transclassification.









National Security Information

= Government information that pertains to the
national defense or foreign relations (national
security) of the United States and has been classified
in accordance with a Presidential Executive Order

= Examples:

= Military plans, weapons systems, or operations
" Intelligence or Counterintelligence

= Foreign relations

17
I
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Presentation Notes

The fourth and final classification category is National Security Information (NSI).

National Security Information is classified information which is governed by Presidential Executive Order and encompasses the wide variety of subjects which are not nuclear related. Because the legal authority for classifying this information is different than that which classifies nuclear-related information, there are many differences in requirements from the other three categories.

Examples of NSI include:
     Military plans, weapons systems, or operations;
     Intelligence and Counterintelligence; and
     Foreign relations.

This briefing is focused on nuclear-related information; therefore, NSI requirements will not be discussed.






Levels of Classification

= The classification levels for RD, FRD, and TFNI are
the same as for other classified information (NSI)

= Level indicates the degree of damage to the
national security

= Top Secret - reasonably be expected to cause
EXCEPTIONALLY GRAVE DAMAGE

= Secret - reasonably be expected to cause
SERIOUS DAMAGE

* Confidential- reasonably be expected to cause DAMAGE

= RD Derivative Classifiers use the level identified in
guidance

18
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Presentation Notes

Like other classified information, RD, FRD, and TFNI are identified by level.

The classification level indicates the degree of damage that could result to the national security in the event of unauthorized disclosure. 

Top Secret - could reasonably be expected to cause EXCEPTIONALLY GRAVE DAMAGE to the national security. 

Secret - could reasonably be expected to cause SERIOUS DAMAGE to the national security.

Confidential- could reasonably be expected to cause DAMAGE to the national security.

RD Derivative Classifiers use the level identified in guidance.





# Precedence Rule

= The overall classification of matter (or page) is the
highest level and most restrictive category of
information in the matter (or on that page)

= For example: TSNSI + CRD = TSRD

LEVEL CATEGORY

Top Secret
Secret

Confidential

19
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Presentation Notes

Now that you know the categories and levels associated with classified nuclear-related information, you need to understand how to determine the overall classification of matter that contains more than one category and/or level of information.

You are already familiar with the precedence of the level of information, Top Secret being the most sensitive.  However, you may not have dealt with matter containing multiple categories. The order of precedence, with the most restrictive first, is RD, FRD, TFNI, and NSI.  

The overall classification of matter is the highest level of information and the most restrictive category of information.  For example, the overall classification of matter that contains TSNSI and CRD would be TSRD.





Initial Classification

= New NSI information requires a classification
determination by an Original Classifier

= New information that may be RD is presumed
classified

" For nuclear-related information, only the DOE
Director, Office of Classification, is authorized to
make the initial determination that the
information is, or is not, RD

= Determinations by the DOE Director, Office of
Classification, are promulgated in classification
guidance

20



Presenter Notes

Presentation Notes

Unlike NSI, which requires action by an original classifier to make a determination that new information is classified, new information that may be RD is presumed classified.
For nuclear-related information, only the DOE Director, Office of Classification, is authorized to make the initial determination that the information is, or is not, RD.  
Determinations by the DOE Director, Office of Classification, are promulgated in classification guidance.  





 Initial vs. Derivative
¥ Classification

= |nitial classification is a
decision on new
information

= Derivative classification is
a decision that matter is
classified based on
classification guidance or
a portion-marked source
document

(U) Widget Production
and Utilization
Security Classification
Guide

July 15, 2020

CONFIDENTIAL

Markings are for example purposes only 51




Presenter Notes

Presentation Notes

Initial classification is a decision that new information meets the criteria of the Atomic Energy Act of 1954 and must be protected.

Derivative classification is a decision that matter is classified based on classification guidance or a portion-marked source document.







Module A Summary

This module covered:

= Definition and authorities of classification

= Distinction between INFORMATION and MATTER
= Categories and levels of classification

= Definition of RD, FRD, TFNI, and
Transclassification

= Precedence Rule

= Difference between initial and derivative
classification

22
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Presentation Notes

You should now understand the fundamentals of Restricted Data Derivative Classification to include:

The definition and authorities of classification, 
The difference between INFORMATION and MATTER,
Identifying the category and levels for classified information,
The definitions of Restricted Data (RD), Formerly Restricted Data(FRD), Transclassified Nuclear Information (TFNI), and Transclassification, 
How to apply the "Precedence Rule“, and 
The difference between initial and derivative classification. 






Module B

Roles and Responsibilities

Office of Environment, Health, Safety and Security

23
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Presentation Notes

Module B, Roles and Responsibilities





Module B Objectives

= Understand the requirements of 10 Code of
Federal Regulations (CFR) part 1045 to include:

" Purpose of 10 CFR part 1045
= Roles and responsibilities under 10 CFR part 1045
= Authorities and limitations of RD Derivative Classifiers

24
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Presentation Notes

Upon completion of this module, you should understand the requirements of 10 Code of Federal Regulations (CFR) part 1045 to include:
 
The purpose of 10 CFR part 1045,
Roles and responsibilities under 10 CFR part 1045, and  
Authorities and limitations of RD Derivative Classifiers.






10 CFR 1045

= DOE issued regulation to
establish Government-wide
policies for implementing
the Atomic Energy Act

= Ensures consistent
implementation of RD, FRD,
and TFNI policies
throughout the Government

= |atest revision December
2018

66000

Federal Register/ Vol B3, No. 245/ Friday, December 21,

2014/ Rules and Regulations

DEPARTMENT OF ENERGY
10 CFR Part 1045
[AUBD-2016-1045]

RIN 1982-AA48

Kuclear Classification and
Declassification
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Presentation Notes

The Department of Energy (DOE) issued 10 CFR part 1045 to establish the Government-wide policies for implementing the Atomic Energy Act, ensuring consistent policies throughout the Government.  

10 CFR part 1045 was last updated in December 2018.





DOE has overall responsibility for managing the RD,
FRD, and TFNI classification and declassification
system.

DOE and DoD share the responsibility for determining
what information is FRD.

DOE and DNI share the responsibility for determining
what information is TFNI.

All agencies with access to RD, FRD, and TFNI are
responsible for implementing their RD programs
in accordance with 10 CFR 1045.

)
Z
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=

-

—

,
o
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Presentation Notes

The DOE Director, Office of Classification is responsible for managing the RD/FRD classification and declassification system on behalf of the Secretary of Energy.

DOE and the Department of Defense (DoD) jointly determine what information is FRD. 

DOE and the Director of National Intelligence (DNI) jointly determine what information is TFNI.  

All agencies with access to RD and FRD are responsible for implementing their RD programs in accordance with 10 CFR part 1045.






& DOE’s Role in Nuclear
Classification

= Determine what new information is RD
= Determine what RD/TFNI may be declassified

= |n consultation with DoD, determine what
information can be transclassified to FRD and
what FRD can be declassified

= |n consultation with the DNI, determine what
information can be transclassified to TFNI

" Prepare classification guidance that covers RD,
FRD, and TFNI
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Presentation Notes

As noted, the Atomic Energy Act gives DOE the responsibility for RD.  DOE issues the Government-wide requirements for RD, FRD, and Transclassified Foreign Nuclear Information (TFNI).  Some of DOE’s specific responsibilities include (but are not limited to):

Determining what new information is RD,
Determining what RD/TFNI may be declassified,
In consultation with DoD, determining what information can be transclassified to FRD and what FRD can be declassified,
In consultation with the DNI, determining what information can be transclassified to TFNI, and 
Prepare classification guidance that covers RD, FRD, and TFNI.





Classification (2)

= Review RD, FRD, and TFNI classification guidance
developed by other agencies to ensure it is
consistent with DOE guidance

= Review matter forwarded by other agencies that
may contain or is marked as containing RD, FRD,
and TFNI

= Requested under the Freedom of Information Act
(FOIA)

= Requested under the Mandatory Declassification
Review (MDR) processes

" |s otherwise intended for public release
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Review RD, FRD, and TFNI classification guidance developed by other agencies to ensure it is consistent with DOE guidance 

Review matter forwarded by other agencies that may contain or is marked as containing RD, FRD, and TFNI
Requested under the Freedom of Information Act (FOIA) process,
Requested under the Mandatory Declassification Review (MDR) process, and/or 
Is otherwise intended for public release.





& Other Agency
" Implementation

= Agencies appoint an RD Management Official
who implements the RD program by:
= Developing agency-specific policies
" Ensuring persons with access to or who classify RD,
FRD, and TFNI are appropriately trained

= Ensuring classification guidance that contains RD,
FRD, and TFNI is developed jointly with or
coordinated with DOE and is reviewed every 5 years
for consistency with DOE guidance

= Serving as the primary point of contact for questions
concerning RD and FRD
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Agencies besides the DOE implement the requirements through the appointment of an RD Management Official who implements the RD program by: 
Developing agency-specific policies,
Ensuring persons with access to or who classify RD, FRD, and TFNI are appropriately trained,
Ensuring classification guidance that contains RD, FRD, and TFNI is developed jointly with or coordinated with DOE and is reviewed every 5 years for consistency with DOE guidance, and
Serving as the primary point of contact for questions concerning RD and FRD.






Containing RD

" Only an authorized DOE person may declassify
(remove markings from) matter containing RD

= Even if there are applicable unclassified guide
topics, an authorized DOE person is the only
person authorized to review the matter and
remove RD markings from matter containing RD
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Only an authorized DOE person may declassify (remove markings from) matter containing RD. 

Even if there are applicable unclassified guide topics, an authorized DOE person is the only person authorized to review the matter and remove RD markings from matter containing RD.






Declassification of Matter
Containing FRD

= Only authorized persons in DOE or within DoD
may declassify matter containing FRD

= Declassification must be based on a topicin a
joint DOE-DoD guide, a DoD guide coordinated
with DOE, or agency guidance reviewed by both
DOE and DoD
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Presentation Notes

Only authorized persons in DOE or within DoD may declassify matter containing FRD.

The declassification must be based on a topic in a joint DOE-DoD guide, a DoD guide coordinated with DOE, or agency guidance reviewed by both DOE and DoD. 





RD and FRD Derivative
Classification

= |f matter potentially contains RD or FRD
information, the matter must be submitted
to an RD Derivative Classifier for review
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Presentation Notes

If matter potentially contains RD or FRD information, the matter must be submitted to an RD Derivative Classifier for review.







2% RD Derivative Classifier (DC)
XY Responsibilities

Review matter to determine if it contains RD or FRD

Understand when matter that potentially contains
RD or FRD must be submitted to DOE or DoD for
review

Use approved applicable classification guides,
bulletins, or portion-marked source documents as a
basis for classification

Challenge the classification of RD or FRD that they
believe is misclassified
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Presentation Notes


RD Derivative Classifiers must: 
Review matter to determine if it contains RD or FRD,
Understand when matter that potentially contains RD or FRD must be submitted to DOE or DoD for review,
Use approved applicable classification guides, bulletins, or portion-marked source documents as a basis for classification, and
Challenge the classification of RD or FRD that they believe is misclassified.

Follow your agency procedures or contact your RD Management Official if you need to classify matter containing RD or FRD.







) RD DC Designation

= All RD DCs must complete agency specific
requirements

= For non-DoD agencies, all RD DCs must be
designated in writing in accordance with agency
procedures

= For DoD

= Military or Federal civilian employees within DoD who
have received appropriate training do not require
designation to be an RD DC

= All DoD contractor RD DCs must be designated in
writing
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Presentation Notes

All RD Derivative Classifiers must complete agency specific required training. 

For non-DoD agencies, RD Derivative Classifiers, must be designated in writing as RD Derivative Classifiers in accordance with agency procedures.

For DoD
Military or Federal civilian employees within DoD who have received appropriate training do not require designation to be an RD Derivative Classifier and
All DoD contractor RD Derivative Classifiers must be designated in writing.





RD DC Authority

= An RD DC can:

= Review matter that potentially contains RD or FRD and
determine if it contains RD or FRD

= Upgrade matter containing RD or FRD - for example,
they can upgrade Confidential to Confidential//FRD, or
Secret//FRD to Secret//RD

= Downgrade the classification level of matter containing
RD or FRD - for example, they can downgrade Top
Secret//RD to Secret//RD, or downgrade Secret//FRD to
Confidential//FRD

= Redact RD or FRD from portion marked matter
(when it is NOT for public release)
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Presentation Notes

An RD Derivative Classifier can: 

Review matter that potentially contains RD or FRD and determine if it contains RD or FRD,
Upgrade the classification of matter containing RD or FRD. For example, they can upgrade Confidential to Confidential//FRD, or Secret//FRD to Secret//RD,
Downgrade the classification level of matter containing RD or FRD. For example, they can downgrade Top Secret//RD to Secret//RD, or downgrade Secret//FRD to Confidential//FRD, and
Redact RD or FRD from portion marked documents, if it is not intended for public release





RD DC Limitations

= An RD DC cannot:

Make classification determinations outside of their
subject matter expertise unless based on a portion-
marked source document

Redact RD or FRD from matter not portion marked
Declassify matter containing RD or FRD

Downgrade the classification category of matter
containing RD or FRD (e.g. they cannot downgrade
Secret//RD to Secret//FRD, or Secret//RD to Secret)

Review matter intended for public release that is
marked as or that potentially contains RD or FRD
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Presentation Notes

RD Derivative Classifiers cannot:

Make classification determinations outside their subject areas of their expertise unless the determination is based on a portion-marked source document,
Redact RD or FRD from matter that is not portion marked,
Declassify matter containing RD and FRD,
Downgrade the classification category of matter containing RD or FRD.  For example, they cannot downgrade Secret//RD to Secret//FRD, or downgrade Secret//RD to Secret, and
Review matter intended for public release that is marked as or that potentially contains RD or FRD.





Upgrading

= RD DC may upgrade the level or category of
matter marked as or potentially containing RD or

FRD

= Upgrades must be based on:
= DOE guides
= Joint DOE-agency classification guides
= Agency guides coordinated with DOE
" Portion-marked source documents
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Presentation Notes

An RD Derivative Classifier may upgrade the level or category of matter marked as or potentially containing RD or FRD.

Decisions to upgrade must be based on: 
DOE guides,
Joint DOE-agency classification guides,
Agency guides coordinated with DOE, or
Portion-marked source documents.

	






Downgrading

= RD DC may downgrade the level, but cannot
downgrade the category of matter containing RD
or FRD
= Downgrades must be based on:
= DOE guides
= Joint DOE-agency classification guides

= Agency guides coordinated with DOE

= Source documents may not be used as the basis
for downgrading matter containing RD or FRD
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Presentation Notes

An RD Derivative Classifier can downgrade the level but cannot downgrade the category of matter containing RD or FRD.

Downgrades must be based on:
DOE guides,
Joint DOE-agency classification guides, or
Agency guides coordinated with DOE.

Source documents may not be used as the basis for downgrading matter containing RD or FRD.
	






&= Declassification and Category
' Downgrade

= Declassification

" Only authorized persons within DOE can declassify
matter marked as RD

* Only authorized persons within DOE or DoD can
declassify matter marked as FRD
= Category downgrade (e.g., Secret//RD to
Secret//FRD, or Secret//RD to Secret)

* Only authorized persons within DOE can downgrade the
classification category of matter marked as RD

" Only authorized persons within DOE or DoD can
downgrade the category of matter marked as FRD

39



Presenter Notes

Presentation Notes

Declassification
Only authorized persons within DOE can declassify matter marked as RD and
Only authorized persons within DOE or DoD can declassify matter marked as FRD.

Category Downgrade
Only authorized persons within DOE can downgrade the classification category of matter marked as RD and
Only authorized persons within DOE or DoD can downgrade the category of matter marked as FRD.






€z Redacting RD or FRD

= An RD Derivative Classifier may remove RD or FRD
portions from matter that
" |s not for public release and
" |s portion-marked

= After removal, the matter must be reviewed to
verify it does not contain RD or FRD (e.g., ensure
all portions are correctly identified as not RD or
FRD and that there are no classified associations)

40



Presenter Notes

Presentation Notes

There are limitations for when an RD Derivative Classifier may redact RD or FRD from matter.  

An RD Derivative Classifier may remove RD or FRD portions from matter that

Is not for public release and 
Is portion-marked

After removal, the matter must be reviewed to verify it does not contain RD or FRD (e.g., ensure all portions are correctly identified as not RD or FRD and that there are no classified associations.





Public Release

= Any person who generates matter intended for
public release that potentially contains RD or
FRD must ensure that it is appropriately
reviewed for classification

= Matter that potentially contains RD must be
submitted to DOE for review

= Matter that potentially contains FRD must be
submitted to DOE and/or DoD for review
= Consult your agency’s policy or contact your RD
Management Official for coordination
procedures
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Presentation Notes

Any person who generates matter intended for public release that potentially contains RD or FRD must ensure that it is appropriately reviewed for classification.
Matter that potentially contains RD must be submitted to DOE for review and 
Matter that potentially contains FRD must be submitted to DOE and/or DoD for review.

Consult your agency’s policy or contact your RD Management Official for coordination procedures.





Module B Summary

= This module covered:
" Purpose of 10 CFR part 1045
= Roles and responsibilities of agencies/individuals
= Authorities and limitations of RD Derivative Classifiers
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Presentation Notes

You should now understand:

The purpose of 10 CFR part 1045, 

Roles and responsibilities of agencies and individuals, and 

Authorities and limitations of RD Derivative Classifiers.





Module C

Restricted Data Derivative Classification

Office of Environment, Health, Safety and Security
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Presentation Notes

Module C, Restricted Data Derivative Classification (DC)





Module C Objectives

= Understand the procedures that must be
followed to ensure proper classification of
matter containing RD or FRD to include:
= Classifying matter containing RD and FRD
= Use of classification guides

= Use of a source document to determine classification
of derived information

= Classification by association or compilation

= Process to follow in the absence of classification
guidance
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Presentation Notes

Upon completion of this module, you should understand the procedures that must be followed to ensure proper classification of matter containing RD or FRD to include: 

Classifying matter containing RD and FRD,
The use of classification guides,
The use of a source document to determine classification of derived information, 
Classification by association or compilation, and 
The process to follow in the absence of classification guidance.





Derivative Classification of Matter
Containing RD and FRD

SECRET
CG-WD-3

= Determination by an RD
Derivative Classifier that

(V) Classification

matter contains RD or Widget besign
FRD must be based on s

SECRET

= Classification guidance

(U) Widget Inspections

= Applicable portion-
marked source
document e

O OO OO K00
OO ORI XX,

mmmmmmmmmmm

nnnnnnnnnnnnnnnnnnnnn
Energy Act of 1954, Unaul!wr iiii

nnnnnnnnnnnnnnn

SECRET

Markings are for example purposes only 4c
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The determination by an RD Derivative Classifier that matter contains RD or FRD must be based on

Classification guidance or 
Applicable portion-marked source document





Derivative Classification
Review Process

1) A document is created, containing 3) DC marks the document
information in a classified subject area appropriately
SECRET-RD SECRET-RD
(U) Apple
Apple XXXXXX SNSI[10] XXXXXX CNS|[25] June 17, 2021
. XXXXXX U [ XXXXXX CRD .
The apple is (C) The apple is
roun Fact that XXXXXX CRD round
apples CNSI[15] un
are round XXXXXX  CNSI[15]
SECRET-RD SECRET-RD fﬁ'g‘;?e‘d"i'i;?ﬂmﬁ??m“

Classified By: _Joe Smith, Director, DOE, AU-61
Derived From: CG-APPLE-3, 1/3/2017, DOE OC
Declassify On: 20360817

CONFIDENTIAL

2) DC compares information in the document
to topics in a classification guide

Markings are for example purposes only 16




Presenter Notes

Presentation Notes

An RD Derivative Classifier will review the document under evaluation for classified information using applicable classification guides or source documents.  After determining the classification of the document under review, the RD Derivative Classifier will then appropriately mark the document.





ER Classification Guides with RD/FRD

2 Topics
Identify RD/FRD and specifies the
level and category

May specify what is unclassified in
the topic subject area '

Must be issued, approved, or
reviewed by DOE

Are published by subject or
program area

Are used only by RD Derivative
Classifiers with expertise in the
subject area covered

47



Presenter Notes
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Classification guides that contain RD or FRD topics:

Identify RD/FRD and specifies the level and category,
May specify what is unclassified in the topic subject area,
Must be issued, approved, or reviewed by DOE,
Are published by subject or program area, and 
Are used only by RD Derivative Classifiers with expertise in the subject area covered.






= Can be issued by DOE, jointly by DOE and other
agencies, or by other agencies

" |f a non-DOE guide contains RD or FRD topics, the
guide must be coordinated with the DOE Office of
Classification to ensure topics are consistent with
current DOE classification

SECRET CONFIDENTIAL
© € oo & OTHER
(V) gaf‘:iﬁ:atlun N AG E N CY
wl::i‘:etl::esign G U I D E

Oifice o Clussication
mmmmmmmmmmmm

SECRET
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Presentation Notes

Classification guides concerning RD and FRD can be issued by DOE, jointly by DOE and other agencies, or by other agencies. 

If a non-DOE guide contains RD or FRD topics, the guide must be coordinated with the DOE Office of Classification to ensure topics are consistent with  current DOE classification.






Classification Bulletins

= (Classification bulletins may be issued
= For policy clarification or interpretation
= To provide additional information

= To provide interim guidance that may be used to
derivatively classify matter until the information is
incorporated into a classification guide
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RD Derivate Classifiers may also use applicable classification bulletins to make determinations.  

Classification bulletins may be issued

For policy clarification or interpretation,
To provide additional information, and
To provide interim guidance that may be used to derivatively classify matter until the information is incorporated into a classification guide.






| Index of DOE Classification
2 Guidance

OFFICIAL USE ONLY

= Lists DOE issued guidance on
classified and controlled
information guidance (e.g., INDEX OF DOE

CLASSIFICATION

classification guides, bulletins) |
January XXXX
= Published twice a year — in S —

Washington, DC 20585

January and July

= Use latest version to verify
DOE guidance is current

OFFICIAL L
mmwmmmﬂmmm
Freedom of Information Act (5 L. &Sﬁﬂ],

sxempSon number and category- 7, La
Enforcemant. Dmmorzmmrmu
requied bstors public risass.

NHI'INCI\]: Eﬂ:IIA Chalk, HS-62

ey 23 212 OFFICIAL USE ONLY

Gunanu mappmq
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Presentation Notes

The Index of DOE Classification Guidance:

Lists DOE issued guidance on classified and controlled information guidance (e.g., classification guides, bulletins),
Published twice a year –  in January and July, and
Use latest version to verify DOE guidance is current.







= |f applicable guidance or a
portion-marked source
document is not available, an
RD Derivative Classifier must
contact their supervisor or RD
Management Official

= |f there is no applicable
guidance, your supervisor or
RD Management Official will
contact the DOE Office of
Classification

SECRET

CONFIDENTIAL

Markings are for example purposes only 1
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Presentation Notes

If applicable guidance or a portion-marked source document is not available, an RD Derivative Classifier must contact their RD Management Official.

If there is no applicable guidance, the RD Management Official will contact the DOE Office of Classification.






= (Classification guides
may include:
" Introductory information

= Discussion of the
reasons for classification

= Broad guidance
= Specific topical guidance

Classification Guide Format

SECRET RD

CHAPTER 1
WIDGET DESIGN

A. General Information

XXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX

B. Broad Guidance
XXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX

D. Topics

C. Reasons for

Classification

XXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXX XXX XXXXX X XXX XXX XX XXX XXXXX XX XXX XXX XX XXX XXX
XXXXXXXXXXXXXXXXXKXXXXXXXXXXXKXXX XXX XX XXX XXX XX XXX XXX XXX XX XXX

101 XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXX XXX X XXX X XXX X XXXXXXXX

101.1  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX U
101.2  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX CRD
101.3  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX CRD
101.4  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX SRD
101.5  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX SRD
101.6  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX U

101.7  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX CFRD

SECRET RD

Markings are for example purposes only
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Classification guides may include:

Introductory information,
Discussion of the reasons for classification,
Broad guidance, and 
Specific topical guidance.







Topic Format

= Each topical area contains
detailed subtopics

= Subtopics specify the
information being discussed and
whether the information is
classified or unclassified

= |f the information is classified,
the subtopic identifies the level
and category of classification

SECRETRD

D. Topics
100 WIDGET DESIGN

101 Widget technology and production
101.1 Colors of widgets produced
101.2 Width of widget
101.3 Length of widget
101.4 Thickness of widget
101.5 Volume and weight of widget

101.6 Total quantity of widgets
produced

u
CRD
CRD
SRD
SRD

U

101.7 Quantities produced by color CFRD

SECRET RD

Markings are for example purposes only
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Each topical area contains detailed subtopics.

Subtopics specify the information being discussed and whether the information is classified or unclassified.

If the information is classified, the subtopic identifies the level and category of classification.






Classification Example 1

What is the classification of this memorandum?

SECRET RD
MEMORANDUM
Date: September 1, 2020
D. Topics
To:  All Supervisory Personnel 100 WIDGET DESIGN

From: T.D. Chegwidden, Director

. _ At 101 Widget technology and production
Widget Production Division

101.1 Colors of widgets produced u

Subject: Widget Color and Size 101.2 Width of widget CRD
1. The U.S. produces widgets that are red, 101.3 Length of widget CRD
white, and blue. 101.4 Thickness of widget SRD

) ) 101.5 Volume and weight of widget SRD
2. The most popular widget is the red

version that is 2 inches by 3 inches by 101.6 Total quantity of widgets u
. . produced
5 inches and weighs 1 pound.
101.7 Quantities produced by color CFRD
3. One hundred crimson widgets have
been produced.

SECRETRD
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Example 1 – what is the classification of this memorandum?





Classification Example 1 -

What is the classification of this memorandum?

SECRET S R D SECRET RD
MEMORANDUM

Date: September 1, 2020

U . D. Topics
To:  All Supervisory Personnel = Via 100 WIDGET DESIGN
From: I\f[:i C:!%gwciidd?_n, D[i;'_e‘_-"t'_’r / ) 101 Widget technology and production
idget Production Division
9 101.1 Colors of widgets produced u
Subject: (U) Widget Color and Size . 101.2 Width of widget CRD
SRD via : i
1. The U.S. produces widgets that are red, L’ - 101.3 Length of widget CRD
white, and blue. 101.4 & 5 101.4 Thickness of widget SRD
101.5 Volume and weight of widget SRD
2. The most popular widget is the red

version that is 2 inches by 3 inches by 101.6 T‘:;:'u‘(l;‘;:l“tity of widgets u
5 inches and weighs 1 pound. P

CFRD via 101.7 Quantities produced by color CFRD
3. One hundred crimson widgets have <=
been produced. 10 1 . 7
RESTRICTED DATA
This document contains Restricted . . .
i i Classified by: T.D. Chegwidden, Director

Energy Actof 1654, Unauthorized DOEWG-10
i subject to ini Derived from: CG-WD-3, 4/22/2018, DOE OC

and Criminal Sanctions

SECRET SECRETRD

Markings are for example purposes only oc
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The memorandum is SRD.  One paragraph is unclassified, one is SRD, and one is CFRD, so the overall classification is SRD.







TESO

What is the classification of t

LESSON PLAN

COURSE TITLE: MODULE:
Comprehensive Widget Qualification

Course Storage
The Big Stone Army Depot near Little Slide 1
Rock, Arkansas stores widgets -

It maintains an inventory of 850 blue Slide 2

widgets

The storage location is Building G-12 ESIide 3

Classification Example 2

nis lesson plan?

SECRETRD

D. Topics
200 WIDGET DISTRIBUTION

201 Location of widgets

201.1 Specific military facilities that u
store widgets

201.2 Specific type of widgets stored CRD
(e.g., by color, weight, or serial
number)

201.3 Specific buildings that store SFRD
widgets

SECRETRD

Markings are for example purposes only 6
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Example 2 – what is the classification of this lesson plan?





SECRET

(U) LESSON PLAN

COURSE TITLE:

Comprehensive Widget Qualification
Course

MODULE:

Storage

The Big Stone Army Depot near Little
Rock, Arkansas stores widgets

It maintains an inventory of 850 blue .
widgets %

The storage location is Building G-12

RESTRICTED DATA
This document contains Restricted
Data as defined in the Atomic
Energy Act of 1954, Unauthorized

Classified by: Joe Smith, Trainer, DOE,_WG-10
Derived from: CG-WD-3, 4/22/2018 DOE OC

Slide 3

disclosure subject to Administrative
and Criminal Sanctions,

SECRET

SRD

U via
~ 201.1

L CRD via
201.2

N SFRD via
201.3

CRD + SFRD
= SRD

Classification Example 2 -
Answer

What is the classification of this lesson plan?

SECRETRD

D. Topics
200 WIDGET DISTRIBUTION

201 Location of widgets

201.1 Specific military facilities that u
store widgets

201.2 Specific type of widgets stored CRD
(e.g., by color, weight, or serial
number)

201.3 Specific buildings that store SFRD
widgets

SECRETRD
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Presenter Notes

Presentation Notes

The classification of the lesson plan is SRD.  One item is unclassified, one is CRD, and one is SFRD, so the overall classification is SRD.





Source Documents

= An existing classified document that is used to
identify the level and category of information
incorporated, paraphrased, restated, or
generated into new matter

= A portion-marked source document may be used
to derivatively classify matter as RD or FRD

= |f matter is not portion-marked, it cannot be
used as a source document

Note: You must be an RD Derivative Classifier to
classify matter containing RD or FRD based on a
source document
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Presentation Notes

A source document is an existing classified, portion-marked document that contains information that is used to identify the level and category of information incorporated, paraphrased, restated, or generated into new matter.

A portion-marked source document may be used to derivatively classify matter as RD or FRD.  

If matter is not portion-marked, it cannot be used as a source document.  

Note:  You must be an RD Derivative Classifier to classify matter containing RD or FRD based on a source document.






Classification by Association

= Classified associations ndiduall: | 3
] Unclassified
= When two or more pieces of -
unclassified information reveal
classified information when A+ B = C
associated (U+U=S)
= Two or more pieces of classified Acsfac;?.?c.t:j

information that reveal information at
a higher level than either piece

(C+C=S)
= Associations are usually derivative classification
determinations based on classification guidance

Markings are for example purposes only <9




Presenter Notes

Presentation Notes

Classified associations occur when:
Two or more pieces of unclassified information reveal classified information when associated, or
Two or more pieces of classified information that reveal information at a higher level than either piece.
 
Associations are usually derivative classification determinations based on classification guidance.






Classification by Association
- Marking

= QOverall level and category may be impacted by
the association

" |f matter is portion-marked, each portion is
marked at the level and category of the
associated information



Presenter Notes

Presentation Notes

If matter is not portion-marked, the overall level and category may be impacted by an association.

If matter is portion-marked, mark each portion at the level and category of the associated information.






Classification by Association
- Example

SECRET

SECRETRD
(U) Widget Shipments D. Topics
1. The DOE produces and ships Widgets. <um__ Individual IV 200 WIDGET DISTRIBUTION
) . 201 Location of widgets
2. Widget tly shipped to Fort =" £
Gilz,ﬁ:s were recently shippedfo Fo Unclassified 2011 Specific military facilities that u

store widgets

3. The Commander of Fort Gizmo 201.2 Specific type of widgets stored CRD
upgraded security at Building G-12 to {e.g., by color, weight, or serial

accommodate recent shipments. number)
201.3 Specific buildings that store SFRD
widgets

\ Association
SFRD

FORMERLY RESTRICTED DATA

Unauthorized disclosure is subject to | jagsified by: T.0. Chegwidden, Director
administrative and criminal sanclions.

. DOE, WG-10

H. i, LGV

B e e o o | Derived from: CG-WD-3, 4/22/2018, DOE OC
Energy Act of 1954,

SECRET SECRETRD

= Paragraphs 1, 2, and 3 individually are unclassified
= However, associating paragraph 2 with paragraph 3 divulges that
widgets are stored in Building G-12, which is SFRD by topic 201.3

Markings are for example purposes only -
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Presentation Notes

Here is an example of classification by association. 





Classification by Compilation

= When the selection, arrangement, or
completeness of information in a document adds
sufficient value to merit classification or
classification at a higher level or category

= |f there is no classification guide topic that
applies to an RD/FRD compilation, the
compilation determinations must be made by
the DOE Director, Office of Classification

= Compilations are very rare
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Classification by compilation is when the selection, arrangement, or completeness of information in a document adds sufficient value to merit classification or classification at a higher level or category.

If there is no classification guide topic that applies to an RD/FRD compilation, the compilation determinations must be made by the DOE Director, Office of Classification.

Compilations are very rare.






U

Classification by Compilation

(2)

CLASSIFIED
o 2 (u
) (Y (u
Value Added U
(by SELECTION) u) Y g) Y
U U U
Quantitative U U
Value
Added

U U
Value Added
(by ARRANGEMENT) : U :
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This diagram illustrates the concept of classification by compilation. Value can be added by selecting certain information or by arranging information in a certain way.





Example of Classification

¥ by Compilation

= Although weapon data QECRET
report abstracts are INCLASSIFIED
unclassified, combining (V) Wespon Data —
several years of the

Fiscal Year 2021
abstracts could add ilom—
value such as
completeness or UNCLASSIFIED
comprehensiveness of UNCLASSIFIED
the information, which UNCLASSIFIED
UNCLASSIFIED

would warrant NCLASSIFIED
classification SECRE]
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Presentation Notes

For example, although weapon data report abstracts are unclassified, combining several years of the abstracts could add value such as completeness or comprehensiveness of the information, which would warrant classification. 





Classification by Compilation
-Marking

= Matter classified by compilation is never portion
marked

= Front page must contain the statement:

“This document has been classified as a
compilation and must not be used as a source
document for a derivative classification decision."
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Presentation Notes

In order to protect classified information, matter classified by compilation is never portion-marked, and the front page must contain the statement:

“This document has been classified as a compilation and must not be used as a source document for a derivative classification decision." 






Module C Summary

" This module covered the procedures that must
be followed to ensure proper classification of
matter containing RD or FRD to include:

= Classifying matter containing RD and FRD
= Use of classification guides

= Use of a source document to determine classification
of derived information

= Classification by association or compilation

= Process to follow in the absence of classification
guidance
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Presentation Notes

You should now understand the procedures that must be followed to ensure proper classification of matter containing RD or FRD to include: 

Classifying matter containing RD and FRD,
The use of classification guides,
The use of a source document to determine classification of derived information, 
Classification by association or compilation, and 
The process to follow in the absence of classification guidance.








Module D

Restricted Data Derivative
Classification Markings

Office of Environment, Health, Safety and Security
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Presentation Notes

Module D, Restricted Data Derivative Classification Markings.





Module D Objectives

= Understand Derivative Classification markings to
include:

= Matter containing RD and FRD
= Comingled RD/FRD and NSI

This module does not contain classified information.
Classification markings are for example purposes only.
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Upon completion of this module, you should understand Derivative Classification markings to include:

Matter containing RD and FRD and
Comingled RD/FRD and NSI 

This module does not contain classified information.�Classification markings are for example purposes only.







Classification Markings

= Consistent handling of RD and FRD throughout
the Government requires that standard markings
be applied to classified matter

= Markings must be uniformly and conspicuously
applied to leave no doubt about the level and
category of classified information so that it may
be protected accordingly
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Consistent handling of RD and FRD throughout the Government requires that standard markings be applied to classified matter.

Markings must be uniformly and conspicuously applied to leave no doubt about the level and category of classified information so that it may be protected accordingly.






Front Page Markings

2 Highest classification level of information
at the top and bottom of the page SECRET

= Subject or title marking

= RD or FRD admonishment (U) RD Markings
(notice/warning)

= The RD Derivative Classifier's name and
position/title (and agency and office, if not
otherwise apparent)

RESTRICTED DATA

= C(Classification guide or source document et ae e i e e

Energy Act of1954 Unaulhonzed

used to classify the matter by title, ot o) Sanapone
originating agency and date Derived From: Jﬁ%%ﬂﬁff?%,2855,‘})”5?@

Declassification instructions are not
included on matter containing only RD or
FRD

Markings are for example purposes only 20

SECRET
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The front of matter containing RD or FRD must include the following:

Highest classification level of information contained in the matter at the top and bottom of the page.

Subject or title marking.

RD or FRD admonishment (notice/warning).

RD Derivative Classifier's name and position/title (and agency and office, if not otherwise apparent).

Classification guide or source document used to classify the matter by title, originating agency and date.

Declassification instructions are not included on matter containing only RD or FRD.





Interior Page Markings

" |nterior pages of matter containing RD or FRD

must be marked at the top and bottom of each
page with:

* The overall classification level and category of the
matter, or

= The highest classification level and category (if RD
FRD) of the information contained on that page
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Interior pages of matter containing RD or FRD must be marked at the top and bottom of each page with:

The overall classification level and category of the matter, or 
The highest classification level and category (if RD FRD) of the information contained on that page.






RD/FRD Interior Page
Markings

Mark top and bottom of pages with

Overall document classification Classification level & category of
level & category OR each individual page

SECRET-RD SECRET-RD SECRET-RD CONFIDENTIAL-RD

This paragraph is Unclassified. This paragraph is Unclassified. This paragraph is Unclassified. This paragraph is Unclassified.

This paragraph is CRD. This paragraph is CRD. This paragraph is CRD. This paragraph is CRD.

This paragraph is SRD. This paragraph is CFRD. This paragraph is SRD. This paragraph is CFRD.

This paragraph is CRD. This paragraph is CRD. This paragraph is CRD. This paragraph is CRD.
SECRET-RD SECRET-RD SECRET-RD CONFIDENTIAL-RD

Markings are for example purposes only 5
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These are examples of interior pages of matter that contains RD.  Interior pages have the overall classification level and category of the matter, or the highest level and category of the individual page at the top and bottom of each page.

In the example on the left, every page is marked with the overall level and category of the matter. 

In the example on the right, each interior page is marked with the overall level and category of each page – which is Secret RD for page 2 and Confidential RD for page 3.    






= Subject or title of matter
containing RD or FRD must be
marked to identify the
classification of the text of the
subject or title, including the
|eve|’ category (if RD or FRD), @Vlarking of a Secret Restricted Data

Document
and any caveats (e.g.,

SECRET

All classified documents must be title-marked,

NOFORN, ORCON) regardless of whether it contains RD, FRD,
TFNI or NSI. Titles should be kept unclassified
= This marking is placed before whenever possible, which should almost always

be th .
the subject or title oo

Of course, there are additional markings that
= Every effort should be made to - e e '

keep the subject or title
unclassified

Markings are for example purposes only 3
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The subject or title of matter containing RD or FRD must be marked to identify the classification of the text of the subject or title.  This marking should include the level, category (if RD or FRD), and any caveats (e.g., NOFORN, ORCON). 

This marking is placed before the subject or title. 

Every effort should be made to keep the subject or title unclassified.





Back Page Marking

= Mark the back cover or SECRET
back page with overall
level of information in
the matter

" |ndicating the overall (Back of the document)
category is acceptable,
but not required

SECRET

Markings are for example purposes only o
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The back cover or back page of matter containing RD or FRD must be marked with the overall classification level of information contained in the matter at the top and bottom of the page.  

Including the overall category of information in the page markings is not required but is acceptable.

This requirement does not apply to matter when there is no outside back cover or page (e.g., electronic documents).





Portion Marking

= Portion marking is the application of
classification markings to individual words,
phrases, sentences, paragraphs, or sections of
matter to indicate their specific classification
levels and categories (if RD or FRD)

= |f your agency requires portion marking, you may
encounter matter containing RD or FRD from
other agencies that is not portion-marked

= Matter that is not portion-marked may not be
used as a source document

75




Presenter Notes

Presentation Notes

Portion marking is the application of classification markings to individual words, phrases, sentences, paragraphs, or sections of matter to indicate their specific classification levels and categories (if RD or FRD).

Portion marking of matter containing RD and FRD is not required. The decision to do so is left up to each agency.

Even if your agency requires portion marking, you may encounter matter containing RD or FRD from other agencies that is not portion-marked.

Matter that is not portion-marked may not be used as a source document.






Portion Marking (2)

= Portion marking of matter SECRET-RD
containing RD and FRD is Portion Marking Examples
not required, but optional :;) :I,fd.sy
" |f portion-marked, the level (cRD) Icff:] Restricted Dats
and category (if RD, FRD, or o e
TFNI) must be identified for RSt
each portion
SECRET-RD

If no category is indicated, the portion is presumed
to be National Security Information

Markings are for example purposes only 6
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Matter containing only TFNI and/or NSI must be portion-marked.

If matter is portion marked, the level and category (if RD ,FRD, or TFNI) must be identified for each portion.

     If no category is indicated, the portion is presumed to be National Security Information.







Commingled Matter — Contains
RD/FRD and NSI

= When not portion-marked

= Does not include declassification instructions
* Marked the same as matter containing only RD or FRD

= When portion-marked

= “Declassify On” line does not include a declassification
date or event

* Annotate the “Declassify On” line with “Not Applicable
(or N/A) to RD/FRD portions. See source list for NSI
portions”

= Source list must provide applicable NSI declassification
instructions

= |f feasible, the source list is not placed on the front page -
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The requirements for matter containing RD/FRD and NSI depend on whether the matter is portion-marked.

When not portion-marked:
Does not include declassification instructions and
Marked the same as matter containing only RD or FRD.

When portion-marked:

The “Declassify On” line does not include a declassification date or event,
Annotate the “Declassify On” line with “Not Applicable (or N/A) to RD/FRD portions. See source list for NSI portions”,
The source list must provide applicable NSI declassification instructions, and
If feasible, the source list is not placed on the front page.






Example of Portion Marked
Matter containing RD and NSI

SECRET SECRET-RD

Subject: (U) Marking a Portion-Marked

RD and NSI Document (S)  This paragraph contains Secret NSI

information.
(S)  This paragraph contains Secret NSI
information. (U)  This paragraph contains Unclassified
information.

(U)  This paragraph contains Unclassified
information. (C)  This paragraph contains Confidential

NSI information.

(CRD) This paragraph contains Confidential
RD information.

RESTRICTED DATA Source list:
This document contains Restricted
Data as defined in the Atomic _ _ .
Energy Act of 1954. Unauthorized CG-WPU 4f JUIy 15, 2020, DOE OC‘
disclosure subject to Administrative Declassify NSI on: 25X2; when the
and Criminal Sanctions. concealed sensor location is no longer
Classified By: Joe Smith, Director, DOE, AU-61 used.
Derived From: CG-WPU-4, July 15, 2020, DOE OC
Declassify On: N/A for RD portions. See source list for
NSI portions
SECRET SECRET-RD

Markings are for example purposes only g
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Here is an example of portion-marked matter containing both Restricted Data and National Security Information.







Critical Nuclear Weapon
Design Information (CNWHDI)

= CNWDIisRD

= CNWDI designation is used by DoD for TSRD or
SRD weapon data revealing the theory of
operation or design of the components of a
thermonuclear or fission bomb, warhead,
demolition munitions, or test device

= Requirements for marking matter containing
CNWDI are contained in DoD Instruction 5210.02

DoD personnel should refer to DoD Instruction
5210.02 for more information
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CNWDI is RD.

The CNWDI designation is used by DoD for TSRD or SRD weapon data revealing the theory of operation or design of the components of a thermonuclear or fission bomb, warhead, demolition munitions, or test device.

Requirements for marking matter containing CNWDI are contained in DoD Instruction 5210.02.  

DoD personnel should refer to DoD Instruction 5210.02 for more information.






Module D Summary

= This module covered:

= Markings that are applied to matter containing RD
and FRD

= Markings that are applied to comingled RD/FRD and
NSI
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You should now be able to correctly mark:
 
Matter containing RD and FRD and
Comingled RD/FRD and NSI matter.






Module E

Other Considerations
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Module E, Other Considerations.





Module E Objectives

= Understand some unique aspects of nuclear
information to include:
* Who may have access to RD or FRD
= Approval for international exchange of RD and FRD

= Basic Transclassified Foreign Nuclear Information
(TFNI) requirements

* Freedom of Information Act (FOIA) and Mandatory
Declassification Review (MDR) basics

= Classification challenges and declassification
proposals
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After completing this module, you should understand:

Who may have access to RD or FRD,
Approval for international exchange of RD and FRD,
Basic Transclassified Foreign Nuclear Information (TFNI) requirements ,
Freedom of Information Act (FOIA) and Mandatory Declassification Review (MDR) basics, and
Classification challenges and declassification proposals.






&% Access Requirements for RD —
» nhon-DoD agencies

= Need to know

" |n general, a Q or L access authorization is
required for access to RD

= Top Secret RD, Secret RD, Q
and Confidential RD
= Confidential RD only L

"= There may be additional requirements depending
on the agency and the program

= Contact your security office to verify the access
requirements for the RD with which you work
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To have access to RD and FRD, all persons must have a need to know.  

In general, a person outside of DoD must also have a Q or L access authorization.  
A Q clearance makes a person eligible for access to Top Secret, Secret, and Confidential RD and
An L clearance makes a person eligible for access to Confidential RD.

However, there may be additional requirements depending on the agency and the program.  

If you are not sure if a person may have access to the RD or FRD with which you are working, verify that they meet all requirements for access with your security office.





& Access Requirements for RD —
" DoD

= Need to know

" |n general, for access to nuclear weapon data, a
person in DoD must have an appropriate
clearance with CNWDI

Refer to DoD Instruction 5210.02, Access to and
Dissemination of Restricted Data, for full
requirements and points of contact
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Within DoD, an individual with a need to know must, in general, have appropriate clearance and CNWDI for access to nuclear weapon data.  

Refer to DoD Instruction 5210.02, Access to and Dissemination of Restricted Data, for full requirements and DoD points of contact. 





Access to FRD

" |n general, the same as for NSI

= Clearance at the same or higher level as the
classification of the information in the matter

"= There may be additional requirements depending
on the agency and the program

= Contact your security office to verify the access
requirements for the FRD information with which
you work
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In general, the access requirements for FRD are the same as for NSI. 

Again, there may be additional requirements depending on the agency and the program.

If you are not sure you can share FRD with someone, contact your security office to verify the access requirements for the FRD information with which you work.





RD or FRD cannot be exchanged except pursuant to
an agreement for cooperation

FRD is treated as RD in foreign dissemination
Approval for exchange is a multi-step process

Contact the Joint Atomic Information Exchange
Group (JAIEG) if you need to share RD or FRD with
any foreign nation or regional defense organization
= JAIEG Chief (DOE) Kevin Winston — (703) 681-0222
= JAIEG Deputy Chief (DTRA) Tom Niner —(703) 681-0224
= JAIEG Technical Director (DOE) — (703) 681-0232
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RD can only be exchanged with a foreign nation if there is an agreement for cooperation under the Atomic Energy Act.  

FRD is treated as RD in foreign exchange; it also requires an agreement for cooperation.  

In order to determine if matter containing RD or FRD may be exchanged with a foreign nation or regional defense program, you must contact the Joint Atomic Information Exchange Group (JAIEG).





= Some requirements for TFNI are similar to RD/FRD

= Specific training is required to determine if matter
contains TFNI

= DOE must review matter that potentially contains TFNI
for public release

= TFNI is never automatically declassified

= For training on all requirements, contact your
supervisor or RD Management Official
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Although this training does not cover all TFNI requirements, you should be aware of some TFNI requirements in case you encounter TFNI: 

Like RD and FRD, specific training is required to review matter that potentially contains the information,
DOE must review matter that potentially contains TFNI for public release, and
TFNI is never automatically declassified.

For training on all TFNI requirements, contact your supervisor or RD Management Official.





Freedom of Information Act (FOIA)

and Mandatory Declassification
Review (MDR) - RD

Agencies must forward matter marked as or
potentially containing RD that is responsive to a
FOIA or MDR request to DOE for review

The DOE Director, Office of Classification is the
Government-wide denying official for RD

If information is denied, the response will
include information on appeals

Appeal authority for RD is the DOE Associate
Under Secretary for Environment, Health, Safety
and Security
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Agencies must forward matter marked as or potentially containing RD that is responsive to a Freedom of Information Act (FOIA) or Mandatory Declassification Review (MDR) request to DOE for review.

The DOE Director, Office of Classification is the Government-wide denying official for RD.  

If information is denied, the response will include information on appeals.

The appeal authority for RD is the DOE Associate Under Secretary for Environment, Health, Safety and Security.






FOIA and MDR - FRD

= Agencies must forward matter marked as or
potentially containing FRD that is responsive to a
FOIA or MDR request to the DOE or to the DoD

for review, depending on which is the originating
agency

= |f the matter or portions of the matter cannot be
released, the denying official is either the DOE
Director of the Office of Classification or the
appropriate DoD official
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Agencies must forward matter marked as or potentially containing FRD that is responsive to a FOIA or MDR request to the DOE or to the DoD for review, depending on which is the originating agency. 
 
If the matter or portions of the matter cannot be released, the denying official is either the DOE Director of the Office of Classification or the appropriate DoD official.






Classification Challenges

= Any person with access to RD, FRD, or TENI who
believes that RD, FRD, or TFNI is improperly
classified is encouraged and expected to challenge
the classification

= Challenges are submitted in accordance with
agency procedures

= Challenges may also be submitted directly to the
DOE Director, Office of Classification, at any time
(See 10 CFR Part 1045 for instructions)

= Under no circumstances is the person subject to
retribution

90




Presenter Notes

Presentation Notes

As a person with access to RD or FRD, if you believe that RD or FRD is improperly classified, you are encouraged and expected to challenge any classification of RD or FRD that you believe is incorrect.  This also applies to TFNI.  

You may submit a challenge to the classification of RD, FRD, or TFNI by following your agency procedures. 

You may also submit classification challenges directly to the Director, Office of Classification at any time. The person submitting the challenge must receive an initial response from that office within 60 days.

Retribution against a person making a classification challenge is prohibited.  






Declassification Proposals

Anyone may submit proposals for the
declassification of RD, FRD, or TFNI

Proposals may be submitted under agency policy or
may be submitted directly to the DOE Director,
Office of Classification

Proposals must include a description of the
information concerned

Proposals may also include a reason for the request

Proposals should be reviewed for classification and
sent through secure means if classified
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Anyone may submit proposals for the declassification of RD, FRD, or TFNI.

Proposals may be submitted under agency policy or may be submitted directly to the DOE Director, Office of Classification.

The proposal must include a description of the information concerned

The proposal may also include a reason for the request.

Proposals should be reviewed for classification and sent through secure means if classified.






Sanctions

= Any knowing, willful, or negligent action contrary
to the requirements of 10 CFR part 1045 that
results in the misclassification of information may
result in sanctions

= Appropriate criminal, civil, and/or administrative
penalties are possible for misclassification

= Sanctions depend on the nature and severity of
the action as determined by the appropriate
authority
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Failure to follow the requirements in 10 CFR 1045 could result in sanctions.  

A knowing, willful, or negligent action such as failing to get a newly generated document that potentially contains RD or FRD reviewed by an RD Derivative Classifier, could be a serious incident if the document is misclassified – which might allow a person without the appropriate access authorization to have access.

Possible punishments include criminal, civil, and administrative penalties, depending on the nature and severity of the action as determined by the appropriate authority, in accordance with applicable laws.

Other violations of the regulation’s policies and procedures may be grounds for administrative sanctions.





Module E Summary

= This module covered:

Who may have access to RD or FRD

Who approves the international exchange of RD and
FRD

Basic Transclassified Foreign Nuclear Information
(TFNI) requirements

Freedom of Information Act (FOIA) and Mandatory
Declassification Review (MDR) basics

Classification challenges and declassification
proposals
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After completing this module, you should understand:

Who may have access to RD or FRD,
Who approves the international exchange of RD and FRD,
Basic Transclassified Foreign Nuclear Information (TFNI) requirements,
Freedom of Information Act (FOIA) and Mandatory Declassification Review (MDR) basics, and
Classification challenges and declassification proposals.





Course Review
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Legal Authority

The legal authority for classified information comes
from:

1 The Atomic Energy Act for RD, FRD, and TFNI

) Executive Order for National Security information
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The legal authority for classified information comes from:

The Atomic Energy Act for RD, FRD, and TFNI
Executive Order for National Security information






Classification Categories

The four classification categories are:

) Restricted Data (RD)

) Formerly Restricted Data (FRD)

) Transclassified Foreign Nuclear Information (TFNI)
) National Security Information (NSI)
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The four classification categories are

Restricted Data (RD) 
Formerly Restricted Data (FRD) 
Transclassified Foreign Nuclear Information, and 
National Security Information (NSI)  






Precedence Rule

Based on the "Precedence Rule," matter would be
classified:

1 The highest Classification Level

Lowest — Highest
Confidential — Secret — Top Secret

1 And the most restrictive category

Least — Most
NSI—TFNI—-FRD —RD
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Based on the "Precedence Rule," matter containing National Security Information and Formerly Restricted Data would be classified as the combination of:
The highest Classification Level 
	Confidential – Secret – Top Secret

And the most restrictive category  
		NSI – TFNI – FRD – RD 






10 CFR part 1045

The DOE issued 10 CFR part 1045 to:

JImplement the Atomic Energy Act of 1954

J Establish Government-wide policies for RD, FRD, and
TFNI
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The DOE issued 10 CFR part 1045 to:
Implement the Atomic Energy Act of 1954
Establish Government-wide policies for RD, FRD, and TFNI






RD Derivative Classifiers

RD Derivative Classifiers:
I Must meet agency specific requirements

JAre required to be designated in writing if outside
DoD or a DoD contractor

JAre required to review matter containing or
potentially containing RD or FRD

JAre expected to be a subject matter expert unless
using source documents to determine classification
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RD Derivative Classifiers:
Must meet agency specific requirements
Are required to be designated in writing if outside DoD or a DoD contractor
Are required to review matter containing or potentially containing RD or FRD
Are expected to be a subject matter expert unless using source documents to 
    determine classification







Derivative Classifiers

= RD Derivative Classifiers cannot:

= Redact RD or FRD from matter that is not portion
marked

= Declassify matter containing RD or FRD

= Review matter that potentially contains RD or FRD
intended for public release

= Downgrade classification category
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RD Derivative Classifiers cannot:

Redact RD or FRD from matter that is not portion marked
Declassify matter containing RD or FRD
Review matter that potentially contains RD or FRD intended for public release
Downgrade classification category






RD Derivative Classification

Determinations by an RD Derivative Classifier must
be based on:

I Classification guides
I Classification bulletins
JApplicable portion-marked source documents
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Determinations by an RD Derivative Classifier must be based on:
Classification guides
Classification bulletins
Applicable portion-marked source documents







Lack of Guidance

If an RD Derivative Classifier is unable to determine
the classification of matter, they must:

I Contact their RD Management Official

If the RD Management Official is unable to
determine the classification, they should:

J Contact the DOE Office of Classification
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If an RD Derivative Classifier is unable to determine the classification of matter, they must:
Contact their RD Management Official

If the RD Management Official is unable to determine the classification, they should:
Contact the DOE Office of Classification





RD/FRD Markings

Matter containing RD or FRD requires the following
markings:
1 Overall level at top and bottom of front and back pages
JSubject or Title marking
JRD or FRD admonishment on front page

JIdentity of the RD Derivative Classifier and
classification source(s) on front page

JInterior page markings
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Matter containing RD or FRD requires the following markings:
Overall level at top and bottom of front and back pages
Subject or Title marking
RD or FRD admonishment on front page
Identity of the RD Derivative Classifier and classification source(s) on front 
    page 
Interior page markings





Comingled Markings

Portion-marked matter containing comingled
RD/FRD and NSI:

I Must never contain declassification instructions for
RD or FRD

JMust state “N/A to RD/FRD” on the “Declassify on:”
line
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Portion-marked matter containing comingled RD/FRD and NSI: 
Never contain declassification instructions for RD or FRD and
Must state “N/A to RD/FRD” on the declassify line.






Next Steps

= This briefing contains the content required under
10 CFR Part 1045 for RD Derivative Classifier
Training

" You are not authorized to classify matter
containing RD or FRD until you complete agency-
specific training and procedures required to be
designated (non-DoD agencies and DoD
contractors) or authorized (DoD military and
civilian employees) as an RD Derivative Classifier

= To retain your authority, you must complete
refresher training every two years
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This briefing contains the content required under 10 CFR Part 1045 for RD Derivative Classifier Training.

You are not authorized to classify matter containing RD or FRD until you complete agency-specific training and procedures required to be designated (non-DoD agencies and DoD contractors) or authorized (DoD military and civilian employees) as an RD Derivative Classifier.

To retain your authority, you must complete refresher training every two years.






Who should you contact if you
have questions?

= For agency-specific requirements, contact your RD
Management Official

= For general policy questions or to find out who is
your RD Management Official, contact

= DOE Office of Classification Outreach Program
o 301-903-7567 or
a Outreach@hg.doe.gov
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If you have questions about your agency-specific policies and procedures for classification of RD or FRD, contact your RD Management Official.

If you have general policy questions concerning the classification of RD or FRD, or to find out who your RD Management Official is, contact the DOE Office of Classification Outreach Program at 301-903-7567, or send an email to outreach@hq.doe.gov. 
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RESTRICTED DATA DERIVATIVE
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