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Threats, Opportunities, & the Risk Process

Presented by: Robert Webb
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• Agenda

−  Risk Management Standards

−  Risk Management Process

▪ Plan

▪ Identify

▪ Analyze & Evaluate 

▪ Plan & Implement Responses

▪ Monitor

−  Questions

6/26/2024
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Risk Management Standards
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Risk Management (RM)

The purpose of RM is to: 

− Increase the likelihood and relevant 
potential consequences of positive 
events (opportunities), and 

− Decrease the likelihood and relevant 
potential consequences of negative 
events (threats).

Key Factors of Risk Management:

− Flexible

− Customizable

− Comprehensive

− Scalable
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Step 1: Plan

Internal & External Context: internal 

governance, customer expectation, 

contract requirements, regional 

environment, external stakeholders, 

competition, etc.

Risk Criteria: Consequence dimensions, 

rating scheme, risk matrix

Scope & Objectives: The objectives 

must be clearly identified, defined, 

understood, and communicated before the 

risk management process can be applied 

Risk
 Management
 Plan
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Programs
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Expected to occur 

in every Program 

& most Projects

25 24 22 19 14 6 13 20 23 25

70-90% Highly Likely

Occurs in most 

Programs & 
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23 21 18 16 12 4 10 17 21 24

30-70% Fairly Likely

Occurs in some 

Programs & 

Projects

20 17 15 11 9 3 8 15 18 22

10-30% Unlikely

Occurs in few 

Programs &  

Projects

13 10 8 7 5 2 7 11 16 19

<10% Rare

Occurs in no 

Programs & 

almost no Projects
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Exceptional Critical

Consequential Major

Slim Minor

The Threats and Opportunities heat maps are not exact duplicates as the Threats focus on the Consequence Impact while Opportunities put more emphasis on the 

Likelihood of being able to realize the risk. If you look at the two, they are mapped the same, just rotated 90 degrees to reflect this different focus.
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Step 2: Identify Risks

Facilitated Risk Workshops

− Timing and number of workshops 

− Scope of the workshop (program, portfolio, procurement, engineering, technology, 
etc.)

− Participants

Document Reviews

Risk Checklists

Expert Consultations
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Step 3: Analyze & Evaluate Risks

Semi-quantitative risk analysis—

preferred method to conduct a risk 

analysis.

Qualitative risk analysis—a textual 

description of the likelihood of the 

risk and its consequences to help 

make informed project decisions 

concerning risk. This can be done in 

an entirely free-text way in 

description fields.

Quantitative risk analysis—applies a 

mathematical technique such as Monte 

Carlo simulation to combine the cost or 

schedule consequences of several 

risks. It is normally used to provide 

project leadership with a view of the 

complete risk profile across the project. 
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Step 4: Plan & Implement Responses 

ExploitAvoid

Share
Transfer/

Share

EnhanceMitigate

Accept Accept

Threat Handling Strategies
• Avoid
• Transfer/Share
• Mitigate 
• Accept

Opportunity Handling Strategies
Exploit
Share
Enhance
Accept 
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Plan & Implement Responses: Risk Response 

Effectiveness
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Step 5: Monitor: Monitor & Review
Activity Timeline Activity 

Monthly Risk Manager, Risk Owners, and other stakeholders update risks 
and evaluate response plans as required by risk review 
requirements.

Consider the potential for new/foreseen risks for review at the 
monthly risk meeting.

Risk Manager issues reports and metrics for the monthly risk 
review meeting.

Quarterly Conduct a full review of the risk register and RM program 
effectiveness review.

Semi-Annually Conduct risk identification workshop(s) with relevant 
stakeholders.

Conduct a health check of the risk process, initiated by 
Management.

Annually Management, Risk Manager, and Risk Owners conduct a review of 
the complete risk registers, results reported to relevant 
stakeholders.
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Step 5: Monitor: Reports, Metrics, Changing & Emerging 

Risks

Changing & Emerging Risks:

• Continual surveillance for 

emerging risks and changes in 

existing risks

• Recurring risk workshops 

• Revised assessments for changes 

in risk status
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Questions?

I don’t 
understand 
these risks

Risk 237: Aliens escape from Area 51 

and implement mind control technology 
Risk 120: Sunday NFL games are 

canceled causing families to have to 

spend time together

Risk 48: “It’s a 

Small World” plays 

on repeat causing 

a shortage of noise 

cancelling 

headphones

Risk 120: Tik-Tok 
app crashes for 6 
hours causing mass 
panic among teens 
and influencers

Risk 185:  Car turns into 
Optimus Prime or other Transformer leading to invalidation of car insurance

Risk 72: Teen 

listens to parent’s 

advice and 

graduates magna 

cum laude 
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