TRACKING#
CUI

(WHEN FILLED IN)

EHSS-53 - OFFICE OF TECHNICAL SECURITY
SECURE PHONE WORK ORDER WORKSHEET

REQUEST INFORMATION
Request Date: Service Type: Action Required By:
Org: Phone: Email:
HSO/SSO Name: HSO/SSO Signature

SECURITY COMPLIANCE

(Only required if secure speakerphone enabled)

It is the responsibility of the HSO/SSO to ensure the physical security of the environment supports
the requirement for speakerphone. Speakerphones will only be enabled in locations with tested
NIC/STC values of 45 /50 or higher. HSO/SSO signature implies compliance.

NEW SECURE PHONE INSTALL REQUEST

Primary User: Phone: Email:

Org: User ID:

Phone Type: Install Location (Facility/vIPer/RM) <
Classification Req:

Install Area Type:

Does a voice/data line already exist? If Yes, Phone Number: Is this a VoIP Line?

Speakersphone Requirement: (If secure speakerphone is enabled, security compliance is required) Disabled

Comments:

SECURE PHONE REMOVAL

Primary User: Phone: Locationacitityviper/Rvy:

Org: Email:
User ID:

Phone SN:

Comments:

RESET

Office of Technical Security
OTS-SPWS-900-6/Ver 1.7
Previous Versions are Obsolete
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CUI TRACKING#
(WHEN FILLED IN)

SECURE PHONE RELOCATION

(Primary User/Org does not change)

Primary User:

Org:

Email:

User ID:

Current Location (Facility/viPer/RM):

Current Phone:

Current Phone SN:

New Location (Facility/viPer/RM):

New Phone:

New Phone SN:

Comments:

TRANSFER OF USER RESPONSIBILITY

Current User

Name:

Email:

User ID:

Phone SN:

Org:
Phone:

Location (racility/viPer/RM):

New User

Name:

Email:

User ID:

Phone SN:

Org:

Phone:

Location (Facility/vIPer/RM):

Did this transfer result in a new HSO/SSO?

New HSO/SSO:
Org:

Comments:

Email:

Phone:

Office of Technical Security
OTS-SPWS-900-6/Ver 1.7
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AU 1.22 OFFICE OF TECHNICAL SECURITY
SECURE PHONE WORK ORDER WORKSHEET
REFERENCE GUIDE

REQUEST INFORMATION
Request Date: Indicate the date the request was submitted.
Service Type: Select the service requested.

Action Required By: Indicate the date the service needs to be accomplished.

Org: Provide the POC organization code (DOE HQ, AU-40, NNSA HQ, NA-70, DOE IN, IN-
23...etc.).

Phone: Provide a phone number for the POC responsible for this request.
Email: Provide an unclassified email for the POC responsible for this request.

HSO/FSO/SSO-Signature: Annotate the HSO/FSO/SSO name and have them sign the
worksheet. The HSO/FSO/SSO is responsible for implementing security requirements in DOE

spaces and shall be kept appraised of all requests. Secure phone work orders should originate
from the HSO/FSO/SSO.

NEW SECURE PHONE INSTALL REQUEST
Primary User: List the secure phones primary user.
Phone: List the unclassified phone number for the primary user.
Email: List the unclassified email for the primary user.

Org: Provide the primary users organization code (DOE HQ, AU-40, NNSA HQ, NA-70, DOE
IN, IN-23...etc.).

User ID: List the primary users ID.

Phone Type: Select the phone type requested to be installed. Select “User Input,” if you need to
type something other than what is listed.

Classification Req: Indicate the highest classification required for the phone. The primary user
must have the appropriate clearance.

Install Area Type: Identify the Area Type the equipment will be installed.

Install Location: Identify the facility, suite, and room where the secure phone will be installed;
Ex. FORS, 7B-135, Rm 34.

Does a voice/data line already exist? Identify if a voice or data line is already present in the
space.






If, Yes, Phone Number: List the phone number associated with he voice/date line.

Is this a VoIP Line: Identify if this is a VoIP line; could also be an analog line.

Speakerphone Requirements: Annotate if secure speakerphone is required. NOTE: Secure
speakerphone will need to satisfy TSCM requirements.

Comments: Provide any clarification to the provided data or provide any information that would
affect the install of a secure phone in the requested location.

SECURE PHONE REMOVAL
Primary User: List the secure phones primary user.
Phone: List the secure phone number for the primary user.

Org: Provide the primary users organization code (DOE HQ, AU-40, NNSA HQ, NA-70, DOE
IN, IN-23.. .etc.).

Email: List the unclassified email for the primary user.
User ID: List the primary users ID.

Location: Identify the facility, suite, and room where the secure phone will be installed; Ex.
FORS, 7B-135, Rm 34.

Phone SN: Provide the secure phone serial number.

Comments: Provide any clarification to the provided data or any information that would affect
the removal of a secure phone from the provided location

SECURE PHONE RELOCATION
Primary User: List the secure phones primary user.
Email: List the unclassified email for the primary user.

Org: Provide the primary users organization code (DOE HQ, AU-40, NNSA HQ, NA-70, DOE
IN, IN-23...etc.).

User ID: List the primary users ID.

Current Location: List the secure phones current location; facility, suite, room.

Current Phone: List the number for the secure phone.

Current Phone SN: Provide the serial number for the current secure phone.

New Location: List the secure phones proposed new location; facility, suite, room.
New Phone: List the new number for the secure phone.

New Phone SN: List the serial number for the new secure phone.

Comments: Provide any clarification to the provided data or any information that would affect
the relocation of the secure phone.





TRANSFER OF USER RESPONSIBILITY
Current User
Name: List the secure phones current primary user.

Org: Provide the current primary users organization code (DOE HQ, AU-40, NNSA HQ,
NA-70, DOE IN, IN-23.. .etc.).

Email: List the unclassified email for the current primary user.

Phone: List the current primary users secure phone number.

User ID: List the current primary users ID.

Location: List the secure phone location for the current primary user.

Phone SN: List the secure phone serial number for the current primary user.
New User

Name: List the secure phones new primary user.

Org: Provide the new primary users organization code (DOE HQ, AU-40, NNSA HQ,
NA-70, DOE IN, IN-23...etc.).

Email: List the unclassified email for the new primary user

Phone: List the new primary users secure phone number.

User ID: List the new primary users ID.

Location: List the secure phone location for the new primary user.
Phone SN: List the secure phone serial number for the new primary user.

Did the transfer result in a new HSO/FSO/SSO? Identify if there will be a new HSO/FSO/SSO
for the new user.

New HSO/FSO/SSO: Annotate the name of the new HSO/FSO/SSO.

Phone: Annotate the phone number of the new HSO/FSO/SSO.

Org: Provide new HSO/FSO/SSO’s organization code (DOE HQ, AU-40, NNSA HQ, NA-70,
DOE IN, IN-23.. .etc.).

Email: Provide the email for the new HSO/FSO/SSO.

Comments: Provide any comments that may affect this request.
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