
EHSS-53 - OFFICE OF  TECHNICAL SECURITY 
TRANSMITTER REVIEW WORKSHEET 

NOTE:  Attaching or inputting classified information will require this worksheet to be classified at a commensurate level of  the 
information provided.   Ensure  this worksheet is reviewed by a Derivative Classifier  prior to submission.  This  worksheet must be 
protected at a minimum of  “Controlled Unclassified Information” when filled out. 

 

   

   

 

   

   

   

(WHEN FILLED IN)   
TECSEC#  

REQUESTOR INFORMATION   

Name:   Org:   Phone:

TRANSMITTER/ANTENNA  INFORMATION 
Freq:  Modulation: Power Level:  Bandwidth:

Function:  Transmitter/Antenna Integrated?  
Content of Information  (include classification  level): 

Range:  Theoretical Max Range:

FCC ID: Operating Schedule: During Test Only  Continuous  

Transmitter Location  (Facility/vIPer/Room):  Work Hrs: to to 

Other:

Transmitter Specifications  (attach manual  and provide link):  

Proposed Antenna  Propagation Pattern    (attach manual): Antenna  Location  (Facility/vIPer/RM):  

Antenna Specifications  (attach manual  and  provide link):  

Describe the setup, operation, and exact location of the transmitter and antenna. Include  peripheral 
equipment  and cabling  (attach  maps, drawing,  pictures,  diagrams...etc.): 

Name/Org:

Derived from:    CG-TSCM-1    Date:   

Declassify on    (NSI Only):   

CUI    

Classified   

(WHEN FILLED IN)  

Office of Technical  Security 
OTS-XWTS-900-4/Ver 1.7 
Previous Versions are Obsolete  
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(WHEN FILLED IN)  
TECSEC#  

TEMPEST CONSIDERATIONS  
Are RED/BLACK  separation  requirements outlined in CNSSAM 1-13 satisfied?  

Is a comprehensive listing  of all RED equipment/signal/power/ground  lines located  
within 100’ of  the  proposed transmitter and antenna  attached?  
Is  RED equipment TEMPEST certified or Commercial-Off-The-Shelf (COTS)?  

 If  not, has it been field  tested and documented? 

 If so, is the documentation  attached? 

 What test equipment was used to certify  the COTS equipment? 

Does the transmitter share the same power source as RED equipment?  

Do electrically  conductive BLACK signal/power/ground lines exit the inspectable space?  
 If so, describe the distances and proximity  to RED signal  lines:  

Is any RED  equipment approved for SCI within 100’ of the transmitter?  

Classification  levels/categories of information processed on RED equipment within 100’  of transmitter:  

Confidential Secret  Top  Secret  RD   FRD   SAP  

Describe the inspectable space for the area surrounding the  transmitter, include the location of RED  
equipment and signal lines  (attach maps, drawing,  pictures,  diagrams...etc.):  

  Note: For inspectable  space  to be valid, you must possess the  rights to detain, inspect, and remove possible threats. 

Describe the inspectable space for the area surrounding the  antenna, include the location of RED equipment  
and signal lines  (attach maps, drawing,  pictures,  diagrams...etc.): 

  Note: For inspectable  space  to be valid, you must possess the  rights to detain, inspect, and remove possible threats. 

(WHEN FILLED IN)  
Office of Technical  Security 
OTS-XWTS-900-4/Ver 1.7
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(WHEN FILLED IN)  
TECSEC#  

TECHNICAL REVIEW  
Comments:  

Mitigations:  

Recommendation:     

Any changes to noted    placement of the transmitter, antenna or    power levels will require an updated    TSP inspection and    ATO.

Technician Name:  Technician Signature:

EHSS-53 REVIEW 
Review Assessment:
Comments:  

Reviewer Name: Reviewer Signature:

(WHEN FILLED IN)  
Office of Technical  Security 
OTS-XWTS-900-4/Ver 1.7
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(WHEN FILLED IN)  
 

 
    ______________________________ ______________________________ 

  

TECSEC# 

APPROVAL DECISION  
Decision:
Any    changes to noted    placement of the transmitter, antenna or    power levels will require an updated    TSP inspection and    ATO. 
Mitigations:  

Additional Mitigations:  

Comments:  

Signed to Lock Form   
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 Signature            Date   

(WHEN FILLED IN)  
Office of Technical  Security 
OTS-XWTS-900-4/Ver 1.7



Sheet1

		Distance to Transmitter, Free Space Path Loss, and Signal Drop-off Calculator

		Distance to Transmitter

		D2=(SQR((10^(SR/10))(DR*DR))/(10^(S2/10)))

		SR=Signal Reference								-55

		DR=Distance Reference								14

		S2=Signal Measured								-61

		D2=Resultant Distance								27.9336724096

		Free Space Path Loss

		FSPL=20LOG(D)+20LOG(F)+S

		D=Distance Between Antennas								13

		F=Frequency of signal MHz								46

		S=Constant for Distance Unit								-27.55

				Meters=		-27.55

				Kilometers=		32.44

				Miles=		36.6

		Free Space Path Loss=								27.9840236798

		Signal Drop-Off Point

		SDOP=10^((SNR/20)-(S/20)-LOG(F))

		F=Frequency of signal MHz								324

		SNR=Signal-to-Noise Ratio of Signal								40

		S=Constant for Distance Unit								-27.55

				Meters=		-27.55

				Kilometers=		32.44

				Miles=		36.6

		Signal Drop-Off Point DART=								7.3613080107

		Signal Drop-Off Point Blackbird=								73.6130801069

		Signal Drop-Off Point Thermal Noise floor=								736.1308010695
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AU 1.22 OFFICE OF TECHNICAL SECURITY 


TRANSMITTER REVIEW WORKSHEET 


REFERENCE GUIDE 


 
*The Transmitter Review Worksheet may be classified and will require a derivative classifier review. 


 


REQUESTOR INFORMATION 


Name: Provide the name of the requestor. 


Org:  Provide the Security POC organization code (DOE HQ, AU-40, NNSA HQ, NA-70, DOE 
IN, IN-23…etc.). 


Phone: Provide the requestor’s unclassified phone number. 


TRANSMITTER/ANTENNA INFORMATION 


Freq: Provide the transmitter operating frequency range (include measurement; kHz, MHz, 
Ghz...etc.) 


Modulation: Provide the modulation characteristics of the transmitter.   


Power Level: Provide the operating power level for the transmitter in dB. 


Bandwidth:  Provide the signal bandwidth for the transmitter. 


Transmitter/Antenna Integrated: Identify if the transmitter an antenna are integrated. 


Content of the Information:  Explain the content and classification level of the information 
being transmitted; unclassified control signals, classified (S//RD) IP packets, unclassified 
Bluetooth audio…etc.  


Range:  Provide the operating range of the transmitter in its operating environment. 


Theoretical Max Range: Use the calculator (Excel Spreadsheet) attached to the request 
worksheet to determine the theoretical max range.   


FCC ID: Annotate the FCC ID found on the device or within the operating manual.  


Operating Schedule: Identify the operating schedule of the transmitter.  Select During Test, 
Continuous, Work hours (select days of the week and time), or other (explain in provided block). 


Transmitter Location:  Provide the location of the transmitter. 


Transmitter specifications: Provide a link to the online transmitter specification and attached 
the operating manual. 


Proposed Antenna Propagation Pattern:  Detail the proposed antenna propagation and detail 
any controls put in place to achieve the desired pattern.  Attach the antenna operating manual. 







Antenna Location:  List the location of the antenna(s). 


Antenna Specifications: Provide a link to the online antenna specification and attached the 
operating manual. 


Describe the setup, operation, and exact location of the transmitter and antenna. Include 
peripheral equipment and cabling:  Also, annotate all peripheral equipment necessary for 
transmitter/antenna operation.  


Classification Box:  The classification block will be completed by the derivative classifier.  
Select “OUO” or “Classified,” to have the classification block auto populate.    The declassify 
block allows for the input of a date or other designation; 50X1 HUM…etc. 


TEMPEST CONSIDERATIONS 


Are RED/BLACK separation requirements outlined in CNSSAM 1-13 satisfied?  The 
CNSSAM 1-13 can be found at:   https://www.cnss.gov/CNSS/issuances/Memoranda.cfm 


Is a comprehensive listing of all RED equipment/signal/power/ground lines located within 
100’ of the proposed transmitter and antenna attached?  Attach a listing of all red equipment 
signal/power/ground lines located within 100’ of the proposed transmitter/antenna.  


Is RED equipment TEMPEST certified or Commercial-Off-The-Shelf (COTS)?  Identify if 
the RED equipment is TEMPEST certified or COTS.  Also, indicate if the COTS equipment has 
been field tested (attach documentation) and identify what test equipment was used to certify the 
COTS equipment.    


Does the transmitter share the same power source as RED equipment? Identify if RED 
equipment and the transmitter share the same power source.  


Do electrically conductive BLACK signal/power/ground lines exit the inspectable space?  
Identify if BLACK lines exit the inspectable space and describe their proximity to RED signal 
lines/equipment.     


Is any RED equipment approved for SCI within 100’ of the transmitter? Identify SCI 
equipment within 100’ of transmitter.   


Classification levels/categories of information processed on RED equipment within 100’ of 
transmitter:  Select all classification levels/categories of RED equipment within 100’ of the 
proposed transmitter location.    


Describe the inspectable space for the area surrounding the transmitter, include the 
location of RED equipment and signal lines: Describe the inspectable space surrounding the 
transmitter.  The inspectable space is an area you control and have the authority to stop or search 
people and activities.  Attach supporting documentation.  


Describe the inspectable space for the area surrounding the antenna, include the location of 
RED equipment and signal lines: Describe the inspectable space surrounding the antenna.  The 
inspectable space is an area you control and have the authority to stop or search people and 
activities.  Attach supporting documentation.    


 







APPROVAL DECISION: 


The Officially Designated Federal Security Authority (ODFSA) will decide on what, if any 
mitigations are required for the MED to be allowed into DOE security areas.  Some approvals are 
one-time-use only, some are limited in scope/duration, and some are approved/denied.  ODFSA 
decisions and mitigations requirements must be followed.  
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