CUI TECSEC#
(WHEN FILLED IN)

EHSS-53 - OFFICE OF TECHNICAL SECURITY
EQUIPMENT INSPECTION REQUEST WORKSHEET

Equipment Requestor/POC: Date:
Phone: Email:
Org: Facility:
HSO/FSO/SSO: HSO/FSO/SSO Signature:
EQUIPMENT INFORMATION

GOVERNMENT OWNED: VENDOR OWNED: PERSONAL.:
Make: Model: Qty:
S/N: Please provide SN listing for Property Tag:

. multiple items or systems
Install Location (Facility/STE/RM):
Classification of Equip:

Install Area Type:
Does the Equipment have the following capabilities: (Select all that apply)
Wireless (2.4/5/6 GHz) Bluetooth (BLE/Classic) Recording / Storage Media
Camera / Microphone Near Field Comms / IR Other

Describe checked items below:

Link to device specifications/website/data sheet (attach manual to request):

Explain how the equipment will be configured and deployed (attach drawings for multi-component systems):

Explain any proposed mitigations for the equipment:

ATTACH RESET

Office of Technical Security
OTS-EQWS-900-1/Ver 1.7
Previous Versions are Obsolete
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CUI TECSEC#

(WHEN FILLED IN)
TECHNICAL INSPECTION
Follow on Report: Follow on Report Number: Completed:
Comments:
Mitigations:
Recommendation:

*Recommendation is based on the above equipment config and install location. Any changes may alter this recommendation. Contact your HSO/FSO/SSO if changes are required.

Technician Name: Technician Signature:

EHSS-53 REVIEW

Review Assessment:

Comments:

Reviewer Name: Reviewer Signature:

Office of Technical Security
OTS-EQWS-900-1/Ver 1.7
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CUI

(WHEN FILLED IN)

TECSEC#

APPROVAL DECISION

Decision:

*Approval is based on the above equipment config and install location. Any changes may alter this approval. Contact your HSO/FSO/SSO if changes are required.

Mitigations:

Additional Mitigations:

Comments:

Signed to Lock Form

Signature

Date

Office of Technical Security
OTS-EQWS-900-1/Ver 1.7
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AU 1.22 OFFICE OF TECHNICAL SECURITY
EQUIPMENT INSPECTION REQUEST WORKSHEET
REFERENCE GUIDE

REQUESTOR INFORMATION

Equipment Owner/POC: Identify the equipment owner or the point-of-contact for the
equipment to be inspected.

USGOV Equip: Identify if the equipment is property of the U.S. government.
Date: Annotate the date the request was submitted.
Phone: Provide a phone number for the POC responsible for this request.

Email: Provide an unclassified email for the POC responsible for this request.

Org: Provide the POC organization code (DOE HQ, AU-40, NNSA HQ, NA-70, DOE IN, IN-

23...etc.).

Facility: List the location for the POC, not where the equipment is located. Select “User Input,”

from the drop down if you need to type in a location not listed.

HSO/FSO/SSO-Signature: Annotate the HSO/FSO/SSO name and have them sign the
worksheet. The HSO/FSO/SSO is responsible for implement security requirements in DOE
spaces and shall be kept appraised of all requested inspection requests.

EQUIPMENT INFORMATION

Make: Identify the Make (Sony, Dell, HP...etc) of the equipment.

Model: Identify the exact model number. This can usually be found on the product or product

packaging. Use caution when selecting model numbers from included documentation which
often covers a broad range of models.

Qty: Annotate the quantity of the items. Like items may be grouped on 1 worksheet with a

listing of differing information (serial numbers, install location, install area type, classification of
equip...etc.) identified in the worksheet comment sections. Items must be the same make and

model without modifications or special order requests.

S/N: List all serial numbers for like items here. Use the comments section if more space is
required.

Property Tag: Annotate the DOE property tag number.

Install Location: Identify the complete location (facility, suite, room) where the equipment will

be installed. Ex. Forrestal, GA-293, Rm 56A.

Classification of Equip: Identify the highest classification of information to be processed on the

equipment. Select “User Input,” to type in a classification not listed.





Install Area Type: Identify the Area Type the equipment will be installed.

Link to device specifications/website/data sheet: Copy and paste a link to the user manual or
device specifications. Ensure the make/model are correct. Annotate any differences in the
comments section. Attaching the user manual is also desired to ensure the correct equipment is
reviewed.

Explain how the equipment will be configured and deployed: Identify any control features
that will be enabled on the equipment (Printer will be used networked to print classified data at
the secret level, TV will be connected to classified computer for presentations...etc.).

Explain any proposed mitigations: Detail controls used to minimize risk (Printer will require
administrator privileges to alter configurations, All other TV connections will be disconnected
prior to and during connection to a classified system...etc.).

APPROVAL DECISION

The Officially Designated Federal Security Authority (ODFSA) will decide on what, if any
mitigations are required for the use of the equipment. Some approvals are one-time-use only,
some are limited in scope/duration, and some are approved/denied. ODFSA decisions and
mitigations requirements must be followed for continued use of the equipment.

*The approval determination is based upon the information provided. Should any of the
information change (install location, proposed mitigations...etc.) a new review may be
required. Coordinate with the HSO/FSO/SSO prior to making any changes.
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