Incident Categories and Types
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On-Site Arrest

Degradation of Security

Hostile Act

Investigation

Labor Strike

Media Event

Suspicious Activity

Threats

Confiscated Firearm

Demaonstrations/Protest

L AL AE A8 JE 4K 3¢ 2 3E 2K gF 2

Non-Willful Intrusion

*

Loss

Thett

+*

L K 2

**

*

**

*|*

Unauthorized Discharge

Improper Storage

Unauthorized Introduction of
Prohibited Articles

Improper Access Control

Unauthorized Introduction of
Controlled Articles
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Cyber Attack that Compromises
the Unclassified Network

Cyber Incident Resulting in
Compromise of Information

Processing Information on an
Unapproved Computer System

Unauthorized Network Based
Transmission of Information

Unauthorized Recipient of
Information

Transmission of Information on an
Unauthorized Communication
System
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# - New Incident Categorization

- Categorization no longer valid as of 05,/26/2015, incidents prior to 05/26,/2015 may still use these.

# - Categorization removed

Category A — Incidents that meet a designated level of significance relative to the potential impact on the Department and/or national
secutity, thereby requitring the notification and pertinent involvement of DOE/NNSA cognizant security office (CSO) and the

contractor CSO.

Category B — Incidents of lesser significance that are managed and resolved by the contactor CSO. However, oversight responsibilities

remain with the DOE/NNSA CSO.






