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1. Introduction
This document presents a glossary and list of abbreviations and acronyms for use by the Department of Energy’s National Nuclear Security Administration (DOE/NNSA) Office of Nuclear Smuggling Detection and Deterrence (NSDD). These standards should be followed in the creation and revision of NSDD documents to ensure uniformity. 
2. Glossary
Acknowledge Alarm: Alarm state indicating an operator has recognized that an alarm has occurred or opened the alarm event. There are three alarm states: acknowledge, unacknowledged, or released.
Active/Inactive: A state of a fault or alarm event (i.e., active unacknowledged, active acknowledged, inactive not cleared, or cleared).
Adversary: Any individual performing or attempting to perform a malicious act.[footnoteRef:2] [2:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

After Action Report: A summary report documenting the details of an NSDD training or workshop exercise event. 
Alarm: An alarm is a particular type of event generated in the central alarm station (CAS) that requires immediate action/attention by the system operators [i.e., CAS, local alarm station (LAS), and secondary workstation (SWS)] in accordance with radiation detection system standard operating procedures.
Alarm Profile: Provides a graphical representation of radiation portal monitor (RPM) alarm data to the CAS operator.
Alarm threshold value: Prescribed number of sigma multipliers above the background value.1
Alert: An alert is a visual notification issued by the CAS system to the operators (i.e., CAS, LAS, and SWS) intended to bring their attention to a particular event. Alerts can come in the form of pop-up windows, audible tones, and/or visual cues such as flashing, colored entries in the event queues. The forms displayed depend on how the system is configured.
Alpha Spectrometry: A destructive technique used to identify and quantify radionuclides that decay by alpha particle emission, typically used for actinides.       
Basic Training: Entry level training that is generally provided for new personnel who have little or no background, experience, or formal preparation for beginning a career field or work assignment.
Blue Border: An international border between official ports of entry on water. 
Bulk Analysis: The analysis of either an entire sample or a portion of the sample to determine the average properties of the measured portion.1
CAS Reports: Reports generated by the CAS software for operators, supervisors, maintenance personnel, and other stakeholders to review different aspects of system performance.
[bookmark: _Int_KBU7tcEv]CAS System: The CAS system (also referred to as the “Communications System”) provides those capabilities required to accept, process, display and store data from RPMs; provide images to support alarm and fault event resolution; and to provide interfaces allowing CAS system users to effectively manage the alarm/event processing (i.e. respond to alarm and fault events), and to assess the status of the sites supported by the system.
CAS Workstation: A computer workstation located at a CAS used by the partner country front line officer (FLO) to operate the CAS system.
Categorization: Analysis performed at the radiological crime scene to identify nuclear or radioactive materials and assess nuclear security implications and the risk of the seized material to first responders, law enforcement personnel and the public. The process provides valuable information that can assist in maintaining the integrity of evidence, preserve items of evidentiary value, and inform the State on the appropriate response to the nuclear security event.
Central Alarm Station (CAS): 
1. A physical location where alarm/event evaluation for a given collection of RPM control points and secondary inspection sites is undertaken by designated partner country FLOs.
2. An installation which provides for the complete and continuous alarm monitoring, assessment, and communication with guards, facility management, and response forces.[footnoteRef:3] [3:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Chain of Custody: The procedures and documents that account for the integrity of physical evidence by tracking its handling and storage from its point of collection to its final disposition. Other terms for this process are ‘chain of evidence’, ’chain of physical custody’ and ’chain of possession’.1
Change Control Board: An NSDD advisory board that consists of federal, laboratory and contractor personnel. The primary function of the Change Control Board is to review proposed changes to established office-level baselines, review the results of costs/benefit evaluation and impact analysis to determine whether configuration changes are necessary and in the best interest of the government, determine whether exceptions to established office-level requirements should be allowed, and disposition the proposed changes.
Characterization: 
1. Determination of the nature of the radioactive material and associated evidence through the non-destructive and destructive analysis of physical properties, chemical and elemental composition, isotopic ratios, and other signatures.
2. Provides insight into of the material’s provenance, manufacture, and processing and serves as method of determine important indicators of the materials’ origin, history, and intended use
Competent Authority:
1. A governmental organization or institution that has been designated by a State to carry out one or more nuclear security functions. For example, competent authorities may include regulatory bodies, law enforcement, customs and border control, intelligence and security agencies or health agencies, or nuclear forensics laboratories etc.[footnoteRef:4] [4:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. Any national authority or authorities designated or otherwise recognized as such for any purpose relevant to this guide.1
Computer Security: A particular aspect of information security that is concerned with computer-based systems, networks, and digital systems.1
Computer Security Incident: An occurrence that actually or potentially jeopardizes the confidentiality, integrity, or availability of a computer-based, networked, or digital information system or the information that the system processes, stores, or transmits or that constitutes a violation or imminent risk of violation of security policies, security procedures, or acceptable use policies.1
Configuration Management: Coordinated activities to direct and control configuration consisting of configuration identification, configuration control, configuration status accounting, and configuration auditing.
Control Point (CP): A CP is a location where personal or sensor devices like RPMs examine cargo, vehicles, and people. Note: The sensor devices can be fixed monitors and/or handheld devices. Customs personnel may or may not be permanently stationed at the control points. Typically, the primary inspection is conducted at the CP and secondary inspections are conducted at other locations associated with the CP. A CP may also be designated as a Lane on the CAS user interface (UI). Note: Depending upon the placement of the CP, one or more traffic lanes may precede the CP and feed traffic into the CP.
Corrective Maintenance: Tasks performed to restore functionality after a component failure or other system malfunction or damage.
Crosstalk Alarm: An alarm caused by radiation coming from a vehicle or person other than the traffic passing through the RPM. Strong sources of various types can cause alarms on more than one RPM, sometimes even as they approach the RPM(s). An example would be a nearby pedestrian with a very recent medical treatment that is generating alarms well before reaching the RPM. Crosstalk alarms are challenging to assess since the person or vehicle occupying the RPM may not be the true source of the alarm.
Confidence in Findings: Articulation of the uncertainties in the results of individual analytical measurements, in the results of iterative comparisons of analytical results with existing class information, and in the consideration of alternative explanations in interpreting the results of those comparisons.
Conveyance: For transport (a) by road or rail: any vehicle used for carriage of nuclear material cargo; (b) by water: any seagoing vessel or inland waterway craft, or any hold, compartment, or defined deck area of a seagoing vessel or inland waterway craft used for carriage of nuclear material cargo; and (c) by air: any aircraft used for carriage of nuclear material cargo.[footnoteRef:5] [5:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Course Administration Guide (CAG): A management tool for the administration of an individual training program and outlines all equipment and training aids to be used in a curriculum.
Crime scene: A site containing records of activities, alleged to be a crime.1
Radiological crime scene: A crime scene at which a criminal act or intentional unauthorized act involving nuclear or other radiological material has taken place or is suspected.1
Criminal or [intentional] unauthorized acts: A general term encompassing malicious acts and any other intentional acts or omissions contrary to national law or regulations and having nuclear security implications.
Note: A ‘criminal act’ is normally covered by criminal or penal law in a State, whereas an ‘unauthorized act’ is typically the subject of administrative or civil law. In addition, criminal acts involving nuclear or other radioactive material may constitute offences related to acts of terrorism [including those set out in the Convention on the Physical Protection of Nuclear Material and its Amendment and the International Convention for the Suppression of Acts of Nuclear Terrorism, all of] which, in some States, are subject to special legislation. Unauthorized acts with nuclear security implications could include both intentional and unintentional unauthorized acts as determined by the State. Examples of a criminal act or an unauthorized act with nuclear security implications could, if determined by the State, include: (1) the undertaking of an unauthorized activity involving radioactive material by an authorized person; (2) the unauthorized possession of radioactive material by a person with the intent to commit a criminal or unauthorized act with such material, or to facilitate the commission of such acts; or (3) the failure of an authorized person to maintain adequate control of radioactive material, thereby making it accessible to persons intending to commit a criminal or an unauthorized act, using such material.1
Curriculum Analysis: The processes by which information is gathered and broken down to determine what job knowledge, skills, and attitudes are needed, how they should be performed, and the standards by which they are performed.
Curriculum Design: A process that takes information gathered in the analysis phase and uses it to create instructional objectives for training. Along with objectives, a general approach to training is identified with activities, exercises, and assessments.
Curriculum Design Document: A “blueprint” of how the training will be developed. The design document contains the Training Need, Target Audience, General Approach to Training, Course Objectives, Course Schedule with estimated times, and an Evaluation Process.
Curriculum Development: A process providing documented details of how training is to be conducted to ensure consistent implementation.
Curriculum Evaluation: The final phase in the Instructional System Design (ISD) process. The purpose of an ongoing training program evaluation is to provide a systematic process for improving and updating existing training. A thorough review conducted at each phase of the instructional design process ensures that training is developed with the highest possible quality. A formal evaluation of training content, testing, participant performance, instructional strategies, and instructor performance is also conducted to ensure effectiveness, consistency, currency, and relevancy of the training program. 
Curriculum Implementation: The activity in which the developed and approved training is given to the target audience.
Data Concentrator: Component that monitors and forwards data from RPMs and cameras for each lane to the database. The data concentrator continuously communicates with and processes information between the connected devices, which includes RPMs, cameras, and the CAS workstation. It also functions as a firewall between the RPM lane devices and the CAS.
Defense in Depth: The combination of multiple layers of systems and measures to achieve security objectives. 
Design Basis Threat: 
1. The attributes and characteristics of potential insider and/or external adversaries, who might attempt unauthorized removal or sabotage, against which a physical protection system is designed and evaluated.1
2. A description of the attributes and characteristics of potential insider/external adversaries who might attempt unauthorized removal of nuclear material or radioactive material or sabotage, against which a physical protection system is designed and evaluated.[footnoteRef:6] [6:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

3. A comprehensive description of the motivation, intentions and capabilities of potential adversaries against which protection systems are designed and evaluated.1
Designated nuclear forensics laboratory: A laboratory that has been identified by a State as being capable of accepting or analyzing samples of nuclear and/or other radioactive material for the purpose of supporting nuclear forensic examinations.1
Destructive Analysis (DA): Analysis to determine distinguishing signatures of the sample, i.e. physical, elemental, and chemical and isotopic signatures, and model age (time since last purification). During this process, a sample is irreversibly altered or consumed during preparation and analysis.
Note: This definition is specific for nuclear forensics
Detection: 
1. A process in a physical protection system that begins with sensing a potentially malicious or otherwise unauthorized act and that is completed with the assessment of the cause of the alarm.1
2. Awareness of criminal act(s) or unauthorized act(s) with nuclear security implications or measurement(s) indicating the unauthorized presence of nuclear material, or other radioactive material at an associated facility or an associated activity or a strategic location.1
[bookmark: _Hlk58337953][bookmark: _Hlk58337721]Detection Instrument: An instrument used to detect and/or identify nuclear or other radioactive material.
Note: The International Atomic Energy Agency (IAEA) defines detection instrument as: “A complete functional system, being a combination of hardware and software (or firmware) supported by procedures for installation, calibration, maintenance and operation, used for detecting nuclear material or other radioactive material”
Detection Measure: Measures intended to detect a criminal or an unauthorized act with nuclear security implications.1
Detection System: Integrated set of detection measures including capabilities and resources necessary for detection of a criminal act or an unauthorized act with nuclear security implications.[footnoteRef:7] [7:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Device:
1. [The term is used without definition in the following terms and their definitions.]
Improvised nuclear device: A device incorporating radioactive materials designed to result in the formation of a nuclear-yield reaction. Such devices may be fabricated in a completely improvised manner or may be an improvised modification to a nuclear weapon.1
Radiation exposure device: A device with radioactive material designed to intentionally expose members of the public to radiation.1
Radiological dispersal device: A device to spread radioactive material using conventional explosives or other means.1
ICSANT defines a “device” in this sense as: “Any nuclear explosive device; or any radioactive material dispersal or radiation-emitting device which may, owing to its radiological properties, cause death, serious bodily injury or substantial damage to property or to the environment.”[footnoteRef:8] [8:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. A piece of machinery or instrument in which a radioactive source is used, and which safely houses the source. The manufacture of devices generally conforms to national or international safety standards.
Disposition: The process of closing out an alarm on the CAS system.
Disposition Code: A code used when closing an alarm event to label the alarm event based on alarm category (innocent, non-innocent, false) and other available information. 
Disused Source: A radioactive source, which is no longer used, and is not intended to be used, in facilities and activities for which authorization has been granted.1
Elemental/Chemical Composition: The major elements and chemical form (stoichiometry) of a nuclear or radioactive material.
Event: 
1. An occupancy that triggers an alarm (called an active event); 
2. A failure of one or more system components;
3. An equipment-tampering situation. An event in the CAS system that occurs when one of the detection devices (i.e., RPMs) sends a message associated with a particular event. In addition, CAS system events can be triggered by a change in status of system components, such as the status of health (SOH) change. Events can include radiation alarms, radiation faults, tamper faults generated by the RPMs, and SOH events such as camera faults or portal faults. 
Evidence Contaminated with Radionuclides: The presence of radionuclides on or within physical [non-radioactive] evidence.
Extended occupancy: When the length of the occupancy of the RPM exceeds a predetermined time limit. This indicates either a vehicle parked between the pillars, other obstruction, or a failed occupancy sensor.
[bookmark: _Hlk58337771]False Alarm: An alarm found by subsequent assessment not to have been caused by the presence of nuclear or radioactive material.[footnoteRef:9] [9:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Fault - Alternative Definition: A fault (also known as a fault event or fault alarm) is an event generated by the RPM or related lane equipment when an unexpected equipment condition occurs. RPM faults include gamma hi/lo events and neutron hi events as well as the RPM tamper (which is also used to indicate that the RPM is operating on backup power). An issue that occurs on the system and is displayed on the SOH screen for the hardware components of the system. 
Fault Event: Event generated by the CAS when an equipment failure or other unusual equipment state is reported to the CAS. 
Final Inspection and Turnover (FIT) – The second phase in a two-phased approach to accepting work completed by design, integration, construction, communication, and engineering (DICCE) contractors. FIT typically occurs three to four weeks after site inspection and testing (SIT) and allows NSDD to conduct a final inspection of work identified as incomplete during SIT and evaluate initial operation of the radiation detection system (RDS) by the partner country (PC).
Frontier Area: An area near an internationally recognized border or along administrative lines excluding ports of entry, where deployment and integration of radiological and nuclear (R/N) detection and other inspection equipment into existing security operations may serve to build the PC’s capability for detecting smuggling of R/N material out of regulatory control.
Gamma Spectrometry: A non-destructive or destructive technique used to identify and quantify radionuclides based on measuring gamma-ray energies and intensities.
Gantry Crane: A mobile crane with a span potentially across several rows of containers; used in a container terminal to organize or move containers between conveyances (vessel, vehicle, and rail). Specific types of gantry cranes include straddle carriers, rubber-tired gantry cranes (RTG), rail-mounted gantry cranes (RMG), and ship-to-shore or quay cranes.
Gap Analysis: A study of the difference between “current state” and the “desired state,” usually in terms of specified characteristics, performance levels, or competencies. The analysis generally concludes with a recommended strategy to reduce identified differences (gaps).
Gate: An access point (entry and/or exit) to a particular site. This term is commonly used to describe an access point to a shipping terminal. Typically, a gate will have one or more lanes with traffic passing through. 
Note: The term gate is not synonymous with control point.
Goal: A broad statement or statements about the general intent of the training in terms of desired outcomes and work performance (e.g., The goal for the Radiation Detection Basic Course is to standardize the training for agents so job performance is consistent within Customs and Border Protection).
Good Practice: A method or technique that has proved to illustrate successful results. A good practice evaluates what already exists, what lessons have been learned, and what should be changed or avoided to make it possible to achieve defined goals. 
Graded Approach: 
1. The application of nuclear security measures proportional to the potential consequences of a malicious act.[footnoteRef:10] [10:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. The application of nuclear security measures proportional to the potential consequences of criminal or intentional unauthorized acts involving or directed at nuclear material, other radioactive material, associated facilities or associated activities or other acts determined by the State to have an adverse impact on nuclear security.1
3. An approach or process by which the scope, depth and rigor of the management and engineering control measures (such as physical protection system) are commensurate with the evaluation of the threat and the magnitude of any hazard involved with the failure of the item or process concerned.1
Green Border: An international border between official ports of entry on land.
Green Border Security Initiative (GBSI): NSDD engagement with partner agencies that provide security and law enforcement in the frontier region between official points of entry. NSDD may provide solutions that increase the partner’s probability of encountering R/N smuggling activity such as communication systems, patrol equipment, inspection equipment, and training.
Guard: A person who is entrusted with responsibility for patrolling, monitoring, assessing, escorting individuals or transport, controlling access and/or providing initial response.1
HAMMER: The Volpentest Hazardous Materials Management and Emergency Response (HAMMER) Federal Training Center is a safety and emergency response training center located in Richland, WA. 
Handheld Radiation Detector: Portable radiation detection instrument used to detect and/or identify nuclear or other radioactive material.
Hazardous Control Area: A designated geographic area, representing the maximum extent of all hazards within a radiological crime scene, into which, within and from which access is controlled.1
Incident: Several types of incident are defined as a basis for categorizing entries in the IAEA’s Incident and Trafficking Database (ITDB).1 
Incident Commander (IC): The person in charge of the nuclear security event. The IC commands the entire response and directs all those supporting the response. The IC may delegate authority for performing certain activities to others as required (e.g., to on-scene controller, the public information officer/team).1
Information Alert: Time sensitive reporting that could indicate a nuclear security event, requiring assessment, and may come from a variety of sources, including operational information, medical surveillance, accounting and consigner/consignee discrepancies, border monitoring, etc.1
Information Security: The preservation of the confidentiality, integrity and availability of information. [Note: In addition, other properties such as authenticity, accountability, non-repudiation and reliability can also be involved.]1
Initial Assessment: The process of analyzing systematically and evaluating an information alert or an instrument alarm to determine whether a nuclear security event has occurred.1
Initial Entry: The first controlled entry made into a crime scene, conducted for the purpose of gathering data regarding the nature and extent of on-scene hazards.[footnoteRef:11] [11:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Innocent Alarm: An alarm found by subsequent assessment to have been caused by nuclear or other radiological material under regulatory control or exempt or excluded from regulatory control.1
Insider: 
1. An individual with authorized access to associated facilities or associated activities or to sensitive information or sensitive information assets, who could commit, or facilitate the commission of criminal or intentional unauthorized acts involving or directed at nuclear material, other radioactive material, associated facilities or associated activities or other acts determined by the State to have an adverse impact on nuclear security.1
2. An adversary with authorized access to a nuclear facility, a transport operation or sensitive information.1
3. One or more individuals with authorized access to nuclear facilities or nuclear material in transport who could attempt unauthorized removal or sabotage, or who could aid an external adversary to do so.1 
4. An individual with authorized access to associated facilities or associated activities or to sensitive information or sensitive information assets, who could commit, or facilitate the commission of a malicious act.[footnoteRef:12] [12:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Institutional Control: Regulatory control or control by any institution that has a role in the investigation, prosecution, extradition or other proceedings of a State related to the location, seizure or recovery of nuclear or other radioactive material.1
Instructional Systems Design (ISD): A systematic approach to develop training that incorporates adult learning theories and industry standards for an effective learning experience.
Instructor Guide (IG): A document containing a module overview, instructor responsibilities, evaluation opportunities, safety briefings, course materials, training aids, and a list of supplemental materials.
Instrument alarm: A signal from instruments that could indicate a nuclear security event, requiring assessment. An instrument alarm may come from devices that are portable or deployed at fixed locations and operated to augment normal commerce protocols and/or in a law enforcement operation.1
Internal Security/Law Enforcement (ISLE): Description of NSDD engagement with security and law enforcement agencies to provide internal security and law enforcement agencies with tailored mobile detection systems (MDS) that include radiation detection backpacks and handheld detection equipment that can be used to conduct varied operations, including intelligence-driven searches, roadside checks, and security at major public events. NSDD may also provide solutions that increase the partner’s probability of encountering R/N smuggling activity such as communication systems, patrol equipment, inspection equipment, and training.
[bookmark: _Hlk58251440]Investigation Support: NSDD Program area that works with countries to build baseline capabilities for identifying R/N materials and determining if the material or item is part of the country’s R/N holdings as registered in their national nuclear forensics library. With select partner countries, NSDD conducts peer-to-peer projects for laboratory analytical methodologies to better refine the material point of origin.
Isotopic Measurements: Analysis to determine the isotopic abundance of elements present in the nuclear or other radioactive material. The isotopic abundance provides information about the material history and its intended use
LAS Workstation: A computer workstation located at each LAS location and used by personnel who are assigned LAS roles to access the CAS system. Typically, the role of the LAS operator is to inform the pedestrian or vehicle driver that an alarm has occurred and provide instructions regarding whether a secondary inspection is required.
Local Alarm Station (LAS): An alarm station near an RPM where the operator can control traffic, see the RPM alarm data, and take immediate action as necessary. The CAS operator may be required to provide the final alarm assessment decision. A LAS may be located at a terminal gate where the terminal alarm and event processing activities assigned to the personnel at these gates is undertaken. Typically, LAS are located at terminal exit gates to ensure that container traffic that causes an alarm is halted prior to departure from the terminal.
Major Public Event: 
1. A high-profile event that a State has determined to be a potential target.[footnoteRef:13] [13:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. A high-profile event that a State has determined to be a potential target to include, for example, sporting, political, and religious gatherings involving large numbers of spectators and participants.1 
3. This refers to a different type of “event” from a nuclear security event.1 
Malicious Act: 
1. An act or attempt of unauthorized removal of radioactive material or sabotage.1 
2. A wrongful act or activity intentionally done or engaged in without legal justification or excuse (e.g., smuggling) or an act or activity intended to cause death or physical injury to any person, material damage to any person (e.g., theft) or damage to property or to the environment.1 
3. A deliberate act to remove radioactive material from authorized control (theft) or an act directed against radioactive material (e.g., sabotage) that could endanger workers, the public and the environment by exposure to radiation or the release or dispersal of radioactive material, including the deliberate dispersion of radioactive material to cause economic and social disruption.1
Maritime Vectors Partnership (MVP): Description of NSDD engagement with agencies responsible for detecting smuggling of illicit goods through unregulated, small vessel maritime traffic and integrates R/N detection and other inspection equipment into existing security operations to build the partner’s capability.
Mass Spectrometry: A destructive technique used to measure elemental concentrations and isotopic compositions. 
Micro-analysis: Techniques that provide spatially-resolved information to determine homogeneity or heterogeneity of material characteristics.
Mobile Detection System (MDS): In the context of the NSDD Program, mobile detection system refers to vans containing RPM equipment deployed to NSDD PCs to aid in the detection and deterrence of smuggling R/N material out of regulatory control. 
Note: In the context of IAEA and other international partner organizations and countries, mobile detection systems often include backpacks and other FLO portable equipment with the same purpose as previously mentioned. 
Multiple Alarms: The term “Multiple Alarms” (or “Multiple Events per Occupancy/Inspection”) is used to describe the scenario where the CAS system software for a System CP (i.e., a particular RPM) is configured to permit multiple alarms to be associated with a single event (or occupancy). Typically, only a single alarm is associated with an event or occupancy. The “Multiple Alarm” scenario typically occurs with pedestrian RPMs where a large group of pedestrians passes through the RPM over several minutes – without a break in the occupancy sensor. The software displays an alarm each time that the threshold setting is exceeded, which may be several times within a group of pedestrians.
[bookmark: _Hlk58251723]National Nuclear Forensics Library: A national system for the identification of nuclear and other radioactive materials found out of regulatory control. It is composed of subject matter expertise and reference information on nuclear and other radioactive materials produced, used, or stored within a State that may be used to identify these materials.
Non-Destructive Analysis (NDA): Analysis to provide timely findings that begin addressing the questions posed by the investigative authority while minimizing modification, consumption, or contamination of the sample(s). NDA methods are generally emphasized in the early stages of characterization as they do not involve sample consumption during preparation and analysis.
	Note: This definition is specific for nuclear forensics
Non-Intrusive Inspection (NII): Non-destructive methods of inspecting and identifying goods in transportation systems without the need to open the means of transportation and unload the cargo. 
Nuclear Facility: A facility (including associated buildings and equipment) in which nuclear material is produced, processed, used, handled, stored or disposed of and for which an authorization or licence is required.[footnoteRef:14] [14:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Nuclear Forensics Analysis: A specific technique applied during a nuclear forensic examination to measure a particular material characteristic useful to identify what the materials are, how, when and where the materials were made, and what their intended uses were.
Nuclear Forensics Analytical Plan:
1. Description of the types of analysis which will be performed in order to meet the requirements of the investigation and the sequencing of analyses that pertain to nuclear or other radioactive material, and evidence contaminated with radionuclides. 
2. It is tailored to respond to questions posed by the investigative authority and is informed by the results from categorization which may determine the initial sequencing of activities in the analytical plan.
Nuclear Forensics Examination: A technical analysis used to respond to key questions posed by the investigative authority, which may relate to the intended use, history and origin of nuclear or other radioactive material involved in the nuclear security event under investigation in accordance with national laws and regulations.
Nuclear Forensics Finds: Conclusions of nuclear forensic analysis and interpretation. The findings may support law enforcement investigations, evidence for judicial proceedings, regulatory inquiries and policy making, and assist other relevant stakeholders in improving nuclear security and preventing future nuclear security events. 
Nuclear Forensic Interpretation: Process of comparing and associating sample characteristics with existing information pertaining to types of material, methods of production of nuclear or other radioactive material, relation to previous cases involving similar material, and material origin. Provides the context, explanations for the analytical results, and the basis of the nuclear forensic findings.
Nuclear Forensics Model Action Plan: 
1. Generalized guidance on the conduct of a nuclear forensic examination and related activities that should be performed in the context of an investigation of a nuclear security event. 
2. The plan covers activities undertaken by the authorities requesting nuclear forensic examinations and by the laboratories that may be called upon to undertake the analysis and interpretation.
Nuclear Forensic Science or Nuclear Forensics: Nuclear forensics is the examination of nuclear or other radioactive material, or of evidence that is contaminated with investigations into the diversion, trafficking, or illicit use of those materials.
Nuclear Forensics Signatures: A characteristic or a set of characteristics that enables that nuclear or other radioactive material found out of regulatory control used to make determinations of identification, process history or provenance.
[bookmark: _Hlk58338069]Nuclear Material:
1. Material listed in the table on the categorization of nuclear material, including the material listed in its footnotes, in Section 4 of IAEA Nuclear Security Series No. 13, Nuclear Security Recommendations on Physical Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225/Revision 5).[footnoteRef:15] [15:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. Any material that is either special fissionable material or source material as defined in Article XX of the IAEA Statute.1
3. Plutonium except that with isotopic concentration exceeding 80% in plutonium-238; uranium-233; uranium enriched in the isotope 235 or 233; uranium containing the mixture of isotopes as occurring in nature other than in the form of ore or ore-residue; any material containing one or more of the foregoing.1
Nuclear Security:
1. The prevention of, detection of, and response to, criminal or intentional unauthorized acts involving or directed at nuclear material, other radioactive material, associated facilities, or associated activities.1
2. The prevention and detection of and response to, theft, sabotage, unauthorized access, illegal transfer or other malicious acts involving nuclear material, other radioactive substances or their associated facilities. It should be noted that ‘nuclear security’ includes ‘physical protection’, as that term is understood from consideration of the Physical Protection Objectives and Fundamental Principles, the CPPNM and the Amendment to the CPPNM.1
Nuclear Security Culture:
1. The assembly of characteristics, attitudes and behaviors of individuals, organizations and institutions which serves as a means to support, enhance and sustain nuclear security.1
2. The characteristics and attitudes in organizations and of individuals which establish that security issues receive the attention warranted by their significance.1
Nuclear Security Detection Architecture: The integrated set of nuclear security systems and measures as defined in the IAEA Nuclear Security Recommendations on Nuclear and Other Radioactive Material out of Regulatory Control [15R] and is based on an appropriate legal and regulatory framework needed to implement the national strategy for the detection nuclear and other radioactive material out of regulatory control.1
Nuclear Security Event: 
1. An event that has potential or actual implications for nuclear security that must be addressed.[footnoteRef:16] [16:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. An event that is assessed as having implications for nuclear security.1
Nuclear Security Measures:
1. Measures intended to prevent a threat from completing a malicious act or to detect or respond to nuclear security events.1 
2. Measures intended to prevent a nuclear security threat from completing criminal or intentional unauthorized acts involving or directed at nuclear and other radioactive material, associated facilities, or associated activities or to detect or respond to nuclear security events.1
3. Measures intended to prevent a nuclear security threat from completing criminal or intentional unauthorized acts involving or directed at nuclear and other radioactive material, associated facilities, or associated activities or to detect or respond to nuclear security events.1
Nuclear Security Regime:
1. The nuclear security regime comprises1:
· The legislative and regulatory framework and administrative systems and measures governing the nuclear security of nuclear and other radioactive material, associated facilities and associated activities;
· The institutions and organizations within the State responsible for ensuring the implementation of the legislative and regulatory framework and administrative systems of nuclear security.
Nuclear Security System: An integrated set of nuclear security measures for the prevention of detection of, and response to, nuclear security events.1
Nuclear Smuggling Detection and Deterrence (NSDD): The Office of Nuclear Smuggling Detection and Deterrence is an office within the U.S. Department of Energy’s National Nuclear Security Administration. NSDD’s mission is to strengthen the capabilities and commitment of partner countries to deter, detect, and investigate illicit trafficking of nuclear and other radiological materials.
Nuclear Weapon: An explosive device with destructive potential deriving from the release of energy that accompanies the splitting or combining of atomic nuclei. 
Occupancy: A condition in which a conveyance (vehicle, rail car, object, or pedestrian) has entered the detection zone of an RPM. For example, the RPM detects an occupancy using either an ultrasonic, radar, or a break beam sensor. 
On-the-Job Training (OJT): OJT is formal training that is conducted and evaluated in the work environment.
Operations and Maintenance Manual (O&M Manual): This is a compilation of user manuals for NSDD-provided equipment, the installed CAS system, and any other documentation deemed necessary to ensure proper day-to-day operations at a completed site. These documents are typically translated into the partner country’s language.
Operator:
1. Any person, organization, or government entity licensed or authorized to undertake the operation of an associated facility or to perform an associated activity.[footnoteRef:17] [17:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. Any person, organization, or government entity licensed or authorized to undertake the operation of a nuclear facility. 1
Also used in [14R], with “associated facility” in place of “nuclear facility”.1
3. Any person, organization, or government entity licensed or authorized to undertake the operation of a nuclear facility, an associated facility or an associated activity such as transport of nuclear or other radioactive material. The term therefore includes shippers/consignors and carriers. 1
4. An entity (person or organization) authorized to operate a nuclear or radiological facility or authorized to use, store or transport nuclear material and/or radioactive material. Such an entity would normally hold a licence or other document of authorization from a competent authority or be contractors of a holder of such an authorization. 1
5. Any organization or person applying for authorization or authorized and/or responsible for nuclear, radiation, radioactive waste or transport safety when undertaking activities or in relation to any nuclear facilities or sources of ionizing radiation. This includes, inter alia, private individuals, governmental bodies, consignors or carriers, licensees, hospitals, self-employed persons, etc.1
Optical Microscopy: A non-destructive technique used to obtain information on color, macro-morphologic features, such as texture, and dimensional analysis.
Other Radioactive Material: Any radioactive material that is not nuclear material.1
[bookmark: _Hlk58337618]Performance Assessment: A systematic process for appraisal or evaluation. This term is often used interchangeably with evaluation, but is also used in other contexts, such as needs assessment where there is no evaluation context.
Physical Measurements: The first step of characterization involving the documentation of the physical form of the nuclear or other radioactive material, as well as key physical characteristics such as color, morphological features, dimensional analyses, density, and mass.
[bookmark: _Toc36625823][bookmark: _Hlk58252425]Pillar: A pillar, control and/or auxiliary, is the major sub-unit of an RPM that contains the radiation detector, occupancy sensor, speed sensor, and other electronic components of the RPM.
Point of Entry (or Exit):
1. An officially designated point of entry or exit is a place on the land border between two States, seaport, international airport or other point where travelers, means of transport, and/or goods are inspected. Often, customs and immigration facilities are provided at these points of exit and entry. An undesignated point of exit or entry is any air, land and water crossing point that is not officially designated for travelers and/or goods by the State, such as green borders, blue borders and local airports.1
2. An officially designated place on the land border between two States, seaport, international airport or other point where travellers, means of transport and/or goods are inspected. Often, customs and immigration facilities are provided at these POEs. An undesignated POE is any air, land or water crossing point that is not officially designated for travellers and/or goods by the State, such as green borders, seashores and local airports.1
Port of Entry: A controlled point of entry on an internationally recognized border or along administrative lines at land borders, seaports, airports, and rail crossings where deployment and integration of R/N detection equipment into existing security operations may serve to build the PC’s capability for detecting and deterring the smuggling of R/N material out of regulatory control.
Primary Inspection Site: The location where people, vehicles, or railcars pass through RPMs for the purpose of detecting nuclear or other radioactive material out of regulatory control.1
Prioritization: The NSDD process of prioritizing which countries and regions to deploy counter R/N smuggling capabilities based on multiple factors.
Radiation Portal Monitor (RPM): The term RPM is used to refer to the radiation detection device installed at a control point through which traffic passes. Typically, these devices are fixed radiation monitors with one or more pillars, usually a control and auxiliary pillar.
Radiation Search: The set of activities to detect and identify suspicious nuclear or other radioactive material out of regulatory control and to determine its location.1
Radiation Survey: Activities to map the radiation background of natural and human made radioactive material in an area or to facilitate later search activities.1
Note: The term “radiological survey” is defined in the IAEA Safety Glossary as “An evaluation of the radiological conditions and potential hazards associated with the production, use, transfer, release, disposal or presence of radioactive material or other sources of radiation.”[footnoteRef:18] [18:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Radioactive Isotope Identification Device (RIID): See radioisotope identification device.1
Radioactive Material:
1. Any material designated in national law, regulation, or by a regulatory body as being subject to regulatory control because of its radioactivity. In the absence of such a designation by a State, any material for which protection is required by the current version of the International Basic Safety Standards.1
2. Nuclear material and other radioactive substances containing nuclides which undergo spontaneous disintegration (a process accompanied by emission of one or more types of ionizing radiation, such as alpha-, beta-, neutron particles and gamma rays) and may, owing to their radiological and fissile properties, cause death, serious bodily injury, or substantial damage to property or to the environment.1
3. Nuclear material, as defined in the CPPNM; radioactive sources, as defined in the Code of Conduct for the Safety and Security of Radioactive Sources and other radioactive substances containing nuclides which undergo spontaneous disintegration (a process accompanied by the emission of one or more types of ionizing radiation, such as alpha and beta particles, neutrons and gamma rays).1
Radioactive Source:
1. Radioactive material that is permanently sealed in a capsule or closely bonded, in a solid form and which is not exempt from regulatory control. [9G f/n] It also means any radioactive material released if the radioactive source is leaking or broken, but does not mean material encapsulated for disposal, or nuclear material within the nuclear fuel cycles of research and power reactors.1
2. A means of containment of radioactive material such that the radioactive material remains protected in a leak tight capsule, but the radiation is allowed to be emitted for its intended purpose. Also known as a sealed source or source. Radioactive sources are manufactured in accordance with international law for integrity.1
Radiochronometry: The use of measurements of radioactive decay products in a sample of material to determine the time elapsed since the last separation of progeny from the parent material (and thus, the ‘model age’ of the material in the measured sample).1
Radioisotope Identification Device (RID): Handheld detector used to locate and identify nuclear or other radioactive material. 
Regulatory Authority: May be used with definition 1 of regulatory body, to avoid confusion in nuclear security context in which the term regulatory body might be assumed by readers to imply only the regulatory body for safety.[footnoteRef:19] [19:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Regulatory Body:
1. One or more authorities designated by the government of a State as having legal authority for conducting the regulatory process, including issuing authorizations.1 
2. An organization designated by a national government as having legal authority for regulating nuclear, radiation, radioactive waste and transport safety.1
Regulatory Control:
1. Any form of institutional control applied to nuclear material or other radioactive material, associated facilities, or associated activities by any competent authority as required by the legislative and regulatory provisions related to safety, security, or safeguards. Explanation: The phrase ‘out of regulatory control’ is used to describe a situation where nuclear or other radioactive material is present in sufficient quantity that it should be under regulatory control, but control is absent, either because controls have failed for some reason, or they never existed.1
2. Any form of institutional control applied to nuclear material or other radioactive material, associated facilities, or associated activities by any competent authority as required by the legislative and regulatory provisions related to safety, security, or safeguards. Explanation: The phrase ‘out of regulatory control’ is used to describe a situation where nuclear or other radioactive material is present without an appropriate authorization, either because controls have failed for some reason, or they never existed.1 
Out of regulatory control refers to the absence of the direct control over material by an authorized person that is or would be mandated by regulatory control for such material. Material might therefore be designated as out of regulatory control even when some aspects of regulatory control are in place.1 
Response: All of the activities by a State that involve assessing and responding to a nuclear security event.1
Note: In safety, “response” normally refers to response to a nuclear or radiological emergency, i.e., to the consequences for the safety of people and the environment of an accident or a nuclear security event. In security, “response” normally refers to response to a nuclear security event itself, including identifying, pursuing and interdicting the cause of the event. 
Response Measure: A measure intended to assess an alarm/alert and to respond to a nuclear security event.1
Response System: An integrated set of response measures including capabilities and resources necessary for assessing the alarms/alerts and response to a nuclear security event.1
Risk:
1. The potential for an unwanted outcome resulting from a nuclear security event as determined by its likelihood and the associated consequences.[footnoteRef:20] [20:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. The potential that a given threat will exploit the vulnerabilities of an asset, or group of assets, and thereby cause harm to the organization. It is measured in terms of a combination of the likelihood of an event and the severity of its consequences.1
Risk Assessment:
1. The overall process of systematically identifying, estimating, analysing and evaluating risk for the purpose of informing priorities, developing, or comparing courses of action, and informing decision making.[footnoteRef:21] [21:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. Overall process of systematically identifying, estimating, analysing and evaluating risk.1
Routine Maintenance: Tasks performed on a regular schedule to preserve the functionality of equipment, (i.e., keep the equipment operating as designed).
RPM Radiation Alarm: A radiation alarm is an event generated by an RPM when the level of gamma or neutron radiation exceeds the configured threshold level during an occupancy. There are neutron and gamma radiation alarm events and a combined neutron-gamma alarm event.
RPM Radiation Background Fault: A radiation background fault is an event generated by an RPM when the background level of gamma or neutron radiation differs from the expected normal background level by a configured amount level when the RPM is unoccupied. The fault is sent every five seconds for the duration of the fault condition. There are three: gamma high (GH); gamma low (GL); neutron high (NH).
Sabotage:
1. Any deliberate act directed against a nuclear facility or nuclear material in use, storage or transport which could directly or indirectly endanger the health and safety of personnel, the public or the environment by exposure to radiation or release of radioactive substances.1
2. Any deliberate act directed against an associated facility or an associated activity that could directly or indirectly endanger the health and safety of personnel, the public, or the environment by exposure to radiation or release of radioactive substances.1
3. Any deliberate act directed against a nuclear or radiological facility or nuclear or radioactive material in use, storage or transport that could directly or indirectly endanger the health and safety of personnel, the public and the environment by exposure to radiation or release of radioactive substances.1
4. Deliberate damage; sabotage in this context means deliberate damage to a radioactive source in use, storage or transport or to an associated facility. A deliberate act directed against a radioactive source in use, storage or transport could directly or indirectly endanger the health and safety of personnel, the public or the environment by exposure to radiation or release of radioactive material.1
5. Deliberate damage; sabotage in this context means deliberate damage to nuclear material or radioactive material in use, storage or transport or to an associated facility. A deliberate act directed against a nuclear facility or radioactive material in use, storage or transport could directly or indirectly endanger the health and safety of personnel, the public or the environment by exposure to radiation or release of radioactive material.[footnoteRef:22] [22:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Scanning Electron Microscopy – A non-destructive technique used to obtain micro-morphologic information at the micrometer (micron) scale such as material type, apparent texture and surface features, particle structure and size, and grain boundaries.
Scenario: A postulated or assumed set of conditions and/or events. Most commonly used in analysis or assessment to represent possible future conditions and/or events to be modeled, such as possible accidents at a nuclear facility. A scenario may represent the conditions at a single point in time or a single event, or a time history of conditions and/or events (including processes). Safety analysts use accident scenarios to describe and model plant response to potential accidents. An accident scenario, which usually has an initiating event superimposed on a proposed plant configuration, can be used to model system response, including various operator actions as appropriate.1 
Scenario-based Discussion: A methodology used in discussion-based events using realistic operational scenarios. These discussions are intended to elicit responses from event participants pertaining to concept of operations (CONOPS), joint agency operational plans, and standard operating procedures (SOPs).
Secondary Inspection: The examination of a conveyance that caused an instrument alarm with the purpose of locating and identifying the nuclear or other radioactive material that caused the initial instrument alarm. Typically, it is an in-depth process performed using handheld radiation detection instruments such as RIDs. Additional inspections using NII may also be conducted.
Secondary Inspection Site (SIS): A SIS is the location where people, vehicles, or cargo that caused a primary radiation alarm—typically on an RPM—have a secondary inspection conducted by the FLO assigned this role.
Secondary Workstation (SWS): The computer workstation that is used by the FLO conducting the secondary inspection to update the CAS system with the results of the secondary inspection.1
Self-assessment: The evaluation process performed by the operating organizations, with the assistance of external agencies and consultants as needed, to identify and correct safety and security problems that hinder the achievement of the organization’s safety and security objectives.
Sensitive Information: Information, in whatever form, including software, the unauthorized disclosure, modification, alteration, destruction, or denial of use of which could compromise nuclear security.1
Shipment:
1. Any person, organization or government that prepares or offers a consignment of nuclear material for transport (i.e. the consignor).[footnoteRef:23] [23:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

2. Any person, organization or government that prepares or offers a consignment of radioactive material for transport (i.e. the consignor).1
3. The term shipper is used in security in relation to the transport of nuclear material, whereas consignor is used in safety and security in the context of radioactive material. 
Sigma Multiplier: The net signal count rate above background divided by the square root of the background count rate.1
Signature: A characteristic or a set of characteristics of a given sample that enables that sample to be compared with reference materials.1
Simultaneous Alarms: Used to describe the scenario where more than one alarm is generated (from multiple RPMs) at the same time in the CAS system. 
Site Inspection and Testing (SIT): The first phase in a two-phased approach to accepting work completed by DICCE contractors. The PC typically starts operating the RDS after SIT is complete.
SKID: The physical framework and all associated components that comprise the radiation detection system mounted in the MDS van including radiation detectors (gamma and neutron), cameras, occupancy sensor, remote alarm panel, mode control switch, detection electronics (SC-770 Controller, SCA-775, data concentrator), GarrettCom switch, wireless router, terminal blocks, cabling and wires, ProNautic charger, main battery, solenoid, smart battery isolator, and low voltage disconnect. Does not include the laptop computer.
Source Material: Uranium containing the mixture of isotopes occurring in nature; uranium depleted in the isotope 235; thorium; any of the foregoing in the form of metal, alloy, chemical compound, or concentrate; any other material containing one or more of the foregoing in such concentration as the Board of Governors shall from time to time determine; and such other material as the Board of Governors shall from time to time determine; but not including ore or ore residue.1
Special fissionable material (SFM): Plutonium-239; uranium- 233; uranium enriched in the isotopes 235 or 233; any material containing one or more of the foregoing; and such other fissionable material as the Board of Governors shall from time to time determine; but not including source material.1
Spectroscopic Portal Monitor (SPM): A radiation detection device capable of both detecting the presence of radiation and determining the isotope responsible for the alarm. The SPM consists of two pillars positioned on each side of a traffic lane. The SPM is typically deployed as a secondary screening tool to quickly determine the cause of a radiation alarm on a primary RPM.
Standard Gamma Ray Background: Ambient dose equivalent rate (dH*(10)/dt) of 0.1 μSv/h ±50% as measured by a legal dose rate meter with a wide energy range of 30 keV–3 MeV.[footnoteRef:24] [24:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Standard neutron background: Value of the neutron flux outside and at sea level. This is approximately 0.015 n cm-2 s-1 (±30%).1
Standard neutron source configuration: A Cf-252 source emitting a specified number of neutrons per second surrounded by 1 cm of lead.1
Standard Operating Procedure (SOP): A set of step-by-step instructions compiled by an organization to help workers carry out routine operations. SOPs aim to achieve efficiency, quality output, and uniformity of performance, while reducing miscommunication and failure to comply with industry regulations.
State of Health (SOH): A State of Health Event (or SOH Alarm) is an event generated by the system to indicate that there is a problem with the system that may affect proper operation. For example, loss of communication between the computer and a portal, loss of communication between a camera and the computer, camera failure, loss of power.
Status of Health: Visual indicator of CAS system and networked component health.
Stevedore: Individual or firm that employs longshoremen and who contracts to load or unload the ship.
Strategic Airports Initiative (SAI): NSDD deployment of radiation detection systems to certain international airports with the objective of conducting targeted screening—using mobile, low-profile detection equipment—based on point of origin, destination, and pre-existing profile information.
Surveillance: The collection of information through devices or direct observation to detect unauthorized movements of nuclear material, tampering with containment of nuclear material or falsification of information related to location and quantities of nuclear material.1
Systematic Approach to Training (SAT): Includes five distinct, interrelated, phases. These phases include analysis, design, development, implementation, and evaluation. SAT is consistent with other systematically based training systems such as performance-based training (PBT), training system development (TSD), ISD, and other similar methods.
Survey Instrument (SI): A handheld radiation detector used to locate the source(s) of radiation during a secondary inspection.
Tamper Fault (TT): Tamper or power-fail condition. This is sent only once when the following conditions occur: AC power loss, charger output failure, or when any of the doors in the tamper circuit are opened.
Target: Nuclear material, other radioactive material, associated facilities, associated activities, or other locations or objects of potential exploitation by a nuclear security threat, including major public events, strategic locations, sensitive information, and sensitive information assets.[footnoteRef:25] [25:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Task Analysis: Investigates the procedures, knowledge, skills and attitudes needed to ensure satisfactory performance of a job's key tasks. 
Task Analysis Training (TAT): A short course which explains the purpose, value, and methodology for collecting job analysis data. Training for those participating in the job analysis (such as subject matter experts [SMEs]) is necessary because the participants are more likely to be knowledgeable in the details of the job being analyzed than they are in the process by which the analysis is conducted.
Task-to-Training Matrix (TTM): A document that can be used to guide the maintenance of a training program. It provides a ready reference for evaluating the impact of procedure changes, criteria for selecting tasks for training, updated technical information, revised learning objectives, etc.
Terminal Operating System (TOS): The Terminal Operating System is the software system utilized by Terminal Operators to support their operations. This includes tracking containers, developing loading plans for ships, etc.
Threat: 
1. A person or group of persons with motivation, intention and capability to commit a malicious act.1
2. A likely cause of harm to people, damage to property or harm to the environment by an individual or individuals with the motivation, intention and capability to commit a malicious act.1
3. An entity with motivation, intention and capability to commit a malicious act.1
4. A characterization of an adversary capable of causing undesirable consequences, including the objectives, motivation and capabilities (e.g., number of potential attackers, equipment, training and attack plan).1
5. Potential cause of an unwanted incident, which may result in harm to a system or organization. Note: In other IAEA Nuclear Security Series publications, ‘threat’ is typically defined as ‘a person or group of persons with motivation, intention and capability to commit a malicious act’. However, this publication uses the term in the computer security context, where a threat is not necessarily a person or persons.1
Nuclear security threat: A person or group of persons with motivation, intention and capability to commit criminal or intentional unauthorized acts involving or directed at nuclear material, other radioactive material, associated facilities or associated activities or other acts determined by the State to have an adverse impact on nuclear security.[footnoteRef:26] [26:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Threat Assessment:
1. An evaluation of the threats — based on available intelligence, law enforcement, and open source information — that describes the motivation, intentions, and capabilities of these threats.1
2. An evaluation of the existing threats, usually including intelligence assessments, which describe the motivation, intentions, and capabilities of these threats to commit malicious acts.1
3. An analysis that documents the credible motivations, intentions and capabilities of potential adversaries that could cause undesirable consequences with regard to radioactive material in use or storage and its associated facilities.1
4. The process of analysing systematically the hazards associated with facilities, activities or sources within or beyond the borders of a State in order to identify:1 
(a) Those events and the associated areas for which protective actions may be required within the State; 
(b) The actions that would be effective in mitigating the consequences of such events. 
The term threat assessment does not imply that any threat, in the sense of an intention and capability to cause harm, has been made in relation to such facilities, activities or sources.
Trace Element: Typically defined as an element in a sample that has an average concentration of less than 1,000 μg/g or 0.1% of the matrix composition.1 
Note: This term is used in various areas of science with different numerical meanings. This definition is specific to nuclear forensics.
Trainee Guide (TG): Published instructions for trainees that provide task orientation, description, explanation, providing a minimal reference framework.
Train the Trainer (T3): Any training program designed for the purpose of promoting and enhancing instructional skills for delivering specific subject matter.
Transport: International or domestic carriage of nuclear material by any means of transport, beginning with the departure from a nuclear facility of the shipper and ending with the arrival at a nuclear facility of the receiver.[footnoteRef:27] [27:  International Atomic Energy Agency “Nuclear Security Series Glossary” Version 1.3 (November 2015).] 

Transport Index (TI): A number derived by taking the measurement of the radiation dose rate at 1 meter away from the external surface of a package. This measured dose rate in mSv/h is multiplied by 100. The resulting number is the TI.
Uranium enriched in the isotope 235 or 233: Uranium containing the isotope 235 or 233 or both in an amount such that the abundance ratio of the sum of these isotopes to the isotope 238 is greater than the ratio of the isotope 235 to the isotope 238 occurring in nature.1
Note: Taken from the IAEA Statute. Also used in CPPNM and ICSANT.1 
Venue: Any identified location (e.g., a building, stadium, open area/park, religious place) where a major public event takes place. A venue is considered to be a strategic location. 1
Vulnerability:
1. A physical feature or operational attribute that renders an entity, asset, system, network, facility, activity or geographic area open to exploitation or susceptible to a given threat.1
2. Weakness of an asset or control that can be exploited by a threat.1
Vulnerability Assessment: A process which evaluates and documents the features and effectiveness of the overall security system at a particular target.1
Web-based Training: Delivery of educational content via web browser. 
Workshop: An event with a high degree of participation, interaction, and/or hands-on involvement that creates, validates, or improves plans, procedures, and protocols; assesses operational performance; and/or fosters cooperation and best practices for a subject area.
X-Ray Diffraction: A non-destructive technique used to identify crystalline phases of materials.
X-Ray Fluorescence: A non-destructive technique used to measure elemental composition.


3. Abbreviations and Acronyms
The following list of abbreviations and acronyms provided has been compiled for use by all members of NSDD when creating or reviewing documentation. This list is the standardized reference for use by NSDD personnel.
A												
AAR	After Action Report
ADA			Assistant Deputy Administrator
ANL	Argonne National Laboratory
AP	airport
ARIS 	Advanced Radioisotope Identification System
ASP	advanced spectroscopic portal monitor (Specific term for DHS procurement of SPMs)
AT	acceptance test
ATR	acceptance test report

B										
BC	border crossing
BCR	budget change request
BLUF			bottom line up front
BMWG	Border Monitoring Working Group
BNL	Brookhaven National Laboratory

C										  
C/FGI-MOD	Confidential Foreign Government Information-Modified Handling Authorized
CAS	central alarm station (may refer to communications software or the location)
CAP	corrective action plan
CBP	Customs and Border Protection
CBRNE	chemical, biological, radiological, nuclear and high-yield explosives
CCB	Configuration Control Board
CCT	contractor completion test
CCTV	closed circuit television
C/E			controller/evaluator
CEDR	civil and electrical design requirements 
CFP 	contractor furnished property
CI	configuration item
CIED	Counter Improvised Explosive Device (FBI)
CIRG	Critical Incident Response Group (FBI)
ConfigMan	configuration management
CM	corrective maintenance
CM	country manager
CM	Consulting Meeting (IAEA)
CMR	corrective maintenance report
CMR	Country Monthly Report
CO	contracting officer
COB			close of business
COE	center of excellence
COMMON	Communications Systems Monitor
CONOPS	concept of operations
CONUS	Continental United States
COR	contracting officer representative
COTS	commercial off the shelf
CP	control point
CPARS	Contractor Performance Assessment Reporting System
CPFF	cost-plus fixed fee
cps	counts per second
CRP	Coordinated Research Project (IAEA) 
CRR	construction readiness review
CSDRD	communications system design requirements document 
CSI	Container Security Initiative (DHS)
CSI	Criticality Safety Index
CTD	contract-to-date
CTR	Cooperative Threat Reduction (DTRA)
CV	cost variance

D										
DART	Desktop Analysis Reporting Tool
DASH			Dhow Autonomous Senor Hub
DB	database
DD	Deputy Director
DCI	design, construction, and integration
DEPOT	data enterprise platform online terminal
DFUT	Daily File Upload Tool
DHCP	Dynamic Host Control Protocol
DHS	Department of Homeland Security
DICCE 2	Design, Integration, Construction, Communication, and Engineering 
DNDO	Domestic Nuclear Detection Office
DNN			Defense Nuclear Nonproliferation
DOD	Department of Defense
DOE	U.S. Department of Energy
DOP	Declaration of Principles
DOS	U.S. Department of State
DPD	Deputy Program Director
DRD	design requirements document
DTRA	Defense Threat Reduction Agency
DZOSS	Detection Zone Occupancy and Speed Sensors

E										
EC			event coordinator
ECCN 	Export Control Classification Number
EC-JRC	European Commission Joint Research Centre
EDI	electronic data interchange
EDIFACT	Electronic Data Interchange for Administrative Commerce and Transport 
EEG			exercise evaluation guide
EHS	U.S. Department of Environmental Health and Safety
EOT	equipment operational testing
ESS	engineering site survey
EUSECTRA	European Union Nuclear Training Centre
EXBS	Export Control and Related Border Security Program (DOS)
EXO	extended occupancy

F										
FAR	Federal Acquisition Regulation
FBI	Federal Bureau of Investigation
FCN	field change notification
FCR	field change request
FCT	functional compliance testing
FFP	firm fixed-price
FIR	final installation report
FIT	final inspection and turnover
FLO	front line officer
FO			front office
FO	fiber optic
FP	ferry port 
FSU	former Soviet Union
FTX	field training exercise
[bookmark: _Hlk58306994]FY	fiscal year

G										
GA	general arrangement drawing
GAO	General Accounting Office
GBSI	Green Border Security Initiative (NSDD)
GCC	geographic combatant command
GeRTA	Geospatial Reporting Tool Application
GFP               	government furnished property 
GH	gamma high background fault
GICNT	Global Initiative to Combat Nuclear Terrorism
GL	gamma low background fault
GMCP	Global Maritime Crime Programme (UNODC)
GMS	Global Material Security
GNS	Global Nuclear Security (DTRA)
GNDA	Global Nuclear Detection Architecture
GP	Global Partnership Against the Spread of Weapons and Materials of Mass Destruction
GPRB	General Purpose Relay Board
[bookmark: _Hlk58309952]GPS	global positioning system
GSA	General Service Administration
GUI	Graphical User Interface

H										
HAMMER	Hazardous Materials Management and Emergency Response
HATS 	Handheld Assessment Tool Software
HCLPF	High Confidence of Low Probability of Failure
HEU	highly enriched uranium
HEWD	House Energy and Water
HG	host government
HMI	Human-Machine Interface
HQ	Department of Energy Headquarters
HRC	high risk certification
HS	Harmonized System
HSEEP		Homeland Security Exercise and Evaluation Program
HTV	How-to video

I										
IAA	interagency agreement
IAEA	International Atomic Energy Agency 
ICD	interface control document
ICF	in-country facilitator
[bookmark: _Hlk58310165]ICP	International Counterproliferation Program (DTRA)
ICSANT	International Convention for the Suppression of Acts of Nuclear Terrorism (UN)
IDIQ	indefinite delivery/indefinite quantity
IED	Improvised Explosive Device
IEEE	Institute of Electrical and Electronics Engineers
IG	Instructor Guide
IG(C)E	independent government (cost) estimate
[bookmark: _Hlk58310225]ILEA	International Law Enforcement Academy (DOS)
IND	Improvised Nuclear Device
INS	International Nuclear Security (GMS)
INTERPOL	International Criminal Police Organizsation
IP	intellectual property
IS			Investigation Support
ISD	Instructional Systems Design
[bookmark: _Hlk58310300]ISLE	Internal Security and Law Enforcement
ISN	International Security and Nonproliferation (DOS)
ISO	International Organization for Standardization
IT	information technology
ITWG	Nuclear Forensics International Working Group


J										
JPEG	Joint Photographic Experts Group
JTP	Joint Transition Plan
JV 	joint venture partners

K										
KMW	Knowledge Management Website

L										
LAN	local area network
LANL	Los Alamos National Laboratory
LAS	local alarm station
LCS 	local construction subcontractor
LDD	loss, damage, destruction reporting
LEU	low enriched uranium
LLNL	Lawrence Livermore National Laboratory
LMP	local maintenance provider
LOC	limitation of cost
LOF	limitation of funds
LOI	letter of invitation
LPR	license plate reader
LSO	Limited Scope Observation

M										
MAC	Media Access Control
MCA	multichannel analyzer
MCAAW	multichannel analyzer alignment wizard
[bookmark: _Hlk58310706]MDQ	minimum detectable quantity
MEL	master equipment list
MDQ	Minimum Detectable Quantity
MDS	mobile detection system
M&O			management & operating
MOA	memorandum of agreement
MORC	material out of regulatory control
MOU	memorandum of understanding
MPC&A	Material Protection, Control, and Accounting
MRDIS	Mobile Radiation Detection and Identification System
MSEL			master scenario events list
MSI			minority serving institution
MSIIP			Minority Serving Institution Internship Program
MVP	Maritime Vector Partnership (NSDD)

[bookmark: _Hlk58310818]N										
NA-1			NNSA Administrator
NA-20			Deputy Administrator for Nuclear Nonproliferation
NA-21	Office of Global Material Security
NA-213	Office of Nuclear Smuggling Detection and Deterrence
NCS	National Communications System (NSDD)
NCR	National Capital Region
NE			not evaluated
NGFP			Nonproliferation Graduate Fellowship Program
NH	neutron high background fault
NII	non-intrusive inspection
NLT			no later than
NMT	NSDD Maintenance Toolbox
NNSA	National Nuclear Security Administration
NNSDA	National Nuclear Security Detection Architecture (NNSDA)
NNSP	Nuclear Non-Proliferation SharePoint (Website)
NOC	notification of change
NORM	naturally occurring radioactive material
NRP	National Response Plan
NSDA			nuclear security detection architecture
NSDD	Nuclear Smuggling Detection and Deterrence
NSE			Nuclear Security Enterprise
NSS	Nuclear Security Series
[bookmark: _Hlk58310991]NTRG	Nuclear Trafficking Response Group (DOS)

O										
O&M	operations and maintenance
[bookmark: _Hlk58311053]OB	On-Site Inspection and Capacity Building (DTRA)
OCONUS	Outside Continental United States
OCR	optical character recognition
OD	Office Director
ODC	other direct costs
OEM              	original equipment manufacturer
OIT	Office of Informational Technology (DHS)
OJT	on-the-job training
OL CI CR	office level configuration item change request
OOB			open of business
ORNL	Oak Ridge National Laboratories
ORS	Office of Radiological Security (GMS)
OT&E	operational testing and evaluation
OUO	official use only

P 									
P2P			Peer to Peer
PC	pedestrian crossing
PC                	partner country
PCS	Portal Control System
PD			Program Director
PI			performance indicator
PII 	personally identifiable information
PL CI CR	program level configuration item change request 
PM	preventive maintenance
PMF			Presidential Management Fellowship
PMP	project or program management plan
PMT	photo multiplier tube
PNNL	Pacific Northwest National Laboratory
POC	point of contact
POE	point of entry/exit
POP               	period of performance
POV	privately owned vehicle/privately operated vehicle
PPE	personal protection equipment
PRD	personal radiation detector
PS	project supporter
PPP	Proliferation Prevention Program (DTRA)
PVT	polyvinyl toluene

Q 										
QA 	quality assurance
QC	quality control
[bookmark: _Hlk58311410]
R 										
R&W	read and write
RAADAR	Radiation Alarm Adjudication Data Analysis and Reporting
RAD	rapid application development
RAMP	Rapid Asset Mobilization Protocol
RAP	remote alarm panel
RAVEN	Radiation Alarm and Video Event Notification (CAS System)
RC	rail crossing
RD&P			Regulatory Documents & Procedures 
RDD	Radiological Dispersion Device
RDIT	Radiation Detection and Investigative Techniques (FBI)
RDS	radiation detection system
RDSC	radiation detection straddle carriers
RED	Radiological Exposure Device
RF	radio frequency
RFP 	request for proposal
RID	radioisotope identification device
RIID	radioactive isotope identification device
RM	routine maintenance
RMG	rail mounted gantry 
RMR	Routine Maintenance Report
RN Material	nuclear or other Radioactive material[footnoteRef:28] [28:  Outdated term; prefer RN or nuclear and other radioactive as term for NSDD documentation.] 

R/N	radiological and nuclear
RND	Radiological Nuclear Detection
ROM	rough order of magnitude
RORO or ro-ro	roll-on, roll-off
RP	river port
RPM	radiation portal monitor
RSP	radiation sensor panel
RTG	rubber-tired gantry crane
S 									
S			strength
SA	system administrator
[bookmark: _Hlk58311965]SABT	Special Agent Bomb Technician (FBI)
SAI	Strategic Airports Initiative 
SAM	System for Award Management
SAMS	Secure Application Management System
SAT	Systematic Approach to Training
SBS	State Border Service
SCIDS	Straddle Carrier Interface and Dispatch System
SCS	Supervisory Control Station
SDD	system design document
SE	Schneider Electric
[bookmark: _Hlk58320959]SET	Science and Engineering Team (NSDD)
SEWD	Senate Energy and Water
SFI	Secure Freight Initiative (DOE-DHS)
SFM	Special Fissionable Material
SI	survey instrument
SIS	secondary inspection site
SIT	site inspection and testing
SM	sustainability manager
SME	subject matter expert
SNL	Sandia National Laboratories
SNM	special nuclear material
SOH	state of health
SOP	standard operating procedure
SOR	system of record
SOW	statement of work
SP	seaport
SPA	Safe Ports Act
SPM	spectroscopic portal monitor
SQA	software quality assurance
SRD	system requirements document
SRS	system requirements specification
SS	Software Specification (from Data Management Document)
SSR	sensitive shipping request
STATE	U.S. Department of State
SWS	secondary workstation

T 										
T3	train the trainer
T&E	test and evaluation
T&C	technical and cost
TAT	Task Analysis Training
TC	test case
TC	training center
TCP/IP	Transmission Control Protocol/Internet Protocol
TD	technical direction
TE/QE	technical and quantitative evaluation
TEDAC	Terrorist Explosive Device Analytical Center (FBI)
TEU	twenty-foot equivalent unit (containers)
TG	Trainee Guide
TI	Transport Index
TMP	training management plan
TO	task objective or terminal objective
TOM	task order manager
TOS	terminal operating system
TP	talking point
TP	test plan
TRACE	Tool for Radiation Alarm and Commodity Evaluation
TSA	Transportation Security Agency
TSB	technical service bulletin
TT	tamper fault
TTX	tabletop exercise
TVI	Technology Ventures Inc.

U										
UI	user interface
UN	United Nations
UNODC	United Nations Office on Drugs and Crime
UP	utility panel
UPS	uninterruptible power supply
[bookmark: _Hlk58321785]USA or US	United States of America
USAFRICOM	United States Africa Command
USB	Universal Serial Bus
USCENTCOM	United States Central Command
USEUCOM	United States European Command
USG	United States government
USINDOPACOM	United State Indo-Pacific Command
USNORTHCOM	United States Northern Command
USSOCOM	United States Special Operations Command
USSOUTHCOM	United States Southern Command

V										
VAT	value added tax
VC	vehicle crossing
VIS	Vehicle Identification System
VLAN	virtual local area network
VM	virtual machine
VoIP	voice over internet protocol
VPN	virtual private network
Vsftpd	Very Secure File Transfer Daemon

[bookmark: _Hlk58322604]W 										
W/E or (W&E)	Workshops and Exercises
WAN	wide area network
WBS	work breakdown structure
WCO	World Customs Organization
WMD 	weapons of mass destruction
WRS	web-based reporting system

X										
XML	Extensible Markup Language
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