





































https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.cyberscoop.com/spower-power-grid-cyberattack-foia/
https://blog.talosintelligence.com/poetrat-covid-19-lures/
https://www.deutsche-windtechnik.com/press-information/item/463-Cyber-attack-on-Deutsche-Windtechnik
https://www.wsj.com/articles/european-wind-energy-sector-hit-in-wave-of-hacks-11650879000
https://www.nordex-online.com/en/2022/04/update-on-cyber-security-incident/
https://www.vestas.com/en/pages/personal-data-notification
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/
https://www.viasat.com/about/newsroom/blog/ka-sat-network-cyber-attack-overview/
https://www.enercon.de/en/news/news-detail/cc_news/show/News/over-95-per-cent-of-wecs-back-online-following-disruption-to-satellite-communication/
https://inldigitallibrary.inl.gov/sites/sti/sti/Sort_52997.pdf
https://www.energy.gov/sites/prod/files/2020/08/f77/wind-energy-cybersecurity-roadmap-2020v3.pdf
https://www.bp.com/en/global/corporate/news-and-insights/reimagining-energy/houstons-wind-remote-operations-centre.html
https://www.renewableenergyworld.com/om/case-study-using-opc-software-to-operate-wind-farms-in-spain/
https://electricenergyonline.com/energy/magazine/548/article/LightsOn-Remote-Wind-Energy-SCADA-Control-System.htm
https://www.proofpoint.com/us/blog/threat-insight/chasing-currents-espionage-south-china-sea
https://www.blackhat.com/docs/us-17/wednesday/us-17-Staggs-Adventures-In-Attacking-Wind-Farm-Control-Networks.pdf
https://www.energy.gov/eere/wind/articles/wind-turbines-can-stabilize-grid

















































Research Thrusts Areas

STANDARDS DEVELOPMENT &
BEST PRACTICES

Stakeholder engagement to investigate

EDUCATION & WORKFORCE
DEVELOPMENT

Development of educational modules and

gaps and develop best practices that can
become standards to enable the secure
integration of inverter-based resources and
DERs.

training to increase cybersecurity
awareness and knowledge within solar
stakeholders.

» CyberStrike for

Sol

. sgs_ngMz + SolarCERT

« Alignment with * Cyber Strike for
CESER activities Solar

 ePV-CT  ePV-CT

* CAS methods

CYBERSECURITY TOOL KIT &
SUPPLY CHAIN

R&D of tools to understand cybersecurity

posture, risk assessment to inform
investments, and device design security
& maturity model for cyber supply chain.

» CyberStrike for
Solar

* ePV-CT

* CPYDAR

* UUDEX for solar
* SOAR

* DERMS cyber
requirements

INCREASING CYBERSECURITY LEVELS OF SOLAR TECHNOLOGIES
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NASEO/NARUC Cybersecurity Advisory Team for
State Solar (CATSS)
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strategies and tools for State and model approaches that makers to enhance the intra- and interstate
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Ongoing Standards and References

+ The North American Electric Reliability Corporation’s (NERC) Critical Infrastructure Protection Standards

« The National Institute of Standards and Technology’s (NIST) Framework for Improving Critical Infrastructure Cybersecurity (NIST
2018)

+ The Cybersecurity and Infrastructure Security Agency’s Securing Industrial Control Systems: A Unified Initiative FY 2019-2021
« The draft IEEE Standard 1547.3 for DER cybersecurity interconnected with electric powersystems

« If approved, an IEEE P2800 standard for securing IBR interconnected with transmission electric power systems

+ NERC's Reliability and Security Technical Committee working groups

« The Sandia/SunSpec DER cybersecurity working group

» The International Electrotechnical Commission’s (IEC) standards, especially the IEC 62351 standards for securing power system
communications

« |EEE 2030 standards, especially the 2030.5 standard for smart energy profile application protocol
« NIST SP 800-82, Guide to Industrial Control Systems Security

* V2G - Bidirectional V2G SAE Suite 3778 (New SAE 3000 Series of V2G)

« NIST SP800-213, loT Device Cybersecurity Guidance for the Federal Government

« The U.S. DOE Office of Scientific and Technical Information’s Cyber Security Primer for DER Vendors, Aggregators, and Grid
Operators (SAND2017-13113)
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Stay in Touch

twitter.com/ENERGY

energy.gov

instagram.com/energy

facebook.com/energygov
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https://www.linkedin.com/company/u-s--
department-of-energy/
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