
Secure the Grid Coalition 
 2020 Pennsylvania Avenue, N.W., Suite 189 

     Washington, D.C. 20006  

Dear Secretary Granholm and distinguished members of the Secretary of Energy Advisory Board: 

The Secure the Grid Coalition greatly appreciates the opportunity to voice recommendations to the SEAB 

for consideration during its October 25, 2022, in-person meeting. 

We would like to build upon previous recommendations and requests 

made to SEAB by our Secure the Grid Coalition on June 13, 2022 

with the recommendation that SEAB immediately assess available 

technologies to mitigate the risks of Solar Weather to our electric 

grid.  

As we demonstrated in June, the current standard for solar storm 

protection of the electric grid is transparently defective and 

dangerously ineffective at protecting the electric grid.  Included at 

the right, again, is the visual aid we previously used, showing the 

current solar weather protection standard in Washington D.C. (green) 

vs. the types of harmful currents produced by previous solar storms 

and high altitude EMP (HEMP) tests, using real-world data (yellow, 

orange, and red.)  

The good news is that there is a technology available today that can 

mitigate not only the catastrophic damage that solar weather can do to 

irreplaceable transformers, but also the estimated $10 billion of annual 
economic loss it does to high power users (such as manufacturers, etc.) 

by producing “harmonics” that pass through transformers and travel 

down the grid to the end user. 

The attached enclosure is a recent presentation from EMPRIMUS 

featuring information on their SolidGround technology that can 

protect against these harmful effects of solar weather. We recommend you review this material and 

schedule a demonstration to see how this technology works.  

To summarize the material in the attached enclosure: 

The largest transformers on our grid (the most critical and difficult to replace) are also the most 

vulnerable due to their design and are responsible for generating the harmonics (when they half-cycle 

saturate) due to common low-level GMD events, resulting in the estimated $10 billion in economic loss 

each year in the U.S. 

Neutral Blocking Devices w/ Capacitors (placed in the neutral of high voltage transformers): 

• block GIC (DC Current) from entering the grid and allow AC current to flow.

• utilize standard grid components, and

• is the most studied/researched mitigation solution.

Virginia/D.C. Area 49 deg 
geomagnetic latitude 

https://www.energy.gov/sites/default/files/2022-07/STG-Coalition-Comments-SEAB-13June2022-Final.pdf


The Electric Power Research Institute (EPRI) has been studying neutral blocking since the 1980s. 

It would cost the U.S. $4 Billion one time to pay for and install 6,000 neutral blockers on the most 

vulnerable HV transformers in our country.   

As a reminder, this U.S. $4 Billion is just 1/3 of one percent of the $1.2 Trillion bi-partisan 

infrastructure bill ( and such investments and would be sufficient to protect our grid (our MOST 
CRITICAL INFRASTRUCTURE) from large and small GMDs as well as HEMP E3, and: 

-prevent the estimated $10 billion+ in economic loss every year (see Zurich, Lockheed, NOAA)

-prevent the estimated $0.6 to $2.6 Trillion in economic loss and massive loss of human life from a

"Carrington-Level" solar super storm which is a statistical certainty and cannot be deterred (see 

Lloyd's of London),  

-allow for a quicker recover from a HEMP attack, protecting the "backbone of our grid" (HV

Transformers, HV Breakers and Generators) from extremely high GICs (see EMP Commission), 

-would help deter a HEMP attack

Finally, we want to re-iterate that the work of our Secure the Grid Coalition and its sponsor, the non-

profit Center for Security Policy, is strictly in the public interest.  We receive no funding from 

companies like EMPRIMUS that can profit from protecting the grid.  

As always, our Secure the Grid Coalition is ready to assist the SEAB and can make personal introductions 

to numerous experts throughout the country who can help DOE take action to protect the grid against 

solar weather and other known hazards.   

Respectfully submitted by, 

Thomas J. Waller Jr.  Douglas. Ellsworth 

Co-Director   Co-Director 

Secure-the-Grid Coalition Secure-the-Grid Coalition 

twaller@centerforsecuritypolicy.org  doug.ellsworth@usapact.org 

mailto:twaller@centerforsecuritypolicy.org
mailto:doug.ellsworth@usapact.org
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Emprimus is a research and development company working 
closely with major utilities, suppliers and various departments 
of the United States to design, patent, build, test and license 

complete and effective products to protect the electric power 
grid against the effects of solar storms/geomagnetic 

disturbances (GMD) and electromagnetic pulse (EMP).  

Emprimus holds patents and patents pending in the United 
States and in nations around the world on its methods, 

circuits, components and software.

For more information, please contact 
David Anderson:  danderson@emprimus.com
and visit our website:  www.emprimus.com 2



The effects of solar storms (GMDs) on the electric power grid are very 
similar to the “E3 Pulse” of a high-altitude nuclear electromagnetic pulse 

(HEMP).  They both induce quasi-DC current in the ground 
(geomagnetically induced current “GIC”) which invades the electric power 

grid through the grounded neutral wires of high voltage transformers.

Small amounts of GIC from common low-level GMDs are estimated to 
cause $10 Billion in economic loss each year in the U.S. 

Lloyd’s of London estimates the economic loss of a large Carrington-class 
solar storm on the North American grid at between $0.6 and $2.6 trillion 

not to mention the immense loss of human life.  

Our AC power grid is extremely vulnerable to 
EMP and major GMD events. 

The AC power grid and its major components 
are not designed for GIC (DC current)
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We must keep GIC (DC Current) out of our AC grid to allow 
critical components to operate as designed and remove the risks 
of damage, voltage collapse, cascading failures as well as many 

uncertainties with an EMP E3 or major GMD event.  

We suggest neutral blocking as an immediate priority:
to quickly protect the existing critical and hard to replace transformers, 

high voltage breakers and generators of the bulk power system using 
tested and available hardware at relatively low cost.

Neutral Blocking will help save $Billions in annual economic loss 
from small GICs and protect the grid from high GICs due to 

(intentional) EMP E3 and (statistical) major GMD events.

Mitigation technology must block GIC
from entering the AC power grid
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The field strength of an GMD/E3 event is measured 
in volts per kilometer (V/km) and directly relates to 

how large the GIC (DC currents) will be. 

The field strength (V/km) of GMD/E3 events are also 
dependent on geomagnetic latitude 

What GMD/E3 level should the U.S. 
bulk power grid be protected against?
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Ø - Generation of harmonics
Ø - Unwanted extreme reactive flows
Ø - Power grid instability
Ø - Thermal damage to the transformer

“The half-cycle saturation of the great number of large power 
transformers on a power system is the source of nearly all 

operating and equipment problems caused by GIC's during 
magnetic storms.”

- EPRI TR – 100450, Geomagnetic Storms and Electric Power System Effects, June 1992, p. 6-1

Mitigation must block GIC to Prevent 
Transformer half-cycle saturation:

Transformer 
half-cycle saturation

Results in:
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1.  Shell Single Phase, 1 Limb
2.  Shell 3 Phase, conventional (2 Limb or “D”)
3.  Shell 3 Phase, 7 Limb
4.  Core Single Phase, 2 Limb
5.  Core Single Phase, 3 Limb
6.  Core Single Phase, 4 Limb
7.  Core 3 Phase, 5 Limb

8 Transformer Designs:
Level of GIC to cause Half-Cycle Saturation

Only one design is more 
resilient to small GICs.  At 
80 MVA this design begins 
to saturate at 20A/phase.  

8.  Core 3 Phase, 3 Limb  

High Risk Design: 
These designs begin to 
saturate at or below 5A/phase.  
MVA size does not matter.

U.S. High Voltage Transformer Fleet:
Ø 500kV to 750kV – almost all are of the High Risk designs above (~ 2,000)
Ø 230kV to 345kV – ~ 20% are of the High Risk designs above (2,000 to 4,000)

High Risk Design  =  4,000 to 6,000 High Voltage Transformers
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Assessing the impact of space weather on the electric
power grid based on insurance claims
for industrial electrical equipment
C. J. Schrijver1, R. Dobbins2, W. Murtagh3, and S. M. Petrinec1

1STAR Labs, Lockheed Martin Advanced Technology Center, Palo Alto, California, USA, 2Risk Engineering Technical
Strategies Team, Zurich Services Corporation, Schaumburg, Illinois, USA, 3Space Weather Prediction Center, NOAA,
Boulder, Colorado, USA

Abstract Geomagnetically induced currents are known to induce disturbances in the electric power
grid. Here we perform a statistical analysis of 11,242 insurance claims from 2000 through 2010 for
equipment losses and related business interruptions in North American commercial organizations that
are associated with damage to, or malfunction of, electrical and electronic equipment. We find that claim
rates are elevated on days with elevated geomagnetic activity by approximately 20% for the top 5% and by
about 10% for the top third of most active days ranked by daily maximum variability of the geomagnetic
field. When focusing on the claims explicitly attributed to electrical surges (amounting to more than
half the total sample), we find that the dependence of claim rates on geomagnetic activity mirrors that
of major disturbances in the U.S. high-voltage electric power grid. The claim statistics thus reveal that
large-scale geomagnetic variability couples into the low-voltage power distribution network and that
related power-quality variations can cause malfunctions and failures in electrical and electronic devices that,
in turn, lead to an estimated 500 claims per average year within North America. We discuss the possible
magnitude of the full economic impact associated with quality variations in electrical power associated with
space weather.

1. Introduction

Large explosions that expel hot, magnetized gases on the Sun can, should they eventually envelop Earth,
effect severe disturbances in the geomagnetic field. These, in turn, cause geomagnetically induced currents
(GICs) to run through the surface layers of the Earth and through conducting infrastructures in and on these,
including the electrical power grids. The storm-related GICs run on a background of daily variations asso-
ciated with solar (X)(E)UV irradiation that itself is variable through its dependence on both quiescent and
flaring processes.

The strongest GIC events are known to have impacted the power grid on occasion [see, e.g., Kappenman
et al., 1997; Boteler et al., 1998; Arslan Erinmez et al., 2002; Kappenman, 2005; Wik et al., 2009]. Among the
best known of such impacts is the 1989 Hydro-Québec blackout [e.g., Bolduc, 2002; Béland and Small, 2004].
Impacts are likely strongest at middle to high geomagnetic latitudes, but low-latitude regions also appear
susceptible [Gaunt, 2013].

The potential for severe impacts on the high-voltage power grid and thereby on society that depends on
it has been assessed in studies by government, academic, and insurance industry working groups [e.g.,
Space Studies Board, 2008; FEMA and NOAA, 2010; Kappenman, 2010; Hapgood, 2011; JASON, 2011]. How
costly such potential major grid failures would be remains to be determined, but impacts of many billions of
dollars have been suggested [e.g., Space Studies Board, 2008; JASON, 2011].

Noncatastrophic GIC effects on the high-voltage electrical grid percolate into financial consequences for the
power market [Forbes and St. Cyr, 2004, 2008, 2010] leading to price variations on the bulk electrical power
market on the order of a few percent [Forbes and St. Cyr, 2004].

Schrijver and Mitchell [2013] quantified the susceptibility of the U.S. high-voltage power grid to severe,
yet not extreme, space storms, leading to power outages and power-quality variations related to voltage
sags and frequency changes. They find, “with more than 3! significance, that approximately 4% of the
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“I would like to stress that in addition to these 
extreme events, smaller but more frequent 
GMDs are estimated to cause an average of 

$10 billion in damage each year.  Address the 
major GMDs and we can also protect us from 

these smaller events.”

Testimony of Dr. Justin Kasper – University of Michigan

U.S. Senate Committee on Homeland 
Security & Governmental Affairs:

Perspectives on Protecting the Electric Grid from an Electromagnetic Pulse 
or Geomagnetic Disturbance

February 19, 2019
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IEEE THD
Limit 5% 

Total Harmonic Distortion (THD)

Injected DC Current (Amps on Neutral)

At only 5 Amps DC per phase IEEE 519 Std. of 5% Total Harmonic Distortion was exceeded.  
This data helps explain how small amounts of GIC (DC current) invading the AC power grid 
from common low-level GMDs can contribute to the $Billions in economic loss each year.
EMP E3 can induce DC currents of 100’s to 1,000’s of Amps per phase (EMP Commission)

*Graph above is from the U.S. Defense Threat Reduction Agency (DTRA) test results 
measured during the Idaho National Laboratory Live Grid experiment in 2012. 18
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Results derived from PowerWorld TM modeling of the Wisconsin ATC Power Grid

% of Transformers 
with Blocking

% Reduction of Total 
Network GIC

% Decrease in Reactive 
(VAR) Consumption

7 % 13.7 % 14.6 %
14 % 27.3 % 29.3 %

21 % 41.0 % 43.7 %

ü Significantly reduces Total Network GIC and Harmonics

ü Significantly reduces Reactive Power (VAR) Consumption

ü Minimizes “Whack-a-Mole” effects

ü Reduces the potential for Voltage Collapse

Neutral Blocking on 10% to 20% of 
High Voltage Transformers:
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“SolidGround™…has performed according to its design 
parameters and has not failed…operated automatically to 

block GIC more than several dozen times and has 
successfully kept GIC from flowing through the 
transformer to ground.  No adverse operating 

complications have been experienced on the system due 
to [SolidGround™] performing its intended function.”

Testimony of Jim Vespalec - Director of Asset Planning 
& Engineering, American Transmission Company

U.S. Senate Committee on Homeland 
Security & Governmental Affairs:

Perspectives on Protecting the Electric Grid from an Electromagnetic Pulse 
or Geomagnetic Disturbance

February 19, 2019
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U.S. Senate Committee on Homeland 
Security & Governmental Affairs

September 13, 2018

Testimony of Scott McBride, Infrastructure Security Manager, 
National & Homeland Security, Idaho National Laboratory 

“A mature, tested and validated technology has been developed 
… to protect HV and EHV power transformers from the threat of 
both GMD’s and EMP’s ... marketed as SolidGround™… no signs 

of unintended consequences introduced into protective relays or 
other power system components ...”

“...there must be a priority to protect the most critical large 
power transformers in place ... estimates are that this would cost 

less than $4 billion if we made it a priority to install NBD’s 
[neutral blocking devices] at our most critical EHV substations...”
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Janney Report – January 18 - 2018

Janney Report

“Hardening will likely require a phased approach … focusing 
initially on protecting the largest, most important transformers …
the entire 5,000 [HV Transformers] could be outfitted with state-

of-the-art, field tested and proven technology such as 
SolidGround™ GIC/EMP neutral blockers…”

Billions of dollars from the 
new Tax Act now available 
to redeploy into power grid 
resiliency investments.
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