U.S. Department of Energy
Electricity Advisory Committee Meeting
Hosted Virtually via Webex
March 10, 2022

Meeting Summary



CONTENTS

DAY 2 PATICIPANTS ... .ccuiiiiiiiccieceeie ettt e st et e st e s be e s e s beeae et e steeaesbeesaesbesreeneenreaneente e i
Electricity Advisory COmMMItIEe MEMDEIS ........covoiiiiieee e i
Registered U.S. Department of Energy (DOE), National Laboratories, and Power Marketing
AGMINISITALIONS. ...ttt bbb et s bbbt bbbt e st e b e e bt et e sttt nb et e iii
Registered Speakers, Guests, and Members of the PUBIIC............ccooiiiiiii s iv
REQISLErEd ICF/SUPPOIT ...t b b b et b et eb e nnennen s Vi

IMEETING OVEIVIBW ...tttk b b e et h bt bbbt e e st e b e e bt bt s b b n e se e e ene 1

OPENING REMAIKS ... b bbbt b bt b e n e e 1

Panel and Discussion: National Cyber-Informed Engineering Strategy .........ccccevviviveieiieseieeiiennens 1
Dot U] o] OSSPSR 2

Panel and Discussion: DOE Executive Order 14017 Reports to the White House on the Energy

SECLON INAUSEIIAI BASE..... ettt sttt st e et ne e 3
DT 11 o] o PSPPSR 5

Presentation: Energy Cyber SENSE PrOgram.........cociiiiiiiiieiieieieesese st 6

Presentation: Cybersecurity CUITENT EVENTS ........ccoooiiiiiiiiiieceeees e 7
T3] o] o SRS 7

Update and Discussion on Section 8008 Voluntary Model Pathways Development..............ccccccervenene 8
Dot U] o] PSPPSR 9

SUDCOMMITEIEE UPAALES ..ot sttt et e e ab e st e s be e st e sbeebeebesreennere e 10
Grid Resilience for National Security SUDCOMMITIEE.........c.cccviviiiiiiiiic st 10
Energy StOrage SUDCOMIMITIEE. .........coviiiiie ettt sttt te e sr et e e ne e sbesbeeaesbeeneere e 11
SMArt Grid SUDCOMIMITIEE. ......eeviiieiiie ettt e e saeese e besreeeesteesaeseeeseeneenreas 11

U] o] [ ol @o 0] 1 1] o1 <30SR 11

CONCIUAING REIMATKS ...ttt b ettt b e bbbt nn b ene s 12

SIGNATUIE PAJE. ...ttt bbb bbbt bbbttt R bttt b e r s 13



Day 2 Participants

Electricity Advisory Committee
Members

CHRISTOPHER AYERS
North Carolina Utilities Commission Public
Staff

LAUREN AZAR
Azar Law, LLC

ANDREW BARBEAU
The Accelerate Group, LLC

TOM BIALEK
Toumetis

DANIEL BROOKS
Electric Power Research Institute

JENNIFER CHEN
ReGrid

ROBERT CUMMINGS
Red Yucca Power Consulting

KIMBERLY DENBOW
American Gas Association

DREW FELLON
Alliance Advisory Services

FLORA FLYGT
American Transmission Company (Retired)

LISA FRANTZIS
Guidehouse

SHERI GIVENS
National Grid

PHIL HERMAN
Blink Charging

MICHAEL HEYECK
The Grid Group, LLC

MARIO HURTADO
LUMA Energy, LLC

LOLA INFANTE
Electric Power Research Institute

LYNNE KIESLING
University of Colorado-Denver College of
Engineering, Design and Computing

CLAY KOPLIN
Cordova Electric Cooperative

ROB LEE
Dragos

BRIAN LIPSCOMB
Energy Keepers, Inc.

REP. NICOLE LOWEN
Hawaii House of Representatives

MONICA MARTINEZ
Ruben Strategy Group, LLC

SAMARA MOORE
Amazon Web Services

JAY MORRISON
ElectriCities of North Carolina, Inc.

RICHARD MROZ
Resolute Strategies, LLC

REP. DON PARSONS
Georgia House of Representatives

DELIA PATTERSON
American Public Power Association

DARLENE PHILLIPS
PJM Interconnection, LLC



WANDA REDER
Grid-X Partners, LLC

PAUL STOCKTON
Paul N. Stockton, LLC

TOM WEAVER
American Electric Power Company, Inc.
(retired)

Registered U.S. Department of Energy
(DOE), National Laboratories, and
Power Marketing Administrations

BOB ANDERSON
Idaho National Laboratory

ELIZABETH ARNOLD
Office of Electricity, U.S. DOE

MATT ARONOFF
Office of Electricity, U.S. DOE

ALISSA BAKER
Bonneville Power Administration

GIL BINDEWALD
Office of Electricity, U.S. DOE

ADRIA BROOKS
Office of Electricity, U.S. DOE

CHERYLENE CADDY
Office of Cybersecurity, Energy Security,
and Emergency Response, U.S. DOE

SAM CHANOSKI
Idaho National Laboratory

GINA COPLON-NEWFIELD
Office of Policy, U.S. DOE

CHRISTOPHER DRAKE
Office of the General Counsel, U.S. DOE

JAYNE FAITH
Office of Electricity, U.S. DOE

MICHELLE FARRELL
Idaho National Laboratory

ALI GHASSEMIAN
Office of Electricity, U.S. DOE

JACOB HERBERS
Office of Cybersecurity, Energy Security,
and Emergency Response, U.S. DOE

MELISSA HERSH
Idaho National Laboratory

HAMODY HINDI
Bonneville Power Administration

PATRICIA HOFFMAN
Office of Electricity, U.S. DOE

ERIC HSIEH
Office of Electricity, U.S. DOE

ETHAN HUFFMAN
Idaho National Laboratory

TSISILILE IGOGO
Office of Policy, U.S. DOE

SANDRA JENKINS
Office of Electricity, U.S. DOE

JOYCE KIM
Office of Electricity, U.S. DOE

JESS KINCAID
Bonneville Power Administration

KYLEE LAMBERT
Idaho National Laboratory

CHRISTOPHER LAWRENCE
Office of Electricity, U.S. DOE



KATYA LE BLANC
Idaho National Laboratory

TERRI LEE
Office of Electricity, U.S. DOE

MICHELLE MANARY
Office of Electricity, U.S. DOE

JEFF MITCHELL
Idaho National Laboratory

WHITNEY MUSE
Office of Electricity, U.S. DOE

JOE PALADINO
Office of Electricity, U.S. DOE

ROB PATE
Idaho National Laboratory

MOLLY ROY
Office of Electricity, U.S. DOE

BENJAMIN SHRAGER
Office of Electricity, U.S. DOE

MERRILL SMITH
Office of Electricity, U.S. DOE

ROBERT SMITH
Idaho National Laboratory

ELEANOR TAYLOR
Idaho National Laboratory

ZACH TUDOR
Idaho National Laboratory

CYNDY WILSON
Office of Electricity, U.S. DOE

VIRGINIA WRIGHT
Idaho National Laboratory

Registered Speakers, Guests, and
Members of the Public

HASNA ACHIK
The Chamber of Commerce for Greater
Philadelphia

SCOTT AARONSON
Edison Electric Institute

CLAYTON BANKS
Silicon Harlem LLC

JAMES BAUMGARTNER
Alaska Power and Telephone

ALEX BOESENBERG
National Electrical Manufacturers
Association

HAYLEY BOOK
Environmental Resource Management

JACK CASHIN
American Public Power Association

FRANK CILLUFFO
Auburn University

LELAND COGLIANI
Lewis-Burke Associates

CHRIS COLBERT
NuScale Power

KATHRYN COX-ARSLAN
Borrego

RYAN DENSON
Monument Advocacy

JOANNA DERMAN
Project on Government Oversight



MICHAEL EARLY
Century Aluminum

JILL FILIPIAK
Dragos

ZANDRE FINDA
Angola Capital Investments

ROBIN GASTER
George Washington University

KIN GEE
Consumers Helping Affect Regulation of
Gas & Electric

OMID GHAFFARI-TABRIZI
Monument Advocacy

HOWARD GRIMES
Cybersecurity Manufacturing Innovation
Institute

HOWARD GUGEL
North American Electric Reliability
Corporation

JUDITH HAFNER
Vantage Point Strategies

DAVID HAMILTON
Form Energy

MATT HAMILTON
Naval Facilities Engineering Systems
Command Northwest

DABO HORSFALL
Tensile Investments LLC

JOHN HOWES
Redland Energy Group

DAVID HUNTER
Electric Power Research Institute

ABIGAIL HUNTER
Québec Government Office in DC

ALBERT KAMMLER
Van Scoyoc Associates

KUNA KANTHASAMY
Ingram Micro

DAVID KATHAN
Federal Energy Regulatory Commission

LINDSAY KISHTER
Nexight Group

MARK KNIGHT
1898 & Co.

NORMA KRAYEM
Van Scoyoc Associates

STEVEN KUNSMAN
Hitachi Energy

RICK LEWANDOWSKI
[Not provided]

LUCAS LUCERO
Bureau of Land Management

JAVIER MALAVE
Narf Industries LLC

CHRIS MATHEY
Stem, Inc.

MARY MAUCH
Private Investor

RUSSELL MENDELL
Rocky Mountain Institute

AUBREY MILHAM
University of California, Berkeley



STEVEN NAUMANN
Protect Our Power

KERYN NEWMAN
Consumer Organizations

NICK ORNSTEIN
TwinLogic Strategies

MARTHA PEINE
Ratepayer

HARRY PERPER
MITRE

BILL PUGH
Smart Connections Consulting LLC

KEVIN REIFSTECK
Microsoft

JAMES REILLY
Reilly Associates

LUKE ROSE
Malta Inc.

MARCUS SACHS
Auburn University

GREG SHANNON

Cybersecurity Manufacturing Innovation

Institute

BRUCE SHER
[Not provided]

PARAG SONI
Western Power Project Advisors

ALEXA THOMPSON
Rocky Mountain Institute

JANIE THOMPSON

House Science Committee, U.S. House of

Representatives

CHRISTIAN VASQUEZ
E&E News

MUNISH WALTHER-PURI
New York City Cyber Command

ALEX WASHINGTON
Entergy

MATTHEW YOUNG
ASHRAE

Registered ICF/Support

DANIEL GRAY
ICF

JOSH SMITH
ICF



Meeting Overview

The EAC’s first meeting of 2022 on March 9 and 10 was held virtually via the video
conferencing platform Webex. On the second day of the meeting Zach Tudor, Idaho National
Laboratory, moderated a panel on the National Cyber-Informed Engineering Strategy that
included panelists from the McCrary Institute for Cyber and Critical Infrastructure Security at
Auburn University, the Cybersecurity Manufacturing Innovation Institute, and Dragos. The
second panel, “DOE Executive Order 14017 Reports to the White House on the Energy Sector
Industrial Base,” was hosted by Paul Stockton, Paul N. Stockton LLC, and included panelists
from the Department of Energy’s (DOE) Office of Cybersecurity, Energy Security, and
Emergency Response (CESER); DOE’s Office of Policy; and Edison Electric Institute. The day
continued with presentations on DOE’s Energy Cyber Sense Program and cybersecurity current
events. Joe Paladino, DOE Office of Electricity; Tom Bialek, Toumetis; Darlene Phillips, PIM;
and David Kathan, Federal Energy Regulatory Commission (FERC) provided an update and
comments on Section 8008 Voluntary Model Pathways development, which was followed by
discussion. Finally, subcommittee chairs presented updates on subcommittee activities and
planned projects. During the Grid Resilience for National Security Subcommittee update, the
EAC unanimously approved the “Strengthening the Resilience of Defense Critical Electric
Infrastructure” recommendations by voice vote.

All presentations, as well as recordings of the meeting, can be found at
https://www.energy.gov/oe/march-9-10-2022-meeting-electricity-advisory-committee.

Opening Remarks

Matthew Aronoff, EAC Acting Designated Federal Officer, introduced himself and welcomed
attendees. He covered several housekeeping items, took attendance, and officially called the
meeting to order. EAC Chair Wanda Reder outlined the agenda and introduced Mr. Tudor, who
made introductory remarks for the first panel.

Panel and Discussion: National Cyber-Informed Engineering
Strategy

Moderator
e Zach Tudor, Associate Lab Director, Idaho National Laboratory
Panelists

e Frank Cilluffo, Director, McCrary Institute for Cyber & Critical Infrastructure Security
at Auburn University

e Howard Grimes, CEO, Cybersecurity Manufacturing Innovation Institute

e Rob Lee, CEO, Dragos


https://www.energy.gov/oe/march-9-10-2022-meeting-electricity-advisory-committee

Mr. Tudor said the National Cyber-Informed Engineering (CIE) Strategy followed from the
National Defense Authorization Act for Fiscal Year 2020. DOE engaged stakeholders across
industry, government, academia, and national laboratories to develop the strategy. Mr. Tudor
said the clean energy future for the grid will require cutting-edge technologies. These
technologies improve responsiveness and efficiency, but also create a large cyber attack surface.
As a result, cybersecurity must be a foundational design feature for the grid and grid
components. Mr. Tudor introduced the panelists and asked Howard Grimes to begin his
presentation.

Dr. Grimes said DOE held a competition that led to the funding and launching of the
Cybersecurity Manufacturing Innovation Institute (CyManll). There are 16 Manufacturing
Innovation Institutes across the country, and CyManll is the first to focus exclusively on
cybersecurity. Dr. Grimes said the next-generation grid architecture CyManll designs is
informed by a national security perspective, and that its products are built with security
integrated into the product from the ground up. Ideally, the products it designs will have virtually
no attack surface.

Frank Cilluffo said the McCrary Institute for Cyber & Critical Infrastructure Security is focused
on cybersecurity solutions for information technology and operational technology associated
with critical infrastructure. Part of the institute’s goal is to encourage all engineering disciplines
to be cyber aware. He noted the need for a workforce with requisite cybersecurity skills.

Rob Lee said the reality is that less than 5% of the U.S. electric system is actively monitored for
cybersecurity. He noted that extensive monitoring of operations and assets can quickly become
overwhelming in terms of the expertise and personnel required. As a result, Dragos guides clients
through a start-to-finish process hazard analysis that focuses on scenarios the client would like to
avoid and engineering out as much of the risk associated with those scenarios as possible. Mr.
Lee said CIE is a great way to reduce grid operators’ attack surface. He encouraged thinking
about resilience not as a general concept but in terms of being resilient “against what, and at
what cost.”

Dr. Grimes referenced CyManlI’s effort to train 1 million workers in cybersecurity, saying many
of CyManll’s member organizations are research universities with programs in cybersecurity,
advanced manufacturing, and critical infrastructure. CyManll will also work with its national
laboratory partners. Dr. Grimes added that CyManl| is dedicated to upskilling and re-skilling the
existing workforce, including in the manufacturing sector.

Discussion

Tom Bialek commented that DOE also needs to educate regulators and policy makers about
cybersecurity. His experience at San Diego Gas & Electric showed him that they are oblivious to
how expanding digitization also expands the attack surface.



Lynne Kiesling noted that the National Association of Regulatory Utility Commissioners offers
materials for regulators on cybersecurity, including a cybersecurity manual published in 2019.1

Clay Koplin referenced Cordova Electric Cooperative, a vertically integrated electric utility that
he describes as a manufacturing plant that converts hydroelectric and diesel power into
electricity. He asked if CIE curriculum developed by CyManll is suitable for the plant floor at
his electric utility.

Dr. Grimes replied that it is. He noted that the curriculum will always be open source.
Questions and Answers

Q1. Lauren Azar asked if DOE could help develop human resources templates that are
continually updated.

Mr. Tudor noted that Idaho National Laboratory has a workforce tool called the Cybersecurity
Competency Health and Maturity Progression Model.

Q2. Ms. Reder asked for closing thoughts on how DOE can help reinforce CIE efforts, including
the educational aspect.

Mr. Tudor said that when the Secretary of Energy signs the national strategy for cyber-informed
engineering, educational outreach will be one of the main pillars.

Panel and Discussion: DOE Executive Order 14017 Reports to the
White House on the Energy Sector Industrial Base

Moderator
Paul Stockton, President, Paul N. Stockton LLC

Panelists

e Scott Aaronson, Senior Vice President for Security and Preparedness, Edison Electric
Institute (EEI)

e Cheri Caddy, Senior Advisor for Cybersecurity, Office of Cybersecurity, Energy
Security, and Emergency Response, DOE

e Gina Coplon-Newfield, Chief of Staff, Office of Policy, DOE

! https://www.naruc.org/cpi-1/critical-infrastructure-cybersecurity-and-resilience/cybersecurity/cybersecurity-
manual/



Dr. Stockton introduced the panelists and made introductory remarks. As directed by Executive
Order 14017, in February 2022 DOE produced a report entitled America’s Strategy to Secure the
Supply Chain for a Robust Clean Energy Transition, along with 11 additional supply chain
assessments. Dr. Stockton said that the reports are just the first step in a long journey to secure
the country’s critical supply chains. As DOE works to develop the Energy Sector Industrial Base
(ESIB), Dr. Stockton encouraged DOE to draw lessons from the Department of Defense’s (DoD)
efforts to create a Defense Industrial Base (DIB). He said that the ESIB effort will fail if it does
not account for the priorities of asset owners and operators, and it should bring in hardware and
software producers as full partners in trying to establish a more secure industrial base. He went
on to reference China as the U.S.’s pacing challenge and the fact that DOE will need to
collaborate with DoD to take that into account when developing the ESIB.

Gina Coplon-Newfield said DOE’s Office of Policy creates domestic policy on energy issues in
collaboration with other federal agencies, the White House, and Congress. Ms. Coplon-Newfield
noted that the America’s Strategy to Secure the Supply Chain for a Robust Clean Energy
Transition report laid out, for the first time ever, a comprehensive U.S. plan to build a strong
energy sector. DOE has identified seven areas of action to address clean energy supply chain
vulnerabilities: 1) increasing availability of critical materials, 2) expanding domestic
manufacturing, 3) investing in and supporting reliable and responsible foreign supply chains, 4)
increasing clean energy deployment, 5) advancing technologies to recycle and recover valuable
materials, 6) enhancing knowledge and decision-making around supply chain policies and
investments, and 7) attracting and supporting a skilled workforce. The report lays out 40 concrete
actions DOE is already taking or will take. The report also presents 20 recommendations for
congressional action.

Cheri Caddy said DOE is also focused on securing supply chains related to digital goods like
firmware, software, virtual platforms, and data in general. The ESIB process involves bringing in
many stakeholders to work together. DOE is working with the Department of Commerce and
other federal agencies to gather necessary data. Another key element is developing more
consistent and comprehensive guidelines for stakeholders across the energy industry that more
appropriately address the interdependent risks within the industry.

Scott Aaronson offered his perspective on the role asset owners and operators play and the
supply chain challenges they currently face. In reference to recent geopolitical events in Eastern
Europe, he noted the importance of energy independence as a countervailing force against the
use of energy as a tool of war. Mr. Aaronson thinks of supply issues in near, medium, and long-
term categories. In the near term, there are acute global problems with energy independence and
the use of energy as a weapon, and adequate supply will be needed to restore infrastructure
damaged by storms or wildfires. In the medium term, players must not lose sight of the needs
associated with the transition to clean energy. In the long term, all stakeholders need to be
brought together to create a reliable, clean, secure, affordable grid.



Discussion

Questions and Answers

Q1. Dr. Stockton asked what the value of adding an ESIB is, in the context of existing industry
and industry-government associations addressing supply chains and supply chain threats. He also
asked what key objectives the ESIB should serve beyond what is already being done.

Ms. Coplon-Newfield said all relevant stakeholders need to be involved, and that includes
DOE’s role in developing the ESIB. Government can contribute necessary analysis to identify
gaps and opportunities, and there are some challenges that government is uniquely suited to
solve.

Ms. Caddy said policy has long centered on economic issues, but she is pleased to see more
focus on national security issues. She has received feedback that the ESIB may create
unnecessary redundancy and duplication of efforts, but she assured attendees that is not the case.
She emphasized the holistic, structural framing of the ESIB.

Mr. Aaronson echoed Ms. Coplon-Newfield in saying that government has an important role to
play. He emphasized that the energy ecosystem is growing, citing electric vehicles and
distributed energy resources (DER), and said EEI’s members are committed to integrating those
new resources into a more secure energy infrastructure. He views the ESIB as a platform that
will facilitate good conversations and partnerships which will lead to the development of cogent
strategy.

Q2. Dr. Stockton referenced China as the pacing threat for the security of critical U.S. supply
chains. He asked Ms. Coplon-Newfield what DOE should be focusing on in the near term and, in
the long term, how the U.S. should deal with the challenge posed by China.

Ms. Coplon-Newfield cited several examples of China’s influence over critical supply chains,
including that the country controls approximately 80% of rare earth minerals production. She
said the Bipartisan Infrastructure Law dedicates billions of dollars to help address those
challenges.

Q3. Dr. Stockton referenced China’s dominance in smart inverter production, asking Ms. Caddy
to comment on that challenge.

Ms. Caddy said DOE and the current administration’s collective strategy to address that and
other challenges is long overdue. She emphasized the difference between price and cost, saying
that the lowest-price option is not always the best option.

Q4. Dr. Stockton said Mr. Aaronson has been framing energy resilience as a national security
issue for years. He asked Mr. Aaronson to comment on China’s threat to U.S. critical supply
chains.



Mr. Aaronson said in the near term, the U.S. needs to identify sources outside of China for
critical materials and commodities. In the mid- and long-term, he expressed skepticism about
onshoring of manufacturing but sees value and a future in reshoring manufacturing in this
hemisphere.

Q5. Dr. Stockton noted that there are currently few details about how the ESIB will be
established. He asked Ms. Coplon-Newfield how she envisions DOE establishing the ESIB and
collaborating with industry.

Ms. Coplon-Newfield referenced the announcement that DOE will create a manufacturing and
energy supply chain office. The office will engage with the private sector, other agencies,
Congress, and the administration on its priorities, and to collect and analyze data related to the
ESIB.

Q6. Dr. Stockton asked Ms. Caddy what lessons she will apply from her experience with the
DIB when establishing and implementing the ESIB.

Ms. Caddy emphasized that a dedicated DOE office to implement the ESIB will be key. She said
the benefit of the DIB is that it has been in effect for decades and has had time to apply lessons
and evolve. She also stated it will be critical to communicate with partners and define roles and
responsibilities for all stakeholders.

Q7. Dr. Stockton asked Mr. Aaronson how the electric utility industry should contribute to the
ESIB.

Mr. Aaronson said it is critical to leverage the existing organizations. Further, he said it is
important to bring in more stakeholders through new initiatives such as ESIB. He noted that the
DIB is highly instructive, but the sole customer in that case is DoD. In the case of the ESIB, he
said grid owners and operators play the role of DoD.

Presentation: Energy Cyber Sense Program

Ms. Caddy presented on DOE’s Energy Cyber Sense Program. She explained that the Cyber
Sense program is one of several DOE cyber discovery programs, which are intended to discover,
mitigate, and engineer out cyber vulnerabilities in the digital components of critical supply
chains in the energy sector. Key provisions of the program are: 1) establish a cybersecurity
testing process for energy sector products and technologies, 2) solicit comments from the public,
3) conduct testing of products and technologies, 4) establish and maintain cybersecurity
vulnerability reporting processes and a related database, 5) provide technical assistance, 6)
biennially review products and technologies, 7) develop guidance for the procurement of
products and technologies, and 8) consider incentives to encourage the use of program analysis
in the design of energy sector products and technologies. The Cyber Testing for Resilient
Industrial Control Systems (CyTRICYS) initiative is one of DOE’s major, and longest running,
discovery programs. CyTRICS conducts cybersecurity vulnerability testing, forensics, and



subcomponent enumeration. The Energy Cyber Sense Program is CESER’s agency performance
goal of record for the 2022-23 reporting cycle.

Presentation: Cybersecurity Current Events

Ms. Caddy noted that CESER has quite a few new cybersecurity projects underway. She said
CESER will engage with the EAC and industry stakeholders to provide feedback on those
programs. She explained the digital bill of materials (BOMS) initiative, which seeks to securely
transfer hardware BOMSs and software BOMs from manufactures to asset owners.

Dr. Stockton commended Acting Assistant Secretary Patricia Hoffman’s remarks on the
importance of remaining vigilant about cybersecurity in light of the heightened geopolitical
tensions associated with Russia’s invasion of Ukraine. He also referenced the accelerating
transition to a low-carbon grid and highlighted the cybersecurity implications. Fossil fuel
generation has significant benefits for grid reliability and resilience, and variable renewable
generation sources cannot easily replicate those benefits. Technical solutions like advanced
energy storage, power electronics, grid-forming inverters, and virtual inertia will play a valuable
role, but also expand the grid’s cyber attack surface. He emphasized the need to identify those
vulnerabilities in advance and to build in mitigation measures when deploying those
technologies.

Discussion

Bob Cummings commented that the Institute of Electrical and Electronics Engineers (IEEE)
finalized a standard for utility-grade inverters attached to sub-transmission and transmission
systems. He is working on efforts related to testing and compliance with the standard and
emphasized the importance of determining what is and what is not necessary in terms of testing
from a cybersecurity standpoint. He recommended that the EAC Grid Resilience for National
Security subcommittee address the issue.

Ms. Frantzis noted that Advanced Energy Economy led a project several years ago on
cybersecurity in a distributed energy future. She said it was not clear who determines what
counts as critical infrastructure. She stated that to her knowledge, the North American Electric
Reliability Corporation (NERC) has some requirements but does not have jurisdiction over DER.
As DER devices like smart thermostats become more common, Ms. Frantzis noted that there is a
lack of standards and regulations in place for grid edge devices.

Mr. Cummings said NERC’s jurisdiction ends at the bulk power system (BPS). IEEE handles
low-voltage and sub-transmission.

Rick Mroz noted that in addition to federal and national-level actors, state-level regulators and
policymakers will also need to be involved.

Jay Morrison commented that there has been a lot of discussion over the past several years about
expanding NERC standards to DER and grid edge devices. To do so would be a drastic increase



in NERC's jurisdiction and the regulatory burden on thousands of small utilities and retail
customers. He noted that Ms. Frantzis raised the issue of standards for the producers of those
devices and education and said those probably reflect a much more fruitful direction. He
emphasized the need to build security into the devices.

Dr. Kiesling said there is a lot of low hanging fruit in terms of cybersecurity for grid edge
devices. Her canonical example is requiring users to change a device's default password before
they can use it on their network. That is not very burdensome on consumers and, as a regulatory
burden on manufacturers, coding in that step requires minimal effort.

Mr. Morrison commented that he sees two main cybersecurity questions related to grid edge
devices. One is, "Can they be used as a pathway to reach more critical devices or control systems
on the BPS?" The other main question is, "Could a hacker controlling large numbers of grid edge
devices have a material impact on the BPS?" He noted that protections like Dr. Kiesling
described can address both issues. The question he has been asking for several years but cannot
seem to get an answer to is, "How do we define the threshold where there is sufficient
penetration of grid edge devices such that their operation or intentional mis-operation has a
material impact on the BPS?" There is no point putting a large regulatory burden on grid edge
devices or distribution systems in any area where that threshold has not yet been met. Southern
California Edison is likely to see grid edge devices as a threat decades before small communities
and rural areas in states with different regulatory policies than California will. He concluded by
saying he would like to understand that threshold issue before any discussion goes too far toward
recommending regulation.

Update and Discussion on Section 8008 Voluntary Model Pathways
Development

Joe Paladino made introductory remarks and provided an overview of the 8008 steering
committee’s efforts to date. He then asked Dr. Bialek to present on the outcomes achieved by the
steering committee. Dr. Bialek described the first scenario, a robust transmission system,
developed by the steering committee. Dr. Bialek then turned to Darlene Phillips to present
additional scenarios. Ms. Phillips described scenario two, a plug-and-play distribution system;
scenario three, coordinating planning, operations, and market design; scenario four,
incorporating flexibility into grid operations and design; scenario five, incorporating resilience
into grid operations and design; and scenario six, accelerating adoption of advanced
technological capabilities. Ms. Phillips outlined next steps and invited discussion.

David Kathan offered his perspective on the steering committee work and noted that his views
do not represent those of his employer, FERC. He referenced the transmission scenario, noting
that FERC has focused on transmission infrastructure and planning and more efficient uses of
existing infrastructure. He overviewed several recent actions taken by FERC on transmission
issues. For the second scenario, a plug-and-play distribution system, he noted that the
distribution system will need fundamental changes as it modernizes. Dr. Kathan suggested one



area for improvement, saying the steering committee would benefit from better recognizing and
incorporating the role of the regulator, particularly at the state and local level, in improving grid
modernization plans and associated cost recovery.

Discussion

Tom Weaver said the steering committee’s efforts connect with DOE’s Building a Better Grid
Initiative, and he commended DOE’s work overall. He added that it will be key to get the right
stakeholders together to agree on the actions recommended by the steering committee.
Otherwise, it is unlikely that those stakeholders will buy in.

Mr. Cummings said that grid modernization efforts should not be siloed but need to be
considered as an overall system.

Mr. Mroz noted that there is no one centralized place to find grid modernization plans, saying
there will be a need for a great deal of collaboration.

Andrew Barbeau noted the importance of acknowledging that planning for grid modernization is
a human process.

Flora Flygt said it will be critical to prioritize issues.

Ms. Azar said that in most areas of the country there is a fundamental failure to engage in
forward-looking transmission planning. Over the next 20 years, a shocking amount of new
generation and transmission will be required. She recommended adding minimum time horizons
for transmission planning in any recommendations the steering committee or DOE produce. She
added that regulators do not have a good handle on transmission benefit metrics, which means
they cannot appropriately value transmission. She suggested fleshing out those benefit metrics in
any recommendations the steering committee or DOE produce. She went on to say that DOE
should clearly define and act on its authorities in relation to building out the grid.

Jennifer Chen commended Ms. Azar’s comments and noted a Midcontinent Independent System
Operator analysis that looks at co-optimizing renewables siting with transmission buildout. She
said DOE could also provide co-optimization analysis. She suggested that DOE could create a
nationwide transmission plan and solicit bids from transmission developers. She proposed a
study that examines which transmission rights-of-way could be strategically expanded to help
achieve emissions reduction goals.

Ms. Phillips suggested adding the need for education and outreach as an additional cross-cutting
issue identified by the steering committee. In terms of Ms. Flygt’s comment about prioritization,
Ms. Phillips referenced the EAC recommendations entitled “State and Federal Coordination on
Jurisdictional Boundary Issues,” which prioritize 1) the need for integrated planning and 2) the
need to appropriately integrate DER. In response to Ms. Azar’s comment, Ms. Phillips asked
who does that 20-year planning.



Mr. Mroz referenced scenario five and commented on the need to define resilience and set
resilience metrics. He referenced the emerging potential of advanced nuclear and co-location of
hydrogen, saying he wasn’t sure in which scenario the siting of those generation resources would
fit.

Mr. Barbeau said the steering committee did discuss those issues, but the discussion focused on
the uncertainty around when those resources would become available rather than siting and
locational considerations.

Ms. Phillips said those resources were considered as inputs, rather than something they were
planning for.

Ms. Flygt said long-range scenario planning has been done, there just has to be a consensus and a
will to carry it out. She suggested that risk analysis should be added to the planning objectives—
for example, taking into account the risk of not having enough transmission versus the risk of not
having enough.

Ms. Reder said the “how” element of planning needs to be added to the conversations about
“what” and “who.” She encouraged considering new planning paradigms. She said that the
points being made about transmission can also be made on the distribution side. She said the
educational aspect at the state level is a must. She also encouraged clearly defining the roles and
responsibilities.

Dr. Kiesling said she prefers bottom-up planning. She also said that the National Institute of
Standards and Technology was intended to be the credible, trustworthy focal point around which
stakeholders would coalesce when making policy about smart grid. She suggested that DOE
could be thought of similarly.

Ms. Azar said decentralized planning has been taking place in the U.S. since FERC Order 1000.
For interregional planning, it has been uncommon for stakeholders to contribute to the planning
assumptions. She wishes that more centralized planning were happening, but it is not.

Dr. Kiesling said she sees more potential for long-term success when there is a focal point to
coalesce around, compared to a situation where people feel they are having something imposed
on them.

Michelle Manary said she appreciated all comments about where DOE can add value.
Subcommittee Updates

Grid Resilience for National Security Subcommittee

Dr. Stockton, Subcommittee Chair, introduced the “Strengthening the Resilience of Defense
Critical Electric Infrastructure” recommendations developed by the subcommittee. He
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overviewed the origin of the work product, the analytic approach, key findings, and
implementation measures.

Michael Heyeck moved to vote on the work product, and Drew Fellon seconded the motion. The
EAC unanimously approved the work product by voice vote.

Energy Storage Subcommittee

Lola Infante, Subcommittee Chair, provided an update on potential and planned subcommittee
projects and work products: recommendations related to the panel on facilitating the integration
and commercialization of energy storage, providing input and guidance to DOE on the Bipartisan
Infrastructure Law, and the 2022 Biennial Energy Storage Review.

Smart Grid Subcommittee

Dr. Bialek, Subcommittee Chair, overviewed the subcommittee’s previous and planned projects
and work products. Prior to the 8008 Voluntary Model Pathways effort, the subcommittee had
been discussing advanced grid requirements for DER integration. During its next session, the
subcommittee will determine how to move forward with the effort. Other upcoming efforts are
potential work products related to transmission planning for renewables integration, integration
of electric vehicles into the grid, and resiliency.

Public Comments

Keryn Newman provided the following written comment:

I do not see anyone on the EAC that is representing the interests of the communities and
landowners who will be affected by new transmission and electric infrastructure. During
yesterday’s webinar, | noted that several speakers expressed concern that new
transmission could not be built in a timely fashion due to siting and permitting issues.
Community and landowner opposition is perhaps the largest impediment to getting new
infrastructure built in a timely fashion. | urge DOE and/or this committee to consider that
burial of new transmission on existing rail or road rights of way may be an appropriate
path forward. Building new transmission that does not take new land, or visit lasting
visual impacts upon host communities, does not foment community and landowner
opposition. Without opposition, siting and permitting can happen much faster. It’s the
sensible solution.

Martha Peine provided the following written comment:

Communities and landowners affected by new transmission and electric infrastructure are
not represented on the EAC. It may be that when the committee was formed, no one
considered affected communities and landowners would have the expertise required to
help guide the DOE’s involvement in transmission planning. However, many do become
true experts on issues of necessity and environmental impacts when their way of life is
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threatened. Their opposition is then successful because the evidence is on their side. |
believe the burial of new transmission on existing rights of way would meet with less
resistance provided it is necessary. The IIJA [Infrastructure Investment and Jobs Act]
provision that allows, and the committee’s consideration of, making the DOE an anchor
tenant on merchant projects does raise a red flag as to necessity. Are these merchant
projects roads to nowhere built to deliver electricity that no one wants? This could end up
being a bill taxpayers get stuck with for up to 40 years in exchange for nothing. Again,
the burial of new transmission on existing rights of way will meet with less resistance
provided it is truly necessary. Siting and permitting could then happen much faster.

Mary Doughty Mauch provided the following written comment:

I would like to address the following comment Tom Bialek made in the chat comments of
today’s session. Tom wrote: “Also need to ensure that the program engages and educates
the NIMBY/BANANA/CAVE stakeholders.” Does this disparaging of concerned and
educated taxpayer/ratepayer stakeholders reflect this committee's attitude? Who is really
responsible for creating “equity” in this “deploy, deploy, deploy” energy transition?
Respecting, including, and listening to the voices of educated citizen stakeholders might
actually yield far better results than disrespecting and marginalizing them. After all,
they’re most likely the ones living in the “remote” industrial wind/solar plants and being
forced to “host” private, speculative transmission lines and have researched and observed
some of the TRUE costs to “remote” communities, non-renewable prime farmland, and
the “remote” wildlife and environment. Equity must be at the forefront of energy
transition across all domains.

Concluding Remarks

Ms. Reder thanked everyone for their contributions and provided closing comments. Mr. Aronoff
adjourned the meeting.
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