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1. Introduction 

Purpose 
This concept of operations (CONOPS) document describes the mission, organizational structure, 
and services provided to support the independent cyber assessment activities of the Office of 
Cyber Assessments (EA-60) operating within the Department of Energy (DOE) Office of 
Enterprise Assessments (EA).  EA-60 is responsible for evaluating, assessing, and reporting on 
the DOE cybersecurity programs, including those of the National Nuclear Security 
Administration (NNSA) and contractor organizations.   

Authorities and Governance 
The DOE Independent Oversight program is implemented by EA, according to the requirements 
established in DOE Policy 226.2, Policy for Federal Oversight and Contractor Assurance 
Systems, which establishes the expectation for the implementation of a comprehensive and robust 
oversight process that enables the Department’s mission to be accomplished effectively, 
efficiently, safely, and securely; and DOE Order 227.1A, Independent Oversight Program, 
which identifies EA-60 as the organization responsible for conducting assessment activities for 
DOE sites and facilities.  In addition, EA-60 conducts assessments of DOE and NNSA national 
security and intelligence systems to meet the annual independent evaluation requirements of the 
Federal Information Security Modernization Act (FISMA) of 2014. 
 
DOE Order 205.1C, Department of Energy Cyber Security Program, formally delegates 
Secretarial authority for cybersecurity to the Deputy Secretary.  The Order assigns the EA 
Director the responsibility of providing independent oversight of the DOE cybersecurity program 
in accordance with EA’s mission, functions, assigned responsibilities, and associated national 
requirements and DOE directives.  
 
The EA Fiscal Year 2021 Operational Plan (October 2020) is approved by the Director and 
Deputy Director of EA, and outlines the mission, vision, and values of the organization and 
prescribes the priorities to be addressed by EA-60.  In fiscal year (FY) 2021, EA-60 will work to 
ensure implementation and compliance with Federal guidance and key mandates that are released 
or updated.  These mandates and guidance are listed in Appendix C, Legislation, Federal 
Directives, and Mandates.   

Mission  
EA is responsible for conducting independent assessments of safety and security policies, 
programs, and operations throughout DOE; implementing congressionally authorized 
enforcement functions in the areas of worker safety and health, nuclear safety, and classified 
information security; and developing and providing safety- and security-related training 
promoting the proficiency and competency of the DOE workforce. 
 
EA-60 conducts independent evaluations of the effectiveness of classified and unclassified 
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cybersecurity policies and programs throughout the Department, which includes conducting 
extensive network penetration testing to detect vulnerabilities and identify risks that could be 
exploited by adversaries or malicious insiders. 
 
EA-60 implements the Department’s cybersecurity independent oversight assessment program in 
accordance with applicable requirements and approved internal protocols and develops the 
annual FISMA assessment reports for DOE national security and intelligence systems. 
Additionally, EA-60 conducts special assessments as requested by the Office of the Secretary or 
other stakeholders, performs follow-up actions for concerns identified during assessment 
activities, and shares best practices from oversight activities across the Department. 
 

2. Organizational Overview 

Office of Cyber Assessments (EA-60) 
As cyber risks have increased across the Department, and as the techniques, tactics, and practices 
of adversaries continue to evolve, EA-60 must ensure that it can efficiently assess the 
cybersecurity programs within identified cyber function areas.  Development and 
implementation of technologies and processes to maintain advanced, risk-informed programs and 
technical assessment capabilities support the critical missions of the Department.  In support of 
this mission, EA-60 is divided into two sub-offices:  Office of Cyber Assessment Strategy (EA-
61), and Office of Cyber Assessment Operations (EA-62).  
 
Figure 1 depicts the EA-60 organization. 

 
Figure 1: EA-60 Organization Chart 

The Office of Cyber Assessments is responsible for performing independent evaluations of the 
effectiveness of classified and unclassified cybersecurity policies and programs throughout the 
Department.  The EA-60 Director leads the development and execution of priorities, with 
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support from other Federal management and contractor program resources as outlined in the 
Office of Enterprise Assessment’s Fiscal Year 2021 Operational Plan, October 2020. 
 
EA-60 collaborates with Department cyber and information technology governance bodies, 
including participation on the DOE Cyber Council, the DOE Information Management 
Governance Board, and the DOE Enterprise Architecture Governance Board.  EA-60 participates 
in the DOE Insider Threat Working Group and the quarterly DOE Intelligence Community 
Office of the Inspector General meetings and is a representative on the Chief Information 
Security Officer (CISO) Roundtable.   
 
EA-60 supports the development, coordination, and reporting of projects across EA-60. The 
Office is responsible for the development of systems and procedures for logistics support, 
tracking and monitoring cyber assessments and reports. The Office is also responsible for 
maintaining the catalog of existing cyber assessment capabilities and supporting the development 
of new assessment practices. EA-60 implements policies and procedures to effectively respond 
to reviews of significant issues relating to protection of DOE information systems and emergent 
cyber assessment needs of the Department.  
 
The EA-60 Director is the Senior Federal Executive responsible for all assessment policy, 
planning, and operations of this office.  The Director forecasts the budget and expenditures for 
travel, training, and other direct costs and serves as the conduit for all external communications.  
The Director is responsible for ensuring that EA-60 employees adhere to site-specific safety and 
security program requirements when conducting assessment activities at DOE sites.  The 
Director is the rating official for the EA-60 Deputy Director and serves as a technical monitor for 
the support services contract. 
 
The EA-60 Director is supported by the Deputy Director, Office of Cyber Assessments.  The 
Deputy Director acts on behalf of the Director in managing all functions of the Office and is 
responsible for all Operations and Strategic Assessments functions within EA-60.  The Deputy 
Director is the rating official for the Directors of EA-61 and EA-62. 
 
The Director and Deputy Director communicate all activities (e.g., status on all assessments, 
projects, and initiatives) to the EA staff and stakeholders through informal and formal methods 
(e.g., emails, memorandums, reports, policies, performance plans, contract performance 
feedback) and during structured meetings (e.g., leadership, staff, post-assessment briefings). 

Office of Cyber Assessment Strategy (EA-61) 
EA-61 is responsible for the development and management of information identified from 
assessments and analysis of cybersecurity trends to enhance the overall effectiveness of cyber 
assessments.  This information provides effective decision support information for cybersecurity 
leaders to use in evaluating cybersecurity strategies and plans across the Department.  
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EA-61 information management functions include the development and correlation of reports. 
These reports include threat information, assessment site profiles, relevant cybersecurity 
incidents, site cybersecurity conditions, and other relevant information to enable more effective 
review of cybersecurity programs across the Department. EA-61 is also responsible for 
development and implementation of the required information sharing infrastructure to facilitate 
improved knowledge sharing and reporting.  

Office of Cyber Assessment Operations (EA-62)  
The Office of Cyber Assessment Operations is responsible for the independent evaluation of the 
effectiveness of classified and unclassified cybersecurity programs implemented throughout the 
Department.  The Office has established and maintains a continuous program for assessing the 
security of DOE classified and unclassified networks through expert program and technical 
analysis, including detailed network penetration testing to detect weaknesses that could be 
exploited by adversaries.   
 
EA-62 is responsible for the development, planning, and execution of all technical and 
programmatic cybersecurity assessment services that EA is tasked to conduct.  As part of these 
services, EA-62 develops and delivers a series of assessment reports each year documenting the 
analysis and results of the cybersecurity assessment engagements.  EA-62 is composed of the 
Programmatic and Technology assessment functions.  EA-62 conducts the annual evaluation of 
DOE classified and intelligence cybersecurity programs and develops the associated reports, as 
required by FISMA.  
 
EA-62 capabilities include replicating the techniques, tactics, and practices of adversaries and 
serving as a center of excellence for cybersecurity technology.  Additionally, EA-62 supports 
EA-60 with independent studies of cybersecurity topics of interest to the DOE community and 
performs reviews of cybersecurity topical areas and analyses to identify trends and emerging 
issues.  A core function of EA-62 is to develop and maintain a cybersecurity testing platform to 
evaluate the effectiveness of state-of-the-art cybersecurity processes and technologies 
implemented across the DOE Enterprise.  EA-62 is led by the Director, Office of Cyber 
Assessment Operations, with support from EA-60 Federal and support services contractor staff.  
 

3. FY 2021 Strategic Goals and Objectives 
Cybersecurity is critical to the success of the Department’s varied missions: maintaining the 
nation’s nuclear deterrent, reducing the threat of nuclear proliferation, overseeing the nation’s 
energy supply, and managing the science and technology powerhouse of the 17 National 
Laboratories.  Protecting these vital missions from the ever-growing and complex cyber threats is 
crucial.  EA-60 complements the Department’s protection through the following EA Strategic 
Goals (SG) articulated in the Office of Enterprise Assessments Fiscal Year 2021 Operational 
Plan, October 2020. 
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SG1: Conduct value-added independent oversight activities that enhance the safety and 
security of workers and the public, the environment, and the DOE’s physical, cyber, and 
information security assets.  
 
SG4: Use risk-informed and fact-based analysis to identify emerging trends in safety, 
security, and cybersecurity within DOE.  
 
SG6: Expand collaboration across EA spheres of expertise and excellence.  
 
These three strategic goals are enabled by the following seven objectives: 
 
1. Evaluate the effectiveness of classified and unclassified cybersecurity policies and protections 
throughout the Department using threat-informed, expert program and technical analysis.  
2. Track and monitor the progress of cyber assessments and reports, maintain strategic 
assessment requirements, and respond to specialized and ad hoc cybersecurity requirements.  
3. Report annually on the maturity of the implementation of cybersecurity protections for DOE 
national security systems and intelligence systems.  
4. Analyze cybersecurity trends and complex-wide issues to provide feedback to our 
stakeholders on essential information assurance practices.  
5. Provide programmatic and technical cyber expertise to other EA offices.  
6. Provide analytical results from cyber assessment activities to other EA offices to support 
ongoing data analysis activities.  
7. Collaborate with other EA offices on assessment activities and unified messaging for reports.  
 
The actions required to meet these objectives are established in the Office of Enterprise 
Assessments Fiscal Year 2021 Operational Plan, October 2020 and are tracked in EAShare.  
Those actions are promulgated to each Federal employee via the performance plan process and to 
the support services contractors via the technical direction memorandum. 

4. Stakeholders 
Effective execution of the mission requires collaboration with stakeholders internal and external 
to DOE.  The following table outlines the stakeholders with which EA-60 partners to accomplish 
its mission.  

Table 1: EA-60 Mission Partners 

Stakeholders Role 

Departmental Leadership  - Provide strategic vision and prioritization of key 
initiatives that impact organization 

- Report cyber intel/threats/trends analysis 

EA Leadership - Propagate policy oversight of independent assessments 
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Stakeholders Role 
- Provide strategic vision and prioritization of key 

initiatives that impact organization 

Departmental Elements - Leverage EA assessment services 
- Provide input and expertise of mission/business to 

support the EA mission 

DOE Office of the Chief Information 
Officer   

- Provide enterprise risk analysis and IT program support 
- Lead and cultivate the Privacy Program for the 

Department  
- Create and disseminate cyber education and awareness 
- Partner with the Departmental elements to lead the High 

Value Asset program   
- Sponsor and host the incident response leaders’ forum to 

bring together key cyber defenders to discuss challenges 
and trends 

- Provide supply risk management evaluations 
- Provide incident awareness and reports from the 

enterprise 
- Provide information technology resources and 

collaboration tools to facilitate communication and 
information exchange to support the EA mission 

DOE Office of the Inspector General - Coordinate annual assessments, prioritization, and 
deconfliction 

Department of Homeland Security - Engage with DOE regarding the High Value Asset 
program   

- Provide requirements for evaluations of High Value 
Assets 

Intelligence Community Inspector General - Provide annual intelligence community FISMA metrics 
- Provide input and expertise to support the EA mission 

NNSA-Information Management Inspection 
team 

- Coordinate annual assessments, prioritization, and 
deconfliction  

Assumptions 
Key assumptions driving the success of the 2021 EA-60 CONOPS are as follows: 

• EA mission does not change. 
• EA-60 Federal staffing levels (as defined by the EA staffing plan) will not change in FY 

2021. 
• EA-60 contractor staffing levels (as defined in the contract) will not change in FY 2021. 
• EA-60 funding levels will be consistent with the budget requested for FY 2021. 
• FISMA reporting requirements will not change in FY 2021. 

Risks 
Risks that could impact EA-60’s ability to complete the goals, objectives, and actions outlined in 
the EA Operational Plan are listed below with the associated mitigations. 
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Table 2: Risks and Mitigations 

Risks Mitigations 

COVID-19 Effects  - Adapt existing processes to support remote program and 
technical assessment requirements. 

- Focus assessment scope. 

Mission Change - Develop new or adapt existing processes to address 
mission expansion or mission focus requirements. 

Budgetary Constraints - Reduce scope or quantity of assessments prioritized by 
risk or threats to Department mission. 

Staff Turnover - Continue development of Federal staff to ensure minimal 
impact through succession planning. 

Continuing Resolution  - Work with EA financial team to ensure funding levels are 
sufficient to continue work.  Provide detailed analysis of 
the duration that work may continue and streamline 
activities accordingly.  
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5. Appendix A:  Fiscal Year 2020 Key Accomplishments 
During fiscal year 2020 (defined as September 2019 through August 2020), the Office of Cyber 
Assessments expanded the Federal and contractor teams to meet the priorities and mission 
requirements of the Office of Enterprise Assessments (EA) leadership.  The Office of Cyber 
Assessments (EA-60) conducted 12 announced cyber assessments.  The COVID-19 crisis and 
the resulting maximum telework throughout the Department of Energy (DOE) required EA-60 to 
pivot its capabilities and perform assessments remotely.  During this time, EA-60 responded 
directly to requests from the Power Marketing Administrations as well as the DOE Office of the 
Chief Information Officer (OCIO) to assist in assessment of potential threats to not only DOE 
but to national security.  In addition, EA-60 was elevated to a Tier-1 organization and assigned 
two sub-offices, Office of Cyber Assessment Strategy and the Office of Cyber Assessment 
Operations.  A CONOPS, charters, and Assessment Process Guide was created detailing the 
mission and vision for each organization.  Notably, EA-60 was awarded the Secretary of 
Energy’s Achievement Award for its collaboration with the OCIO and DOE program offices to 
resolve longstanding impediments to the effective identification and resolution of cybersecurity 
weaknesses and find cost-effective approaches for evaluating and implementing emerging 
technologies. 
 
Outreach activities: 

• Collected DOE cyber lessons learned in response to COVID-19 pandemic. 

• Briefed lessons learned to EA Deputy and Director. 

• Participates on the S-1 directed DOE COVID-19 Lessons Learned initiative.   

• Spearheaded the 2020 Combined Federal Campaign and Feds Feed Families initiatives for 
EA. 

• Delivered presentations on the EA-60 mission and capabilities to the DOE CISO and the EA 
Deputy Director.   

• Participated in the following conferences:  Black Hat, DEF CON, DOE CyberForce 
Competition, and Women in Cybersecurity.  

• Worked with the DOE OCIO to help the Department of Homeland Security (DHS) and the 
Office of Management and Budget (OMB) to shadow their assessments, provide feedback, 
and provide our results to support the evaluations of High Value Assets across the 
Department. 

• Participated in the quarterly Intelligence Community Office of the Inspector General 
meetings. 

• Conducted two one-week workshops with the EA-60 Programmatic Team focusing on 
building threat-informed assessments. 

• Co-developed and facilitated two Authorizing Official (AO) training courses in coordination 
with the DOE OCIO AO Training Team. 



 
  
 

  
EA-60 Concept of Operations   12   

• Conducted two one-week workshops with the EA-60 Technical Team focusing on new 
vulnerability tools and assessment readiness.   

• Participated in the monthly CISO roundtable, Local Insider Threat working group, High 
Value Asset Stakeholder group, DOE Supply Chain Risk Management group, and Control 
Systems Working group. 

• Participated in the monthly Safeguards and Security collaboration meetings. 

• Collaborated with the DOE OCIO to utilize their information provided by the Integrated 
Joint Cybersecurity Coordination Center and crowd-sourced assessment capabilities. 

• Collaborated with the DOE OCIO Supply Chain Risk Management team to ensure visibility 
into those products reviewed by the Department as well as to evaluate future information 
systems purchased for our assessment capabilities.  

• Collaborated with other EA Offices on the review of the EA Business Policy portfolio and 
provided meaningful feedback and updates. 

• Continues to collaborate with EA-20 on unified assessments for secure facilities and ensuring 
that reporting is consistent across both offices. 

• Completed the National Security System and Intelligence Community Federal Information 
Security Modernization Act (FISMA) reports prior to deadline.  

• Participated in the DHS’s Security Architecture Review of the eDISS+ application, 
authorized by the DOE Office of the Associate Under Secretary for Environment, Health, 
Safety and Security. 

• Participated in the EA-30 site briefings to develop lessons learned from other assessment 
projects within EA, incorporate the historical information into future cyber assessments, and 
expand the knowledge and understanding of the Department’s safety and emergency 
management mission. 

• Participated in the Energy Facility Contractors Group Cybersecurity Working Group as a 
subject matter expert and technical resource for the benefit of all projects within the DOE 
complex; the group was developed to promote excellence in all aspects of cybersecurity 
operations and management of DOE facilities through consistent exchange of information, 
best practices, and corresponding improvement activities. 

 
Cybersecurity governance: 

• Represented EA on the Information Management Governance Board, Cyber Council, 
Enterprise Architecture Governance Board meetings, and the DOE OCIO Incident Response 
Leaders Forum. 

• Provided comments on several Congressional bills, OMB memoranda, Government 
Accounting Office reports, DOE IG reports, DHS Binding Operational Directives, agency 
leadership Congressional testimonies, and draft DOE Orders/Policies. 
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• Participated in the development and drafting of the 205.1C, Vulnerability Disclosure 
Program IPT. 

• Provided input on supporting documents for DOE Order 205.1C: Enterprise Cybersecurity 
Program Plan; FISMA Inventory Methodology; Cybersecurity Risk Management 
Methodology; and AO, ISSO, and POA&M Amplification Guidance.  
 

Improved Office of Cyber Assessments capabilities: 

• Developed Atomic Purple, a framework to integrate advanced persistent threat tactics into 
technical assessments.  

• Developed remote technical vulnerability and penetration testing capabilities as an additional 
tool for use during assessments; this capability proved especially useful during the COVID-
19 pandemic response when travel was limited. 

• Continued implementation of collaboration tools to augment assessment interviews through 
video, chat, and other remote means to meet mission requirements during the COVID-19 
pandemic. 

• Reviewed, updated, and formalized key operational processes for the planning, conducting, 
and reporting stages of our assessment process. 

• Developed research and development processes that assign a lead and other resources to 
evaluate new assessment capabilities, requirements, or technology and produce artifacts that 
are then transitioned to the operational staff for integration into assessment operations.  

• Developed assessment objectives and strategies for new requirements (e.g., 205.1C) and 
threats to the overall Department and the processes to integrate them into assessment 
operations. 

• Continued development and training on performance-based assessments that focus the 
overall assessment activities on those elements most critical to the Department and the site. 

• Continued development and finalizing of standard operating procedures for assessment 
operations, specifically those that support logistics, technology, and research and 
development. 

• Continued development of lessons learned for continuous self-evaluation (through 
retrospective sessions) of the assessment process, team meetings, and other EA-60 activities 
to identify successes, as well as areas that can be improved. 

• Created a Change Management Plan to monitor, track, and approve changes to process, 
documentation, and overall operations within EA-60. 

• Broadened the technical capabilities of our staff through training and education to expand the 
scale and scope of the work performed by EA-60 and to provide greater insight into the 
nexus between traditional information technology and other systems, such as physical access 
control systems.   
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• Established a collection of baseline team knowledge in a centralized, accessible format for 
use internally, which will be particularly useful for newly hired penetration testers.  

• Created agenda and meeting minutes for our weekly leadership and staff meetings. 

• Became a Tier-1 Office within EA, with the new designation of EA-60.  The sub-offices 
include the Office of Cyber Assessment Strategy (EA-61) and the Office of Cyber 
Assessment Operations (EA-62).   

• Developed organization charts, new organization roles and responsibilities, and a process 
improvement roadmap to support the move to EA-60. 

• Created and executed EA-61 and EA-62 advisory groups to develop each respective sub-
office; these groups, separated by specific workstreams (e.g., project management, 
assessments), developed specific procedures for each office to codify the work processes and 
enable the standup of EA-60 as a Tier-1 Office. 
 

Process improvements: 

• Served as the system owner for the Cyber Assessments Mobile Platform (CAMP), the Cyber 
Security Testing Network (CSTN), and the Classified Facsimile and Copier Machines. 

• Established the security control assessor team to perform self-assessments on the CAMP and 
CSTN information systems along with supporting security assessment reports and results that 
were presented to the Authorizing Official. 

• Developed a new Change Management Plan for the CAMP information system. 

• Developed a new Change Management Plan for the CSTN information system. 

• Created report trackers to track reporting targets, identify potential resource conflicts, and 
ensure timely delivery of reports.  

• Integrated the new EA Quality Review Board business policy into current operations.  

• Developed “point papers” for each assessment to provide initial direction from the Federal 
team to the lead authors. 

• Maintained the CSTN instance in Germantown, including creating a hardware and software 
licensing tracking database, transitioning to a new internet connection, and implementing all 
applicable system and security updates and patches. 

• Changed and upgraded the Internet service provider, resulting in a $16K savings annually 
and better performance speeds to enact technical testing and hosting. 

• Hosted vendor presentations and demonstration meetings to outline new capabilities for 
possible use within the Office’s assessment process. 

• Identified areas for improvement in our assessment process and updated the Assessment 
Process Guide to delineate those improvements. 
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• Created the Change Management tool to input, monitor, and control changes in the 
organization.  
 

Improved and expanded tools: 

• Continued to expand the capabilities of the knowledge management system that provides 
information from our cyber assessments conducted in DOE from 2012 to present.  This 
system provides dashboard statistics related to findings, deficiencies, and opportunities for 
improvement correlated with cybersecurity requirements to DOE and EA leadership.   

• Continued to expand and refine the capabilities of the Continuous Network Scanning system. 

• Continued the development of process automation to support the initial network scans and 
enumeration that typically occur on the first day of an assessment.   

• Developed a task management system for identifying and tracking tasks within the EA-60 
organization. 

• Developed a Change Control Board system to implement a workflow for change requests 
within EA-60. 

• Performed research to improve and expand technical capabilities, including scanning and 
exploit techniques, attack methods, and programming tools. 

Training and certifications: 
Attended the following training: 

• DOE Leadership Development Program, 08/12/2020-04/22/2021 
o DOE Leadership Development Program is a professional development opportunity 

for DOE employees looking to improve their leadership skills and competencies by 
tailoring leader-level development to individual needs.  The program focuses on 
strategic alignment across all leadership levels to drive transparency and 
accountability throughout DOE, resulting in an agency positioned for success. 
Throughout this eight-month program, participants will develop critical leadership 
skills and improve their leadership competency proficiencies. 

• SANS training: 
o SEC642: Advanced Web App Penetration Testing, Ethical Hacking, and Exploitation 

Techniques 
o MGT525: IT Project Management, Effective Communication, and PMP Exam Prep 
o SEC542: Web Application Penetration Testing and Ethical Hacking 
o SEC617: Wireless Penetration Testing and Ethical Hacking 
o SEC487: Open-Source Intelligence (OSINT) Gathering and Analysis 
o SEC560: Network Penetration Testing and Ethical Hacking 
o SEC402: Cybersecurity Writing: Hack the Reader 

• Team-led “Technical Team Hackfest,” 01/28-30/2020 
• Team-led “Programmatic Con,” 07/14-16/2020 
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• DOE CyberForce Competition, 11/15-16/2019 
• CactusCon, 12/6-7/2019 
• Certified Information System Auditor (CISA) Training, 02/18-21/2020 
• Offensive Security Certified Professional (OSCP) Study/Lab Penetration Testing with Kali, 

05/1/2020-08/30/2020 
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6. Appendix B:  Legislation, Federal Directives, and Mandates  
The Department of Energy (DOE) Cybersecurity Strategy incorporates guiding documents, 
including Federal mandates and directives to strengthen information sharing and safeguarding. 
The core list of documents is as follows:  
 
LEGISLATION, FEDERAL DIRECTIVES, AND MANDATES  
1. National Cyber Strategy (September 2018)  
2. Executive Order 13467, Homeland Security Presidential Directive 12 (HSPD-12)  
3. Executive Order 13587, Structural Reforms to Improve the Security of Classified Networks 
and the Responsible Sharing and Safeguarding of Classified Information  
4. Executive Order 13800, Strengthening the Cybersecurity of Federal Networks and Critical 
Infrastructure  
5. Executive Order on America’s Cybersecurity Workforce (May 2, 2019)  
6. Executive Order Enhancing the Effectiveness of Agency CIOs (May 15, 2018)  
7. Executive Order 13873, Securing the Information and Communications Technology and 
Services Supply Chain (May 15, 2019)  
8. OMB Circular A-130, Management of Federal Information Resources  
9. OMB Memorandum M-16-04, OMB Cybersecurity Strategy and Implementation Plan for the 
Federal Civilian Government  
10. OMB Memorandum M-19-03, Strengthening the Cybersecurity of Federal Agencies by 
Enhancing the High Value Asset Program  
11. OMB Circular No. A-123, Management’s responsibility for enterprise risk management and 
internal control, IM-30 Program Plan, management of reporting and data integrity risk (June 
2018)  
12. Federal Information Security Modernization Act of 2014 (FISMA)  
13. Federal Information Technology Acquisition Reform Act (FITARA)  
14. Federal Acquisition Supply Chain Security Act (December 2018)  
 
 
DEPARTMENTAL DIRECTIVES, GUIDANCE & SUPPORTING DOCUMENTS  
1. DOE Order 205.1C, Department of Energy Cybersecurity Program  
2. DOE Information Resources Management (IRM) Strategic Plan FY 2018-2022  
3. Headquarters Facilities Master Security Plan (HQFMSP)  
4. Agency Requirement for Physical and Personnel Security and Safeguard Standards  
5. DOE O 472.2 Personnel Security  
6. DOE O 142.3 Unclassified Foreign Visits and Assignments  
7. Intelligence Community Standards 703-01 and 703-03 Policy  
8. Intelligence Community Directives 
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9. HQ Classified NNSA Network – Information Security Systems Officer and Manager (ISSO) 
/ Information Security System Manager (ISSM) in accordance with DOE / NNSA Policy  

10. DOE Policy on Implementation Executive Order 13873, “Securing the Information and 
Communications Technology and Services Supply Chain” (May 2019)  

11. Inspector General Annual FISMA Metrics 
 
DHS DIRECTIVES   
1. Department of Homeland Security (DHS) Binding Operational Directive (BOD) 18-02, 

Securing High Value Assets (May 7, 2018)  
2. DHS Emergency Directive (ED), Mitigate DNS Infrastructure Tampering (January 22, 2019)  
3. DHS BOD, Vulnerability Remediation Requirements for Internet-Accessible Systems (April 

29, 2019)  
 
ADDITIONAL SUPPORTING GUIDANCE  
1. National Institute of Standards and Technology (NIST) 800-53 Rev. 5, Security and Privacy 

Controls for Information Systems and Organization 
2. NIST 800-53B, Control Baselines for Information Systems and Organizations 
3. NIST Special Publication (SP) 800-37 Rev. 2, Risk Management Framework for Information 

Systems and Organizations: A System Life Cycle Approach for Security and Privacy 
4. NIST Framework for Improving Critical Infrastructure Cybersecurity (NIST Cybersecurity 

Framework) 
5. NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information 

Systems and Organizations 
6. NIST SP 800-59, Guideline for Identifying an Information System as a National Security 

System 
7. NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Information 

Systems and Organizations 
8. NIST SP 800-61, Computer Security Incident Handling Guide 
9. NIST SP 800-64, Security Considerations in the SDLC 
10. NIST SP 800-181 Rev. 1, Workforce Framework for Cybersecurity (NICE Framework) 
11. North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection 

(CIP)  
12. Committee on National Security Systems Policies and Instructions (e.g., CNSSI 1253 and 

associated attachments) 
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