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FY21 Peer Review - Activity Overview

Activity Summary:
* Challenges and opportunities:
o Complexity in transmission planning and permitting hinders deployment
o Increased wind requires grid flexibility, reliability support, storage, and
hybrid systems integration
o  Wind growth can offer an array of grid services
o Digitization increases risk of cyberattack risk
* R&D priorities
o Transmission access
o Grid services
o  Grid reliability and resilience support
o  Wind Cybersecurity
* Key Activity partners:
o NR Can, ESIG, GE, NOAA, WindSim, BPA, Universities, and more
o Other EERE and DOE offices through cross-cutting R&D initiative

FY19 - FY20 Budget Under Review (Labs):
$10,611,285

Current budget (FY21): $6,786,650

Number of projects under peer review: 10

Act|V|ty Objective(s) 2019-2020:
Understand the benefit of interregional transmission and international
collaboration for future grid with high levels of renewable resources.

* Advance the provision of grid services for reliability and resilience

* Analyze grid stability with IBRs using impendence measurement

* Increase transmission utilization through enhanced DLR

* Identify challenges and opportunities for wind cybersecurity

Overall Activity Objectives (life of Activity):
* Enable cost-effective, reliable, resilient, and secure grid with large-scale
wind deployment

U.S. DEPARTMENT OF ENERGY  OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY




Projects Under Review

R&D Priorities Project Title Performer

EO3 - North American Renewable Integration Study NREL

VLSS A iEE ey EO4 - Continental-Scale Transmission Modeling Methods for Grid

an'o! _ Integration Analysis NREL
Asset Utilization
EO5 - Enhancing Reliable and Accurate Weather Forecasts for INL
Increased Grid Reliability for Wind with Dynamic Line Rating
Provision of Grid EO6 - Atmosphere to Electrons to Grid (A2e2G) NREL
Services : : : :
EO7 - Wind Power as Virtual Synchronous Generation (WindVSG) NREL
EO8 - Advanced Modeling, Dynamic Stability Analysis, and Mitigation of NREL
Grid Reliability and Control Interactions in Wind Power Plants
Resilience Support
E11 - North American Energy Resiliency Model (NAERM) NREL
EO9 - Cybersecurity Roadmap for Wind INL, SNL, NREL
Wind Cybersecurity
E10 - Hardening Wind Energy Systems from Cyber Threats SNL, INL
All E12 - Wind Grid Integration Stakeholder Engagement NREL
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Transmission Adequacy and Asset Utilization

WI-El Seam

Key Challenges
Complexity in transmission planning and
permitting hinders wind deployment.
* Existing transmission assets are not fully
utilized.
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Grid Reliability and Resilience Support

Key Challenges

Maintaining and Increasing grid

reliability and resilience with
large deployment of inverter-

based resources are challenging.
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Provision of Grid Services

Market Participation

Key Challenges

Continued research is needed to advance Predict wind Predict power output Bid into

conditions of wind farm market

provision of grid services from wind.

* New technologies like grid forming
control are promising to support high IBR
grid.

Actual wind conditions Decide control inputs
and realtime for wind farm to get
forecasts/estimates what grid needs

Real-Time Control
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Wind Cybersecurity

ENERGY

Roadmap for Wind Cybersecurity

Key Challenges
* Cyber activities targeting energy sector are
more frequent and sophisticated.
* There are gaps in identifying wind specific
heeds for cybersecurity, especially in
Operational Technology environment.

EFFICIENCY &
ELE ENERGY

Responsible Party
Com|
ISPs Owner/Operator RRI Sum
Intemet/ Wind Plant wind Plant P al
Enterprise oMz
Wind Turbine ws-owop 192.168.10.10 ws-grid 192.168.20.10 ws-oem 192.168.30.10 iTneRqL Hadet
Corporate Networks . . . Identity Risk Quantification
Control Network weexone | Wind Site O/O Grid Ope rator OEM Cyber Assesmants
Owner/Operator monitors GridOp sets wind site P..t/Quet Monitoring/Prognostics and Virtualized Testbod Environments
A (G based on power system Health Management data
SVP pulls WTG power datal constraints (SunSpec SVP (SunSpec SVP pulls WTG P/Q
Kali Linux ® P ) issues WTG P and Q setpoints) measurements) MR Aoy
Protonuke Server Dynarmic Netwarking and MTD
. Red Team (Internet Sites) Owner/Operator Control | TLS @ Grid Operator Control | TLS i@ OEM PHM Server: | TLS @
Virtual Computer 1 = Server: 192.168.10.10 Center: 192.168.20.10 192.168.30.10 E i ext it rRARcind bR TIPU I
| pns-internet g Bryilomnphy
< ! =
kali-internet I 75.75.0.100 szlnzn:g:);z: VPN Endpoint VPN Endpoint =] Erao Engineeting Contrals
X ]
Internet 75.75.0.0/16 andiRouter and Router g Physical Security
z Security for Cloud Services
o
75.75.0.250 FiberMicrowave, < Obfuscation and Deception
pncl 192.168.40.100 Site Controller: 192.168.100.100 '§ Authentication
| —————— - . A o
| | | | | R Wind Site Controller < - Studonl Avarenss
-39 = Sends Pser/Qset to WTGs based on s
Security Devices/Cameras Jump Host aggregate targets from Grid Operator /2=
(Protonuke Clients) (it @hm) x";;s:s: o HIDS® Contingency Operating Models.
Kali Linux " H g Come Ts@l e Al 3 Resilient Designs.
R LDAP| RBAC Identit Beepand
Red Team Authentication RléaAc =0 . Y Dynamic Assesments
Virtual Computer 2 & Encryption — b s =
Fiber/Wi-Fi
Modbus TCP | Wind Site OT Network
syslogs Recover
T T H T 1 T T T 1 System Resiliency and Restart Capabilities
192.168.100.250 TIS@ |(TLs@|(Tis @l (Tis @l [TLis @l [Tis @[ TLs @ TS @ WTG IPs:
- - 192.168.100.1
192.168.100.30

OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERG




Activity Accomplishments & Progress

Completed North American Renewable Integration Study and Interconnection Seams Study
Developed uncertainty assessment tools for dynamic line rating

Led demonstrations that prove wind energy can provide a full array of essential grid services,
in collaboration with industry, regulators, national laboratories, and a major electric utility

Developed a theoretical basis of grid-forming operation and services by wind power and
created grid forming models of Type 3 and 4 wind power plants
Designed wind plant control that merges forecasting tools with aerodynamic and economic

models to maximize a wind plant's value streams for energy and ancillary services

Developed impedance-based testing, modeling, and analytical tools to evaluate the stability
impacts of wind generation

Designed, developed, and conducted modeling scenarios and sensitivities of a Polar Vortex
use case
Published wind cybersecurity roadmap.

Established co-simulation environment that can fully assess the effectiveness of cybersecurity
defense.

Numerous publications, presentations, and extensive stakeholder engagement

U.S. DEPARTMENT OF ENERGY  OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY




Future Work (FY21 and Beyond)
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