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Comments of Michael Mabee to the Secretary of Energy Advisory Board, October 28, 2021

| commend the Department of Energy for holding this meeting and | commend the members of the
Secretary of Energy Advisory Board for your service to this country.

On June 6, 2021 Secretary of Energy Jennifer Granholm confirmed in a CNN interview that U.S.
adversaries have the capability to shut down our power grid.!

The U.S. government has been concerned about the cybersecurity of the critical electric infrastructure
since at least 2003;2 the security of the electric grid from physical threats since at least 1981;3
geomagnetic disturbance (GMD) threats since at least 1990;* and electromagnetic pulse (EMP) threats
since at least 1972.°> Moreover, we continue to see the impacts of extreme weather on our critical
electric infrastructure every year.® In other words, we have been talking about securing our critical
electric infrastructure for over four decades from the very threats we still face today.

It is unacceptable that after decades of federal reports, studies and congressional hearings on these
threats,” in 2021 we find that our lights are on at the discretion of our adversaries and mother nature.
Tomorrow, somebody may decide to turn them off.

If 9/11 taught us anything, it is that we are not safe from an attack in the United States. The 9/11
Commission famously said: “the most important failure was one of imagination.”®

We cannot repeat this failure of imagination with our Achilles’ heel: the electric grid.

Imagine what a long-term blackout would do to the U.S. Everything we need to support our human
population would stop. Food, water, fuel, communications, transportation, the medical system just to
name a few of the 16 critical infrastructures — all of which are dependent on the electric grid. Any threat
to the electric grid is an existential threat to the United States.

The security of the electric grid against known threats is a true national emergency. The threats are
here. They are real and we are out of time.

After decades of self-regulation and pleading for voluntary actions, the U.S. is still vulnerable to all of
these threats and now is imminently threatened by both adversaries and nature. To protect our national
security from these imminent threats, the U.S. must immediately make protection of the critical electric
infrastructure against these known threats mandatory.

What the Department of Energy and the Administration must do immediately:

1. Through a Presidential Executive Order and a Department of Energy Emergency Order,’ protection
of the entire electric grid against known threats must be made mandatory.



What Congress must do at the Administration’s urging:

1. Congress must enact legislation mandating that reasonably prudent actions on cybersecurity,
physical security, EMP/GMD protective measures and hardening for severe weather events be taken
by all entities, public or private sector, that are part of the critical electric infrastructure. These
measures must be certified periodically by the Chief Executive Officer of each such critical electric
infrastructure entity.°

a. The Chief Executive Officer of each such critical electric infrastructure entity must be
required to certify periodically to the Department of Energy (DOE) and the Department of
Homeland Security (DHS) that they have reasonably prudent cybersecurity measures in
place that have been reviewed and approved by the Chief Executive Officer of the entity.?

b. The Chief Executive Officer of each such critical electric infrastructure entity must be
required to certify periodically to DOE and DHS that they have reasonably prudent physical
security measures in place that have been reviewed and approved by the Chief Executive
Officer of the entity.

c. The Chief Executive Officer of each such critical electric infrastructure entity must be
required to certify periodically to DOE and DHS that they have reasonably prudent
EMP/GMD measures in place that have been reviewed and approved by the Chief Executive
Officer of the entity.

d. The Chief Executive Officer of each such critical electric infrastructure company must be
required to certify periodically to DOE and DHS that they have reasonably prudent extreme
weather hardening measures in place that have been reviewed and approved by the Chief
Executive Officer of the entity.

2. There must be civil and criminal penalties for false certification or failure to submit such
certifications.

3. These certifications should be made available to the public as well as state and federal authorities.

Respectfully,
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Michael Mabee
Fort Worth, Texas

References from my grid security research:

“How the electric utility industry torpedoed grid security.”
https://michaelmabee.info/how-the-electric-utility-industry-torpedoed-grid-security/

“Chinese Transformer Complaint Filed with U.S. Government.”
https://michaelmabee.info/chinese-transformer-complaint-filed-with-u-s-government/

“Critical Electric Infrastructure — The Government Must Step Up.”
https://michaelmabee.info/critical-electric-infrastructure-the-government-must-step-up/




“Federal Complaint Filed on Texas Grid Collapse.”
https://michaelmabee.info/federal-complaint-filed-on-texas-grid-collapse/

“Supply Chain Cybersecurity Complaint Filed with FERC.”
https://michaelmabee.info/supply-chain-cybersecurity/

“Loopholes in Grid Physical Security Identified.”
https://michaelmabee.info/loopholes-in-grid-physical-security-identified/

“Complaint Filed About Inadequate Electric Grid Physical Security.”
https://michaelmabee.info/complaint-filed-electric-grid-physical-security/

“The Role of Transparency in Preventing Regulatory Failures.”
https://michaelmabee.info/transparency-regulatory-failures/

“Q: How Did We Became So Vulnerable?”
https://michaelmabee.info/how-did-we-became-so-vulnerable/
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