


Manufacturing Digital Transformation – Key Use Cases
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Manufacturing Transformation – a new architecture is needed!

Condition Monitoring &

Predictive Maintenance

Building / Energy Efficiency

Connected Employees –

VRG with AR/VR

Asset & Parts Tracking

Visual Pattern Recognition:

QA, safety, security, analytics

AGVs / mobile assets

Complex Process Automation

Digital Operations Transformation

Challenges

• Sensor Gravity  Data Acquisition
• Security & Segmentation
• Network:

• Cross-Sectional Bandwidth
• Deterministic Wireless
• 5G / Private / Semi-Private Cellular
• Vendor Data Home Runs

• Edge Compute – edge clouds, containers
• Enabling Machine Vision & Edge Analytics
• Management of Disparate Systems
• Imperfections of Radio Location
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Operations Network – most complex in the enterprise!
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Software-Defined OT will both help and hurt
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Helps:
• Enables OT logic to be monitored
• Enables OT logic to be patched
• Enables OT logic to use modern OS’s 

and platforms
• Bridges lifecycle difference between IT 

and OT
• Enables new types of resilience



Software-Defined OT will both help and hurt

5Ggateways

Wifi/BLE/
Zigbee

deterministic
wireless

RFID
readers

Control NW -- Ethernet TSN IoT Access Ethernet

legacy

fieldbus

Software-Defined, Segmented Operations/Plant Network (LAN)

MEC

tags/beacons

Video
Pattern

recognition

Edge 
Analytics

Operations
Apps

SDWAN

AGVs, robots
Cameras, 
IP sensors

cloud
Enterprise Network

sensors

legacy

fieldbus

Field NW -- Ethernet TSN

PLCs, BMSs

On-Premise Edge Compute – VMaaS, CaaS, BMaaS

CSP
Network

Local
Breakout

SCADA/
DCS

historians

• Dynamic flow mirroring 
 inline tap

• Distributed policy 
enforcement

Laptops,
Smart Phones

Helps:
• Enables OT logic to be monitored
• Enables OT logic to be patched
• Enables OT logic to use modern OS’s 

and platforms
• Bridges lifecycle difference between IT 

and OT
• Enables new types of resilience

Hurts:
• Extends radius of services logic
• Adds complexity to a complex network
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