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SUMMARY 
Exercise Name U.S. De artment of Energy (DOE) Clear Path VII Exercise 

Exercise  ate April 30 – M y 1, 2019 

Location 
Shelby County Schools Te ching  nd Le rning Ac demy, 2485 Union Ave, Memphis, TN 

38112 

Purpose 

Ex mine the energy sector’s response  nd restor tion roles, responsibilities, pl ns  nd 

procedures following  m jor e rthqu ke  long the New M drid Seismic Zone (NMSZ), 

stressing interdependencies between multiple critic l infr structure sectors. 

Scope 

Discussion-b sed t bletop exercise, both in plen ry  nd sm ll-t ble form ts, using scen rio-

b sed  ctivities to stimul te convers tion  t the oper tion l  nd t ctic l levels. Intended 

p rticip nt level  t the oper tion l m n ger level. 

Classification UNCLASSIFIED 

Core Capabilities 
• Infr structure Systems 
• Logistics  nd Supply Ch in M n gement 
• Situ tion l Aw reness 

Objectives 

• Identify essenti l elements of inform tion  nd determine methods  nd processes of 
sh ring inform tion between Feder l, st te, loc l,  nd industry p rtners, to best provide 
situ tion l  w reness  nd develop  common oper ting picture to support decision-
m king, resource identific tion,  nd prioritiz tion following  m jor e rthqu ke; 

• Identify interdependencies between energy  nd other critic l infr structure sectors, 
emph sizing  re s of mutu l reli nce, resource needs,  nd mech nisms for effective 
sh ring of inform tion following  m jor e rthqu ke; 

• Ex mine str tegies to  ddress fuel disruptions  nd short ges following  m jor 
e rthqu ke with imp cts to oil  nd n tur l g s supply ch ins  nd methods of 
tr nsport tion; 

• Identify  nd f mili rize p rticip nts on the unique implic tions  nd c sc ding n tion l 
imp cts of energy disruptions  nd short ges following  m jor e rthqu ke;  nd 

• Inform, sh pe,  nd prep re the energy sector’s p rticip tion in the Sh ken Fury 
2019 oper tions-b sed exercise. 

Scenario 

A 7.7 m gnitude e rthqu ke  long the Cottonwood Grove F ult, the southwest segment of 

NMSZ. E rthqu ke results in l ndslides, liquef ction,  nd d m ge to critic l infr structure, 

buildings,  nd structures. Direct imp cts felt  cross Al b m , Ark ns s, Illinois, Indi n , 

Kentucky, Mississippi, Missouri,  nd Tennessee. Indirect imp cts felt n tion lly  nd 

intern tion lly due to the economic lly import nt critic l infr structure  nd geologic l fe tures 

of the Mississippi River V lley. 

Participating 

Organizations 

St keholders from Feder l, st te,  nd loc l governments; electricity, oil  nd n tur l g s, 

communic tions, w ter,  nd tr nsport tion sectors. Ple se see Appendix A for  complete list of 

p rticip ting org niz tions. 
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GENERAL INFORMATION 
Introduction 
This Cle r P th VII After Action Report provides observ tions rel ted to the exercise,  s well  s 

recommend tions for the energy sector, both government  nd industry, to improve policies, pl ns,  nd 

procedures for energy disruptions. The U.S. Dep rtment of Energy (DOE), Office of Cybersecurity, Energy 

Security,  nd Emergency Response (CESER) prep red this report. 

Cle r P th is the DOE CESER’s  nnu l cornerstone  ll-h z rds energy security  nd resilience exercise 

series. The exercise series brings together le ding energy sector st keholders to enh nce policies  nd 

procedures, identify  re s for collective improvement,  nd strengthen rel tionships  nd cooper tion 

between industry  nd government energy sector p rtners. The series enh nces DOE’s  bility to 

successfully meet its responsibilities  s the Emergency Support Function (ESF) #12 Coordin tor  nd 

Sector-Specific Agency le d for Energy  s required by Presidenti l Policy Directives (PPD)-8: N tion l 

Prep redness, PPD-21: Critic l Infr structure Security  nd Resilience,  nd codified in the Fixing Americ ’s 

Surf ce Tr nsport tion (FAST) Act (Public L w 114-94). 

The DOE  nd the Feder l Emergency M n gement Agency (FEMA) p rtnered to link Cle r P th VII with 

the FEMA Office of Response  nd Recovery’s sponsored Sh ken Fury 2019 exercise.1 Cle r P th VII 

lever ged the Sh ken Fury scen rio  s the core pl nning  ssumption for exercise  ctivities. 

Exercise Overview 
Cle r P th VII w s  discussion-b sed, t bletop exercise th t occurred on April 30 - M y 1, 2019, in 

Memphis, Tennessee. A hot w sh meeting followed the exercise during the  fternoon of M y 1, to discuss 

 re s for improvement  long with key recommend tions. The purpose of this exercise w s to ex mine the 

energy sector’s response  nd restor tion roles, responsibilities, pl ns,  nd procedures following  m jor 

e rthqu ke  long the New M drid Seismic Zone (NMSZ), stressing interdependencies between multiple 

critic l infr structure sectors. The exercise brought together over 160 individu ls from 86 org niz tions 

representing Feder l  nd st te governments, the electricity, oil  nd n tur l g s subsectors, the 

tr nsport tion, w ter,  nd the communic tions sectors. 

The exercise objectives were: 

1. Identify essenti l elements of inform tion  nd determine methods  nd processes of sh ring 

inform tion between Feder l, st te, loc l,  nd industry p rtners, to best provide situ tion l 

 w reness  nd develop  common oper ting picture to support decision-m king, resource 

identific tion,  nd prioritiz tion following  m jor e rthqu ke. 

1 FEMA-sponsored Sh ken Fury 2019 w s  function l exercise scheduled from M y 29 - June 7, 2019  cross multiple Feder l, 

region l, st te  nd loc l emergency oper tion centers within the New M drid Seismic Zone region. Cle r P th VII  nd Sh ken 
Fury 2019 sh re the s me scen rio  nd over ll purpose of promoting community e rthqu ke prep redness. 
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2. Identify interdependencies between energy  nd other critic l infr structure sectors, 

emph sizing  re s of mutu l reli nce, resource needs,  nd mech nisms for effective sh ring 

of inform tion following  m jor e rthqu ke. 

3. Ex mine str tegies to  ddress fuel disruptions  nd short ges following  m jor e rthqu ke 

with imp cts to oil  nd n tur l g s supply ch ins  nd methods of tr nsport tion. 

4. Identify  nd f mili rize p rticip nts on the unique implic tions  nd c sc ding n tion l imp cts 

of energy disruptions  nd short ges following  m jor e rthqu ke. 

5. Inform, sh pe,  nd prep re the energy sector’s p rticip tion in the Sh ken Fury 2019 

oper tions-b sed exercise. 

The exercise scen rio w s  7.7 m gnitude e rthqu ke striking  t 12:00 p.m. on J nu ry 29, 2019,  long 

the Cottonwood Grove F ult, the southwest segment of the NMSZ. The Cottonwood Grove F ult is one of 

the three m jor f ult lines identified in the NMSZ. The ne rest m jor city imp cted is Memphis, TN, where 

ro ds, bridges,  nd other infr structure  re expected to experience severe d m ge. 

Scen rio imp cts c use severe d m ge throughout the Mississippi River V lley, which h ve both n tion l 

 nd intern tion l consequences. Signific nt d m ge to critic l energy infr structure results in widespre d, 

long-term power out ges; numerous ruptures  long petroleum  nd n tur l g s pipelines;  nd imp cts to 

oper tions  t multiple oil refineries  nd pipeline pumping st tions. Power to these f cilities is critic l to 

ensure the  v il bility of g soline  nd n tur l g s throughout the United St tes. The exercise ch llenged 

p rticip nts to demonstr te how their org niz tion would conduct coordin ted responses, demobiliz tion, 

 nd recovery functions during this incident. As  result of the e rthqu ke  nd follow-on  ftershocks, the 

region l tr nsport tion network is severely d m ged  nd blocked with debris, c using del ys to se rch  nd 

rescue oper tions, ev cu tion of victims  nd hindering restor tion of critic l infr structure. 

The form t of the exercise included  combin tion of plen ry  nd sm ll t ble discussions. E ch t ble 

included  mixture of represent tives from Feder l, st te, loc l, electricity, oil  nd n tur l g s,  nd cross-

sector p rtners. The t bles were grouped together b sed on the st te with which their 

responsibilities/service territory resided. 

Prior to the exercise, DOE f cilit ted two prep r tory  ctivities to inform p rticip nts  nd pl nners  bout the 

NMSZ h z rd  nd the oil  nd n tur l g s supply ch in within the region. The first w s  15-minute 

document ry distributed to pl yers in the weeks prior to the exercise. The document ry discussed the 

following:  n overview of the region to include the New M drid Seismic Zone;  review the 1811-1812 New 

M drid e rthqu kes; the geology of the region  nd its imp cts on buildings  nd structures following   

signific nt e rthqu ke; comp risons of likely d m ge to recent incidents to include the 2016 Christchurch 

E rthqu ke;  nd response  ppro ches from both DOE  nd FEMA, to include likely str tegic priorities  nd 

needs. 

The second  ctivity w s  virtu l semin r on the oil  nd n tur l g s (ONG) supply ch in through the 

Mississippi River V lley. Presenters from Americ n Fuel  nd Petrochemic l M nuf cturers (AFPM), 

Americ n Petroleum Institute (API),  nd ONE G s provided  n outline of the ONG products, the supply 

ch in,  nd the infr structure throughout the region. Presenters provided the n tion l  nd intern tion l 

context if the ONG supply ch in were to be  dversely imp cted. Emph sis w s m de on the critic l 
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import nce  nd resiliency of the infr structure  nd the need to continue the p rtnership between public  nd 

priv te sectors to ensure  n efficient  nd deliber te restor tion of the ONG supply ch in. 

Cle r P th VII provided  forum to identify  re s for improvement in  s fe, no f ult environment. The 

exercise scen rio comprised three modules. Module One covered the first 24-96 hours of the initi l 

e rthqu ke. Module Two focused on d ys 4-9  fter the e rthqu ke  s well  s the resource request  nd 

 lloc tion. Module Three concentr ted on d ys 10 onw rd, focusing on recovery  nd demobiliz tion of 

initi l resources. 

Following the exercise,  sm ll subset of the pl nning te m discussed strengths  nd  re s for improvement 

identified by p rticip nts during the exercise. 

Org niz tion of the Report 
The rem inder of this report is structured  s follows: 

Overview of Exercise Modules - This section provides  summ ry of the discussion from the modules 

 nd provides context to the identified  re s of sust inment  nd improvement. 

Appendices - The  ppendices to this report cont in  ddition l det ils on the exercise: 

• Appendix A: P rticip ting Org niz tions 

• Appendix B: Acronyms  nd Key Terms 
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OVERVIEW OF EXERCISE 

MODULES 
This section provides  brief overview of the discussions held during the exercise. 

MODULE ONE: Initi l E rthqu ke Effects 
The le d f cilit tor provided p rticip nts with  n initi l scene setting upd te by presenting the gener l 

scen rio d t of the initi l e rthqu ke imp cts. Group f cilit tors encour ged p rticip nts to discuss their 

org niz tion’s initi l priorities,  ssumptions  nd concerns within the first 24-96 hours following the 

e rthqu ke. Module One consisted of three  ctivities th t were intended to  mplify the need for intern lly 

focused pl ns  nd procedures following  no-notice incident, where signific nt extern l support  nd 

resources  re limited. 

P rticip nts were  sked to identify  ssumptions, priorities,  nd key  ctions t ken within the first 24 hours 

of the e rthqu ke imp cts. P rticip nts beg n with sever l  ssumptions to include signific nt d m ge to 

communic tion networks, unreli ble cellul r,  nd in some c ses l ndline networks, governor decl red 

emergency decl r tions,  signific ntly high number of c us lities,  nd severe d m ge to structures 

throughout the region. 

During the brief out, p rticip nts  greed on the following priorities  nd key  ctions t ken: 

• ensuring s fety  nd security of employees 

• conduct d m ge  ssessments of f cilities 

• g thering of situ tion l  w reness / contributing  nd m int ining  common oper ting picture 

• re-est blishing reli ble communic tions 

• identific tion  nd coordin tion of oper tion l resources for response  nd mitig tion  ctions 

• public mess ging 

P rticip nts  lso identified the following concerns to include: 

• st ffing short ges 

• fuel  ccessibility  nd reli bility 

• security of f cilities, resources  nd products 

• flight restrictions  nd use of unm nned  eri l systems for surveys 

Communic tions w s  signific nt concern in this first module. Ch llenges imp cting the  bility to g ther 

inform tion through norm l communic tion ch nnels would limit the  bility for org niz tions to m ke critic l 

next-step decisions. Where s some org niz tions identified second ry  nd terti ry c p bilities, m ny 

inferred the need to not just h ve  c p bility, but  lso be proficient with oper ting  ltern te methods of 

communic tion. One ex mple is the use of s tellite phones. Although they  re useful when norm l 
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networks  re degr ded,  concern r ised by p rticip nts for s tellite phones is the potenti l s tur tion on 

the s me s tellite. 

In  ddition to redund nt c p bilities, triggering  ctions in  degr ded communic tions environment is 

essenti l for org niz tions to  dv nce response, restor tion  nd recovery oper tions. P rticip nts identified 

the need for p ssive triggers, or  ctions t ken b sed on pl ns  nd procedures th t do not require incident 

comm nd or coordin tion resolution. An ex mple used by p rticip nts is the  utom tic disp tching of   

public  ff irs represent tive to  pre-determined joint inform tion center for coordin tion of mess ging. 

Building p ssive triggers into response  nd restor tion pl ns would expedite coordin tion  nd over ll 

oper tions. 

Finding (1.1): Organizations lack secondary and tertiary communication options and/or procedures 

to include passive triggers within a degraded communication environment. 

Along with the discussion on communic tions, p rticip nts discussed concerns reg rding employee s fety 

 nd security following  n incident  s presented in Cle r P th. Addition lly, m ny employees would likely be 

un ble to communic te with f mily members resulting in employees le ving pl ces of work to m ke cont ct 

directly. Consequenti lly org niz tions will h ve short ges for oper tion l responsibilities  nd 

 ssessments, resulting in del yed restor tion  ctions. P rticip nts  greed th t mitig ting this issue is 

difficult, however encour ging employee  nd f mily prep redness pl nning, specific lly  communic tion 

pl n, m y provide  process for reconnecting f mily members  nd subsequently providing org niz tions 

with v lu ble oper tion l st ff to continue response  nd restor tion oper tions. 

Finding (1.2): Organizations identified the need to encourage employees to develop family 

preparedness plans, to include communication plans and go-bags. 

A common concern reflected by m ny p rticip nts w s the cert inty of subsequent imp cts from 

 ftershocks, flooding, fires  nd other downstre m imp cts. All completed inspections would require 

 ddition l inspections following  n  ftershocks, resulting in del ys of restor tion oper tions. The 

uncert inty of the period of time  ftershocks could occur proves difficult for future pl nning. Org niz tions 

would likely be more hesit nt to restore services if  subsequent  ftershock or flooding thre t, could further 

d m ge or h ve downstre m imp cts to  re s less r v ged by the initi l e rthqu ke. 

P rticip nts  greed th t initi l  ssessments would be ordered  s soon  s possible to g ther situ tion l 

 w reness  nd identify priorities for  ction. More  nd more org niz tions referenced the use of newer 

technologies such  s unm nned  eri l systems (UAS) to  ssist. This technology h s proven itself v lu ble 

in recent re l-world incidents such  s the 2017 hurric ne se son. However, there is still cl rity needed on 

the p r meters  n org niz tion is required to follow for using UAS systems  nd how they  re imp cted by 

tempor ry flight restrictions (TFRs) en cted by the Feder l Avi tion Administr tion (FAA). Cl rity w s 

provided by pl nners pert ining to the Certific tes of W iver or Authoriz tion (COA) process. Furthermore, 

FAA h s  process for requesting emergency incident w ivers through the Speci l Government l Interest 

(SGI) w iver process. This inform tion c n be re dily  ccessible through the FAA’s website for further 

rese rch. 
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Finding (1.3): Participants identified a need for further clarity regarding UAS restrictions and the 

waiver process. Others unfamiliar, were interested on the overall use of the platform, and its value 

to the assessment and situational awareness process. 

In  ddressing the expected he vy fuel short ges in the region, some p rticip nts highlighted unique 

progr ms th t could  llevi te some of the imp cts. Although Tennessee p rticip nts expl ined their st te 

h s  distinct fuel set- side progr m, depending on the infr structure d m ge, it m y t ke  month for the 

supply to support the region. Other p rticip ting st tes were unf mili r if they h d such fuel reserve-like 

progr ms. 

In Module One, p rticip nts  greed the first three d ys of response following  m jor e rthqu ke would be 

overwhelming  nd would prim rily focus on immedi te life-s ving oper tions, d m ge  ssessments on 

infr structure, emergency  ctions to minimize imp cts downstre m  nd employee  nd f mily welf re. 

Physic l structures m y not be  v il ble for coordin ted oper tions  nd m nd tory ev cu tions from 

he vily imp cted  re s m y further hinder  n org niz tion’s  bility to respond. At the Feder l  nd st te 

response org niz tion l levels, the prim ry  ctions will include situ tion l  w reness of conditions in the 

imp cted region  nd r pidly pushing resources reg rdless of known needs. With the expected signific nt 

imp cts to the communic tions infr structure, responders will rely upon s tellite phones  nd  m teur r dio. 

Although within the first three d ys most will not h ve  complete underst nding of the severity  nd re ch 

of the incident, much needed resources from mutu l  id networks, st te comp cts, Feder l org niz tions, 

 nd non-government l org niz tions will begin re ching the imp cted  re in signific nt  mounts. The 

coordin tion of such resources will be yet  nother unique ch llenge for this incident. 

MODULE TWO: Coordin ted Response 
Focusing on d ys 4-9 following the e rthqu ke, Module Two reviewed how extern l resources  nd support 

 re coordin ted  nd integr ted into the response. Discussion concentr ted on inform tion sh ring, 

coordin tion of resources from mutu l  id  nd  ssist nce networks, public  nd priv te support integr tion, 

incident comm nd org niz tion  nd the prioritiz tion  nd sequencing of resources  cross eight or more 

imp cted st tes. Module Two consisted of two  ctivities  nd included p rticip nt inter ction  cross  ll st te 

groups  nd t bles. P rticip nts e ger to explore other org niz tions’ perspectives enriched the experience 

 nd furthered the le rning opportunities. 

Much of the positive reviews from the exercise responded th t the mixture of energy sector  nd Feder l 

 nd st te emergency m n gement represent tives w s critic l to underst nding how the public-priv te 

coordin tion would likely occur. M ny of these org niz tions  re very f mili r with the coordin tion  t   

rel tively sm ll-sc le incident. However, the scen rio of  m jor New M drid e rthqu ke would imp ct over 

eight st tes directly, which reside within four different FEMA regions, is divided by one of the N tion’s 

longest  nd widest rivers,  nd includes millions of residents, not to mention signific nt supply ch in 

infr structure for the he vily popul ted e st co st  nd m nuf cturing of the upper Mid-West. An incident 

such  s th t presented cre tes  signific nt incident comm nd  nd coordin tion ch llenge. 

By d y nine post-e rthqu ke, it c n be expected th t st tes will reg in sembl nce of coordin tion  nd 

situ tion l  w reness within the directly imp cted region. As th t is occurring, the number of resources  nd 
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 id will be overwhelming if  coordin ted structure is not est blished. P rticip nts identified the likelihood of 

multiple unified coordin tion groups (UCGs) est blished  cross the Mississippi River. FEMA’s ch llenge 

will be coordin ting how resources  re then distributed to the st tes through the UCGs. With  t le st eight 

st te governors  nd four FEMA region l coordin tors vying for the s me resources, vit l determin tions on 

required resources will need to be determined. Exercise p rticip nts  greed this process, no m tter how 

stre mlined will result in neg tive feedb ck  nd likely frustr tion. Although m ny in the room  ssumed   

multiple UCG effort would be the process, it w s not fully understood if it w s the  pproved pl n, for which 

st tes  nd the response community should pl n tow rds. 

Finding (1.4): Participants made assumptions on how FEMA and the Federal government would 

coordinate and prioritize Federal response resources and aid across the eight states and four 

regions. 

M ny p rticip ting org niz tions expect to see conflicting requests for resources or restor tion to specific 

 re s. Utilities responsible for this restor tion m y be c ught in the middle between multiple comm nd 

structures  t the Feder l, st te  nd joint levels. The coordin tion with  nd between the Emergency Support 

Function #12 Energy, led by DOE  t the Feder l level  nd found within e ch st te’s structure, will work to 

 llevi te the duplic tive t sking  nd prioritiz tion concern. 

Cross-sector coordin tion will be critic l to resource deployment  nd the decision-m king process for the 

energy sector. P rticip nts  greed th t coordin tion with ESF #1 Tr nsport tion, is of prim ry import nce 

to underst nd  v il ble routing of mutu l  id restor tion crews. P rticip nts  greed th t mutu l  id 

networks would  rrive to the imp cted region from the  ppropri te side of Mississippi River,  nd unlikely to 

 ttempt crossing the river bec use of infr structure d m ge or limited  ccess/prioritiz tion. Due to the 

complic ting f ctor of  winter scen rio, some org niz tions presented the ch llenge of restor tion crews 

needing to demobilize e rly to support their home  re of service. The electricity tr de  ssoci tions cl rified 

th t mutu l  id t sk forces would be est blished to  ssist in the over ll coordin tion of resources to include 

the need to demobilize or re-loc te restor tion crews. 

P rticip ting utilities identified continued concerns over credenti ling  nd pl c rding  cross st te 

bound ries. As most service  re s n tur lly cross st te bound ries, mutu l  id crews not from the 

imp cted region, m y be unf mili r with the individu l st te credenti ling  nd pl c rding processes. 

Although one emergency m n gement represent tive specified the process likely to occur in their st te, it 

w s uncle r if e ch st te would follow the s me process. As no Feder l represent tive w s  w re of  n 

overruling process bec use of the n ture of  multi-st te incident, uncert inty  nd possible del y could 

result from restor tion crews moving between st te lines. 

Finding (1.5): Uncertainty of process for credentialing and placarding of mutual aid restoration 

crews for crossing state borders. 

B sed on recent hurric ne incidents, p rticip nts emph sized the need for closer coordin tion with l w 

enforcement. A m jor e rthqu ke, simil r to  m jor hurric ne, would c use disruption of needed lifelines, 

short ges of l w enforcement offici ls  nd potenti l bre kouts of l wlessness. A signific nt difference with 

 m jor hurric ne is,  n e rthqu ke is no-notice, c using  serious shock to  n unprep red popul tion. 
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Options for security support m ybe required for restor tion crews entering potenti lly d ngerous  re s  s 

well  s drivers providing fuel tr nsport  nd delivery. As restor tion resources  re supplied to the imp cted 

region, p rticip nts considered these v lu ble m teri ls in l rge st ging  re s m y require security. 

Finding (1.6): Security of fuel delivery, restoration materials and crews may require law 

enforcement support, which is likely limited. 

P rticip nts  greed th t in the scen rio presented, identifying st ging  re s for mutu l  id restor tion 

crews will require coordin tion with Feder l  nd st te response UCGs. In  ddition to m ximizing security 

 nd s fety requirements found  t Feder l  nd st te st ging  re s, utilities could  lso benefit from the 

signific nt logistic l support infr structure to  void depleting  lre dy low resources to rem ining survivors in 

the region. Although the question of priv te sector using Feder l  nd st te resources  t st ging  re s h s 

not been refuted nor confirmed. 

Finding (1.7): Uncertainty of private sector restoration crews are legally permissible to co-locate 

and use resources at Federal and state staging areas. 

P rticip nts cited  recent re l-world concern th t would likely present itself in  n e rthqu ke scen rio with 

 bro d imp ct  re  nd competing org niz tions for the s me resources. In the re l-world incident,  s 

mutu l  id restor tion crews  ttempted to use contr cts with hotels, food vendors,  nd other logistic l 

support, Feder l contr cts would supersede  nd subsequently elimin te the resource for the utility to use. 

This conflict of superseding contr cts could del y restor tion  nd cre te d ngerous conditions for 

restor tion crew s fety. 

Finding (1.8): As demonstrated in real world incidents, contracts between private sector entities 

and a logistical resource has been superseded by Federal contracts with the resource, regardless if 

both are in support of the same response effort. 

M ny p rticip nts identified  concern of not underst nding the me ning of cert in response  nd recovery 

terminology. In the efforts of stre mlining public  nd priv te response to  n incident, terminology is 

essenti l to ensure cl rity  nd direction for the joint effort. Feder l  nd st te emergency m n gers  lso  re 

unf mili r with industry terminology  nd me ning to include such terms like  ‘crew,’ pert ining to 

restor tion resources, but unknown to the number of workers which m ke  crew. This l ck of  n  greed 

upon common terminology  nd me ning could hinder  nd del y the effort for public-priv te coll bor tion for 

response to signific nt incidents th t require such  rel tionship. 

Finding (1.9): Lack of agreed upon terminology and meaning of response and restoration resources 

between industry, Federal and state emergency management organizations. 

Module Two identified m ny findings likely to be encountered within the first two weeks of response by   

unified coordin tion effort. P rticip nts overwhelmingly  greed th t response to  n incident of this size 

would require signific nt public-priv te coordin ted response. Cross-sector coordin tion would  lso be 

required  nd integr ted in most critic l response  nd restor tion decisions. Some p rticip nt observ tions 

from this module th t did not necessit te  finding included the following: 
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• Although the G sBuddy  pplic tion is  useful source for  w reness pert ining to whether g s 

st tions  re open/closed  nd in some c ses perceived to h ve g s supply, it does not specify if the 

g s st tion h s electricity to oper te the pumps. Furthermore, if the st tion is oper ting, individu ls  t 

the st tion m y not be  ble to upd te the  pplic tion due to unreli ble wireless in the region. Crowd 

sourcing  pplic tions require upd tes to ensure  ccur cy of the d t its presenting. 

• Dep rtment of Defense (DoD) bridging  ssets m y support connecting both sides of the Mississippi 

River, however DoD represent tives st ted th t some bridging  ssets m y restrict use of shipping up 

 nd down the river. Such  ssets th t could be deployed swiftly  re required to flo t upon the river. 

Debris flo ting down river could  lso hinder tempor ry bridging. 

• In  ddition to signific nt fuel supply ch in imp cts  cross the E stern se bo rd  nd the upper Mid-

West regions, it is conceiv ble fuel exports to C n d could be reduced to ensure fuel supply 

short ges  re reduced elsewhere n tion lly. 

• Interdependence with the r il lifeline w s emph sized in numerous convers tions. Simil r to the 

reli nce upon b rging on the Mississippi River, r ilro ds  re critic l to the Mississippi V lley for 

energy sector gener tion, tr nsport tion  nd resources. Signific nt reli nce on moving fuels from  nd 

through the region m y need to be repl ced by trucking or rerouted, potenti lly perm nently. 

MODULE THREE: Demobiliz tion  nd Recovery 
Module Three  ddressed demobiliz tion of initi l response resources, tr nsition to  ddition l resources  nd 

the ph sing into long term restor tion  nd recovery  ctions. This module focused on d ys 10-12  fter the 

initi l e rthqu ke. Progress is being  chieved in restor tion of services where possible. Serious decisions 

in rebuilding signific ntly d m ged  re s become politic l hot topics. The restor tion rhythm becomes 

routine  nd longer-term recovery projects come to the forefront for consider tion. 

As this module progressed, pl nners decided to shift discussion  w y from sm ll groups  nd opened the 

forum for  collective room discussion. Most topics in this module yielded to  bro der convers tion with 

v rious subject m tter experts in the room. As  result, positive feedb ck for this  d hoc decision w s 

reflected in p rticip nt feedb ck forms. 

Although throughout the exercise public mess ging w s  reoccurring topic, this module  nd the pl yer hot 

w sh reflected signific nt convers tion. Public  nd priv te communic tors would h ve pushed inform tion 

 s soon  s possible to control the progress of the n rr tive. As soon  s connectivity would  llow, pro ctive 

mess ging would be provided through soci l medi , websites,  nd other  ccessible forms of 

communic tion. By p ssive trigger, p rticip nts  greed utility org niz tions would send communic tors to 

pre-determined joint inform tion centers to ensure the org niz tion’s mess ge is synchronized with st te 

 nd loc l emergency m n gers. M ny p rticip nts were unf mili r with Feder l communic tion 

coordin ting mech nisms such  s the Priv te Sector Incident Communic tions Coordin tion Line (PICCL). 
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P rticip nts  lso recommended exercises specific lly reviewing public mess ge coordin tion  t  ll levels 

 nd if different h z rds ch nge the  ppro ch or process. 

Finding (1.10): Participants were unfamiliar with public messaging coordination at the Federal, 

state, local and industry levels. 

Simil r to public mess ging, reporting of situ tion l  w reness w s discussed throughout e ch module. 

However, the spotlight on reporting w s focused on FEMA’s rel tively new term  nd concept, ‘community 

lifelines.’ M ny p rticip nts were un w re of the term or its imp cts on industry reporting. Some 

p rticip nts provided cl rity reg rding its purpose  s it pert ins to c tegorizing  nd concentr ting d t for 

senior government offici ls regul rly. But  s  d t provider, industry represent tives were interested in 

wh t ch nges they m y see in their reporting or coordin tion efforts with Feder l  nd st te response 

efforts. 

Finding (1.11): Participants were unfamiliar with FEMA’s new Community Lifelines concept, 

process, and expectations for private sector integration. 

As the exercise ne red its scheduled conclusion, longer term recovery issues were discussed in the 

plen ry form t. P rticip nts emph sized the resource str in will occur following fuel  nd chemic l spills 

induced by the e rthqu ke, resulting in longer term environment l responses. Simil r to g s fires expected 

immedi tely following the e rthqu ke, fuel  nd chemic l spills will  lso del y  comp ny’s  bility to restore 

pipelines e rly. A comp ny will h ve signific nt reprioritiz tion throughout the first week of response. 

Another cross-sector item w s identified reg rding fin nci l imp cts industry org niz tions will incur due to 

the del y of insur nce p yments  nd potenti l outright b nkruptcy of some insur nce institutions. However, 

p rticip nts posited the need for the sub-sectors to consider simil r trusts to th t which h s been 

est blished within the nucle r sector. A multi-million doll r investment m y require 10+ ye rs of 

contributing, but  n e rthqu ke of this size will very likely force the closure of m ny utilities  nd Feder l  id 

in support m y not  llevi te the entire fin nci l str in. 

Module Three bec me  mixed  ssortment of different long-term response, restor tion  nd recovery topics. 

C sc ding imp cts were discussed to include the imp ct of the scen rio t king pl ce during the winter 

months, where regions of the country rely on prop ne or n tur l g s for he ting of homes  nd businesses. 

P rticip nts  lso identified the need to be  w re of the conditions by which restor tion crews were working. 

Severe we ther m y  dversely imp ct or del y restor tion processes. Also, in winter, the number of 

d ylight hours  re less for crews to oper te s fely. 

As discussion concluded,  couple p rticip nts stressed the concern th t others downpl yed the potenti l 

signific nt  nd widespre d d m ge to the critic l infr structure following  New M drid e rthqu ke. 

Although exercises such  s this one provide opportunities for energy sector org niz tions to better 

underst nd response  nd restor tion processes, this incident will focus less on restor tion, but r ther 

rebuilding where possible. D m ge to the region could be fin nci lly crippling  nd physic lly  ltering. An 

incident such  s the one presented would stress the energy sector in w ys which no other incident in 

history h s before. Exercises such  s Cle r P th provide the sector  n opportunity to prep re itself, identify 
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 re s th t c n be improved, build rel tionships  cross the community  nd most import ntly  sk the ‘wh t if’ 

question tod y, so th t tomorrow we  re closer to the  nswer. 
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APPENDIX A: PARTICIPATING 

ORGANIZATIONS 
Ameren 
Americ n Fuel  nd Petrochemic l M nuf cturers 
Americ n G s Associ tion 
Americ n Petroleum Institute 
Americ n Public Power Associ tion 
Associ tion of Americ n R ilro ds 
Associ tion of Metropolit n W ter Agencies 
Atmos Energy 
Big Rivers Electric Cooper tive 
Bl ck Hills Corpor tion 
Buckeye P rtners 
CenterPoint Energy 
Centr l United St tes E rthqu ke Consortium 
CenturyLink 
Ch rter Communic tions 
City of Memphis (TN) Emergency M n gement 
Commonwe lth of Kentucky - Emergency 
M n gement 
Commonwe lth of Kentucky - Energy & 
Environment l C binet 
CPS Energy 
Devon Energy 
Downstre m N tur l G s Inform tion Sh ring  nd 
An lysis Center 
Duke Energy 
E st Kentucky Power Cooper tive 
Edison Electric Institute 
EIS Council 
Electricity-Inform tion Sh ring  nd An lysis Center 
Energy Tr nsfer P rtners 
Entergy 
Feder l Energy Regul tory Commission 

FedEx 
Ingr m B rge 
J ckson Purch se Energy Corpor tion 
Kinder Morg n 
Liberty Utilities 
M gell n Midstre m P rtners 
M r thon Petroleum 
Me de County Rur l Electric Cooper tive 
Memphis Light G s  nd W ter 
Midcontinent Independent System Oper tor 
Murphy Oil USA 
N tion l Associ tion of Regul tory Utility 
Commissioners 
N tion l Associ tion of St te Energy Offici ls 
N tion l Energy Technology L bor tory 
N tion l Governors Associ tion 
ONE G s 
Petroleum M rketers Associ tion of Americ  
Phillips 66 
Shelby County (TN) Emergency M n gement & 
Homel nd Security Office 
Society of Americ n Milit ry Engineers 
Spire Energy 
St te of Ark ns s - Army N tion l Gu rd 
St te of Ark ns s - Dep rtment of Environment l 
Qu lity 
St te of Mississippi - Emergency M n gement 
Agency 
St te of Missouri - St te Emergency M n gement 
Agency 
St te of Tennessee - Air N tion l Gu rd 
St te of Tennessee - Army N tion l Gu rd 
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St te of Tennessee - Dep rtment of Environment 
 nd Conserv tion 
St te of Tennessee - Emergency M n gement 
Agency 
St te of Wisconsin - Office of Energy Innov tion 
Tennessee Electric Cooper tive Associ tion 
Tennessee G s  nd Convenience Store 
Associ tion 
Tennessee Petroleum Council 
Tennessee V lley Authority 
Tennessee V lley Public Power Associ tion 
US Dep rtment of Homel nd Security (DHS) -
Cybersecurity  nd Infr structure Security Agency -
Regions IV, VI, VII Offices 
US DHS - Feder l Emergency M n gement 
Agency (FEMA) - N tion l Exercise Division 
US DHS - FEMA - Office of Response  nd 
Recovery 
US DHS - FEMA - Regions IV, V, VI, VII Offices 
US DHS - US Co st Gu rd 

US Dep rtment of Defense (DoD) - Defense 
Logistics Agency - Energy Americ s 
US DoD - US Air Force 
US DoD - US Army Corps of Engineers 
US DoD - US Northern Comm nd 
US Dep rtment of Energy (DOE) - Office of 
Cybersecurity, Energy Security  nd Emergency 
Response 
US DOE - Volpentest H z rdous M teri ls 
M n gement  nd Emergency Response Feder l 
Tr ining Center 
US Dep rtment of Tr nsport tion (DOT) - Feder l 
Highw y Administr tion 
US DOT - Pipeline  nd H z rdous M teri ls 
S fety Administr tion 
US Nucle r Regul tory Commission 
V lero Energy 
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APPENDIX B: ACRONYMS 
AAR After Action Report 

CESER Office of Cybersecurity, Energy Security  nd Emergency Response 

COP Common Oper ting Picture 

CPVII Cle r P th VII 

DHS Dep rtment of Homel nd Security 

DOD Dep rtment of Defense 

DOE Dep rtment of Energy 

DOI Dep rtment of Interior 

DOJ Dep rtment of Justice 

DOS Dep rtment of St te 

DOT Dep rtment of Tr nsport tion 

E-ISAC Energy-Inform tion Sh ring  nd An lysis Center 

EOC Emergency Oper tions Center 

EPA Environment l Protection Agency 

ESCC Electricity Subsector Coordin ting Council 

ESF Emergency Support Function 

FEMA Feder l Emergency M n gement Agency 

ICS Incident Comm nd System 

ISER Infr structure Security & Energy Restor tion 

MMI Modified Merc lli Intensity Sc le 

NMSZ New M drid Seismic Zone 

NRCC N tion l Response Coordin tion Center 

NRF N tion l Response Fr mework 

ONG Oil & N tur l G s 

PUC Public Utilities Commission 

RRCC Region l Response Coordin tion Center 

RSF Recovery Support Function 

SitM n Situ tion M nu l 

SME Subject M tter Expert 

TTX T bletop Exercise 

USCG U.S. Co st Gu rd 
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