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December 18, 2014

The Honorable Ernest Moniz
Secretary of Energy
Washington, D.C. 20585

Dear Mr. Secretary:

In a letter dated October 25, 2013, you asked the National Petroleum Council (NPC) for advice
about Natural Gas and Oil Infrastructure Resilience (emergency preparedness for natural disasters).
Your letter noted that recent natural disasters “have underscored the importance of having resilient
oil and natural gas infrastructure and effective ways for industry and government to communicate to
address energy supply disruptions,” and you specifically requested that the NPC address the following
key questions:

e What vulnerabilities have recent storm activity exposed in U.S. energy infrastructure?

e What legal, procedural, and physical gaps need to be addressed by industry and government to
improve response to disruptions?

e What strategies should be pursued to increase energy system resilience to storms and other
potential disruptions?

e What actions can be taken to address the interdependencies between oil and natural gas systems
and other critical infrastructure?

The attached report, Enhancing Emergency Preparedness for Natural Disasters, is the NPC’s
response to your request based on over a year of review and analysis. The study team reviewed reports
from recent natural disasters and collected insights through focused discussions with more than
100 experts and emergency response professionals from federal, state, and local governments, trade
associations, industry, and non-government organizations. Based on this study, the Council found:

e It is critically important for government emergency response organizations to have a baseline
understanding of the dynamic nature of the oil and gas supply chains.

e Improved situational awareness about the status of oil and gas infrastructure and service
disruptions from industry would enable the Department of Energy (DOE) and other government
agencies to more effectively respond.

¢ A major challenge during emergency response is effective communication between and within
federal and state agencies and with industry.

¢ The development and maintenance of a trained, knowledgeable response organization within
government agencies should be a priority with processes to sustain it.

e Leadership commitment and funding is required to continuously improve and ensure a state of
readiness to respond to supply chain disruptions.

To address these issues, the Council offers seven primary recommendations—they fall into
two broad categories: (1) leveraging institutional frameworks that are appropriately staffed and
(2) maintaining readiness through sustaining mechanisms to address interdependencies, enhance
capabilities, and continuously improve. This management system approach, applied rigorously by
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industry and government, has been proven to increase energy system resilience to storms and other
potential disruptions by enhancing preparedness and speeding response and recovery. The Council
makes the following recommendations:

e Harmonize DOE’s energy response team structure with the National Incident Management
System (NIMS) Incident Command System (ICS).

¢ Leverage the Energy Information Administration’s subject matter expertise within DOE’s energy
response team to improve supply chain situation assessments.

e Establish company liaisons and direct communication with DOE’s energy response team to
improve situation assessments.

¢ Streamline and enhance processes for obtaining temporary regulatory relief to speed up recovery.

e States should increase engagement with the oil and natural gas industry in their energy assurance
plans, and industry members should assist states in such efforts.

¢ Both DOE and states should establish routine education and training programs for key
government emergency response positions.

e Both DOE and states should improve their comprehensive drill and exercise programs and
include industry participation. Reciprocal invitations extended by companies to DOE and states
are recommended.

Implementing the study recommendations will build upon the progress already underway in
advancing DOE’s emergency response capability. Implementation of ICS, enhancing organizational
capabilities, and building sustaining mechanisms—including education, training, drills, and exercises—
are key actions to substantially improve situational awareness and the Department’s capability to
respond to disasters. The government and industry share a commitment to prepare for, mitigate the
impacts from, and respond to the energy supply disruptions caused by natural disasters. The nation
will benefit from improved systems and processes that result from that shared commitment to educate
each other and communicate through a disciplined, practiced process.

Leadership commitment is a core element for a systems approach to incident preparedness and
response. Senior government officials and industry executives, alike, set expectations and provide the
resources for staffing, education, and training. Capturing the benefit expected from implementation of
the study recommendations requires leadership commitment visible within respective organizations
and accountability at all levels. The nature of managing significant incidents requires that participants
at all levels have functional expertise in the systems presented in this report, including agency and
industry executives.

Robust and resilient energy delivery infrastructure is vital to America’s ability to develop its vast
oil and natural gas resources, with far-reaching impacts to nearly every sector of the U.S. economy. As
new policies are considered and infrastructure designs are reviewed, government policymakers should
consider not only the project’s environmental impact, but also the benefit to infrastructure resiliency
and overall energy efficiency.

Approval of this report represents the NPC membership’s commitment to work with DOE to
implement these recommendations. While managing disaster response will always entail uncertainties
and raise new challenges, creating a dynamic response system and mechanism for continuous
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improvement will serve the public, restore energy delivery as quickly as possible, and minimize adverse
impacts to public health and the economy.

Similarly, industry recognizes the value of continuous improvement in company-specific activities,
and also in support of DOE efforts. Accordingly, the study recommends that industry:

¢ Establish the link between company liaisons and DOE energy response teams to support situation
assessment.

e Through the Oil and Natural Gas Sector Coordinating Council, expand support of preparedness
and response including education and outreach, training, and joint government-company drills
and exercises.

e Support government efforts to enhance their energy assurance plans including consideration of
interdependencies.

NPC and DOE leadership anticipate that the recommendations will start to be implemented in
2015 in advance of the hurricane season, and a joint exercise will be conducted in 2015 to test the key
recommendations of the study. The Council looks forward to sharing this study and its results with you,
your colleagues, and broader government and public audiences.

Respectfully submitted,

James T. Hackett
Chair

Attachment
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Emergency Preparedness

PREFACE

NATIONAL PETROLEUM COUNCIL

he sole purpose of the National Petroleum
Council (NPC) is to provide advice to the

federal government. At President Harry
Truman’s request, this federally chartered and
privately funded advisory group was established
by the Secretary of the Interior in 1946 to repre-
sent the oil and gas industry’s views to the federal
government: advising, informing, and recom-
mending policy options. During World War II,
under President Franklin Roosevelt, the federal
government and the Petroleum Industry War
Council worked closely together to mobilize the
oil supplies that fueled the Allied victory. Presi-
dent Truman’s goal was to continue that success-
ful cooperation in the uncertain postwar years.
Today, the NPC is chartered by the Secretary of
Energy under the Federal Advisory Committee
Act of 1972.

Over time, Council membership has increased
in both number and diversity. Approximately
200 in number, Council members are selected by
the Secretary of Energy to assure well-balanced
representation from all segments of the oil and
gas industry, academic, financial, research, Native
American, and public interest organizations and
institutions. The Council provides a forum for
informed dialogue on issues involving energy,
security, the economy, and the environment in
an ever-changing world. A further description of
the Council and a list of members can be found in
Appendix A and at www.npc.org.

STUDY REQUEST

By letter dated October 25, 2013, a copy of
which is contained in Appendix A, Secretary of

Energy Ernest Moniz formally requested the Na-
tional Petroleum Council’s advice on three topics:

e Natural gas and oil infrastructure resilience
(emergency preparedness for natural disasters)

e Maximizing the climate benefits of natural gas
(detection and reduction in methane emissions)

e Arctic research (technology advances needed
and research to be pursued by DOE).

This report addresses the first of his requests.
On that topic, the Secretary noted that recent nat-
ural disasters “have underscored the importance
of having resilient oil and natural gas infrastruc-
ture and effective ways for industry and govern-
ment to communicate to address energy supply
disruptions.” He further noted that “key ques-
tions to be addressed on this topic include:

e What vulnerabilities have recent storm activity
exposed in U.S. energy infrastructure?

e What legal, procedural, and physical gaps need
to be addressed by industry and government to
improve response to disruption?

e What strategies should be pursued to increase
energy system resilience to storms and other
potential disruptions?

e What actions can be taken to address the inter-
dependencies between oil and natural gas sys-
tems and other critical infrastructure?”

The Council accepted this request from the
Secretary and the NPC Committee on Emergency
Preparedness was established to supervise prepa-
ration of a draft report for the Council’s consid-
eration. The Committee’s leadership consisted
of a Chair, three Vice Chairs, and a Government
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Cochair. The Council also established a Coordi-
nating Subcommittee to support the Committee.
Additionally, four subgroups were established
subordinate to the Coordinating Subcommit-
tee—Analysis and Planning, Communication and
Information Management, Oil and Natural Gas
Supply Chains, and Legal and Regulatory. Due to
the interconnection of the subject matters under
review by the Supply Chain and Communication
subgroups, these subgroups worked in collabora-
tion. The organization of the study committees
is shown in Figure 1, and Table 1 lists those who
served as leaders of the groups that conducted the
study’s analyses. Rosters of the study groups are
contained in Appendix B.

STUDY SCOPE

The NPC emergency preparedness study pro-
vides advice on how the oil and natural gas indus-
try and government at all levels can better pre-
pare for and respond to defined emergencies. The
scope of the study was approved by the NPC in
January of 2014, and bounded by the time and
resources required for the NPC to conduct the
appropriate analysis of the issues and to pro-
vide meaningful, actionable, and timely advice
in response to the Secretary’s request. Emergen-
cies considered in this study included significant

disruptions to oil and gas supply chains such as
what might occur from hurricanes, earthquakes,
floods, or other natural disasters, but not disrup-
tions caused by sabotage, cyber-attacks, or other
catastrophic events. Also explicitly excluded from
the scope was facility hardening, which had been
addressed in previous reports such as the August
2010 DOE study Hardening and Resiliency: U.S.
Energy Industry Response to Recent Hurri-
cane Seasons. Examination of strategic product
reserves was also excluded from the study scope
due to time and resource constraints.

The Department of Energy is responsible
for addressing all types of energy emergencies
beyond those considered for this study. Although
this study focuses on a limited number of emer-
gency scenarios, the outcomes from this study will
be useful to DOE and industry in responding to
impacts from a much broader range of potential
incidents and vulnerabilities that result in energy
emergencies.

Based on the study request and subsequent
interactions with DOE representatives, the
following key topics of interest to the Department
of Energy were identified and addressed:

¢ Actions by government and industry to
improve their interactions to prepare for and

NATIONAL PETROLEUM COUNCIL

NPC STUDY COMMITTEE

COORDINATING SUBCOMMITTEE

ANALYSIS AND

PLANNING SUBGROUP

COMMUNICATION AND
INFORMATION MANAGEMENT

OIL AND NATURAL GAS
SUPPLY CHAINS

LEGAL AND
REGULATORY

Figure 1. Structure of the Emergency Preparedness Study Team
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Table 1. Emergency Preparedness Study Leaders

respond to emergencies that can disrupt oil
and natural gas supplies and other depen-
dent critical services

— Understanding, implementing, and practic-
ing institutional frameworks for effective
communication and collaboration

— Improving ongoing education and outreach
at multiple levels of government and industry

¢ Data, technologies, or other capabilities to

improve situation assessment

— Understanding the nature and severity of
emergencies as they progress

— Assembling and summarizing damage assess-
ments of the oil and natural gas infrastruc-
ture and system-wide impacts to supply
chains and their interdependencies
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— Developing information to support decision-
making and action-planning to effectively
manage and expeditiously recover from sup-
ply disruptions

¢ Legal, procedural, or physical challenges to
emergency response and restoration, and
strategies to improve emergency prepared-
ness and resiliency

— Identify potential regulatory relief and a stan-
dardized, expedited process for temporarily
removing regulatory requirements

— Ascertain support required for emergency
supplies and resources (people, equipment)
to speed recovery

— Highlight policy changes to enable increased
resiliency in the fuel distribution system,
including expeditious recovery from disrup-
tions in the event of emergencies

e Strategies to address interdependencies
among oil and natural gas and other critical
infrastructure.

PREVIOUS NPC WORK
ON EMERGENCY PREPAREDNESS

The NPC has addressed emergency prepared-
ness issues in many of its earlier reports. Specific
advice has been provided on the role of public
and private stocks during emergency situations,
understanding and estimating refining and prod-
uct transportation capacities, and the availability
of real-time industry information. Advice has
also been provided on legal issues that must be
considered during emergency situations, tactics
and strategies for cyber protection, and issues
related to international interactions. Three NPC
reports focusing on issues related to emergency
preparedness contain very useful advice: Petro-
leum Storage & Transportation — Volume 1II,
System Dynamics (1989); Industry Assistance to
Government — Methods for Providing Petroleum
Industry Expertise During Emergencies (1991);
and Securing Oil and Natural Gas Infrastruc-
tures in the New Economy (2001). However, the
increased segmentation of facility ownership/
operatorship points to a need for an improved
communications process during energy emer-

gencies to both assess the situation and coordi-
nate the response, as well as a need for improved
planning, education and drills and exercises pro-
grams.

The 1991 NPC report, Industry Assistance to
Government, offered three distinct types or lev-
els of support by the petroleum industry that were
considered in this study:

¢ Company Emergency Contacts (Level 1), for use
in all types of supply disruptions and emergen-
cies. Recommendations to improve the effec-
tiveness, quality, and timeliness for this sup-
port level are developed in this study.

e Executive Advisory Group (Level 2), where
the Secretary calls upon a cross-section of the
petroleum industry to provide group advice and
counsel. As noted in the 1991 report, and dis-
cussed in this report, the information that can
be discussed at such meetings is limited due to
competitive and antitrust concerns.

e National Defense Executive Reserve (Level 3),
where conflict of interest concerns have been
and continue to be major impediments and
would require legislative action to address.

The current study, building on the prior stud-
ies and accounting for the changing supply chains
and industry dynamics, focuses primarily on the
area of the first recommendation, and provides
extensive information about how to enhance the
information flow and communications between
industry members and the government.

The second 1991 recommendation remains
unchanged as the Secretary may call an ad hoc
meeting of industry executives to discuss an event
of national significance. This study also discusses
a possible use of a Voluntary Agreement under
the Defense Production Act to provide additional
direct assistance to the Secretary in a very rare
major disaster. For antitrust and competitiveness
reasons, however, companies may be reluctant to
participate in such a Voluntary Agreement.

This study does not address the third 1991 rec-
ommendation, the National Defense Executive
Reserve concept, since it is not of current interest
to the Department.
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STUDY METHODOLOGY

The study methodology consisted of two main
components. First, after-action reports from
previous natural disasters were reviewed, and
key findings and lessons from these reports were
identified.* A summary of the after-action reports
can be found in Appendix C.

Second, a series of four engagement sessions
were held to gather input from multiple levels of
government, a broad spectrum of industry, and
other stakeholder representatives on a regional
basis to solicit their thoughts, concerns, and
advice on ways to improve preparation, response,
and recovery in the event of natural disasters. The
invitation to the engagement sessions explained:
“The study will focus on the petroleum industry
supply chains, market dynamics, interdepen-
dencies, the challenges posed when adversely
impacted by natural disaster events, and the
framework to restore normal operations and
expeditiously supply consumers with fuel (includ-
ing refined products and natural gas). We need
your input to provide the Secretary of Energy
advice on strategies and actions to i) enhance
communications between the petroleum industry
and government, as well as interdependent indus-
tries like electricity and transportation, to enable
informed decisions in a dynamic environment
and ii) improve emergency preparedness and sup-
ply chain resiliency.”

In advance of the engagement sessions, par-
ticipants were provided background information
to help focus the discussions during the sessions.

1 An after-action report is a formal analytical document intended
to serve as an aid to performance evaluation and improvement,
by registering situation-response interactions, analyzing critical
procedures, determining their effectiveness and efficiency, and
proposing adjustments and recommendations.

A summary of the input received can be found in
Appendix D.

Based on the review of the after-action item
reports and the output from the engagement ses-
sions, the Supply Chain, Communications, and
Legal/Regulatory subgroups, with the input of a
wide array of industry experts, developed draft
findings and recommendations for consideration
by the Coordinating Subcommittee and ultimately
the Study Committee and the Council.

REPORT STRUCTURE

The report presents background information
on the vulnerabilities identified from recent emer-
gency events and those identified during the study
sessions, and an overview of current dynamics
in the oil and natural gas sector and how those
dynamics impact emergency response. Based on
these factors, the report then presents the organi-
zational structures under and through which gov-
ernment and industry response teams can effec-
tively coordinate resources and share information
to respond to fuel supply chain disruptions. Spe-
cific recommendations regarding how to organize
teams and properly staff positions are provided.
Communication flows, requests for assistance,
and regulatory relief are some of the functions
that are expedited and facilitated through the
implementation of these organizational struc-
tures. Mechanisms for sustaining organizational
structures, planning for the management of inter-
dependencies in the supply chains, education, and
exercising for enhancing readiness and how those
endeavors can be supported through engagement
and policy considerations are explored. Finally,
the report presents three theoretical scenarios
of varying size and complexity to illustrate how
the mechanisms and structures presented in this
report could be applied to actual incidents.
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EXECUTIVE SUMMARY

INTRODUCTION

ecent natural disasters affecting U.S. oil
and natural gas infrastructure and opera-

tions, including Superstorm Sandy in 2012,
prompted the U.S. Department of Energy (DOE)
to seek enhancements to improve energy system
resiliency and mechanisms for improving pre-
paredness and response to fuel supply disrup-
tions.

As part of the federal government’s review, the
Secretary of Energy requested the National Petro-
leum Council’s advice on how best to minimize
the impact of energy disruptions to public health
and the economy. In his letter to the NPC, the
Secretary of Energy formally requested advice
on natural gas and oil infrastructure resilience to
natural disaster impacts. Through additional dis-
cussion, the Department of Energy requested spe-
cific, actionable steps that would improve prepa-
ration and response to natural disasters through
improved communications, information sharing,
organizational structures, and advance planning.

The federal government has an important role
in supporting and assisting the preparedness and
response efforts of industry as well as local and
state governments. The oil and gas industry has
the primary role in helping our nation prepare for,
respond to, and recover from the broad range of
potential emergency situations that can disrupt
the normal operations of energy supply systems.
After a disruptive event, returning the energy sys-
tem to steady state operations as quickly as pos-
sible is a goal shared by both the oil and natural
gas industry and the government. Companies
have systems in place for responding to supply

chain disruptions. Government organizations,
from local fire departments all the way to the
White House, also have systems for responding to
emergencies. This study seeks to identify oppor-
tunities to improve the interactions between the
federal government and industry with the goal of
improving response and expediting recovery.

Resiliency means the ability to absorb,
adapt, and/or rapidly recover from a disrup-
tive force such as a hurricane.

Under normal conditions, the U.S. oil and natu-
ral gas supply chains—from production of crude
oil and natural gas, through transportation and
processing, to distribution to retail facilities and
end users—are robust and highly resilient. This
resiliency can be witnessed almost daily as com-
panies involved in the production and distribu-
tion of fuels routinely make adjustments to their
systems to compensate for both planned and
unplanned temporary variations, including dis-
ruptions. These routine adjustments maintain a
steady supply of fuel to consumers. A key source
of this resiliency and robustness comes from
diversity of supply sources and diversity of distri-
bution channels, including the following:!

¢ 2.1 million miles of natural gas utility distribu-
tion and service pipelines providing service in
all 50 states

® 306,000 miles of wide-diameter, high-pressure
interstate and intrastate natural gas pipelines

1 Data in first four bullets are 2013 data from the Energy Informa-
tion Administration.
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® 192,000 miles of crude oil and petroleum prod-
ucts (gasoline, diesel, jet fuel, natural gas liq-
uids, etc.) pipelines

® 142 refineries nationwide
® 1,305 petroleum products terminals?

¢ 8,000 independent marketers of gasoline, pro-
pane, diesel, and home heating oil.3

The refineries, processing facilities, termi-
nals, pipelines, and other transportation systems
within the United States form the backbone of this
energy delivery system. Furthermore, the U.S. oil
and natural gas energy supply is largely a conti-
nental supply with 75% of oil and 93% of natural
gas demand being supplied from production in
the United States, Canada, and Mexico.

Diversity of both supply and distribution cre-
ates options that can be used to compensate when
components of the system are disrupted. Multi-
ple sources of supply, transportation modes, and
processing alternatives provide companies, and
the industry as a whole, the ability to shift supply
sources on fairly short notice if normal sources are
disrupted and to maintain supply to markets using
the most efficient and cost-effective method. As
has been witnessed, natural disasters can impact
the normal operations of energy infrastructure
and interrupt supply chains. In severe cases,
those disruptions can have far-reaching impacts.
Even after such large disruptions, the resiliency of
the supply chain system allows energy suppliers
to quickly restore supply.

Recent storm activity has highlighted the impor-
tance of a resilient U.S. energy supply system and
reinforced the need for industry and government
to establish more effective ways to communicate
and collaborate during energy supply disruptions.
Table 2 illustrates both the potential magnitude
and the range of impacts to energy systems and
infrastructure during recent storms. Each natural
disaster has unique elements and presents unique
challenges. An effective response system must be

2 IRS, “Terminal Control Number (TCN)/Terminal Locations
Directory,” updated October 21, 2014. http://www.irs.gov/Busi-
nesses/Small-Businesses-&-Self-Employed/Terminal-Control-
Number-TCN-Terminal-Locations-Directory.

3 The Petroleum Marketers Association of America, “About
PMAA,” http://www.pmaa.org/aboutpmaa/.

based on a sound foundational system and pro-
cesses and must also be adaptable to the specific
circumstances of the disruption.

The study team reviewed after-action reports
on these and other natural disasters and collected
insights through focused discussions with more
than 100 experts and emergency response profes-
sionals from federal, state, and local governments,
trade associations, industry, and non-government
organizations. A number of recurring issues and
challenges were identified, with the key opportu-
nities for action in three primary areas: enhancing
emergency preparedness, improving emergency
response, and speeding energy system recov-
ery. In developing its findings and recommen-
dations, the NPC has identified the need for a
commitment by DOE and industry to institu-
tionalize a system that will foster continuous
improvements as a key element of developing
and sustaining government and industry pro-
cesses to improve energy system resiliency.
Further, the NPC identified the following as guid-
ing principles in restoring the energy system to
steady state operations:

® Response to supply chain emergencies are best
managed when there is advance planning, pre-
paredness, and private and public sector col-
laboration.

¢ Collaboration and coordination of activities and
resources are enabled through adhering to the
established common frameworks and manage-
ment systems.

¢ Allowing markets to function normally provides
for the quickest and most efficient restoration
of supply to impacted areas.

¢ Industry must conduct its operations in compli-
ance with the law.

¢ Industry is responsible for restoring oil and gas
supply.

e Priority for electricity restoration should be on
critical infrastructure.

e Supply chain interdependencies across seg-
ments/regions should be recognized.

e Regulatory barriers to restoring supply should
be removed through government-issued tem-
porary regulatory relief, where possible.

8 ENHANCING EMERGENCY PREPAREDNESS FOR NATURAL DISASTERS


http://www.irs.gov/Businesses/Small-Businesses-&-Self-Employed/Terminal-Control-Number-TCN-Terminal-Locations-Directory
http://www.irs.gov/Businesses/Small-Businesses-&-Self-Employed/Terminal-Control-Number-TCN-Terminal-Locations-Directory
http://www.pmaa.org/aboutpmaa/

Event Geographic Area
Superstorm New York, New Jersey,
Sandy Northeastern U.S.
2012
Hurricanes Gustav - Louisiana
g;;t:v"ke lke - Texas
Hurricanes Katrina - Louisiana

Katrina/Rita
2005

Rita - Texas/Louisiana

Energy Impacts
e Extensive power outages in impacted areas
e Local liquid fuel distribution interrupted
e Natural gas distribution systems damaged
No impact to energy production systems; very limited
impact to energy processing/refining complex
e Extensive power outages in impacted areas
¢ 14 refineries offline, primarily in Louisiana

e Significant offshore oil and natural production shut-in but
largely recovered within 12 weeks (12 weeks after Gustav,
approximately 20% of production remained shut-in)

Hurricanes Gustav and lke made landfall within two weeks
of each other, increasing the impact across the energy
producing and processing Gulf Coast

e Extensive power outages in impacted areas

e 27 refineries offline because of the combined impacts of
both storms in Texas and Louisiana

e Historic outage of oil and natural gas production from the
Gulf of Mexico (12 weeks after Katrina, 90% of production
remained shut-in)

Hurricane Rita made landfall 26 days after Hurricane Katrina,

exacerbating the energy impact to the hub of natural gas
processing and oil refining for the United States

Table 2. Impacts of Recent Storms

FINDINGS

The NPC found that specific attention is mer-
ited for the following factors related to preparing
for and responding to oil and natural gas disrup-
tions:

e It is critically important for government
emergency response organizations to have
a baseline understanding of the dynamic
nature of the oil and gas supply chains.
There appear to be varied levels of understand-
ing within government agencies of the complex
nature of oil and gas (O&G) infrastructure,
interconnectivity across geographic regions,
interdependencies, and industry’s response
capabilities. A common understanding across
these organizations can be achieved through
increased training and education. A func-
tional knowledge of the O&G supply chains and
energy response plans is needed by emergency
response teams, private and public, to prepare

for and effectively and quickly respond to sup-
ply chain disruptions.

The O&G supply chains are complex, highly
dynamic, integrated geographically, and are
interdependent with other critical infrastruc-
ture—most notably the electric sector. Fur-
thermore, the supply network is changing sig-
nificantly with new crude oil and natural gas
production. Government understanding of
the supply chains and their interrelationships
is required to perform an adequate situation
assessment and to constructively respond to
private-sector requests. For example, federal
and state government consideration of fuel
waiver requests requires an understanding of
how a fuel shortage in one area can spread to
other areas. This supply chain interconnectiv-
ity was illustrated during hurricanes in 2005
and 2008, when storm damage from severe
winds and significant flooding on the U.S. Gulf
Coast, with its heavy concentration of refining
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capacity, disrupted local fuel supply as well as
fuel supply to the U.S. East Coast, which the
Gulf Coast region normally supplies. Similarly
in 2012, the storm damage from Superstorm
Sandy reduced product demand along the U.S.
East Coast, and created product containment
concerns for the Gulf Coast refiners that nor-
mally supply the East Coast. In addition, storm
damage can significantly impact community
infrastructure such as roads, utilities, and busi-
nesses, which can impede the pace and increase
the complexity of recovery.

Improved situational awareness about the
status of oil and gas infrastructure and ser-
vice disruptions from industry would enable
DOE and other government agencies to more
effectively respond. Providing an accurate
situation assessment is essential for decision-
making across federal agencies and is consistent
with DOE’s responsibilities as the lead federal
agency for the energy sector during a crisis. The
content of such an assessment should include
the nature and severity of the incident as the
emergency progresses, damage assessment of
the oil and gas infrastructure, and system-wide
impacts to supply chains and their interdepen-
dencies and to potential cascading implica-
tions. The development of the assessment also
requires a timely flow of information, analytical
tools, and knowledgeable staff.

A number of factors make it challenging to
compile and synthesize the supply system
information needed across federal agencies for
decision-making and for crafting accurate and
useful communications to the public—the con-
tinued expansion of the oil and gas supply chain
infrastructure, the diversification of asset own-
ership, and increasingly complex market struc-
tures, to name a few. The development of accu-
rate and useful situation assessment requires a
substantial level of energy supply chain exper-
tise. Converting energy supply data into action-
able information depends on a comprehensive
understanding of supply chain interdependen-
cies, infrastructure limitations, and the regula-
tory frameworks in which industry operates.

Emergencies challenge even the most expe-
rienced organizations and personnel. Often,
the impacts of natural disasters are unpredict-

able—this unpredictability makes it challeng-
ing for emergency responders to identify the
impacted services, owners, operators, and sup-
pliers. In the oil and natural gas sector, iden-
tifying the owner or operators of an impacted
supply chain segment is especially challenging.
The O&G market is no longer composed of large
integrated companies that own and operate the
infrastructure all along the supply chain, so the
holder or steward of a product is not often the
owner. This diversity of owners, operators, and
assets, and the dependencies within the supply
chains create complexities that do not exist in
other sectors such as the electric sector. Nev-
ertheless, the reactions and responsiveness of
individual entities and the overall petroleum
and natural gas supply chains are highly pre-
dictable. The O&G supply chain complexities
make it critical that DOE understands the O&G
sector and has established interfaces to inter-
pret events when they occur.

Individual companies are typically effective
at addressing their respective local issues and
generally communicate well to local respond-
ers and with emergency service providers (fire,
police, etc.). At the national level, however, a
strong link has not been established between
impacted companies and government agencies
to communicate an overview of their supply
system status. The after-action report on Hur-
ricane Sandy noted “DOE struggled to meet this
requirement (coordinate Federal efforts related
to energy restoration) and lacked the opera-
tional capability to fully engage supporting Fed-
eral departments and energy-sector partners
in addressing energy-restoration challenges.”#
This difficulty was due in part to:

— Inconsistent understanding of fuel supply
chains; implication of commodity/product
operatorship vs. asset ownership; interde-
pendencies between oil and natural gas and
other infrastructures; and industry response
plans and capabilities

— Unclear communication paths with indus-
try and/or lack of organizational authori-
ties, which impact accurate and timely

4 Federal Emergency Management Agency, Hurricane Sandy

FEMA After-Action Report. July 1, 2013.
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development and sharing of overall situa-
tion assessment

— The Paperwork Reduction Act of 1980, which
limits the Energy Information Administra-
tion’s (EIA) authority to survey affected
companies during and after an event with-
out going through a series of steps and inter-
agency approval.

Improving situational awareness during an
emergency is a shared responsibility. DOE
should take steps to elevate the organizational
competency within DOE’s response team to
enable more effective communication with
industry and within the government. Compa-
nies should take steps to understand and antici-
pate the types of information needed by gov-
ernment before, during, and after such events,
and seek opportunities to improve govern-
ment access to information from their respec-
tive incident command structures used during
emergencies.

A major challenge during emergency
response is effective communication between
and within federal and state agencies and
with industry.

Critical to effective response is a standardized,
rehearsed approach to expanding and escalat-
ing response support and communications as
events unfold. The National Response Frame-
work (NRF) and National Incident Manage-
ment System (NIMS) provide the frameworks
to coordinate communications and collabora-
tion across multiple levels of governments and
industry participants, using a well-established,
disciplined, standardized approach.

One of the most important “best practices”
incorporated into NIMS is the Incident Com-
mand System (ICS), a standard, on-scene, all-
hazards incident management system used
extensively across the public and private sec-
tors. The NRF does not provide guidance on
formal mechanisms for communication and
collaboration between federal agencies and the
O&G sector.

Implementation of the ICS, under NIMS, how-
ever, is not consistent across organizations
and first responders at all levels of govern-

ment. Although many agencies at local, state,
and federal levels use ICS, the variability in
application undermines the efficiencies gained
through standardization—a notable example
is the different organizational structure and
processes adopted by DOE’s energy response
team (ERT). A consistent, disciplined process
for communication between federal agencies
and with industry can lead to more timely and
high-quality information to support situational
awareness and decision-making during natural
disasters.

When standardized communication processes
between and within federal and state gov-
ernment and industry are ineffective or not
followed, there is an over-reliance on com-
munications through historical, personal rela-
tionships—this undermines command and
control structures, leads to confusion, and adds
distraction and increases the potential for inac-
curate information. Additionally, information
exchange that is dependent on specific individ-
uals and personal relationships between sub-
ject matter experts in government and industry
is inherently at risk from turnover or availabil-
ity. DOE, recognizing these aspects of effec-
tive communication, is taking action to address
these concerns and to make investments that
standardize DOE’s role as the communications
channel from industry to other federal agen-
cies.

The maintenance of a trained, knowledgeable
response organization within government
agencies should be a priority along with pro-
cesses to sustain it.

As industry dynamics change and as organi-
zations and personnel turn over, processes
and mechanisms need to be in place to main-
tain organizational readiness. Maintaining
trained, knowledgeable response organiza-
tions within governments is challenging and
complicated by:

— High turnover of government officials across
the multiple agencies involved with emer-
gency response

— Relative infrequency of natural disasters
and lack of first-hand experience in crisis
response
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— Varied levels of understanding of supply
chains across government agencies involved
in emergency response

— Need for education, training, drills, and exer-
cises in areas of strategic importance.

Knowledgeable, trained staff are needed for an
understanding of supply chains and the pri-
mary factors that impact their functioning, and
for effective communication and coordination
between responding entities. Absent that, the
response is prone to confusion, misunderstand-
ing, and potentially misdirected or ineffective
actions.

After-action reports reviewed for this study
point to lack of understanding of oil and natu-
ral gas supply chains and markets. As a case
in point, during Superstorm Sandy, some gov-
ernment agencies were frustrated by terminal
operators’ inability to communicate inventory
levels by owner to government or to distribute
the product physically available—in this situa-
tion, the terminal operator was the product
steward, and discussions of individual com-
pany inventories and allocation needed to be
directed to the product owner. Likewise, dur-
ing previous Gulf Coast hurricanes, approv-
als for product specification waivers were not
timely in part because the supply chains were
not well understood by regulators. As a result,
the effective window was missed for industry
to supply alternate product along the Atlantic
Coast. Building on lessons from the Gulf Coast
hurricanes, the waiver request and approval
process was much improved for Superstorm
Sandy—a success of the collaborative approach
between industry and government agencies.

¢ Within industry and across all levels of gov-
ernment, leadership commitment and fund-
ing are required to continuously improve and
ensure a state of readiness to respond to sup-
ply chain disruptions.

Lessons from each event or drill need to be
assessed and incorporated, as appropriate, into
continuous improvement activities. This ability
to learn and improve capability from each event
is especially important given the limited num-
ber of actual events or drills and the potential

loss of institutional memory between events. A
disciplined approach to continuous improve-
ment and utilization of lessons learned are stan-
dard industry practice among the larger compa-
nies. Evidence of repeated recommendations
documented in after-action reports suggests
there is an opportunity for similar advances to
be made by state and federal government agen-
cies, including DOE.

RECOMMENDATIONS

Reliable supplies of oil and natural gas are
essential to our nation’s energy and economic
security, and mitigating disruptions in oil and
natural gas supplies has clear public benefit. The
oil and gas industry carries the responsibility for
maintaining the fuel supply system to meet the
needs of the nation. When the supply chains are
disrupted by a natural disaster, industry owners
and operators have the primary responsibility,
skills, and experience to stabilize and restore criti-
cal services. DOE’s role as the lead federal agency
for the energy sector during a crisis is to assist the
efforts of government and private-sector stake-
holders to overcome challenges associated with
reestablishment of energy systems.

During a response to a natural disaster, gaps
may arise between local response capabilities and
response needs, or there may be conflicting pri-
orities, reflecting the often-chaotic nature of sig-
nificant events. Therefore, it is in the best interest
of both the public and private sectors to main-
tain communications before, during, and after an
event to ensure access to physical resources, per-
tinent information, or those responsible for the
administration of both.

The following primary recommendations are
aligned with proven strategies to increase energy
system resilience to storms and other poten-
tial disruptions by enhancing preparedness and
response, and speeding recovery. At a high level,
the recommendations fall into two broad catego-
ries:

1. Establishing institutional frameworks that are
appropriately staffed

— Aligning and executing proven NIMS ICS
operational models for emergency response,
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and enhancing DOE’s ERT organizational
structure and competencies

— Establishing formal communication inter-
faces between industry and DOE to support
DOE in development of broad situational
awareness, and expediting regulatory relief
to restore supplies and the supply chain

2. Maintaining readiness through sustaining
mechanisms

— Improving plans to address interdependen-
cies

— Sustaining emergency preparedness capa-
bilities through i) administering effective,
routine education and training, ii) lever-
aging comprehensive drills and exercises
to increase the understanding of response
frameworks and energy systems, and iii)
expanding the role of the Oil and Natu-
ral Gas Sector Coordinating Council (ONG
SCC), consisting of oil and gas trade associa-
tions, to provide assistance and support to
both states and DOE to help sustain emer-
gency preparedness and communications
channels.

Establishing Institutional Frameworks and
Trained, Knowledgeable Staff

Effective response to a nationally significant
incident requires efficient delivery of resources
and information to ensure that populations are
secured and critical services are restored in a
timely manner. The National Response Frame-
work, established under Presidential Policy Direc-
tive 8: National Preparedness (PPD-8), provides
the framework for how the nation responds to all
types of disasters and emergencies.5

The National Incident Management System,
developed by the Department of Homeland
Security and issued in March 2004, provides a
comprehensive national approach to incident
management. One of the most important “best
practices” incorporated into NIMS is the Inci-
dent Command System, a standard, on-scene,
all-hazards incident management system. ICS

5 U.S. Department of Homeland Security, National Response
Framework, Second Edition, May 2013. https://www.fema.gov/
media-library/assets/documents/32230

has been adopted by NIMS as the standardized
incident organizational structure for the manage-
ment of all incidents. The ICS approach is also
widely used in large companies across the oil
and gas sector for emergency management—this
approach to preparedness and response has been
demonstrated to be effective in managing supply
chain disruptions regardless of cause, scale, geo-
graphic region, or complexity.

Recommendation 1: Harmonize DOE’s
energy response team structure with the
NIMS Incident Command System (ICS).

Standardizing the organizational structure,
processes, and tools used by response teams will
improve communications between agencies and
with the private sector. ICS is the management
system for command, control, communication,
and coordination of a response and provides an
avenue to coordinate the efforts of individual
agencies and industry as they work to achieve
response objectives. This recommendation is a
cornerstone for all subsequent recommendations.

Implementing NIMS ICS, as designed, includes
the following benefits:

¢ Standardized response organizational structure
with clearly defined roles and responsibilities

e Integrated communication that facilitates
upward communication of issues, situation
assessment, a common operating picture, and
coordination of response across agencies and
sectors

e Common terminology essential to any emer-
gency management system, especially when
diverse or other than first-response agencies
are involved in the response

e Unified command structure that facilitates
alignment across jurisdictions

e Manageable span of control that promotes
organizational effectiveness

e Comprehensive resource management for effi-
cient allocation of resources that is adaptable to
varying incident sizes, complexity, geography,
and jurisdictions for both the public and private
sectors
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¢ Effective (for DOE response organization) man-
agement of incidents regardless of whether the
response is carried out under the Stafford Act
or not (the statutory authority for most federal
disaster response activities especially as they
pertain to FEMA and FEMA programs)?®

e Effective management of incidents for orga-
nizations responsible for tactical emergency
response as well as those, like federal agencies,
responsible for broader issues management
such as impact analysis.

The foundation of effective coordinated
response efforts is a common process or model
that all participating organizations use when
responding to an incident. This ensures that all
parties—whether private or public and whether
local, state, or federal—are able to communicate
and coordinate their efforts to bring about an
efficient and effective response. This common
framework establishes defined and understood
channels and processes to enable timely and
effective communication and joint operations
within these structures when an event occurs and
demands are being made across organizations
and communities in the heat of the moment.
Modifications to the implementation of ICS
within responding organizations hamper both
the timely handling of top-down and the bottom-
up communication flow.

This study recommends that DOE fully align
its ERT structure with the standardized NIMS
ICS, including its defined roles. Lack of full align-
ment in the past has hindered communications
and caused confusion when interacting with other
agencies and the private sector.

The ICS organizational structure is illustrated
in Figure 2. Recognizing DOE'’s responsibilities
during emergency response, this study identified
key roles to clarify and resource within DOE’s
ERT: Incident Commander (overall responsibility
for DOE ERT during the event), Public Informa-
tion Officer, Liaison Officer, and the staff desig-
nated within the Situation Unit.

6 Robert T. Stafford Disaster Relief and Emergency Assistance Act
(Public Law 93-288) as amended, http://www.fema.gov/robert-
t-stafford-disaster-relief-and-emergency-assistance-act-public-
law-93-288-amended.

Many incidents are local, but when faced with
the large events, all responding agencies must
be able to interface and work together. The ICS
facilitates that interface, but only if the founda-
tion has been laid and aligned from the local level
through to the national. If local jurisdictions
adopt a variation of ICS that is not scalable or
is not applicable to other disciplines, the criti-
cal interface between responding agencies and
jurisdictions cannot occur when the response
expands. Similarly, the national level must be
aligned to manage the interface with multiple
local and state jurisdictions and the private sec-
tor, so that the information can be aggregated
and acted upon effectively.

When implemented and executed rigorously,
ICS enables clear, effective communications and
collaboration across all levels of the response
organizations.

Recommendation 2: Leverage EIA’s sub-
ject matter expertise within DOE’s energy
response team to improve supply chain situ-
ation assessments.

Under the ICS structure, the Situation Unit is
responsible for the collection, evaluation, and dis-
semination of incident information. Information
to be produced includes an understanding of the
current situation, an estimation of the probable
course of events, and incident status reports.

The EIA is uniquely qualified to provide supply
chain knowledge, market insights, and analyti-
cal capabilities and can be leveraged to enhance
situation assessment during supply chain dis-
ruptions. EIA’s support to the Situation Unit
under the ICS structure should be formalized,
and training on emergency response protocols
should be provided to involved EIA personnel.
Individual subject matter experts from EIA con-
sidered for these roles should have broad knowl-
edge of the oil and gas supply chains. Their
knowledge, including industry terminology and
experience in managing company confidential
discussions, will enhance information gathering
and analysis, as well as the quality of discussions
with industry.
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Figure 2. Incident Command System Organizational Structure
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Recommendation 3: Establish company
liaisons and direct communication with
DOE’s energy response team to improve sit-
uation assessments.

DOE needs information from the companies
operating in the affected areas and/or impacted
through cascading events along the supply chain
to conduct analysis and develop situational
awareness. Implementing the first two recom-
mendations and communicating the changes to
all stakeholders will aid the information exchange
with local and state government agencies and
impacted companies through established, clear
processes.

Additionally, industry should establish direct
communications between the DOE ERT and com-
pany Liaison Officers. The Liaison Officer role,
under ICS, provides the structured linkage to
support the communication interface. Liaison
Officers can extend communication channels to
involve DOE Situation Unit members and com-
pany-specific supply chain experts. To formalize
this interface, contact information should be pro-
vided by owners and operators to the DOE ERT,
for its exclusive use, to facilitate timely commu-
nications. Standardizing this direct, one-on-one
process based on position or role—from which
relationships can grow—does the following;:

¢ Supports effective and appropriate information
sharing during an event to improve the quality,
timeliness, and accuracy of DOE’s overall situa-
tion assessment, which allows DOE to validate/
improve their assessments and is legally sup-
portive (complies with antitrust, regulatory,
and legal requirements, and protects confiden-
tiality of company proprietary information).

¢ Provides both industry and DOE with agreed-
upon mechanisms to avoid multiple requests
for information from multiple parties, and in
doing so, supports and asserts DOE’s role as the
lead federal agency for information pertaining
to the oil and gas sector during emergencies.

The ONG SCC will expand its charter to include
the following: (1) support DOE’s role in the annual
updating of the emergency contact list and (2) in

event of a disruption, aid DOE in identifying own-
ers and operators whose systems may have been
impacted.

It is important to note that the primary infor-
mation exchange should follow the bottom-up
approach designed into the NRF and NIMS ICS
frameworks, which reinforces that incident
response ultimately occurs at a local level.

The overall flow of information under the
NRF, with the first three recommendations, is
illustrated in Figure 3. Rigorously following this
process will enable high-quality information to
quickly flow from industry participants to the gov-
ernment, and then between government agencies,
to enable the government to quickly establish situ-
ational awareness. In turn, this situational aware-
ness will help decision-makers to make more
informed decisions on issues such as deployment
of resources and issuance of temporary regulatory
relief.

In anticipation of or during the course of a
major event, the Secretary of Energy has in the
past, and may in the future, request leaders of
companies with operations that are directly or
indirectly impacted by the event, to participate in
group emergency meetings on short notice. Rec-
ommendations in this study for improving the
flow of situational awareness information to the
Department of Energy are expected to reduce the
need for such meetings in the future. However,
in order to ensure that the Secretary has ready
access to the appropriate leaders in unusual and
rare situations where the escalation to such a
meeting is deemed appropriate, the industry will
also undertake to secure and update at least annu-
ally an emergency leadership contact list for the
Secretary’s use of the top executive and/or senior
officers at the entities in each of the U.S. upstream,
midstream, and downstream oil, natural gas,
and petrochemical sectors; industry, with DOE’s
support, will develop the mechanism to execute
this process as part of the study implementation
plan. Such leaders should possess the authority
to execute or cause to be executed critical oper-
ating decisions in an emergency situation where
time is of the essence and should be apprised of
the importance of their timely participation when
called upon to participate in such meetings.

16 ENHANCING EMERGENCY PREPAREDNESS FOR NATURAL DISASTERS



PRIVATE PUBLIC
PRESIDENT
OF THE U.S.
SECRETARY (NSC)
SECTOR OF - >
COORDINATING ENERGY t
COUNCIL/TRADES
(OIL & GAS ONLY) t n
\ NATIONAL =)
DOE INFRASTRUCTURE S
ENERGY COORDINATING n:
RECOMMENDATION 1
RESPONSE CENTER <
= ALIGN ICS STRUCTURE = >
L (ESF-12) %
2o RECOMMENDATION 2 NATIONAL s>
] LSEI‘T’EI'}%%ENEL?I I# RESPONSE | NATIONAL a3
F —+— COORDINA- | OPERATIONS
= Y @ @ TION CENTER
CENTER
v
'¢
L4
P RECOMMENDATION 3
CORPORATE/ » ESTABLISH LIAISON
INDUSTRY @ INTERFACE n
‘.... - ;
i P o |
-0 :
JOINT FIELD OFFICE/ o
A STATE EMERGENCY g
OPERATIONS CENTER 2
/ E
STATE / m
OIL & GAS FEDERAL GOVERNMENT =
COUNCILS FIELD REPRESENTATIVES a
2
-
pd
IE w
i y @4------------>@ LOCAL _
8 9 EMERGENCY o)
=z FACILITY OPERATIONS CENTER S
zZZ g
= T
m
FEDERAL GOVERNMENT / o

FIELD REPRESENTATIVES

G Incident Commander

Liaison Officer: Acts as the contact point
for representatives of agencies and
organizations assigned to the incident

@ Public Information Officer

Situation Unit Leader:
Develops situation assessments

Figure 3. Role of Liaison Officer and Situation Unit Leader
in the National Response Framework

EXECUTIVE SUMMARY 17



DOE and company officials participating in
these meetings would be expected to understand
the importance of avoiding discussing or asking
about actions or proprietary company informa-
tion that might create potential antitrust con-
cerns. The Secretary of Energy shall make every
effort to ensure that discussions are limited to
issues related to normalizing operations on an
expeditious basis and do not result in inappropri-
ate coordination among competing market par-
ticipants.

Recommendation 4: Streamline and
enhance processes for obtaining temporary
regulatory relief to speed up recovery.

The oil and natural gas industry operates under
a myriad of regulations that dictate product qual-
ity, ensure safe operations, and protect the envi-
ronment. During supply chain disruptions, some
regulations can impede the quick restoration of
fuel supply. To speed up restoration of fuel sup-
plies, the industry may request temporary relief
from selective regulations that limit industry’s
ability to access fuel supply from other regions,
use alternate modes of transportation, change
supply routes, and/or use temporary distribution
facilities. The following are examples of typical
regulatory relief requests:

¢ Product specification waivers may be requested
to expand the pool of available supplies across
wider geographies. The reformulated gasoline
waivers issued after Superstorm Sandy were
flexibly worded from the Environmental Pro-
tection Agency (EPA), and set the new standard
for how such waivers should be structured.

e Department of Transportation hours waivers
(which increases flexibility for truck drivers)
may be requested to help keep service stations
supplied as drivers need to travel longer dis-
tances to load fuel from alternative terminals.

e Jones Act Waivers may be needed from the
Department of Homeland Security to provide
more marine shipping capacity, facilitating
increased product supply to the impacted area.

The need for temporary regulatory relief is
very time sensitive, and delays in the process can
exacerbate fuel supply disruptions. Having an

accurate assessment of the supply situation from
industry and a broad understanding of how sup-
ply disruptions will impact consumers will enable
quicker and better decision-making by regulators
to process waiver requests. Consistent with DOE’s
responsibilities under Emergency Support Func-
tion 12 (ESF-12), DOE can assist the government
and industry by providing an accurate situation
assessment for making regulatory relief decisions.

The main body of this report includes several
suggestions to expedite temporary regulatory
relief. Suggestions are also provided to improve
regulatory certainty regarding the regulations
being waived, such as the use of uniform language
to remove ambiguity, and harmonize EPA and
states waiver language. (The EPA “Fuel Waiver
Concerning Shelby County, TN” issued on June 6,
2014, had clear language and should be used as a
template for future waivers. A copy of this waiver
can be found in Appendix E.) While enforcement
discretion is sometimes used as a mechanism for
temporary regulatory relief of facility regulatory
requirements, care must be taken to avoid intro-
ducing legal vulnerabilities for industry that may
reduce the effectiveness of this mechanism for
expediting recovery from natural disaster.

Readiness through Sustaining
Mechanisms

Sustaining emergency preparedness requires
leadership commitment to maintain both a ready,
capable workforce and adequate funding between
emergency events. Further, it requires leadership
commitment to update plans, maintain commu-
nications contacts and systems, conduct drills and
exercises, and administer effective ongoing edu-
cation and training programs. In the O&G sector,
this is maintained through their safety and risk
management systems, including business conti-
nuity and response plans, which are tested and
improved continuously. To sustain an effective
emergency preparation and response process,
DOFE’s emergency preparedness and response
program needs to have an assigned process
owner. This designated role must be identified,
resourced, staffed, and funded appropriately to
fulfill the following responsibilities:

e Ensure harmonization of the ICS within the
energy response team
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¢ Clarify DOE-wide roles and responsibilities for
individuals outside the response team

e Ensure that ICS members have appropriate
skill, knowledge, and training

¢ Create and maintain training and education
programs

e Coordinate drills and exercises (both among
federal and state agencies as well as with the
private sector)

¢ Continuously assess the maturity of DOE’s pre-
paredness and response program, and make
recommendations for improvement.

The ONG SCC, consisting of national oil and gas
trade associations, has agreed to expand its role to
provide assistance and support to both states and
DOE to help sustain emergency preparedness and
communications channels and to promote greater
use of ICS within the industry.

Recommendation 5: States should
increase engagement with the oil and natu-
ral gas industry in their energy assurance
plans, and industry members should assist
the states in such efforts.

Energy assurance plans are the mechanism
for states and localities to plan for and respond
to incidents involving the energy sector. Under
the American Recovery and Reinvestment Act of
2009, DOE funded the development of new or
improved energy assurance plans by 47 states, the
District of Columbia, and 43 localities that par-
ticipated. The plans are owned by the states and
localities, and they incorporate approaches, tools,
and other “best practices.” Additionally, a nation-
wide network was created including federal, state,
and local governments and representatives from
related organizations interested in sharing infor-
mation to foster energy assurance and resilience.

To sustain this preparedness initiative and
expand this capability, it is imperative that pro-
grams be staffed and resourced at requisite lev-
els, in order to achieve a robust and lasting energy
infrastructure resilience program for state and
local energy assurance. These plans should iden-
tify infrastructure interdependencies for sup-

ply chains across multiple states and industries,
and include measures for mitigating disruptions.
Plans should also clearly define the stakeholder
accountability, fuel supply, and distribution
points for first responders.

The energy assurance plans should be inte-
grated into other emergency response plans
where applicable. State emergency managers
should conduct joint planning and exercises with
industry on a regular basis. Industry should par-
ticipate in planning, training, and exercises at the
local, state, regional, and national levels.

Owners and operators of energy infrastructure
should be engaged in the planning process to pro-
vide direct supply chain expertise to state and
local governments. Identifying and understand-
ing interdependencies through coordinated state
and industry energy assurance planning activi-
ties will also enable industry to incorporate the
knowledge gained into their business continuity
and emergency response plans.

Recommendation 6: Both DOE and states
should establish routine education and train-
ing programs for key government emergency
response positions.

To enhance competency, both DOE and states
should identify the key positions in their orga-
nizations that are responsible for coordinating
response to energy emergencies. New, existing,
and incoming personnel filling those roles should
be required to complete in-depth training on oil
and natural gas supply chains, emergency plans,
and emergency response frameworks. Estab-
lishing a Management of Change process for key
positions will assist with identifying minimum
training requirements for each position, and with
ensuring that appropriate training and job hand-
over are effectively managed as people move into
and out of positions.

In addition, DOE and FEMA, working with
applicable states, should conduct annual hur-
ricane preparedness education for stakeholders
across the energy sector, and the public.

The ONG SCC has adopted the American Petro-
leum Institute’s Oil and Natural Gas Industry
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Preparedness Handbook as a common reference
tool to explain the oil and gas supply chains, ele-
ments of planning and preparedness, the opera-
tional response models, potential regulatory relief
actions, and collaboration between the industry
and government. Jointly referencing this material
will assist in developing a common understanding
across both the public and private sectors.

Through the ONG SCC, industry should con-
tinue to provide support for education and train-
ing of DOE and state response teams and maintain
and enhance the Oil and Natural Gas Industry
Preparedness Handbook. Enhancements iden-
tified by this study include expanded discussions
on supply chain complexities, interdependencies,
and roles and responsibilities.

Recommendation 7: Both DOE and
states should improve their comprehensive
drill and exercise programs and include
industry participation. Reciprocal invita-
tions extended by companies to DOE and
states are recommended.

Drills and exercises are critical to sustaining
and improving response readiness. Drills and
exercises provide the most effective method to
ensure that response plans are well thought out,
roles and responsibilities are understood, supply
chain education is enhanced, and communica-
tions paths are effective. Well-designed exercises
provide an ongoing feedback loop for continu-
ous improvement that informs updates to cur-
rent operations, response plans, and training
programs. DOE should ensure that a dedicated
training and exercise program is part of its ERT
policies, plans, and procedures.

The drill and exercise program scope should
involve other federal and state agencies, and
should include participation by senior decision-
makers and first responders. Additionally, drill
and exercise plans should include the use of exer-
cise objectives that adequately test the under-
standing of roles, communication processes, and
interdependencies and should include industry
participation. In addition, industry should invite
DOE and state officials to participate in their drills
and exercises, as applicable, in order to share sup-

ply chain knowledge and enhance effectiveness of
the overall response system.

OTHER TOPICS OF INTEREST
Interdependencies

The Secretary of Energy’s study request identi-
fied as a topic of interest “actions to address the
interdependencies between oil and natural gas
systems and other critical infrastructure.” The
actions are imbedded in the strategies above and
may be summarized as follows:

Improve Preparedness:

¢ Ensure that interdependencies are addressed
in State Energy Assurance Plans; increasing
private-sector engagement in Plan develop-
ment and reviews will improve the assessment
of vulnerabilities and mitigation actions across
the supply chains. The collaboration may
also result in opportunities for companies to
enhance their respective Business Continuity
and Response Plans.

e Drills and exercises should be enhanced to test
plans, interdependencies, and response priori-
ties and protocols.

¢ Education materials, including the Oil and Nat-
ural Gas Industry Preparedness Handbook,
will be expanded to provide considerations and
examples of interdependencies.

Enhance Response:

e Unforeseen issues identified during a disrup-
tion will be prioritized and resolved through
effective execution of the NIMS ICS and the
NRF Request for Assistance process.

Legal Considerations

The Secretary of Energy’s study request identi-
fied as a key topic of interest any “legal, procedural
or physical challenges to emergency response and
restoration.” Prior NPC studies have noted that
the antitrust laws may, at times, impose con-
straints on the ability of industry participants to
respond collectively to a supply disruption result-
ing from a catastrophic event. In the vast majority
of circumstances, those antitrust constraints

20 ENHANCING EMERGENCY PREPAREDNESS FOR NATURAL DISASTERS


http://www.api.org/~/media/files/policy/safety/ong-industry-preparedness-handbook-v2.pdf
http://www.api.org/~/media/files/policy/safety/ong-industry-preparedness-handbook-v2.pdf
http://www.api.org/~/media/files/policy/safety/ong-industry-preparedness-handbook-v2.pdf

encourage the competitive process that, in nearly
every instance, offers the most efficient and effec-
tive way to resolve supply disruptions following
a natural disaster or other emergency. Further,
the antitrust laws do not prevent a company from
providing competitively sensitive information
directly, and in confidence, to responsible gov-
ernment officials so that adequate information
is available about supply conditions. All in all,
the antitrust laws generally facilitate, rather than
impede, the industry emergency supply response
process.

The industry has a strong track record of effec-
tively responding to emergencies while remaining
compliant with the antitrust laws. In disaster (and
non-disaster) situations, industry participants
often cooperate to resolve supply disruptions
through legal, arms-length arrangements such as
bilateral product sales and swaps and develop-
ment of technical standards that ease interoper-
ability. Government and industry also have taken
significant strides to improve the flow of informa-
tion to government officials in charge of managing
emergencies.

As noted in the 1991 NPC report, Industry
Assistance for Government, bilateral exchanges
of information between an individual market par-
ticipant and government officials rarely pose anti-
trust concerns, while the availability of accurate
information about aggregate supply conditions
may prompt companies to independently increase
their supply to an affected area.

In this vein, market forces have served to quickly
and adequately address supply disruptions in the
past, including those caused by severe disasters.
In the Federal Trade Commission’s (FTC) 2006
Investigation of Gasoline Price Manipulation and
Post-Katrina Gasoline Price Increases, for exam-
ple, the FTC concluded that “suppliers responded
quickly to the supply disruptions caused by the
hurricanes” and there was “no evidence suggest-
ing that the recovery should have occurred in a
shorter timeframe.” This prompt and effective
response occurred without any direct inappropri-
ate coordination among competing market par-
ticipants, and thus in compliance with antitrust
law. There is no reason to believe that additional
centrally planned coordination would have aided

petroleum companies in improving their response
to this type of major supply disruption.

During the study process, there was much
debate on the options for information sharing
and potential legal barriers to such informa-
tion sharing. The options considered included
models used in other sectors, formation of an
Executive Advisory group representing a cross
section of the petroleum industry, and an oper-
ating provision of voluntary agreements under
the Defense Production Act of 1950 (DPA) to
provide advice and counsel in larger supply dis-
ruptions. The DPA was enacted upon the com-
mencement of the Korean War to provide the
President with a broad set of authorities to meet
national defense needs. Section 708 of the DPA
authorizes the President, upon finding that cer-
tain conditions exist, to solicit the participation
of industry representatives in voluntary agree-
ments and voluntary actions for national defense
purposes. Although Section 708 and Execu-
tive Order 13603 require or direct the federal
agencies to promulgate implementing regula-
tions, no such regulations have been promul-
gated. Section 708’s inherent legal, structural,
and procedural complexities limit its utility for
emergency response coordination. It also fails
to address a company’s legitimate business con-
cerns about exposing its non-public, proprietary,
operating information to competitors. A more
full discussion of the DPA is included later in
the report and in Appendix F. With full consid-
eration of all legal issues and options, the pro-
posed enhancements to the information sharing
process—through the disciplined bottom-up ICS
approach, involving subject matter experts, sup-
ported by industry supply chain liaisons—will
best serve the needs of all stakeholders.

Policy Consideration: Resiliency, Efficiency,
and Environmental Regulations

In addition to the sustaining mechanisms men-
tioned above, an important component for main-
taining and improving the nation’s collective
response to natural disasters is understanding
how policies impact infrastructure decisions
made by industry. Disruptions to the energy
supply chain from natural disasters could poten-
tially be ameliorated by new and/or expanded
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infrastructure that connects demand centers with
emerging unconventional oil and gas supplies.
Expanded infrastructure adds flexibility to the
supply systems and brings with it added robust-
ness in the energy delivery mechanisms, which
will enhance supply chain resiliency in the event
of natural disasters.

Robust and resilient energy delivery infra-
structure is vital to the nation’s ability to develop
its vast oil and natural gas resources, with far-
reaching impacts to nearly every sector of the
U.S. economy. In fact, significant midstream
infrastructure investment will be prompted by
rising production and consumption of oil, natu-
ral gas, and natural gas liquids (NGLs) in North
America.” According to a 2014 study conducted
by energy analyst ICF International, more than
$640 billion in total midstream capital expendi-
tures are forecasted in the United States and Can-
ada from 2014 to 2035 ($313 billion for natural
gas, $272 billion for crude oil, and $56 billion for
NGLs).® Increasingly, this infrastructure is inter-
dependent between natural gas, NGL, and crude
oil; the lack of or delay in infrastructure devel-
opment in any one area may hinder growth and
development in other areas. For example, NGL
infrastructure needs to be recognized as a valu-
able component in the natural gas supply chain
and has a significant and growing role in infra-
structure resiliency.

As policies are considered and infrastructure
designs are reviewed, policy makers should con-
sider not only a project’s environmental impact,
but also infrastructure resiliency and overall
energy efficiency. Complex and duplicative regu-
lations cause delays in the development of new
infrastructure and thwart investments, imped-
ing infrastructure development. Therefore, it is
imperative that industry collaborate with stake-
holders such as DOE to ensure that the permit-
ting and regulatory process allows for improve-
ments to resiliency through energy infrastructure
investment.

7 The midstream industry includes natural gas gathering systems,
processing, and transmission pipelines. See Appendix H for a
comprehensive description of the natural gas midstream indus-

try.

8 INGAA Foundation Report, Prepared by ICF International,
“North American Midstream Infrastructure through 2035: Capi-
talizing on Our Energy Abundance,” March 18, 2014.

CONCLUSION

The government and industry both share a
commitment to mitigating the impacts of natu-
ral disasters to the energy supply systems of the
country. The nation will benefit through actions
focused on improving systems that enhance pre-
paredness, improve response, and speed system
recovery.

Implementing the study recommendations
will build upon the progress already underway
in advancing DOE’s emergency response capa-
bility. Implementation of ICS, enhancing orga-
nizational capabilities, and building sustaining
mechanisms—including education, training,
drills, and exercises—within DOE are key actions
to substantially improve situational awareness
and the Department’s capability to respond to
disasters.

Similarly, industry recognizes the value of con-
tinuous improvement in company-specific activi-
ties, and also in support of DOE efforts. Accord-
ingly, the study recommends that industry:

e Establish the link between company liaisons
and DOE ERT to support situation assessment.

e Through the ONG SCC, expand support of pre-
paredness and response including education
and outreach, training, and joint government—
company drills and exercises.

e Support government efforts to enhance their
energy assurance plans including consideration
of interdependencies.

NPC and DOE leadership anticipate that the
recommendations will start to be implemented in
2015 in advance of the hurricane season, and a joint
exercise will be conducted in 2015 to test the key
recommendations of the study. Leadership com-
mitment is a core element for a systems approach
to incident preparedness and response, and a
theme throughout the recommendations. Senior
government officials and industry executives, alike,
set expectations and provide the resources for staff-
ing, training, and operations of their emergency
response program. Capturing the benefit expected
from the implementation of the study recommen-
dations requires continuing leadership commit-
ment, visible within respective organizations, and
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accountability at all levels. The nature of managing
significant emergencies and events requires that
participants at all levels have functional expertise
in the systems presented in this report, including
agency and industry executives.

Approval of this report represents the NPC
membership’s commitment to support DOE

through the implementation of these recommen-
dations. While managing disaster response will
always entail uncertainties and raise new chal-
lenges, creating a dynamic response system and
mechanism for continuous improvement will
serve the public, restore energy delivery as quickly
as possible, and minimize adverse impacts to pub-
lic health and the economy.
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Chapter 1
CASE FOR ACTION

atural disasters can disrupt energy sup-
N plies, and in extreme cases supply disrup-

tions can have far-reaching and significant
impacts to communities and the economy. The
government and industry both have vital roles in
restoring fuel supply systems for the well-being of
the nation and its citizens after a natural disaster.
The federal government’s role in emergency pre-
paredness, response, and recovery efforts should
support the needs of the public. Core elements
of this role are: supporting efforts of industry to
restore and secure critical resources, including
responsible alleviation of lower value regulatory
obstacles to recovery; assisting response efforts
by prioritizing additional resources when appro-
priate; and facilitating communication between
coordinating government entities at the federal
and state levels and with the public. Another
important element of the government’s role is the
development of broad situational analysis. The oil
and gas industry has the primary role in helping
our nation to prepare for, respond to, and recover
from the broad range of potential emergency situ-
ations that can disrupt the normal operations of
oil and natural gas supply systems. Both the fed-
eral government and the oil and natural gas indus-
try share the goal of returning the energy system
to normal operations after a disruptive event such
as a natural disaster.

The U.S. oil and natural gas supply chains are
highly resilient. This resiliency is evidenced daily
as companies involved in the production and dis-
tribution of fuels routinely make adjustments to
their distribution system to compensate for both
planned and unplanned temporary disruptions
while maintaining a constant fuel supply to cus-

tomers. Recent storm activity has highlighted the
importance of enhancing and maintaining this
resiliency, and reinforced the need for industry
and government to institutionalize processes with
continuous improvement measures to effectively
respond to energy supply disruptions.

DOE and the oil and gas industry seek to
enhance preparations, interactions, and commu-
nications to support response and recovery from
the impacts of disruptions to the supply system.
Specifically, the following factors affecting gov-
ernment preparation for and response to oil and
natural gas disruptions have been identified in
this and the aforementioned prior studies as war-
ranting action:

e Varied levels of understanding of the dynamic
nature of the oil and gas infrastructure and
market among government decision-makers

e Difficulty in collecting information for develop-
ing broad situation assessments and sharing
these assessments in an expedient and efficient
manner

e Communication issues and ineffective collabo-
ration between and within federal agencies and
the oil and gas sector due to a lack of common
formal processes, organizational structures,
and procedures

¢ Difficulty maintaining a trained, efficient re-
sponse organization within some government
agencies due to personnel turnover and the lack
of ongoing training programs

¢ Inconsistent integration of lessons learned from
events and drills into continuous improvement
activities.
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OIL AND NATURAL GAS
INDUSTRY DYNAMICS

Understanding the dynamics of the oil and gas
supply chain is very important in the situation
assessment of an energy disruption after a natural
disaster. Changes to the flow of refined petroleum
products and natural gas mean that local and
state governments need to be more perceptive to
emergencies that are taking place outside of their
jurisdictional area. Development of adequate
situation assessments requires that the federal
government knows who to contact, what informa-
tion is required/relevant, and how to compile that
information into an aggregate view.

The oil and gas industry has changed substan-
tially over time, but particularly in recent years.
The robustness of the petroleum and natural gas
systems as a whole have improved within the
last three to five years and are expected to con-
tinue to do so. Keeping current with these indus-
try dynamics is critical to communication and
response during emergencies. The increased
North American oil and gas production and the
associated construction of new infrastructure
include the following:

¢ Domestic crude oil production has increased by
1.64 million barrels per day between 2000 and
2013.!

e Natural gas production has increased 3,818
billion cubic feet annually between 2000 and
2011.2

e Total liquids pipeline mileage has grown by
9.3% in the last 5 years, with crude oil pipeline
mileage growing 15.5% since 2009.3

e Crude oil pipeline capacity will increase sig-
nificantly over the next 20 years—an average of
0.2 million barrels per day of capacity growth is
expected per year from 2014 to 2035.

1 U.S. Energy Information Administration, Independent Statistics
& Analysis, “Petroleum & Other Liquids,” www.eia.gov/dnav/
pet/hist/LeafHandler.ashx?n=pet&s=mcrfpus2&f=a, accessed
November 2014.

2 U.S. Energy Information Administration, Annual Energy
Review 2011, September 2012, Table 6.2. http://www.eia.gov/
totalenergy/data/annual/pdf/aer.pdf.

3 Association of Oil Pipe Lines, “About Pipelines,” http://www.
aopl.org/pipeline-basics/about-pipelines/, accessed November
2014.

e Natural gas pipeline capacity will need to
increase by approximately 40 billion cubic feet
per day between 2014 and 2035, with the great-
est increase over the next 5 to 10 years.

e Natural gas liquids pipeline capacity will need to
increase by 3.1 million barrels per day between
2014 and 2035, with the greatest increase over
the next 5 to 10 years.4

The oil and gas industry has been moving away
from the integrated business model that includes
crude oil production through to retail, to more
specialization. Retail stations were spun off from
most companies a number of years ago. About
50% of fueling stations in the country carry the
brand of a major oil company,5 but only 6% of these
fueling stations are actually owned and operated
by the oil company whose name they bear. Some
companies have separated their distribution and
storage businesses into separate master limited
partnerships, or sold them to other midstream
companies. Additionally, several integrated com-
panies have split their production business from
their refining.

Today some oil and natural gas companies par-
ticipate in only certain segments of the supply
chain, such as an oil or natural gas producer, a
pipeline company, a petroleum refiner, or a prod-
ucts terminal operator. In sum, the operation of
the industry as a whole is the result of the aggre-
gated efforts of all of these individual participants
in the supply chain. This diversity creates options
for how companies may respond when compo-
nents of the system are disrupted.

INSIGHTS FROM RECENT EVENTS

This study focused on understanding the factors
affecting preparation for and response to major
disruptions to the energy supply chains from nat-
ural disasters. Analysis of each of the potential
vulnerabilities noted below yielded insight into
systemic issues that warrant consideration.

4 INGAA Foundation Report, Prepared by ICF International,
“North American Midstream Infrastructure through 2035: Capi-
talizing on Our Energy Abundance,” March 18, 2014.

5 2013 NACS Retail Fuels Report, “Consumer Research: What
Do Consumers Think about Fuels Retailers and the Future?”
http://www.nacsonline.com/YourBusiness/FuelsReports/
GasPrices_2013/Pages/What-Do-Consumers-Think.aspx.

26 ENHANCING EMERGENCY PREPAREDNESS FOR NATURAL DISASTERS


www.eia.gov/dnav/pet/hist/LeafHandler.ashx?n=pet&s=mcrfpus2&f=a
http://www.eia.gov/totalenergy/data/annual/pdf/aer.pdf
http://www.aopl.org/pipeline-basics/about-pipelines/
http://www.nacsonline.com/YourBusiness/FuelsReports/GasPrices_2013/Pages/What-Do-Consumers-Think.aspx
www.ingaa.org/file.aspx?id=21498

Understanding the Complex and Dynamic
Nature of the Oil and Gas Supply Chain

Expansion of the oil and natural gas supply
chain infrastructure, diversification of asset own-
ership, and increasingly complex market struc-
tures can create a challenge when developing and
understanding situational awareness and recov-
ery plans/efforts during a crisis. Federal, state,
and local government understanding of owner-
ship across assets and commodities is essential
to support response to events while providing
for the needs of the communities. Individual
companies are typically effective at address-
ing their respective local issues and generally
communicate well to local responders and with
emergency service providers (fire, police, etc.).
At the national level, however, a strong link has
not been established between impacted compa-
nies and governments to communicate the sta-
tus of their supply system, damage reports, out-
age durations, expected restart, and assistance
needs. Due to changing industry segmentation
(along both key components and geographies of
the supply chains), and a reduction in the num-
ber of fully integrated companies who can pro-
vide unique, aggregate insights, state and fed-
eral government response centers cannot rely on
interpersonal relationships to collect, aggregate,
and analyze data used for response collaboration
and decision-making.

Understanding supply chain interconnectivity
is also an important area for consideration. The
U.S. Gulf Coast, with its heavy concentration of
refining capacity, supplies fuel not only within its
region, but all along the U.S. East Coast and even
into the Midwest. Numerous product terminals
in New York Harbor rely on receipt of prod-
uct largely via pipeline from the Gulf Coast, as
Northeast refiners do not produce enough supply
for the region. The impact of storm damage on
areas with a high density of refineries or prod-
uct terminals on the supply chain in distant areas
of high population density was exhibited during
hurricanes in 2005 and 2008. In those situa-
tions, storm damage on the Gulf Coast disrupted
local fuel supply to the East Coast. In 2012,
storm damage from Superstorm Sandy reduced
product demand along the East Coast and cre-
ated product containment concerns for the Gulf

Coast refiners as there was not enough storage
for the finished products in the Gulf Coast. Other
regions are likewise vulnerable to supply disrup-
tions due to natural disaster impacts in distant
locations, such as Mount Belvieu, Texas, with
its concentration of natural gas and natural gas
liquids processing, and Los Angeles, California,
with its refining density, unique logistics, and
product specification requirements. By devel-
oping a better understanding of such dependen-
cies within the energy sectors that supply fuels
to other areas, emergency response managers are
better equipped to establish appropriate restora-
tion priorities and resource allocation. A com-
prehensive understanding of this interconnec-
tivity is essential to anticipating the cascading
impacts from an event.

Situation Assessment Development

During times of emergency, DOE is responsible
for collecting, evaluating, and sharing informa-
tion on energy system damage and estimations
on the impact of an energy system outage within
affected areas. Additionally, DOE is expected
to provide information concerning the energy
restoration process and to establish a situation
assessment to expedite regulatory relief through
other agencies with legal authorities. Companies
throughout the oil and gas industry work with the
government to provide information about fuel
availability, back-up supplies, and estimates on
system restoration. Companies may also work
with the government to request assistance or to
secure temporary relief from regulatory restric-
tions in order to expedite the restoration of fuel
supplies.

The development of accurate area-wide sup-
ply assessments is hindered, and response times
can be lengthened by the absence of well-estab-
lished communications processes. Development
of accurate and timely situation assessments
require a strong understanding of the fuel supply
chain, in particular the difference of commodity/
product operatorship vs. asset ownership. That
understanding combined with standard, aligned
communication paths and clear organizational
authority will better position the DOE as it coor-
dinates federal efforts related to energy restora-
tion.
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Communication and Collaboration

The National Response Framework (NRF) is a
guide to how the nation responds to all types of
disasters and emergencies. It is built on scalable,
flexible, and adaptable concepts identified in the
National Incident Management System (NIMS)
to align key roles and responsibilities across the
nation. The purpose of NIMS is to provide a com-
mon approach for managing incidents. Although
incidents typically begin and end locally, there
are instances where success depends on the
involvement of multiple jurisdictions, levels of
government, functional agencies, and/or emer-
gency-responder disciplines. These instances
necessitate effective and efficient coordination
across multiple organizations and activities.
NIMS improves the effectiveness of emergency
management regardless of size or complexity of
the threat or hazard.

Although NRF describes how government
and industry should respond to emergencies at
a national level, it does not provide guidance on
formal mechanisms for communication and col-
laboration between federal agencies and the oil
and natural gas industry. ICS is the all-hazard
incident management system that is adopted by
NIMS to provide a common organizational struc-
ture and communication channels to enable an
efficient and effective response. Inconsistent
application of ICS within DOE has hampered
communication between and within government
agencies and industry.

Response Organization Capability

As industry dynamics change and as organi-
zations and personnel turn over, processes and
mechanisms need to be in place to maintain
organizational readiness. Maintaining trained,
competent response organizations within govern-
ments (i.e., staff who are knowledgeable in sup-
ply chains/complexities, preparedness, response
processes, and industry contacts/capabilities/
resiliency initiatives) is challenging and compli-
cated by:

e High turnover of government officials across

the multiple agencies involved with emergency
response

e Relative infrequency of natural disasters and
lack of first-hand experience in crisis response

e Lack of understanding of supply chains

¢ Need for education, training, drills/exercises in
areas of strategic importance.

Without an understanding of supply chains and
markets and the primary factors that impact their
functioning, effective communication and coor-
dination between responding entities is subject
to confusion, misunderstanding, and potentially
misdirected or ineffective actions. Some recom-
mendations identified in individual after-action
reports (and reflected in Appendix C, After-Action
Report Summary) point to a varied level of under-
standing of oil and natural gas supply chains in
particular.

As a case in point, during Superstorm Sandy,
some government agencies were frustrated by
terminal operators’ inability to communicate
inventory levels to government or to allocate
product. These requests were misdirected to
the terminal operator, who was not the product
owner and was unable to supply the requested
information or make product allocations due to
legal constraints. While a company may own and
operate a terminal, it does not necessarily own
the product that is stored in its storage tanks.
The terminal owner may only have custody of
the product but not ownership. Thus, as with the
common carrier pipelines, the owner/operator
of the terminals may not have decision-making
authority with regard to the disposition of the
products held in its storage tanks. The terminal
operators are also not permitted, by regulation,
to divulge the identity of the parties that own
the product stored at the terminal. Not under-
standing this constraint resulted in unnecessary
frustration and delay. Trained, knowledgeable
response staff should be aware of these legal con-
straints and understand what information they
need to perform their duty and the proper way to
ascertain this information.

When the impact of natural disasters on the
whole supply chain is not well understood, this
can also cause delays in product specification
regulatory relief. During previous Gulf Coast
hurricanes, the granting of product specification
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regulatory relief lagged the effective window for
industry action to supply alternate product along
the Atlantic Coast. Because government agencies
did not immediately understand the subsequent
impact of a fuel disruption in the Gulf Coast on
their region, they were slow to react. Government
officials who experienced these earlier events were
able to appropriately address situations like this
in a more timely fashion in Superstorm Sandy.
It is critical for emergency response managers
to understand the fuel supply chains that service
their states so they are prepared to remove regu-
latory limitations that interfere with the supply of
fuels to consumers. Not understanding the inter-
connectivity of the supply chain can lead to insuf-
ficient preparation and delay in response efforts.

Continuous Improvement and
Lessons Learned

Each supply disruption presents unique chal-
lenges to emergency response, which are best
handled through a disciplined approach. Les-
sons learned from each event need to be assessed

and incorporated into continuous improvement
activities, as appropriate. This ability to learn
and improve from each event is especially impor-
tant given the limited number of actual events or
even drills and the potential loss of institutional
memory between events. A disciplined approach
to continuous improvement and utilization of les-
sons learned has become a widespread industry
practice, and there is an opportunity for similar
advances to be made by state and federal govern-
ment agencies.

Leadership plays an important role in embed-
ding the culture of continuous improvement. It
is an ongoing process requiring effort, commit-
ment, and resources. Leaders should be active in
the planning and preparation activities to ensure
that the emergency response and recovery effort
can be effectively and efficiently executed if ever
needed. Supportive leadership that promotes
ongoing advance planning along with preparation
and incorporation of lessons learned will enable
emergency response teams to better manage situ-
ations they had not previously encountered.
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Chapter 2

EMERGENCY RESPONSE
OPERATIONAL FRAMEWORKS

disciplined approach to emergency and
Acrisis management implemented prior to,

and executed rigorously during an event
provides the most efficient and effective response
and speeds recovery. The establishment and rig-
orous implementation of clear communications
protocols are critical to a disciplined approach.
The National Response Framework (NRF) pro-
vides the communication flow structure between
industry and government at the local, state, and
federal levels, and the Incident Command Sys-
tem (ICS) provides the organizational command
structure and processes implemented within each
participating entity that enables coordination
between entities. ICS is a well-established orga-
nizational framework and is widely used in emer-
gency response communities across the country,
internationally, and at all levels of government.
ICS, when adopted without modification by all
organizations, aids effective response and recov-
ery. The NRF and ICS are applicable and effective
for incidents both small and large, regardless of
location.

The operational work of responding to an inci-
dent is managed at the local level and is called
incident management. The work of responding to

The Incident Command System (ICS) is
a management system designed to enable
effective and efficient domestic incident
management by integrating a combination of
facilities, equipment, personnel, procedures,
and communications operating within a
common organizational structure.

the larger impacts of an incident is typically man-
aged at the regional or national level, and is called
issues management. Incident management typi-
cally deals with tactical operations of response
while issues management is concerned with
deploying supplemental resources and aggregat-
ing information to understand and deal with the
broader and cascading impacts of an event.

The recommendations in this chapter focus at
the level of issues management and they address:

e Aligning proven operational models for emer-
gency response

e Leveraging existing skills and competencies in
DOE’s Energy Response Team (ERT) structure
to improve situational analysis and response

¢ Strengthening communication interfaces

¢ Expediting recovery through streamlining tem-
porary regulatory relief.

DOE, based on its remit and capabilities, should
focus on issues management, and therefore
should interface with industry at the top levels of
the response model as depicted in Figure 2-1.

NATIONAL RESPONSE FRAMEWORK
AND THE NATIONAL INCIDENT
MANAGEMENT SYSTEM

The National Response Framework is part of
the National Preparedness System, as estab-
lished by Presidential Policy Directive 8:
National Preparedness (PPD-8). The goal of
PPD-8 is “strengthening the security and resil-
ience of the United States through systematic
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Figure 2-1. Company Incident Response Model

preparation for the threats that pose the great-
est risk to the security of the Nation.”* The
NRF is the framework under which govern-
ment agencies, departments, and responders at
the local, state, and federal levels interact with
industry to respond to all types of disasters and
emergencies. It establishes an organizational
structure whereby information is exchanged
between the local, state, and federal levels to
enable decision-making and resource distribu-
tion to respond to large nationally significant
incidents. It is built on scalable, flexible, and
adaptable concepts identified in the National
Incident Management System (NIMS) to align
key roles and responsibilities across responding
organizations through the use of the ICS within
each organization. Where NIMS is a system-
atic approach to managing an incident, includ-
ing resource management, communications,
and command, ICS provides the organizational

1 U.S. Department of Homeland Security, Overview of
the National Planning Frameworks, July 2014. http://
www.fema.gov/media-library-data/1406718145199-
838efsbed6355171a1f2d934c25f8ado/FINAL_Overview_of_
National_Planning_Frameworks_20140729.pdf

structure necessary to implement the NIMS
approach.

Figure 2-2 illustrates the three levels of govern-
ment (federal, state, and local) and the two lev-
els of industry (corporate and facility) potentially
involved in a response and how information is
shared between organizations. Incident manage-
ment occurs at the local/field level and is typically
carried out by the impacted company in coordi-
nation with the local Emergency Operations Cen-
ter (EOC). Information and requests for further
assistance flow up to the state and corporate lev-
els and then on to the federal level, if appropriate,
to enable federal and corporate teams to carry out
issues management.

The Emergency Support Functions (ESFs)
established under the NRF “provide the struc-
ture for coordinating federal interagency
support for a federal response to an incident.
They are mechanisms for grouping functions
most frequently used to provide federal sup-
port to states and federal-to-federal support,
both for declared disasters and emergencies
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under the Stafford Act and for non-Stafford
Act incidents.” DOE is the ESF coordinator
for ESF-12 — Energy. DOE is also the primary
agency for ESF-12, with responsibility to main-
tain continuous and reliable energy supplies for
the United States through preventive measures
and restoration and recovery actions. Specifi-
cally, the scope of responsibilities for ESF-12
includes the following:

e Collects, evaluates, and shares information on
energy system damage and estimations on the
impact of energy system outages within affected
areas

e Provides information concerning the energy
restoration process such as projected sched-
ules, percent completion of restoration, and
geographic information on the restoration

e Provides technical expertise to the utilities,
conducts field assessments, and assists gov-
ernment and private-sector stakeholders to

2 Federal Emergency Management Agency, “Emergency Support
Function Annexes: Introduction,” January 2008. http://www.
fema.gov/pdf/emergency/nrf/nrf-esf-intro.pdf.

overcome challenges in restoring the energy
system.?

The discipline of ICS, utilizing the system-
atic approach laid out in NIMS, should provide
the structure for DOE to act as the coordinating,
primary agency for energy infrastructure assess-
ment, repair, and restoration within the federal
government as part of the NRF. The implementa-
tion of ICS requires that response team members
are thoroughly trained on ICS management prin-
ciples, roles, responsibilities, and common termi-
nology. Implementing ICS as designed includes
the following benefits:

e Standardized organization structure with
clearly defined roles and responsibilities

¢ Integrated communications that facilitate esca-
lation of issues, situation assessment, common
operating picture, and coordination of response
across agencies and sectors

3 Federal Emergency Management Agency, “Emergency Support
Function #12 — Energy Annex,” January 2008. http://www.
fema.gov/pdf/emergency/nrf/nrf-esf-12.pdf.

NIMS ICS

The Incident Command System (ICS) was
originally developed in the 1970s by fire ser-
vices in California in the wake of devastating
wildfires where 16 lives were lost, 700 struc-
tures were destroyed, and one-half million
acres were burned. Responding agencies co-
operated to the best of their ability, but faced
numerous problems with communication and
coordination. After the fires, Congress man-
dated the design of a system that would “make
a quantum jump... to effectively coordinate
interagency action and allocate...resources.”
ICS was developed as a management method
to clarify command relationships and use of
mutual aid for large-scale incidents. Although
originally developed to address fires, ICS is
now applied to many other types of incidents,
including those faced by the energy sector. The
overarching goal of ICS is to enable coopera-
tion and inter-operability among responding

private and public organizations (such as com-
pany emergency response teams, fire depart-
ments, and the Coast Guard) with maximum
flexibility for achieving strategic goals.

The National Incident Management System
(NIMS) adopted ICS as its command and con-
trol system, delineating job responsibilities
and organizational structure for the purpose of
managing day-to-day operations for all types of
emergency incidents. The ICS structure may be
small initially, but the flexibility of the system
allows the structure to expand and adapt to the
evolving needs of the response. NIMS provides
a consistent, flexible, and adjustable national
framework and standardized organizational
structures, within which government and pri-
vate entities at all levels can work together to
manage domestic incidents, regardless of their
cause, size, location, or complexity.
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ERT

ESF

EOC

Energy Response Team

The Energy Response Team is a scalable
entity designed to respond to an event based
on size and potential impact. By leveraging
information sharing and coordination mecha-
nisms across all stakeholders, the ERT allows
DOE to support and assist in the response and
recovery efforts of a coordinated response at
the national, regional, and local levels.

Emergency Support Function

ESFs provide the structure for coordinating
federal interagency support to an incident.
They are mechanisms for grouping functions
most frequently used to provide federal sup-
port to states, both for declared disasters and
emergencies under Stafford Act and non-
Stafford Act incidents.

Emergency Operations Center

A central command and control facility
responsible for carrying out the principles
of emergency preparedness and emergency
management functions. EOCs integrate into
the Incident Command System (ICS) during
large-scale events. EOCs operate at the local,
state, and federal levels.

Federal Government Field Representatives

JFO

NICC

Federal Government Field Representatives
include those individuals from the various
federal agencies (e.g., DHS, FEMA, USCG,
USACE, etc.) that are deployed through-
out the impacted area to contribute to the
response and recovery efforts. These indi-
viduals typically have specific responsibilities
for their agency, but during the course of the
response they are often in a position to pro-
vide broader support to the state and private
sector for management of the incident.

Joint Field Office

A component of the Incident Command
System. Federal support to states is gen-
erally coordinated through a Joint Field
Office (JFO). The JFO provides the means
to integrate federal resources and engage
the impacted state(s) during an emergency.
Senior officials from the state and key fed-
eral departments form a Unified Coordina-
tion Group within the JFO to achieve shared
objectives.

National Infrastructure Coordinating
Center

A component of the NOC. The NICC is an
information and coordination hub that main-
tains situational awareness of the nation’s
essential Critical Infrastructure (Cl). The NICC
shares threat information, in order to reduce
risk, prevent damage, and enable rapid
recovery of Cl assets from incidents caused
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NOC

NRCC

NRF

NSC

SCC

by natural disasters, attacks, or other emer-
gencies.

National Operations Center

The NOC coordinates information sharing to
help deter, detect, and prevent terrorist acts
and to manage domestic incidents. Informa-
tion on domestic incident management is
shared with Emergency Operations Centers
at all levels through the Homeland Security
Information Network.

National Response Coordination Center

A component of the NOC. The NRCC is a
multi-agency center that coordinates the
overall federal support for major disasters
and emergencies, in support of operations
at the regional-level. The FEMA Administra-
tor, or his/her delegate, activates the NRCC in
anticipation of, or in response to, an incident.
The NRCC activates and manages the appro-
priate Emergency Support Functions during
an incident.

National Response Framework

The National Response Framework, a compo-
nent of the National Strategy for Homeland
Security, guides the nation in how all-hazards
responses are coordinated and conducted by
providing the structure and mechanisms for
incident response in a national level policy.
The NRF builds upon the scalable, flexible,
and adaptable Incident Command System
(ICS) structure, to align key roles and respon-
sibilities across the nation, linking all levels of
government, nongovernment organizations,
and the private sector. ICS provides the tem-
plate for managing incidents regardless of
size, scope, or cause.

National Security Council

The National Security Council is the Presi-
dent’s principal forum for considering
national security and foreign policy matters
with his senior national security advisors and
cabinet officials. The Council also serves as
the President’s principal arm for coordinating
these policies among various government
agencies.

Sector Coordinating Council

SCCs are self-organized and self-governed
bodies that serve as principal sector policy
coordination and planning entities. Member-
ship composition varies from sector to sec-
tor; however, membership is representative
of a broad base of owners, operators, asso-
ciations, and other entities. The SCCs enable
owners and operators of critical infrastructure
to interact with the government on a wide
range of sector-specific strategies, policies,
activities, and issues.



e Common terminology essential to any emer-
gency management system, especially when
diverse or other than first-response agencies
are involved in the response

e Unified command structure that facilitates
alignment across jurisdictions

¢ Consolidated Incident Action Plans that pro-
vide measurable objectives and coordinated
response

e A manageable span of control that promotes
organizational effectiveness

e Comprehensive resource management for effi-
cient allocation of resources.

Critical to effective response is a standard-
ized, rehearsed approach to expand and escalate
response support and communications as the
event unfolds. As mentioned earlier in this report,
the National Response Framework and National
Incident Management System provide the frame-
works to coordinate communications and collab-
oration across multiple levels of governments and
industry participants using a well-established,
disciplined, standardized approach.

Implementation of the ICS, under NIMS,
however, is not consistent across organizations
and first responders at all levels of government.
Although many agencies at local, state, and fed-
eral levels use ICS, the variability in application
undermines the efficiencies sought through stan-
dardization—a notable example is the different
organization structure and processes adopted by
DOE’s ERT. A consistent, disciplined process,
for communication between federal agencies and
with industry can lead to more timely and quality
information to support situational awareness and
decision-making during natural disasters.

Recommendation: Harmonize DOE’s
energy response team structure with NIMS
Incident Command System (ICS).

The ICS organizational structure is composed
of modular components so that personnel and
equipment are deployed only as needed, maintain-
ing a manageable span of control and minimizing
disruptions to the normal operations of respond-
ing organizations. The ICS organization is built

out under the Incident Commander through five
major components:

e Command Staff

e Operations Section

Planning Section

Finance/Administration Section

Logistics Section.

Depending on the mission and authority of the
organization, an Intelligence/Investigation Sec-
tion may be added to the General Staff (made up
of Operations, Planning, Finance, and Logistics).

Certain ICS roles are pivotal to ensuring DOE’s
success in fulfilling its mission as lead agency for
ESF-12, discussed earlier. This study and its rec-
ommendations focus on the roles shown in yellow
in Figure 2-3. These roles are responsible for the
collection, analysis, display, and communication
of the information related to the situational sta-
tus of the energy supply chain during the scenar-
ios considered in this study. The roles and short
descriptions of each are as follows:

¢ Incident Commander

The Incident Commander is responsible for
all aspects of an emergency response, includ-
ing quickly developing incident objectives,
managing all incident operations, application
of resources, and responsibility for all persons
involved. The incident commander sets priori-
ties and defines the organization of the incident
response teams and the overall incident action
plan. The role of incident commander may be
assumed by senior or higher qualified officers
upon their arrival or as the situation dictates.
Even if subordinate positions are not assigned,
the incident commander position will always
be designated or assumed. The incident com-
mander may, at his/her own discretion, assign
individuals, who may be from the same agency
or from assisting agencies, to subordinate or
specific positions for the duration of the emer-
gency.

Specific to the DOE ERT, the Incident Com-
mander would have overall responsibility for
the DOE ERT including all the duties listed
above during response to supply chain disrup-
tions.
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OFFICER

A single person responsible for all inter-
action between Command and the media
and who coordinates the release of infor-
mation on the incident situation and
response efforts from Command to

the media
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Figure 2-3. Incident Command System Organizational Structure
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e Public Information Officer

The Public Information Officer is the commu-
nications coordinator or spokesperson of cer-
tain government organizations. The primary
responsibility of a Public Information Officer is
to provide information to the media and public
as required by law and according to the stan-
dards of their profession.

Specific to the DOE ERT, the Public Informa-
tion Officer is providing information to the
public via press releases or public meetings.
The Public Information Officer would also be
responsible for the release of the DOE Situation
Report (SITREP).

e Liaison Officer

A Liaison Officer is a person who liaises
between two organizations to communicate
and coordinate their activities. Generally, liai-
son officers are used to achieve the best utiliza-
tion of resources or employment of services of
one organization by another. They also work to
achieve mutual understanding or unity of effort
among disparate groups. For incident or disas-
ter management, liaison officers serve as the
primary contact for agencies responding to the
situation.

Specific to the DOE ERT, the Liaison Officer
would be the initial point of contact between
the DOE ERT and the owner/operators.

e Situation Unit Leader

The Situation Unit Leader is a person who is
responsible for the collection, processing, and
organizing of all incident information within
the Situation Unit. The Situation Unit Leader
may prepare future projections of incident
growth, maps, and intelligence information.

Specific to the DOE ERT, the Situation Unit
Leader would be responsible for the collection
and analysis provided by the owners and opera-
tors. This would include the current situational
status and a projection of cascading effects of
the incident.

¢ Technical Specialists—Data, GIS, etc.

The various Technical Specialists including, but
not limited to, data analysts and Geographic
Information Systems (GIS) experts, perform

very important functions specific to their sub-
ject matter expertise. The data analysts perform
the critical function of taking raw data from
multiple sources and analyzing it to develop an
overall situational status display.

Specific to the DOE ERT, the GIS experts use
their expertise to display current informa-
tion in a GIS format. These GIS displays can
be used for the Incident Command as well as
potentially used in communicating with the
public.

COMMUNICATION PROTOCOLS
AND STAFFING

Effective emergency response requires timely
and accurate information about the current state
of an incident, incident potential, and the prob-
able impacts of the incident. During the study
engagement sessions, the topic of information
sharing was widely discussed. The original focus
of the engagement was on methods for improv-
ing the exchange of data, but most public agencies
(federal, state, and local) communicated that the
real need was high-level situational status about
impacts from supply chain disruptions as well
as any cascading effects. The engagement ses-
sions identified a number of good practices for
successful information-sharing programs, such
as developing industry and government contacts
and processes before events occur, determining
the appropriate level of information that should
be needed for decision-making, and protecting
proprietary data through statutes or other mecha-
nisms. A common theme was a need for a direct
connection between the agency and industry part-
ners (owners/operators). A summary of feed-
back from engagement sessions can be found in
Appendix D.

Often, the impacts of events can be unpredict-
able, and even when individuals, communities,
organizations, and governments are prepared,
there are challenges to recovery. Timely and
accurate communication is one of the most dif-
ficult challenges during an incident. The unpre-
dictability of events and their impacts present a
challenge for the government, in particular, to
identify the impacted services, responsible par-
ties, owners, operators, and suppliers. In the oil
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and natural gas sector, identifying the impacted
owner or operators can be especially challenging
for those unfamiliar with the supply chain. The
market is no longer composed of large integrated
companies, and the party having custody of a
product is not often the owner of the product. The
diversity of the supply chain and the dependencies
within the supply chain create many challenges
that do not exist in other industries. These chal-
lenges make it critical that DOE has the expertise
to understand the supply chains and the ability to
communicate with the supply chain experts of the
owners and operators.

The most effective process for industry owners/
operators to share information with federal, state,
and local agencies (including DOE) is through
one-on-one discussions between individual liai-
sons from oil and natural gas owners/opera-
tors and DOE. The communication would occur
prior to and during supply chain disruptions in
accordance with ICS. During these one-on-one
communications, owners/operators can legally
provide the government with information and
provide clarity about supplies, delivery issues,
and support needs as well as situation assess-
ment (status, potential cascading events, and
response activities). A formal process that does
not rely on relationships, but instead identifies a
liaison role will ensure a continuity of communi-
cation between industry and government. These
liaison roles provide the linkage to the industry’s
ICS organization at the proper level. The liaison
contacts can facilitate the improvement of situa-
tion assessments by establishing direct communi-
cation between a relevant company’s supply chain
subject matter experts and the subject matter
experts in DOE’s ICS structure.

Leveraging EIA

Under Emergency Support Function 12 (ESF-
12), DOE “collects, evaluates, and shares informa-
tion on energy system damage and estimations
on the impact of energy system outages within
affected areas.” DOE has many resources at its
disposal for the development of a comprehensive
analysis of the energy sector that can be invalu-

4 Federal Emergency Management Agency, “Emergency Support
Function #12 — Energy Annex,” January 2008. https://www.
fema.gov/pdf/emergency/nrf/nrf-esf-12.pdf.

able during a state, regional, or national response.
The Energy Information Administration (EIA), an
independent statistical and analytic agency within
DOE, has many of the skills and abilities that can
aid DOE’s assessment of impacts to the energy
sector during a response. EIA has the ability to
take information specific to the industry’s supply
chains and provide context and relevance such
that it is useful to broader state, regional, and
national level responses.

Recommendation: Leverage EIA’s sub-
ject matter expertise within DOE’s energy
response team to improve supply chain situ-
ation assessments.

The Situation Unit is responsible for providing
the analytical picture of the impacts of an event,
and needs to have personnel with supply chain
knowledge and analytical capability to enhance
situation assessment during supply chain dis-
ruptions. Individuals considered for these roles
should have broad knowledge of the oil and gas
supply chains, sensitivity to business proprietary
and company confidential data, and understand-
ing of supply markets.

Equally important to the process of develop-
ing accurate situational awareness information
sharing is the ability of those both providing and
receiving the information to properly interpret
the information being shared. As part of DOE’s
implementation of ICS, this study recommends
that DOE utilize the skills and abilities of EIA
personnel in the “Planning Section” of the ICS
structure to build the competencies of the “Situ-
ation Unit.” The use of EIA personnel and their
expertise will improve the quality of the analytics
produced by DOE.

The Situation Unit personnel in government
need to have an understanding of fuel supply
chains and the potential impacts from supply dis-
ruptions to enable informed decision-making and
the proper application of information. This pro-
cess can function in times of national-level inci-
dents or during smaller scale energy disruptions.

The direct communication between DOE
and industry supply chain experts can provide
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information exchange at a more appropriate level
of detail than would be handled at the state or
local level, and facilitate a more informed discus-
sion between knowledgeable parties. The pro-
cess provides a means to develop an aggregated
view of the supply chain through communications
aligned with antitrust laws.

In past incidents, DOE used an ad hoc mecha-
nism to reach out to industry for gaining intelli-
gence on the status of the supply chain. The use
of EIA expertise will be more efficient because EIA
already has an understanding of the supply chain
and which companies are the key players in the
area experiencing supply chain disruption. This
knowledge will allow DOE to focus its attention
on those key players instead of the industry in
general.

Strengthen Industry Interface

To strengthen the communication interface
between DOE and individual companies, this
study recommends establishing formal, direct
communication links between the DOE ERT
and company supply chain experts through the
ICS structure via the Liaison Officer positions.
To strengthen this interface, a Liaison Officer or
response operations center contact number will
be provided by owners/operators to the DOE ERT
to facilitate timely communications.

This industry interface role is a critical com-
ponent of the common process proposed in this
study. This role will ensure that communication
flows occur vertically, to and from the local and
national levels as needed, as well as horizontally
between the public and private sectors (see Fig-
ure 2-4). Filling these roles will enable individu-
als to complete the appropriate level of training
to ensure that they can fulfill their mission. Dur-
ing an actual response, these individuals will be
well established in their role, thus allowing for the
development of well-understood communication
pathways to facilitate the flow of information.

The Oil and Natural Gas Sector Coordinating
Council (ONG SCC) will, as deemed appropri-
ate, expand its charter, strategic plan, or sector-
specific plan to include the following: (1) support
DOE’s role in the annual updating of the emer-
gency contact list and (2) in event of a disrup-

tion, aid DOE in identifying owners and operators
whose systems may have been impacted.

Recommendation: Establish company
liaisons and direct communication with
DOFE’s energy response team to improve
situation assessments.

This enhanced and direct communication
link works in alignment with the NRF, operates
through defined ICS roles and responsibilities,
and enables DOE to fulfill its ESF-12 mission
through inter-agency information-sharing and
coordination. This information flow relies on:

e Bottom-up communications, reinforcing the
communications between local, state, and fed-
eral ICS structures

e Institutionalizing the ICS, including the use of a
common terms and defined inter-organization
interface to enhance public-private communi-
cations

These direct channels of communication are
established between each company’s subject mat-
ter experts and the subject matter experts in DOE’s
ICS Situation Unit and will enable improved over-
all situation assessment during times of emer-
gency. Establishing these direct links and devel-
oping an enhanced situation assessment include
the following benefits:

e DOE will have the most accurate and timely
company information

¢ DOE will have more productive and informed
discussions with individual companies

e DOE will have a venue to validate their aggre-
gated view of supply chain situation assess-
ments

¢ Elimination of the inherent inefficiency of
multiple government personnel making simi-
lar requests for information to each individual
owner/operators

e A legally supportive mechanism for critical
information exchange that does not violate
antitrust law, protects confidentiality of pro-
prietary information, and is aligned with FERC
requirements governing the sharing of non-
public information.
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Establishing the role of liaison officers in
industry and DOE, and providing a commu-
nication mechanism between them, helps to
ensure that the proper level and accuracy of
information sharing will occur.

In anticipation of or during the course of a
major event, the Secretary of Energy has in the
past, and may in the future, request leaders of
companies with operations that are directly or
indirectly impacted by the event, to participate in
group emergency meetings on short notice. Rec-
ommendations in this study for improving the
flow of situational awareness information to the
Department of Energy are expected to reduce the
need for such meetings in the future. However,
in order to ensure that the Secretary has ready
access to the appropriate leaders in unusual and
rare situations where the escalation to such a
meeting is deemed appropriate, the industry will
also undertake to secure and update at least annu-
ally an emergency leadership contact list for the
Secretary’s use of the top executive and/or senior
officers at the entities in each of the U.S. upstream,
midstream, and downstream oil, natural gas,
and petrochemical sectors; industry, with DOE’s
support, will develop the mechanism to execute
this process as part of the study implementation
plan. Such leaders should possess the authority
to execute or cause to be executed critical oper-
ating decisions in an emergency situation where
time is of the essence and should be apprised of
the importance of their timely participation when
called upon to participate in such meetings.

DOE and company officials participating in
these meetings would be expected to understand
the importance of avoiding discussing or asking
about actions or proprietary company informa-
tion that might create potential antitrust con-
cerns. The Secretary of Energy should make
every effort to ensure that discussions are limited
to issues related to normalizing operations on an
expeditious basis and do not result in inappropri-
ate coordination among competing market par-
ticipants.

Communication Channels

By establishing and following a well-understood
and commonly agreed upon structured com-

munications process, individuals involved in
preparedness activities as well as those activi-
ties during an actual response will have a clear
understanding of their roles and responsibili-
ties. Figure 2-4 shows how information would
flow between industry and government through
the direct communication links and industry/
government subject matter experts. The process
proposed in this report follows the organizational
structure of the National Response Framework,
uses defined ICS roles, and includes response
organizations working at the local level.

Any response activity should be driven down
to the most local level possible. Here, there is
a clear understanding both with the impacted
facilities and the local emergency response cen-
ter with regard to the status of the response and
those actions that need to take place for the most
rapid recovery possible. In those instances where
the local resources are overwhelmed or are lim-
ited in their capability, requests for assistance
are elevated to the state Emergency Operations
Center, then to the Joint Field Office, and then
to the federal government. The recommenda-
tions provided in this study provide a mechanism
whereby impacted operators will provide their
facility-specific data and information to DOE,
who can in turn aggregate the data and provide
high-level assessments by knowledgeable sup-
ply chain experts. Additionally, DOE can deliver
information to the broader national or regional
level response activities that can aid in the more
rapid recovery of the energy sector. It is impor-
tant to note that wherever resources or activities
are identified, they should be allocated at the most
local level possible for implementation.

This process is designed to facilitate the devel-
opment of an accurate and timely situation assess-
ment by DOE and the communication of that
assessment to other agencies for purposes such
as setting response priorities, filling requests for
assistance, and expediting the issuance of regula-
tory relief on behalf of industry.

REQUESTS FOR ASSISTANCE

There are times when the private sector may
seek assistance or relief from various levels
of government to more effectively restore the
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supply chains. In those instances, the govern-
ment, either at the local, state, or federal levels
can play a supporting role. The resources of the
government can be brought to bear to assist with
restoration of private-sector operations when
it will benefit the public and the economy. For
example, industry has sometimes needed help in
getting employees back to facilities to begin res-
toration, whether due to blocked transportation
routes or lack of fuel. When this is the case, the
private sector needs to understand and utilize
the process to request assistance.

In the majority of cases, the federal govern-
ment’s response to a major incident will take the
form of assistance to state and local authorities to
mitigate immediate threats to public health and
safety. More accurate and timely information
and situational awareness will enable responding
organizations to make more informed and timely
decisions, including those related to requests for
assistance.

Mechanisms are in place through the NRF for
owners and operators to request assistance from

the government if additional support is needed.
The NRF was designed to facilitate communica-
tion, including requests for assistance, progres-
sively from the local to state and then to the fed-
eral levels of government. Requests for assistance
should (by design) enter the NRF process and be
addressed at the lowest level of government as
possible. The Request for Assistance (RFA) pro-
cess, as shown in Figure 2-5, can follow one of
three paths:

® As a request to the local or state EOC/Joint
Field Office

® As a request to the National Infrastructure
Coordinating Center at the federal level

® As a request through an ESF (e.g., energy,
transportation, etc.)

DOE and the Department of Homeland Secu-
rity should prioritize government support and
assistance when requested. Accordingly, RFAs
from private-sector Critical Infrastructure and
Key Resource entities must be directed through
the appropriate channels to the federal, state, and
local level decision-makers who can appropriately

PRIVATE SECTOR

CRITICAL INFRASTRUCTURE
AND KEY RESOURCE ENTITIES

SRIMARY ALTERNATE RFA PATH — RFA THROUGH
mEA AT NATIONAL-LEVEL PRE-ESTABLISHED
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Figure 2-5. Request for Assistance (RFA) Process
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consider and adjudicate them in the context of
competing needs and priorities.

RFAs are acted upon within the multi-agency
coordination centers in the affected area. The
Joint Field Office (JFO) is the federal focal point
for resolving and acting upon RFAs. The JFO is
a temporary federal multi-agency coordination
center established locally to facilitate field-level
domestic incident management activities related
to prevention, preparedness, response, and recov-
ery when activated by the Secretary of Homeland
Security. The JFO provides a central location for
coordination of federal, state, local, tribal, non-
governmental, and private-sector organizations
with primary responsibility for activities associ-
ated with threat response and incident support.>

The JFO is led by the Unified Coordination
Group, which is typically comprised of the Fed-
eral Coordinating Officer, who is appointed by the
President to execute Stafford Act authorities; the
State Coordinating Officer, who is appointed by
the Governor to coordinate state disaster assis-
tance efforts; and others, such as the Senior Health
Official, Department of Defense representative, or
Senior Federal Law Enforcement Official.

The JFO uses established processes to ensure
that action on each RFA is properly coordinated
with state and local officials and acted upon
in accordance with legal requirements, avail-
able resources, and the overall response and
restoration priorities of the JFO. Examples of typ-
ical requests for assistance include debris removal
to open roads or ports, temporary generators, and
access for personnel into restricted areas.

ACCELERATING RECOVERY THROUGH
REGULATORY RELIEF

The oil and natural gas industry operates under
a myriad of regulations that dictate product qual-
ity and contribute to safe operations and envi-
ronmental performance. The industry has a deep
commitment to complying with all regulations,
all of the time—this includes during emergency

5 U.S. Department of Homeland Security, Joint Field Office Activa-
tion and Operations: Interagency Integrated Standard Operating
Procedure, Version 8.3, Interim Approval April 2006. http://
www.fema.gov/pdf/emergency/nims/jfo_sop.pdf.

situations. The industry bears the responsibil-
ity for delivering fuels to consumers and is adept
at making adjustments to supply chains within
the limits of applicable regulations to overcome
day to day operational issues or issues that arise
from natural disasters. Temporary relaxation
of certain regulatory requirements can allow
for expedited response and recovery from natu-
ral disasters. Prudently issued regulatory relief
that appropriately balances competing concerns,
allows the government to temporarily suspend
certain regulatory requirements so that compa-
nies can accelerate recovery that will help allevi-
ate the emergency and restore normal operating
conditions to best serve the public interest.

This section starts with an explanation of when
regulatory relief may be appropriate and the pri-
mary types of relief that may be needed to speed
up response and recovery. It then discusses areas
for improvement in the existing regulatory relief
processes.

Types of Temporary Regulatory Relief
Needed During Emergency Situations

Response efforts to the impacts of natural disas-
ters may be augmented by the temporary relax-
ation of some legal requirements to allow the use
of alternative supplies, modes of transportation,
and facilities in non-routine ways.

Alternative Supplies-Working with
Fuel Specifications

Many states and regions of the country have reg-
ulatory specifications that require the use of fuels
that meet certain environmental performance
standards. (See Appendix G, Hydrocarbon Liq-
uids Supply Chain, for more detail.) Under most
conditions, these fuels are readily available, and
are delivered to the consumer in the most efficient
way possible. Following natural disasters, sup-
plies of these fuels may be limited, and suppliers
may seek to switch to alternative supplies in order
to meet consumer needs. Government waivers of
regulatory requirements can help facilitate this
because temporarily relaxing regional fuel speci-
fications effectively expands the pool of available
fuel within the affected region. Multiple layers of
regulation often apply, and it is not unusual for
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the U.S. Environmental Protection Agency (EPA)
and two different state agencies to regulate fuel
specifications. Thus, regulatory relief from sev-
eral government agencies may be needed.

For purposes of emergency preparedness and
response, it is important to understand that even
though there are a wide variety of gasoline speci-
fications across the United States, many of those
that are related to the environmental performance
of the fuels, such as summertime volatility speci-
fications, are not related to vehicle performance.
Regulatory relief is useful in situations where sup-
plies of specified fuel for an area are limited and
a suitable alternative fuel is available. An insuf-
ficient supply of a particular gasoline can be sup-
plemented with a different gasoline, provided that
the substitute gasoline is available and it is legal
to use. This is why regulatory relief for gasoline
specifications can be helpful to expedite response
to an event. As a good example, on June 6, 2014,
in response to a local fuel supply disruption, EPA
waived the 7.8 psi RVP (Reid Vapor Pressure)
gasoline requirements for Shelby County, Tennes-
see, temporarily allowing 9.0 psi RVP gasoline in
Shelby County. EPA’s waiver letter can be found
in Appendix E.

Not all fuels are interchangeable. In contrast
to gasoline, regulatory relief for diesel fuel sul-
fur specifications are of limited use because on-
highway diesel engines are designed to use ultra-
low sulfur diesel (ULSD) 15 ppm sulfur level fuel;
higher levels of sulfur can damage the emission
control devices on such vehicles. The only places
where regulatory relief for diesel fuel could be
helpful are California and Texas. Texas Low Emis-
sion Diesel and California diesel fuel differ from
federal diesel fuel due to additional emissions
requirements to reduce NOx emissions. Similar
to the situation with gasoline RVP requirements,
however, federal diesel fuel can be substituted for
Texas Low Emission Diesel or California diesel
fuel. Regulatory relief allowing the use of federal
diesel fuel in the event of temporary shortages in
Texas or California could expedite restoration of
diesel fuel supplies in those two states. Regula-
tory relief allowing higher sulfur for heating oil in
states that mandate lower sulfur heating oil may
also be useful if there are available supplies of
higher sulfur heating oil.

Regulatory relief does not apply to jet fuel
because there is a single nationwide specification
that is based on aircraft performance and safety
consideration. Therefore, there are no readily
available suitable alternatives.

Similarly, regulatory relief does not apply to
natural gas specifications. There is some vari-
ability in natural gas pipeline specifications, but
if necessary the pipeline operators have the ability
to adjust the specifications without need for regu-
latory relief.

Changing Distribution Mode

Hurricanes and other natural disasters may
require fuel suppliers to change normal distribu-
tion modes. For example, a major hurricane that
makes landfall in Texas or Louisiana would likely
result in a temporary reduction in refining capac-
ity and reduced flows of fuel on the Colonial and
Plantation pipelines, which supply the majority
of the southeast and eastern United States. To
compensate, Jones Act waivers may be needed
from the Department of Homeland Security to
provide more marine shipping capacity, facili-
tating increased fuel supply to an impacted area
by allowing non-Jones Act ships to transport
fuel between U.S. ports.® There is seldom a sur-
plus of Jones Act ships at the ready to absorb a
short-term surge in demand. This is particularly
true for gasoline, diesel, and other products like
ethanol in light of recent increases in shipments
of crude oil by Jones Act ships. Thus, in order to
expand movement of fuel by ship, Jones Act waiv-
ers will likely be helpful to expedite restoration of
fuel supplies.

Suppliers may also need to acquire fuels from
more distant terminals to supply retail fuel
stations in an area affected by a natural disas-
ter. Driver hour restrictions and truck weight

6 The Merchant Marine Act of 1920, also known as the Jones Act, is
a U.S. federal statute that provides for the promotion and mainte-
nance of the American merchant marine. The law regulates mari-
time commerce in U.S. waters and between U.S. ports. Section
27 of the Jones Act deals with coastal shipping and requires that
all goods transported by water between U.S. ports be carried on
U.S.-flag ships, constructed in the United States, owned by U.S.
citizens, and crewed by U.S. citizens and U.S. permanent resi-
dents. In contrast, non-Jones Act ships, such as foreign-flagged
ships, can be used to transport goods between foreign ports and
U.S. ports.
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restrictions are often relieved to facilitate trucks
traveling to more distant terminals to bring fuels
to affected areas to speed recovery.

Using Facilities in Non-Routine Ways

As the distribution system shifts to accommo-
date temporary dislocations, resulting from a nat-
ural disaster, it may be possible to expedite recov-
ery by using facilities in non-routine ways. This
may require relief from state and federal Clean
Air Act restrictions. For example, in the event of
a disruption of rail shipments of ethanol, it may
be helpful to transport ethanol by barge to com-
pensate for reduced rail deliveries. Clean Air Act
permit requirements may need to be relieved at
terminals to allow this. Vapor recovery require-
ments were temporarily relieved at terminals in
the aftermath of Superstorm Sandy in 2012 to
enable this type of activity.

Regulatory relief may also be useful in the event
of natural gas disruptions that would be alleviated
by using facilities in non-routine ways. Shortages
of natural gas may require electric utilities, for
example, to switch to alternative energy sources
to restore operation.

The recommendation below addresses two
overarching themes related to expediting the
restoration of fuel supplies in the aftermath of
a natural disaster—speed and certainty of gov-
ernment action to temporarily relax regulatory
limitations. Quick and predictable action by the
government to issue federal fuel specification
waivers, extend previously issued fuel specifi-
cation waivers, waive state fuel requirements,
issue Jones Act relief, stationary source Clean
Air Act relief, driver hours relief, and road weight
restrictions, as necessary, can help speed recov-
ery by expediting restoration of fuel supplies.
Government agencies generally recognize the
need for quick action. EPA, for example, typi-
cally works with states in advance of events like
hurricanes. EPA can, however, sometimes find
it difficult to quickly gather necessary informa-
tion from industry, which slows down the issu-
ance of fuels waivers and other regulatory relief.
The communications process discussed through-
out this report should expedite communications
between industry and the government and allow
the government to make decisions more quickly.

There are additional areas where the process can
be improved to expedite the issuance of regula-
tory relief as described below.

To be most effective, regulatory relief needs
to provide certainty through the use of clear lan-
guage aligned across jurisdictions so that the
industry is able to reasonably predict and thus
plan based on what will be allowed. Uncertainty
in regulatory relief can result in missed opportu-
nities to mitigate supply disruptions caused by a
natural disaster.

Expediting Regulatory Relief

Improving the Timeliness of Government Action to
Remove Regulatory Limitations

Recommendation: Streamline and
enhance processes for obtaining temporary
regulatory relief to speed up recovery.

Other than regulatory relief from driver hour
and truck weight restrictions to enable tanker
trucks to acquire fuel from more distant termi-
nals, the most commonly needed regulatory
relief in the aftermath of natural disasters are
fuel specification waivers for gasoline. These
temporarily lift environmental regulations to
allow the distribution, storage, and sale of fuels
that would otherwise be legally prohibited.

EPA has authority to issue such waivers under
section 211(c)(4)(C) of the Clean Air Act in the
event that “extreme and unusual fuel or fuel
additive supply circumstances exist in a State
or region of the Nation which prevent the dis-
tribution of an adequate supply of the fuel or
fuel additive to consumers,” provided that “the
waiver applies to the smallest geographic area
necessary to address the extreme and unusual
fuel and fuel additive supply circumstances” and
“the waiver is effective for a period of 20 calendar
days or, if the Administrator determines that a
shorter waiver period is adequate, for the short-
est practicable time period necessary to permit
the correction of the extreme and unusual fuel
and fuel additive supply circumstances and to
mitigate impact on air quality...” While EPA is
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the agency with authority to issue fuel waivers
under the Clean Air Act, the law requires that
the EPA Administrator consult with the Secre-
tary of Energy. DOE conducts due diligence to
determine whether there is a generalized supply
shortage to enable the Administrator to make a
decision concerning the issuance of a waiver.

As described above, the Clean Air Act places
restrictions on EPA’s authority to grant waiv-
ers and requires EPA to make determinations
in order to grant waivers. EPA must determine
whether there is a generalized supply problem,
the appropriate length of time for the waiver, and
the appropriate geographic scope of the waiver.
Several things can potentially be done to help
expedite this process and help ensure that waiv-
ers are issued for appropriate lengths of time for
the appropriate geographic area consistent with
the needs of the supply chain.

®* DOE should work with EPA to clearly
identify information needs to determine
whether there is a generalized supply
shortage and communicate the informa-
tion needs to industry to help companies
respond more quickly to expedite EPA’s
ability to issue waivers.

e As part of ongoing education efforts,
industry and DOE should provide infor-
mation to other federal agencies, and the
states regarding the supply chain to help
ensure that waivers are expeditiously
issued for the appropriate length of time
and for the appropriate geographic area.

¢ Industry and DOE should work with EPA

to identify and share information about
the needs of the supply chain when issuing
and extending waivers. EPA often extends
waivers within 2-4 days of their expira-
tion. Depending on the length of the sup-
ply chain, however, that may not provide
the industry with sufficient lead time to
respond effectively. This study recom-
mends that at a minimum, where condi-
tions for issuing a waiver continue to exist,
extension be granted 5 days or more ahead
of expiration. In the case of major events
such as Hurricanes Katrina and Rita, for
example, where it is clear that 20 days
will not be sufficient duration, EPA should
renew the waivers on a rolling 7-day basis
to provide 14 to 20 days of forward cer-
tainty.

EPA along with DOE and industry should
work with the states to improve the pro-
cess for state waivers. It is often necessary
to secure waivers from two state agen-
cies within a state to implement an EPA
waiver, and the states often do not have
clearly defined authority to issue waivers.
The lack of clear authority and the need
to secure multiple waivers can slow down
implementation of an EPA fuel waiver. At
a minimum, the conditions for state waiv-
ers and their duration should be consistent
with EPA waivers.

For example, it is important to under-
stand that a Gulf Coast hurricane that
adversely impacts refineries and the Plan-
tation and Colonial pipelines will most
likely have adverse impacts on fuel sup-
plies from the Gulf Coast to New England.

Whenever EPA issues waivers, to the
extent permitted by the Clean Air Act, the
duration and geographic reach of the waiv-
ers should be consistent with the needs of
the supply chain as provided by industry.
In major disruptions that most likely affect
several states, multi-state waivers of suffi-
cient length should be issued.

Other Types of Regulatory Relief-Clean Air Act
and Jones Act

Clean Air Act

In contrast to fuel requirements, there is no
specific authority under the Clean Air Act autho-
rizing states and EPA to waive stationary source
Clean Air Act requirements (e.g., Point Source
Discharge, New Source Review, Title V permits).
Such temporary regulatory relief may be helpful
torespond to a hurricane or other major disasters
to enable facilities to expedite return to service
or to change service. For example, after Super-
storm Sandy in October 2012, it was necessary
to off-load ethanol at some terminals to supply
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ethanol to areas that were directly impacted by
the storm. Because that was not a normal func-
tion at the terminals, however, the terminals
were not equipped with vapor recovery devices
for such off-loading. In order to allow the off-
loading, states and EPA provided regulatory
relief. To provide such regulatory relief, EPA
and the states rely on enforcement discretion.
Enforcement discretion is an acknowledgement
that the activity violates the law, but a statement
that the government does not intend to enforce
the law. Unfortunately, such enforcement dis-
cretion provides no protection from citizen suits
under section 304(b) of the Clean Air Act. Under
that provision of law, any citizen can bring suit
against an alleged violator if the Administrator
is not enforcing the law. This was most recently
recognized by the Supreme Court in the recent
Utility Air Regulatory Group v. EPA case:

EPA itself has recently affirmed that the
“independent enforcement authority” fur-
nished by the citizen-suit provision cannot
be displaced by a permitting authority’s deci-
sion not to pursue enforcement. 78 Fed. Reg.
12477, 12486-12487 (2013). The Solicitor
General is therefore quite right to acknowl-
edge that the availability of citizen suits made
it necessary for EPA, in seeking to mitigate
the unreasonableness of its greenhouse-gas-
inclusion interpretation, to go beyond merely
exercising its enforcement discretion.”

While enforcement discretion is the current
mechanism for regulatory relief of stationary
source Clean Air Act requirements, it intro-
duces legal exposure.

Given the possibility of citizen suits, the use
of enforcement discretion to provide regulatory
relief introduces legal exposure that reduces its
effectiveness for expediting recovery from natural
disasters. This issue is described here to inform
and educate all stakeholders on this issue. Mov-
ing beyond the use of enforcement discretion to
remove the legal exposure would require legisla-
tive action to expressly allow EPA to issue waivers.

7 Utility Air Regulatory Group v. Environmental Protection
Agency, 134 S. Ct. 2427, 2445 (2014).

Jones Act

Similar to Clean Air Act stationary source reg-
ulatory relief, there is no clearly defined process
for industry-wide Jones Act waivers. The federal
Merchant Marine Act 0f 1920, also called the Jones
Act, requires that only U.S-built and -flagged ves-
sels carry goods from U.S. ports to other U.S.
ports. Requests for relief from certain provisions
of the Jones Act are reviewed by the U.S. Depart-
ment of Homeland Security (DHS) on a case-by-
case basis. Coastline relief can be granted in two
ways: (1) automatically on request of the Secre-
tary of Defense to the extent considered neces-
sary in the interest of national defense, and (2)
when the “head of an agency responsible for the
administration of the navigation or vessel-inspec-
tion laws” (in this case the Secretary of Homeland
Security) considers it necessary in the interest of
national defense if the Maritime Administrator
determines that no U.S.-flagged vessels are avail-
able. There is no clear, publicly known, process
for DHS to issue industry-wide regulatory relief,
although such relief has been issued in the past.
The lack of a clear process and defined criteria
is likely one of the reasons for delays in issuance
of needed regulatory relief. For example, it took
DHS four days to issue regulatory relief from the
Jones Act after Superstorm Sandy in 2012.

Given the current inventory of Jones Act ves-
sels for clean products, such as gasoline, and the
importance of marine deliveries in most of the
recovery efforts after a natural disaster, DHS
should establish a clear process to enable the
department to grant Jones Act waivers in advance
of the event, on an industry-wide basis.

A clear process should be established to enable
DHS to grant Jones Act waivers in advance of
an event, on an industry-wide basis.

Improving Regulatory Certainty for
Temporary Relief

In addition to the timely issuance and exten-
sion of regulatory relief, it is critical that the
waivers provide fuel suppliers with sufficient
certainty regarding the regulations being
waived and the extent of the waiver so that

48 ENHANCING EMERGENCY PREPAREDNESS FOR NATURAL DISASTERS



industry can take decisive action to restore dis-
rupted systems. Uncertainty likely results in
delay and missed opportunities to mitigate the
problem. There are several things that can be
done to improve certainty:

¢ DOE and industry should work with EPA,
states, and other government agencies to
ensure that waivers use uniform language
and remove ambiguity. The EPA “Fuel
Waiver Concerning Shelby County, TN,”
issued on June 6, 2014, had clear language
and should be used as a template for future
waivers (see Appendix E).

e State waiver language should align with
federal waivers.

® As part of ongoing education efforts, EPA
along with DOE and industry should pro-
vide information to state and federal agen-
cies that the time required to revert back
to normal specifications can impede the
full utilization of a waiver. In general, it
takes about 15 days to convert a terminal
tank back to summer RVP (Reid Vapor
Pressure); depending on terminal loca-
tion, it can take up to 3 weeks to get prod-
uct to a terminal. Seasonal changesin RVP
requirements occur on September 15th,
often in the middle of the hurricane sea-
son.

e Waiver durations should be valid for
both the response and recovery periods.
When issuing fuel waivers, EPA should
extend summer RVP waivers granted in
August until September 15th to maxi-
mize the industry’s ability to supply fuels.
Absent this, the need to convert terminal
tanks back to summer RVP can reduce
supply of gasoline in the affected area.

e EPA’s regulations and the Clean Air Act
allow gasoline/ethanol blends to exceed
the RVP requirements that apply to gaso-
line by 1 psi, provided that the blend con-
tains 9—10% ethanol. EPA-issued RVP
waivers should include a provision to
extend the 1.0 psi allowance to ethanol
blends below 9%. In emergency situa-

tions, ethanol delivery, the availability of
blending equipment, or tankage may be
interrupted. The 9% lower limit of appli-
cability of the RVP allowance may impede
the ability to provide additional supply.
For example, under EPA’s RVP regulations
during the summer, 7.8 RVP gasoline with
addition of 9—10% ethanol is allowed to
have 8.8 psi RVP. In an emergency situa-
tion, if there is not sufficient ethanol avail-
able, it might be helpful to supply an area
with ethanol-free gasoline for a limited
period of time to meet consumer needs. If
the ethanol-blended gasoline is commin-
gled with the ethanol-free gasoline, the
RVP would continue to be 8.8 psi even if
the ethanol percent in the mixture is as low
as 2%. Waiving the 9—10% requirement in
40 C.F.R. § 80.27(d) would allow suppli-
ers to temporarily commingle the ethanol
blend and non-blended gasoline.

LEGAL CONSIDERATIONS-
SHERMAN ANTITRUST ACT AND
THE DEFENSE PRODUCTION ACT

The Secretary of Energy’s study request identi-
fied as a key topic of interest any “legal, procedural
or physical challenges to emergency response and
restoration.” This section examines some of the
collaborative options and legal considerations
evaluated in this study.

Sherman Antitrust Act

Prior NPC studies have noted that the antitrust
laws impose constraints on the ability of industry
participants to respond collectively to a supply
disruption resulting from a catastrophic event.

Antitrust laws are designed to prevent collu-
sion and promote competition among rival firms.
Although the antitrust laws limit collective action
by the petroleum industry following a disaster,
experience shows that petroleum companies can
and do respond independently to supply disrup-
tions—usually in reaction to market signals and
in healthy competition with each other to restore
supply to an affected region. Experience further
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shows that, during disasters, petroleum compa-
nies can and do individually share competitively
sensitive information with responsible govern-
ment officials to provide them adequate informa-
tion on supply conditions. These separate efforts
by independent, competing companies are fully
consistent with the antitrust laws and, in practice,
have resolved past supply disruptions quickly and
efficiently.

Federal antitrust statutes prohibit extensive
coordination among competitors—even during
times of emergency. Court decisions make clear
that the antitrust laws apply fully in emergency
situations.®! Executive branch officials do not
have the authority to confer antitrust immunity.
Absent a specific Congressional exemption, the
Sherman Act applies. That competitors reached
an agreement at the request of the Executive
Branch in response to a disaster does not change
this. Thus, even when there would be overwhelm-
ing social benefits to industry collaboration, com-
panies are bound to comply with the antitrust
laws. Consequently, in order to encourage compa-
nies to participate in such efforts, Congress must
provide antitrust immunity.

Absent antitrust immunity, petroleum compa-
nies would take on significant legal risk by closely
collaborating on supply, distribution, and cus-
tomer issues in the wake of an emergency. Sher-
man Act Section 1—the antitrust provision most
pertinent to this issue—prohibits “every” agree-
ment that unreasonably restrains trade. Under
existing precedent, some agreements—includ-
ing agreements among competitors to allocate
resources to specific geographic areas or custom-
ers—are per se illegal without regard to any other
societal or economic justification. Even under the
“rule of reason” standard applied to some types
of agreements among competitors, coordinated
conduct can be justified only to the extent that
its pro-competitive benefits outweigh its poten-
tial anticompetitive harm; public policy consid-

8 United States v. General Inst. Corp., 87 F. Supp. 157, 163-4
(D.N.J. 1949) (rejecting as “without merit” the argument that “in
the emergency of war, the war power of the Federal Government
and military authorities takes precedence over the civil law and
nullified the Sherman Act during the emergency”).

9 Otter Tail Power Co. v. United States, 410 U.S. 366, 378-79 (1973)
(absent authorization from Congress, federal officials “do not
have the power to grant immunity from the Sherman Act”).

erations, such as restoring fuel supply after a
disaster, generally are not taken into account in
this analysis. Further, whether a particular agree-
ment among the petroleum companies was “rea-
sonable” under the circumstances likely would be
judged long after the fact by a jury—meaning that,
during the disaster, petroleum companies would
face significant uncertainty over whether their
real-time decisions would later be condemned as
anticompetitive.

Even if their conduct were eventually vindi-
cated, petroleum companies would risk incurring
significant litigation and reputational costs if they
failed to comply with antitrust laws during an
emergency. The Supreme Court has recognized
that pre-trial discovery in antitrust cases is usu-
ally “expensive” and that “judicial supervision
in checking discovery abuse has been modest.”*°
Petroleum companies have proven themselves
willing to help federal and state governments
respond to disasters and overcome supply disrup-
tions. However, it would be unfair for the federal
government to ask petroleum companies to help
government to respond to disasters and then suf-
fer the costs of time and money in defending sub-
sequent expensive court proceedings where their
actions are second guessed. Unless there is a stat-
ute exempting petroleum industry coordination
from the antitrust laws during an emergency, a
government enforcer or private plaintiff could be
tempted to challenge such conduct.

Finally, a company may have business concerns
about revealing its non-public, proprietary, oper-
ating information to competitors who may be in a
position to take advantage of that information to
the company’s detriment, whether in the immedi-
ate crisis or over the long term.

The Competitive Process Works Well
During Disruptions

Market forces have served to quickly and ade-
quately address emergencies in the past, even
those caused by severe disasters. In the Federal
Trade Commission’s (FTC) 2006 “Investigation
of Gasoline Price Manipulation and Post-Katrina
Gasoline Price Increases,” for example, the FTC
concluded that “suppliers responded quickly to

10 Bell Atlantic Corp. v. Twombly, 550 U.S. 544, 546 (2007).
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the supply disruptions caused by the hurricanes”
and there was “no evidence suggesting that the
recovery should have occurred in a shorter time-
frame.”

Voluntary Agreements under
the Defense Production Act

The Defense Production Act of 1950 (DPA),
50 U.S.C. App. sec. 2061 et seq., was enacted
upon the commencement of the Korean War, to
provide the President with a broad set of authori-
ties for assuring that adequate productive capac-
ity and supply existed to meet national defense
needs. The Act, which was recently reauthorized
for five years, has been amended numerous times,
and contains authorities that could be invoked
in responding to an energy emergency. Among
these are the Act’s sec. 101(a) contract priorities
and allocation authority, and its sec. 101(c), which
specifically authorizes the President to allocate
and prioritize contracts for materials, equipment,
and services to maximize domestic energy sup-
plies in certain circumstances. Another relevant
provision is sec. 708, 50 U.S.C. App. sec. 2158,
concerning the formation and carrying out of
voluntary agreements and plans of action. The
DPA’s authorities have been delegated by Execu-
tive Order 13603, issued March 16, 2012, and the
Secretary of Energy is among the officials dele-
gated DPA authority.

Section 708 of the DPA authorizes the President
(or a qualified designee of the President), upon
finding that certain conditions exist (including
various disasters and national defense threats),
to solicit the participation of industry represen-

tatives in national defense programs. Under the
Act, industry representatives are authorized to
enter into potentially anticompetitive “volun-
tary agreements” to help provide for the defense
of the United States through the development of
preparedness programs and the expansion of pro-
ductive capacity and supply. See id. § 2158(c)(1).
Although sec. 708 requires that all federal agen-
cies sponsoring voluntary agreements promulgate
implementing regulations, and Executive Order
13603 directs the Secretary of Homeland Security
to promulgate implementing regulations, no such
regulations have in fact been promulgated.

It may be possible to envision a “worst case”
circumstance with very extensive damage that
would benefit from suspension of the competi-
tive process in favor of collaborative activity at the
direction of the federal government. As part of
this study, the NPC has considered whether DPA
sec. 708 would provide a legal vehicle to effect the
displacement of market forces by a government-
directed collaborative process.

In the rare circumstances in which explicit
industry coordination potentially would help
petroleum companies more effectively remedy a
supply disruption, the DPA sec. 708’s inherent
legal, structural, and procedural complexity limit
its utility for emergency response coordination. It
also fails to address, in that context, a company’s
legitimate business concerns about exposing its
non-public and proprietary operating informa-
tion to competitors who may be in a position to
take advantage of that information to the com-
pany’s detriment. (More information on the DPA
can be found in Appendix F.)
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Chapter 3

PLANNING, PREPARATION, AND
SUSTAINING MECHANISMS

emergency situations, are best managed

through ongoing planning, preparedness,
and private and public sector collaboration. This
chapter provides recommendations and support-
ing information for improving and sustaining the
public and private sector emergency prepared-
ness and communication frameworks and proto-
cols discussed in Chapter 2.

S upply Chain emergencies, like many other

Sustaining emergency preparedness requires
leadership commitment to maintain both a ready,
capable workforce and funding between emer-
gency events. Specifically, it requires a commit-
ment to update plans, maintain communications
contacts and systems, conduct drills and exer-
cises, and administer effective ongoing educa-
tion and training programs. The states and DOE
would benefit from assistance by the industry to
support their efforts to enhance and sustain their
preparedness activities and communications
channels. The Oil and Natural Gas Sector Coordi-
nating Council (ONG SCC), consisting of national
oil and gas trade associations, will expand its role
to provide this assistance and support.

ENHANCING EMERGENCY PREPAREDNESS
THROUGH PLANNING

Preparing for oil and gas supply emergencies
requires an understanding of oil and gas supply
chains and effective planning by both government
and industry. The oil and natural gas industries
have extremely complex production and delivery
systems made up of many components, processes,
and owners. A proper understanding of these sys-
tems and how they interrelate is critical to anyone

who might be responsible for making decisions
that could impact operations during the prepara-
tion for, response to, and recovery from an event.
Understanding the oil and natural gas supply
chains, how events can impact supplies and deliv-
ery and how the industry responds will mean the
difference between a well-coordinated, rapid, and
focused response and a confused, slow, reaction-
ary response.

State energy assurance plans and industry busi-
ness continuity plans/emergency response plans
should be carefully crafted to address vulnerabili-
ties and interdependencies, and to provide action
plans for potential energy supply emergencies.

State Energy Assurance Plans

Energy assurance plans are the mechanism
for states to plan for and respond to incidents
involving the energy sector. Under the Ameri-
can Recovery and Reinvestment Act of 2009,
DOE funded the development of new or improved
energy assurance plans by 47 states, the District
of Columbia, and 43 munici