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DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 
n,ur: September 29, 2015 

REPIYTO 

ATTN OF 

Sl 'BJECT 

ll1 

IG-30 (S l 3IS004) 

Reissued Inspection Report: "Management of Certain Aspects of the Human 
Reliability Program and Incident Reporting Within the Office of Secure 
Transportation" 

Acting Assistant Deputy Administrator for the Office of Secure Transportation, 
NA-15 

The subject repo1i is attached. Because of allegations the Office of Secure Transportation (OST) 
received questioning some OST actions, both the National Nuclear Security Administration 
(NNSA) and OST requested that the Office of Inspector General review allegations of ( 1) 
sabotage and mishandling of the Human Reliability Program (HRP), (2) questionable practices 
regarding the HRP, and (3) a blatant cover-up of a security violation relating to unauthorized 
access to al(bl(7l(El I In addition, the Office of Inspector General received 
two complaints that alleged similar concerns with the HRP and questionable management 
practices by OST officials in Amarillo, Texas. In response, we initiated this inspection to 
examine the facts and circumstances surrounding the allegations. 

We did not substantiate sabotage of the HRP or a blatant cover-up of an incident of security 
concern. However, we substantiated parts of the allegation regarding mishandling and 
questionable practices related to the management of the HRP within OST. Specifically, we 
identified, through OST personnel, problems related to notification and consideration of HRP 
status and weapons qualification prior to assigning OST staff to missions. These problems 
permitte~ an agent who had been su,pended from the HRP the ability to inappropriately gain (b)(7)(E) 
access to 

~--------~ 
(b)(6) (b)(7)(C) 

,,,..,.,+~~ ........... ~cause of the unauthorized access to the (b)(?)(El was that th .___ __ ____, 
L,.,,..,-,=---......,_...J.LL/·s case chose to disregard specific orders from hi (b)(?)(E) to not engage in 
'-;;;:;=====~duties requiring HRP certification during his participation in the mission 

<b>C7lCE> Contributing to the unauthorized access, OST had also not developed 
comprehensive written policies and procedures regarding the use ofj<bJ<7><E> I Also, 
NNSA personnel did not properly follow Department of Energy policy regarding notifications 
related to potential incidents of security concern. 

The NNSA agreed with the report's recommendations, and we consider management's comments 
to be responsive to the report's findings and recommendations. The OST proposed including 
enhanced training for all OST personnel on potential scenarios that must be characterized as 



2 

potential incidents of securit concern, and in regard to our third recommendation, OST will 
cease the practice of placing <bl<

7
l<EJ members into the Transportation Communication 

and Control System, to ensure the (b)(?J<EJ only include 
agents with active HRP certifications. 

11s ·o erty of the Office of Inspector General and is for 
Appropriate safeguards s o for the report, and access 11rnted to 
Department of Energy officials who have a nee disclosure is determined by the 
Freedom of Information Act T' 552, and the Privacy Act, ' 552a. 
The report t 1sc osed outside the Department without prior written approval of the 

ce of Inspector General. 

We appreciated the cooperation of your staff during the review. 

Attachment 

k~~ 
Rickey R. Hass 
Deputy Inspector General 

for Audits and Inspections 
Office of Inspector General 

cc: Director, Audit Coordination and Internal Affairs, NA-MB-1.1 
Director, Office of Finance and Accounting, CF-I 0 
Acting Assistant Director, Office of Financial Policy and Internal Controls, CF-12 
Division Director, Office of Financial Policy and Internal Controls, CF-12 
Audit Resolution Specialist, Office of Financial Policy and Internal Controls, CF-12 
Team Leader, Office of Financial Policy and Internal Controls, CF-12 
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Department of Energy 
Washington, OC 20585 

September 29, 2015 

MEMORANDUM FOR THE SECRETARY 
I. , 
.£::,, " /~.:',,,..,,.4',.,_,,... 

FROM: 

SUBJECT: 

BACKGROUND 

Gregory H. Friedman 
Inspector General 

INFORMATION: Reissued Inspection Report: "Management of 
Certain Aspects of the Human Reliability Program and Incident 
Reporting Within the Office of Secure Transportation" 

The Ofticc of Secure Transportation (OST) is managed by the National Nuclear Security 
Administration (NNSA) within the Department of Energy. OST is responsible for the sak and 
secure transport of Government-owned special nuclear materials within the contiguous United 
States. These classified shipments may contain nuclear weapons or nuclear weapon components. 
enriched uranium or plutonium. The cargo is transported in highly modified secure tractor­
trailers and escorted by Federal agents. OST uses an <bJ(7J(EJ 

(b)(7)(E) 

In accordance with Title I 0, Code of Federal Regulations, Part 712, Human Reliability Program, 
OST implemented the Human Reliability Program (HRP). The HRP is a security and safety 
reliability program designed to ensure that those \vho meet the highest standards of reliability, 
physical and mental suitability can gain access to nuclear weapons. All OST personnel 
permitted access to certain materials, nuclear explosive devices and facilities must maintain HRP 
cerli lication. 

Because of allegations OST received questioning some of OST actions; both NNSA and OST 
requested that the Office of Inspector General review allegations of: (I) sabotage and 
mishandling of the HRP: (2) questionable practices regardin~ the HRP: and (3) a blatant cover­
up ot'a security violation relating to unauthorized access to a (bJ(?)(EJ I in 
addition. the Office of Inspector General received two complaints which alleged similar concerns 
"ith the I !RP and questionable management practices by OST officials in Amarillo, Texas. In 
response, we initiated this inspection to examine the facts and circumstances surrounding the 
al legations. 

RES UL TS OF INSPECTION 

W1.: did not substantiate sabotage of the HRP or a blatant cover-up of an incident of security 
concern. However, we substantiated parts of the allegation regarding mishandling and 
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qw.:stio11~1ble practices related to the management of the HRP within OST. Specifically. we 
identified problems related to notification and consideration of HRP status and weapons 
qualification prior to assigning OST staff to missions. These problems ermitted an a0 ent who 
had been suspended from the HRP to inappropriately gain access to (b)(IHE> .___ ________ ___, 

During our revievv we noted that: 

• 

• 

• 

On July 14, 2011, ajChlC6)(bJC7lCCJ jfrom Agent Operations Central Command. who 
had been temporarily removed from HRP and was not weapons qualified, participakd as 
part of an OST <bl<7l<El In doing so. thel<bl<6Hbl<7l<Cl I inappropriately sought 
and was grranted access to a (bH7HEl ev n thouoh . . . (b)(6) (b)(7) e 
he lacked authontv to do so. Once he gamed such unauthorized h' c 

i<fl<6HblOl<cl lsigne.d a receipt indicating that he had "received th (b)(IHE> 
Jisted ... and [was aware of the a plicable safety and security req·~u-1r=e~n~1e~n~s.~~a-se~,,,_, 
testimony, the <b><6> <b><7><C> never took actual h sical ossession of the (b)(I)(E) 

l(b)(I)(E) Identified by~<b_>o_><E_> ______ -....------------~ 
According to OST, signing of the form was an administrative action. OST officials 
asserted that no lone individual was ever in in physical possession or a (b)(6) (b)(7)(C) , . . 

l(b)(I)(E) I and acknowledged that the had 111appropnakly signed 
the subject receipt. In spite of the (b)C6Hhl<7lcc) disobedience of his l<b><6HblC7l<Cl / 
orders. OST officials indicated that in this case, the (bl<6><b><7l<c> 1ever had 
unescorted access to the weapons storage area. 

Characterization and review of this incident was not initiated in a timely manner. 
Specifically, the investigation necessary to formally determine that a security incident 
had occurred was not officially initiated until July 20, 20 I I, some 5 days after the event 
took place. According to Department policy, once a security incident is suspected to 
have occurred, the cognizant security authority has 24 hours to examine and document all 
pertinent facts and circumstances to determine whether an incident has occurred. While 
those with direct knowledge of the incident told us that they promptly reported the 
incident, OST management noted such was not the case and that once otlicials learned of 
the incident, it was promptly investigated. We were unable to reconcile the conflicting 
testimony regarding the time! iness of reporting. 

Once OST subrn itted its Incident of Security Concern as required, N~SA m:is 111wblc 10 
'd 'd h . f'fi . 11 . - rl h f I (b)(6)(b)(l)(C) 

. (b)(7)(E) . . b • . , . 
prov1 e ev1 ence t at 1t ocia v not1he t ~customer aoency o t 1e 
unauthorized access to thelacil1ty. Reporting of Incidents of Security 
Concern such as this one within the Department is performed in accordance with 
Department Manual 470.4-1, with one of its stated purposes to include ensuring that 
security incidents are promptly communicated to other agencies, as appropriate. 

Contributing Factors and Impact 

The Jrimar I cause of the unauthorized access to the (b)(l)(E) was that the m~g< ) 
(b)(6)(b)(7)(C) . h' I d' d 'fi ~d--fi--1 -. ""'(b"")(""7)("'°'E),----,.... 

111 t 1s case c 1ose to 1sregar spec1 1c or ers rom llS to not engage 111 
'""'"""=--~-~ (b><7>(E) iutics requiring HRP certification during his participation in the mission 
';:;;:;:;:;:;:;;=;;;;;:;:;;;::;;::;:~;==;-;' 

tbl<6Hb><7><c),(bl<7l<El Contributing to the unauthorized access, OST had also not developed 
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rb)(7)(E) 
1 comprehensive written policies and procedures regarding the use of Also. 

NNSA personnel did not properly follow Department policy regarding notifications related to 
potential incidents of security concern. 

Finally, we were informed by OST officials that the OST Operations Center did not have access 
to 1-1 RP status 0 r agents prior tol(b)(7)(E) 0 I The 

,.,,..,..,.~~"-'--"'"""ency info rm ed us that th i ._cb_Jc
7
-:-lcE-:-:J ::----;-----:--;;----;-------:--.-------:--~~;;==..-__, 

1=7-'i:=-:---....J Agents who are not HRP ce1iified are not allowed unescorted acc.;ess toJcblC7lCEl I 
.__~--~Y allowing the Operations Center to access such information, OST could mwide an 
additional control to ensure that only mission eligible agents are included on the (blC7lCE> 
l(b)(7)(E) I '---------l 

The Department implemented the HRP to ensure that individuals \vho occupy positions affording 
unescorted access to certain materials. facilities and programs meet the highest standards or 
reliability as well as physical and mental suitability. Unless OST takes actions to ensure that 
agents without active HRP certifications are clearly identified onl<bJOl<EJ lthe risk 
remains that an agent who lacks required certifications could improperly gain access to certain 
materials, nuclear explosive devices, facilities, and programs. 

MANAGEMENT RESPONSE 

Management concurred with the recommendations and indicated that corrective actions had been 
initiated. 

cc: Deputy Secretary 
Administrator, National Nuclear Security Administration 
Chief' of Staff 
Acting Assistant Deputy Administrator for the Office of Secure Transportation 
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MANAGEMENT OF CERTAIN ASPECTS OF THE HUMAN 
RELIABILITY PROGRAM AND INCIDENT REPORTING WITHIN 
THE OFFICE OF SECURE TRANSPORTATION 

HUMAN RELIABILITY PROGRAM 

Title I 0. Code of federal Regulations (CFR), Part 712, establishes policies and procedures for 
the I lurnan Reliability Program (HRP). The HRP is designed to ensure that individuals \\ho 
occupy positions affording access to certain materials, nuclear explosive devices. facilities. and 
programs meet the highest standards of reliability and physical and mental stability. To 
accomplish this. individuals are evaluated to determine if their judgment and reliability arc 
impaired by physical or mental/personality disorders, alcohol abuse, use of illegal drugs or abuse 
or kgal drugs or other substances, or any other condition or circumstance that may be a securit) 
or sarcty concern. 

We idcntilied problems related to notification and consideration of HRP status and weapons 
qualification prior to assigning Office of Secure Transportation (OST) staff to missions. These 
problems contributed to the ability of an agent who had been suspended from the HRP. and who 
chose to disobey direct orders from his superiors, to gain unauthorized access toj(b)(IJ(E) j 
l(b)(7)(E) I 

We also received observed anomalies regarding required reporting of the security event. 
Notably. we received conflicting testimony regarding required notifications to security officials. 
Those directly associated with the event told us that they reported the issue to OST officials 
within required timcframes. OST management, however, indicated that such was not the case. 
/\s a consequence. the characterization and review was not initiated until 5 days after the 
i111.:idc11t. Wt: could not reconcile the conflicting testimony regarding reporting. Finally. we 
could not find evidence that National Nuclear Security Administration (NNSA) notilied the 
customer agency of the incident of security concern. 

Consideration of HRP Status and Notification 

l(b)(6) (b)(7)(C) I 
We <.:onlirmed that on July 14, 2011, afrom Agent Operations Central 
Command, who had been temporarily removed from HRP and ons c ualiliecl. 
participated as part of an OST l<hl<7l<El I In sought and was , (b)(7)(E) 
12,rnnted unauthorized access to a customer aaenc . In f'act. the 
(b)(7)(E) 

stating that. "I certify by m siunature that I have received the material listed on this 
~-~,, on testi111on . the <hl<

6
Hh>U><Cl never took actual physical possession of the 

.___ ___ ~___,identified b <hl<
7

l<EJ ccording to OST. signing ol'thc 
form was an administrative action. OST offi ials asserted that no lone individual was ever in a 

. . t . I . I . f' (b)(l)(E) pus1t1on too Jta1n p 1ys1ca possession o a These events resulted in an incident 
~----~ 

of security concern. 

According to Title 10, CFR, Part 712. ce11ification under the HRP is required for each individual 
assigned to. or applying for, a position that involves nuclear explosive duties or has 
rL·sponsibility !'or working with. protecting, or transporting nuclear explosives. nuclear devices. 

Details of Findings Page 1 
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or sckcted components. The OST HRP Implementation Plan requires that if an agent is 
temporarily removed from certification under the HRP for any reason, that agent must also be 
n:moved li·om nuclear explosives duties, meaning any work assignments that allow custody of a 
nuclear explosive or access to a nuclear explosive device or area. To that end, OST publishes the 
Jnucliw Federal Agent Duty Listing to identify individuals who are temporarily removed from 
certification under the HRP and who are not permitted to perform nuclear explosives duties. 

We further determined that certain OST officials knew th (b)(6)(b)(
7
J<C) had been 

·1 d t' h HRP A d' h f'ft . I h (b)t6J<bl<7J<cJ · · d temporan y remove rom t e . ccor 111g tot ese o 1c1a s, t e 1ns1ste 
on going on the mission as a member of the (b)<7J<EJ We were also told that one of the 
·) 'T · - · · d CbJC6J (b)(7JCCJ (b)(6l (b)(7)CCJ , ( S ott1c1als directly appeale to the to stop the !rom participating 

on the /<bJC7)<E) I however the <b)(6J<bJ<7J<cJ iose not to intervene. 

(b)(6) (b)(7)(C) 
When \\ e broui..d1t th is matter to the attention of the.,i;,.,..,,.,,...,...,_....i..:.h.:..::e:...:t:.::;o:_:.l;d us that he did not 
. b ~ . I . J d. I I (b)(6) (b)(7)(C) I . I intervene ecausc 1t was its unoerstan 1110 t mt tic was on · ~0111g 011 tie 

<bJUJ<EJ The 

<bJ(6)(bl<7)<cJ lso noted that he specifically ordered the ·to restrict his activities to 
....,..,..,~--~-~ 

<bl<7l<E) which did not include entering the secure facility while on the mission . .___ _____ __, 

Incident Reporting 

OST did not initiate the characterization and review of the incident of security concern in a 
timely manner. Specifically, the characterization and investigation of this incident was not 
initiated until July 20. 2011, 5 days after OST officials became aware of the incident. !\ccording 
to Department of Energy (Department) Manual 470.4-1, Safeguards and Sernrity Progrm11 
Pla1111ing and /\.fanagement, once a security incident is suspected to have occurred. the cognizant 
sccurit v attthoritv has 24 hours to examine and document al I P>r.-~J,.!.,!-1· ~i,µ-ia:' 1<.u'__i:'l~WdL1.:.1ll!.!.~.L!.l..!~ 
~ ·. I ,- . 'd I d d' (b)(6)(b)(7)(C) 
ueterm me w let ler an 111c 1 ent ias occurre . Accor >-w,0~rrw\""--r-----------_J (b)(6) (b)(7) . I . . I d I . . d h l(b)(6) (b)(7)(C) I ccJ o! tie rn1ss1on. ie reporte t le 1nc1 ent tot at t le T .... · ................................. ·...,n and (b)(7)(E) 
Emergency Control Center (TECC) on Jul 15. 2011, after he reviewed the 
O!'fieiaJ advised US that he notified the(b)(6)(b)(7)(C) '-p-0-tC_n_t~ta-.-.-llllCident Of . (b)(6)(b) 
security concern had occurred. However. accor mg tot le N A, t <7J(c) vas not noti ril..~d and 
did nnt become aware o !'the event unti I July 20, 2011, while performing an annual staff 
assistance visit. \Ve were unable to resolve this discrepancy. 

On .July 20, 2011. OST's Security Branch declared the event an Incident of Security Concern and 
immediately appointed an Inquiry Official to investigate the incident, in accordance with 
Department Manual 470.4-1, and provide a report within 30 days. The Re1>ort o/Security 
/11cide11r 111/iw:tion and a related Lessons Learned document \Vere issued on !\ugusl 17. 2011. 
The document provided a narrative along with contributing factors to the security incident. to 

include a number of HRP policy and procedural issues. Of importance, the findings made in the 
Inquiry Onicial's report are consistent with those identified in this inspection. 

Details of Findings Page 2 
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Notification to an External Agency 

Also. NNS/\ was unable to provide evidence that it officially notified the customer agency ol'the 
J<b)(6) (b)(7)(C) I I . d h I t: • , . R . . I . I unaut 1onze · access tot e nuc ear weapons 1ac1 1ty. eportmg wit 11n t 1e 
Department is performed in accordance with Department Manual 4 70.4-1, with one of its stated 
purposes to include ensuring that security incidents are communicated to other agencies, as 
appropriate. In discussions with OST officials, we were told that a written statement concerning 
the incident was never provided to the customer agency and we could find no evidence that 
NNSA security officials notified the customer agency. However, an OST official believed that 
the OST Inquiry Official informed the customer agency through a phone call. The (bl(6),(bJ(?)(c) 

l(bl(6).(bl(7J(Cl !con finned that he was questioned telephonically in regard to the incident: 
huwever. he said OST did not fully inform him as to what exactly had occurred. Thel<hJ<6HbJ(?)(C) I 

l<bJ(6) (b)(7)(C) !advised us that although he was aware that a non-H RP individual en ti: red 
the \\capons foci I ity, he did not know that the <bl<6Hbl<7l<CJ,(bl<7l<El He stated that th is 

. (b)(7)(E) , ' l(b)(6),(b)(7)(C) I 
\\as because he was not physically present when th I he 
stated that had he known that the agent who was non-HRP had (b)(?J(El , he would have 
pursued the action as a security incident. 

CONTRIBUTING FACTORS AND IMPACT 

Department and OST Policy 
(b)(6) (b)(7) 

The r·rnar ·cause of the unauthorized access to the nuclear wea ons facilit 1 was that th <Cl 
<bl<6l<hl<7J<CJ in this case chose to disreaard specific orders from (b)(6) (bJC7JCC) to not ennaQi.::'--, -in _ __, 

0 b ~ 

actiYities requiring J-IRP certification during his participation in the mission ChlC7l<El 
~----~ 

Contributing to the unauthorized access, OST had also not developed comprehensive written 
policies and procedures regarding the use ofi<hl<7l<El I 

\\'c found that OST personnel did not properly follow Department policy. Specifically, 
Department Manual 4 70.4-1 states that, "When an incident is suspected to have occurred, the 
cognizant security authority at the site/facility where the incident occurred has 24 hours to 
c:-.:.arnine and document all pertinent facts and circumstances to determine whether an incident 
has occurred." As stated above, TECC was notified on July 15 of the potential incident of 
security concern; ho\vever, the official categorization and subsequent investigation into the 
incident did not take place until 5 days after TECC was notified. During our inspection. we were 
provided with conflicting information regarding the reporting of the incident to thel<blC6l<hl<7l<cJ I 
Hmvever, documentation was not available to permit us to resolve the conflict. We noted that 
the response to the security incident was delayed, to include a delay in assessing the potential 
impact of the incident as well as delays in the appropriate notifications, determination of the 
c:-\tcnt of condition, and identification and implementation of corrective actions. 

Written Policy and Procedures for J.__cbi_<1_l<E_) ____ _, 

We dekrrnincd that OST had not developed comprehensive written policies and proccd.,,.u=rc='s,,,..· ----. 
addressing the various uses and functions ofl<bl<7l<El I to include assignment or ..... l<b_l<7_l<E_l __ __, 

Details of Findings Page 3 
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(b)(6) (b)(7)(C),(b)(7J(E) 
and certification under the HRP as a requirement for the performance of certain 

'""=(b)~(7~)(E~)~~~--'--~ 

A<.:cordino to the Command Mission Pia · : eck!ist the (b)(
6l identifies anvjCbJOl<El 

0 (b)(6) (b)(7) , b 7 c J '-· _____ _J 

support necessary at the destination. TheccJ ill also request added support from a Unit 
Commander, as necessary. The~~~~~/bl also determines the specific task assignments to be 

~ (b)(7)(E) 

re uirc that anents are I IRP certified. In addition, OST published internal policy 
Jjfice ofSecure Transportation A1issions, 

~-.,.....,..,-,...-,----~-.,--------------' 
establishing specific time param\.!ters to ensure optimum safety, se · d continuity between 
planning. scheduling and execution of the transportation missions. (~JC~ (bl are closely monitored 
and held accountable by the Operations Center to the time parameters o ChJ(7J(EJ OST also 
clevelo )Cd the Federal Agent Standard Operatinrt; Procedure FA 900 L which contained a section 
on Cbl<7l<El may be 
authorized to erform, includino CblC7lCE) 
(b)(7)(E) 

However. no guidance existed \\'hich addressed the assignment of i<b)(?J<EJ Im embers or 
certi ti cation under the HRP as a requirement for the performance of certain l<blC7lCEl !tasks. 
Vv'e \\'ere told that the use of an l<bl<7l<El I was not viewed as a direct mission requirement 
and that the use of j<b)(7J<El I was not uniform across the three operational commands 
within OST. We were also told that the decision to request i<bl<7l<El I support is within the 
t · · t· l (b)(6) (b)(?) I . l d . I h d t' h . l . . . l IScret1on o t 1 cc) w 10 1s tns (C wit 1 t econ uct o t e operat1ona transportation 1111ss1on. 
including making specific task assignments for all the agents on the mission. In the July 2011 
incident we were informed that the J\uent 0 erations Central Command used an Cbl<7l<El (b)(7)(E) 

As \Ye observed in this particular case, firm written policies and rocedures may have helped 
I 

. . . d . I . 1. • • l (b)(6) (b)(7)(C),(b)(7)(EJ 1. I d . b 
rn:vcnt t 1e security 1nc1 ent 111t11s case oy requmng tiat · 1L1ers ut1es e 

11 l . d · 1 P 1 · . d j Id l l d . (b)(6) (b)(7J . -spe cc out 111 · eta1 . o 1c1es an proccc ures \You a ow an requ1r ccJ to spec1t1callv 
j · 1 (b)(6) (b)(7)(C).(b)(7)(E) d . d I . . · 1 d . . ( ct<11 , ut1es an app y restrictions on agents tcmporan y remove 1rom the HRP 

and ensure that such agents understand and will comply with requirements to refrain from all 
i\ uc !car Explosive Duties. 

OST Operations Center Observation 

We also noted that OST's Operations Center was not provided information to allow them to 
ensure on! · HRP certified individuals arc included on the ._l(b-l(

7
_l(-El _____________ _J 

(b)(l)(E) Had such information been available, in our opinion, the Operations Center 
cuuld have served as an additional internal control to ensure that only HRP certified federal 

l(b)(7)(E) I 
agents were placed on the 
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l(b)(7)(E) 
We were told that the OST Operations Center, responsible for._ ___________ ____, 

l<b)(7)(E) Ito OST's customer agencies, was not provided the Inactive Federal Agent Duty List. In 
fact, OST officials informed us that the OST 0 erations Center had no information on the I !RP 

t. I . I . (b){7)(E) h . status o tie ass1gnet agents prior to o t c customer agencies. 
When we asked officials within the Operations Center why they did not review the HRP status of 
the agents assigned to a transportation mission, they told us that the selection of the rnem bers for 
the mission was determined strictly by the command that planned the mission. 

According to OST officials, once the Operations Center receives tasking for a mission, it 
<bJ(7J<EJ hat it sends to the command. The 
command u dates the Transportation Communication and Control S stem TCCS and sends the 

CblC7lCEl o the Operation Center. The Operations Center then ..... <b_J(7_J(E_i ________ __. 
to the customer agency to advise it of the information pertinent to the a0 ents who will be on the 

. ft~ . I I (b)(7){E) 
~~JJ...U..,__........_..........,cu...o..u..z..:.._,_._,_.u..u_....u..:>,tomer agency o 1c1a , t 1e 

~---------r::--:-:-:::-=~-~~ 
as a control measure. If an agent is not on both the._Cb_lC_7l_<E_l __ ___, 

~;::-:-;;~-----...,.,.----' (b)(7)(E) that agent would not be granted access to the facility. Without a list ofthc 
agents who were no longer certified under the HRP, OST's Operations Center has no assurance 
that thej<bJOJ<EJ /only included those agents who arc authorized to 
enter the customer facility. 

The Department has implemented the HRP to help ensure that individuals who occupy positions 
a l'li.lrd i ng unescorted access to certain materials, foci! ities, and programs meet the highest 
standards or reliability, as well as physical and mental suitability. Unless OST takes actions to 
ensure thM agents without active HRP certifications are clearly identified on/<bl(7J<El lthe 
risk remains that an agent who lacked required certifications could improperly gain access to 
certain materials, nuclear explosive devices, facilities, and programs. 
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RECOMMENDATIONS 

To address the issues identified in this report, we recommend that the Acting Assistant Deputy 
Administrator for the Office of Secure Transportation take steps to: 

l. Ensure that all OST personnel understand their respective responsibilities relating to the 
reporting of potential incidents of security concern and that all OST personnel receive 
enhanced training on potential scenarios that must be characterized as potential incidents 
of security concern: 

Consistent with the provisions of Department Order 473.3, Protection !irogrwn 
OJJerotions, develop comprehensive written policies and procedures addressin° the 
various uses and functions oflebl<7l<EJ I including assignment of <bl<7l<El 

'----~-....J 
members and certification under the I !RP as a requirement for the performance o certain 
j<bJ(7)(EJ I and 

3. Ensure thc,_<b_l<7_l<E_J _______________ __Jonly include agents with 
active HRP certifications. 
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MANAGEMENT RESPONSE 

l'vlanagemcnt concurred with the recommendations and indicated that corrective actions had been 
initiated. Management has committed to enhancing its Annual Security Awareness Briefing 
relating to potential incidents of security concern. We were informed by management that the 
training is currently in progress. Management has also rewritter the OST Federal Agem 
t' I f 0 . P I l . h fi . I <bJ<lJ(EJ r I ,)fwu. ar< 'f7erating rocel ures re at1ng tot c unctions t 1at can per1or111 anc 
the requirements for Federal Agent's HRP status assigned to those teams. Lastly, rnanagc1rn~:·..,,.n,.,,t,,,.,,,...___, 
has im lemented additional review of HRP status for roposed trip members and limited th~CbJClJCEJ 

{b)(l)(E) . d . d I .__ ____________________ _,to 111cl u e only the names ot Fe era 
/\gents who have been determined to have current HRP certification and have been tasked by the 
Command to conduct nuclear explosive duties during the mission. 

INSPECTOR COMMENTS 

Management's corrective actions were responsive to our recommendations. Management's 
comments are included in Appendix 3. 
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APPENDIX 1 

OBJECTIVE, SCOPE, AND METHODOLOGY 

Objective 

The National Nuclear Security Administration (NNSA) requested that we conduct an 
independent review of the actions taken by the Office of Secure Transportation (OST) in 
response to allegations pertaining to (I) sabotage and mishandling of the Human Reliabilit) 
Program (HRP), (2) questionable practices regarding the HRP, and (3) a blatant cover-up of a 
security violation relating to unauthorized access to a nuclear weapons storage area. 
Additionally. the Oflice of Inspector General was in receipt of two Hotline complaints which 
alleged similar concerns with the HRP and questionable management practices by OST orticials 
in Amarillo, Texas. We initiated this inspection to assess the facts and circumstances 
surrounding the alleged activities. 

Scope 

\Ve conducted our inspection fieldwork from December 2012 through September 2015. at 
Department of Energy (Department) facilities in Albuquerque, New Mexico. and the Agent 
Operations Central Command facility in Amarillo, Texas. The inspection was conducted under 
Oflice of Inspector General project number S l 3 IS004. 

Methodology 

To accomplish the inspection objective, we: 

• 

• 

• 

• 

• 

Reviewed and analyzed pertinent Federal and Department regulations and OST 
procedures related to the HRP and the Security Program. Furthermore. we n:qL1ested and 
received comprehensive briefings related to the conduct of those programs at OST. 

Conducted interviews with Federal personnel, including interviews with OST officials in 
Albuquerque, New Mexico, and at Agent Operations Central Command in Amarillo. 
Texas. 

Reviewed specific aspects of an internal investigation conducted by OS T's Internal 
;\ fTairs Office. 

Revievved specific aspects of an inquiry report written by an Inquiry Officer within OST's 
Securit Branch documenting an Incident of Security Concern caused by alChlC6l ChJC?JCCJ I 
ChlC6l ChlC7lCCl assigned to OST's Agent Operations Central Command on .lu ly 14. 20 I I. 

Reviewed OS T's process for assigning Federal af en ts to transport missions. Speci ficall) . 
J • l(b)(6) (b)(7)(C) • • to ucter1111ne ho\v and why the was allowed to part1c1pate as a member 

of a transport mission when he was not certified under the HRP. 
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APPENDIX 1 

This inspection was conducted in accordance with the Council of the Inspectors General on 
Integrity and Efficiency's, Quality Standard~ for lmpection and Evaluation, dated January 2012. 
Those standards require that we plan and perform the inspection to obtain sufficient, approprintc 
evidence to provide a reasonable basis for our conclusions and observations based on our 
inspection objective. 

\\'c believe the evidence obtained provides a reasonable basis for our conclusions and 
observations based on our inspection objective. Accordingly, the inspection included tests of 
controls and compliance with laws and regulations to the extent necessary to satisfy the 
inspection objective. Because our review was limited, it would not necessarily have disclosed all 
internal control deficiencies that may have existed at the time of our inspection. 

An exit conlerence was held with management officials on September 15, 2015. 
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APPENDIX 2 

PRIOR REPORT 

Inspection Letter Report on lmpection o}Allegations Relating to irregularities in the H1111wn 
Re/iohilitv Program and Alcohol Abuse within the Office ofSecure Tromportatirm 
(INS-L-11-0 l, November 20 I 0). We did not substantiate the allegations that violations of the 
Human Reliability Program (HRP) occurred that were not reported, as required, or that the l-IRP 
\\as administered in an unfair or inconsistent manner. However, we did identify certain 
improvements in the administration of the HRP which would, in our judgment, enhance the 
program. Specifically, these included improvements in the areas of HRP certification. HRP 
recertilication. maintenance of derogatory information tiles and processing of HRP disclosure 
forms. 
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FEEDBACK 

Thi: Office of Inspector General has a continuing interest in improving the usefulness of its 
products. We aim to make our reports as responsive as possible and ask you to consider sharing 
your thoughts with us. 

Please send your comments, suggestions, and feedback to OIG.Reports@hq.doc.gov and include 
your name, contact information, and the report number. You may also mail comments to us: 

Office of Inspector General ( IG-12) 
Department of Energy 

Washington, DC 20585 

1 r you want to discuss th is report or your comments with a member of the 0 Cfice of 1 nspector 
General staft~ please contact our office at (202) 253-2162. 


