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loT Device Cybersecurity Challenges

= Device Constraints = Missing Cybersecurity Functions
— Size, weight, power, and storage — Audit
= Lack of Market Incentives — Weak or non-existent cryptography
— Low cost — Patching
— Increased functionality — Security testing
— Short time to market = Poor Practices
= Lack of a Cybersecurity Culture — Lack of certificate pinning, validation, and
= Lack of Standards revocation status checks
— Including interoperability — Hardcoded passwords & keys
= Monoculture of Subsystems — Security through obscurity
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Example: Replay in a System of Systems

= Defeating replay resistance in a smart door lock +
— Multiple vendors products involved in smart home system

= Setup

— Record radio signals emitted by smart lightbulb while locking/unlock door via cellphone
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Risk Management

Architecture Description PROCESS Organizational Inputs
Architecture Reference Models OVERVIEW Laws, Directives, Policy Guidance
Segment and Solution Architectures . Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Point Supply Chain Considerations

Repeat as necessary
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FIGURE 2-2: RISK MANAGEMENT FRAMEWORK

Source: NIST Special Publication 800-37, “Guide for Applying the Risk Management Framework to Federal Information Systems”
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Cybersecurity Lifecycle
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Figure 1: Framework Core Structure

Source: NIST, “Framework for Improving Critical Infrastructure Cybersecurity”
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versary (Threat) Modeling

THE CYBER KILL CHAIN®

Developed by Lockheed Martin, the Cyber Kil Chain® framework is part of the Intelligence Driven
Defense® modei for identfication and prevention of cyber intrusions activity. The model identfies
what the adversaries must complete in order 10 achieve their objective.

The seven steps of the
understanding of an adw

nhance visibllity into an attack and enrich an analyst's
techniques and procedures.

A: ADVANCED P: PERSISTENT T: THREAT

Targeted, Coordinated,
Purposefu

Person(s) with Intent,
Opportunity, and Capability

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

V53

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.
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EXPLOITATION

Exploiting a vulnerability to execute

(
\ code on victim's system
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INSTALLATION / \
installing mahware on the asset | I |

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With Hands on Keyboard' access,
intruders accomplish their original goals
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Measures and Metrics
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Final Notes

Architecture Description PROCESS Organizational Inputs
itecture Reference Models OVERVIEW Directives, Policy Guidance
Sagmentand Solton Archtecturos ) Stategic Gosls and Objctives
sion and Busi g Prioresand Resource Avaebilty
Information System Boundares Point Supply Chain Considerations
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FIGURE 2:2: RISK MANAGEMENT FRAMEWORK
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Resources

= NIST Risk Management Framework,
http://csrc.nist.gov/groups/SMA/fisma/framework.html

= NIST Cybersecurity Framework, https://www.nist.gov/cyberframework
= NIST National Cybersecurity Center of Excellence, https://nccoe.nist.gov

= Adversarial Tactics, Techniques & Common Knowledge,
https://attack.mitre.org/wiki/Main_Page

= Common Attack Pattern Classification and Enumeration,
https://capec.mitre.org

= Scott Musman et. al., Evaluating the Impact of Cyber Attacks on Missions,
https://www.mitre.org/publications/technical-papers/evaluating-the-impact-of-
cyber-attacks-on-missions

= Deborah Bodeau et. al., Cyber Resiliency Engineering Aid,
https://www.mitre.org/publications/technical-papers/cyber-resiliency-
engineering-aid-the-updated-cyber-resiliency
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