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BACKGROUND

“Thet—— Sitc Office is located at the Denartment of Energy's &) &IN(E) I

(b)(6).(bN7HC) i eHE).B)(7HE) conductd®)E).B}7NHC)

[

5YE) (BT NC) |

[2)(8).(B)}THC) | The Site Oftice’s mission 18 to administer the Department's performance-
bascd contract with|®X&)-EX7HC) or the management and operation of[ -]

The Site Office employs approximately 235 Federal and contractor employees. The Site Office

BXEENTHC)

(B)E).(oN7XC)

Manager serves as the senior Federal official on th ——Isite-and-reperts-to-the-Deputy.. . (PHE)E

Director for Field Operations, Office of Science (Science),

This inspection was initiated in response to a complaint received by the Office of the Inspector
General alleging fraud, waste, abuse and mismanagement at th e A8t OffICC . ....
Specifically, the complaint alleged that the Site Office Manager used Government employees
and other resources to perform personal tasks. The complaint also alleged that the Site Office
Manager committed various other cthics violations, to include: (1) accessing and sharing a Site
Office employee's email records; {2) creation of a negative work environment; (3) disclosure of
Sitc Officc employees' personal health information; (4) the use of inappropriate influence with
Site Office staff during ptior investigations of the Site Office Manager's conduct; and (5)
improprieties related to the consumption of afcohol during an offsite Site Office "Team
Building" event. Lastly, it was alleged that the Site Office Manager retaliated against a Site
Office employee by facilitating a transfer to another Department site. We initiated this
inspection to delermine the facts and circumstances surrounding these allegations.

RESULTS OF INSPECTION

Key aspects of the allegations were substantiated. We found that th'-S-i‘te---()fﬁce..........4.4.
Manager inappropriately used hath Federal and contraclor employces and other official resources

~to-perform-personat-tasks-onl ~ |behalf., Specifically, we found that:

- LIEENC)

- BEEXNS)



EOLINDC) .. o 1heSite Office Manager used Site Office employees to perform personal tasks
such as reconciling monthly statements of a bank account for the family trust of the

Manager's relative, and the sorting and organizing of the Manager's personal family trust-
related records;

BXELGNMO) e The[—— _|Site Office Manager also used contractor employces to petform personal
tasks such as cleaning the Manager's office, taking the Manager's personal mail to the
post office and picking up food, coffee, and groceries;

------'-‘Site Offtce equipment and supplies were used by the Site Office Manager and
Site Office cmployecs to perform the various personal tasks related to the Manager's

personal and family trust-related affairs; and

(B)(€).(MNTHC)

EXELLXC) e Sinceapproximately 2009;-thd—— Site Office Manager used Federal office space to
house the Manager's extensive collection of personal financial records.

BY(8).(b)(7)C . , . '

(BX&)M --K-%----2--»---------We-»a-lso--St-:-bsta-n-t-tated'thc'"a-l-lcgatrons‘thar"th" Sitc Office Manager accessed employees
emails and that the Manager created a negative work environment. Specifically, we determined
that the Site Office Manageu without sufficient justification, accessed and shared S'te Officc

(6)(8).(5)(7)(C)

employees' emails and, in the process, intimidated employees by demonstrating  —pbility-and..... 2/

propensity to do so. Also, many of the personnel we interviewed said that the Site Office
Manager frequently yelled and cursed at employees. Furthermore, several Sitc Office employees
told us that they were afraid of loging their jobs and expressed fear that they would experience
retaliation as a result of speaking with us during owr fieldweork.

(b)(s)’(l?_?_.(...7...?..@,?.A..A....,___,.._I.n...a.dd.iti.on.,....we»v-fmmd--@ha-t---the §itc Office Manager attempted to intimidate Site Office
cmployees after obtaining a copy of an investigative report regarding prior allegations against

BE.EUTIC)_ L~ | We determined that in 2011, following that investigation, Science disciplined the manager
and subsequently provided the Manager a copy of the investigative report. Although the copy of
the report provided to the Site Office Manager had been redacted by Science's Office of Chief
Counsel in Chicago, it still contained the narnes of Site Otfice and
during the investigation. While the redacted report did not contain the withess affidavits, the
report did contain unattributed verbatim quotes from those affidavits. We were fold that the Site

BXELONTUC) .Ofﬁ.cc...Manage-;f---made--vil-»k-now-n---{imt‘ - |had been provided a copy of the investigative report,

© __and,in an-email; the-Manager-stated-thatf—  |knew who the ncgative comments had come from

bee-auseE’was familiar with the communication style used in the quotes.

(B)(B).(b)(

It is important to note that there was no cvidence that the disclosure of this sensitive information
was intentional on the part of Science, Moreover, we learned that the release of the redacted
repott to the Site Office Manager was authorized by both Science's Office of Chiel Counsel in
Chicago as well as Headquarters' Office of the General Counsel, and that Science also consulted
the Office of Human Capital regarding the decision to release the report. However, as evidenced
by the Manager's own statement, we believe that despite Science's efforts to redact the
investigative report, the release of this sensitive information Lo the Sitc Office Manager
negatively impacted the work environment at the Site Office.
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EX®EXNC)

EXEUENTHC)

--mWe---cene-Iud-ed—--that-"th Sitc Office Manager wa.ely responsible f01cti-o-n-s-'m-------

—OF RS E-OR e Y——

The remaining aspects of the alleged ethics viglalions were not substantiated. Specifically, there
was insufficient evidence to.conclude-that-thg itc Officc Manager had disclosed Site
Office employees' persenal health information or inappropriately used influence with Site Office
staff during previous investigations into the Manager's conduct. Nor was there evidence of
alleged improprieties at an offsitc Site Office "Team Building" event. Finally, there was
insufficient evidence to substantiate the allegation that the Site Office Manager's facilitation of a
Site Office employee’s transfer to another Department site constituted retaliation. Additional
details regarding our examination of the issue of reprisal and retaliation are discussed in
Appendix 1.

Contributing Factors

The misuse of Fedaral and Governiment contractor employees and other resources occurred
because the (bzf?\‘(b) Site Office Manager failed to adhere to well-established and widely
promulgated ethical standards regarding the conduct of Federal eguployees. In fact, the Site

Office Manager created a wquk environment and culture wherein] —uthority-was viewed as.._ (®)X8).0N7HC)

~absolute-and-the-handling-of}— personal affairs by Site Office employees had become the

accepted norm. The extensive usc of contractor "at will" personnel at the Site Office also
contributed to an office culture wherein these employees believed that they had to perform
personal tasks at the Manager's direction or risk losing their jobs. This chvironment and cultwre
appeat to have been further exacerbated by the staff's awareness that prior complaints and
investigations regarding the Sitc Officc Manager were largely ineffective. Specifically, Site
Office employees told us that the continuation of the Site Office Manager's behavior led them to
conclude that the prior Departimental investigation and Science's subsequent corrective actions
simply did not cerrect the problem, and that the Manager was "invincible."

the intimidation of Site Office employees, and noted that| —fengaged-in-these activities despite.
having been disciplined by Science for similar conduct in the past, However, the Manager's
ability to target specitic employees for intimidation appeared to have been [acilitated by the
release of the investigative report that contained the names of witnesses along with unatiributed
verbatim quotes from witness affidavits.

Fipally, although we do not consider this to be an acceptable excuse for the behavior of the

(b)(s) (B}7)|Site Officc Manager in this matter, we noted that neither the Department nor Seicnce

had promulgated procedures governing a Managet's access to employees' email and computer
records. Clearly, there could be legitimate reasons for granting such access; however, the
circumstances in this case did not, in our view, provide any reasonable rationale for such action.

Impact and Path Forward

We concluded that thd (2),(6)’(!3)(7) ite Oftice Manager's actions in this matter violated the
Standards of Ethical Conduct for Employees of the Executive Branch. In our view, the
Mauager's actions constituted: an alarming misuse of subordinates for the performance of
personal tasks; widespread misusc of Government property and the official time of Government
and contractor personnel; unwarranted access to email and computer records; intimidation of

~OREH B RO M-
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O rrCTIAT U oNTY—

subordinates for legitimate participation in a Department-sanctioned fact-finding examination;
and, the creation of a negative work environment tainted by threats of reprisal. In this
cnvironment, it is doubtful that the Site Office was able to function effectively in carrying out its
vital mission, Morcover, the provision of the redacted investigative report to the Site Office
Magager, and the Site Officc Manager's subsequent use of that information, placed Sitc Office
(BXEBATHC) ...-...---------a-nmployees at risk for reprisal and retaliation, and may have compromised the
integrity of the OIG complaint process.

To address the issues described in this report, swe made recommendations designed lo assist
management in: (1) preventing any future actual or apparent violations of the Standards of
Isthical Conduct for Employees of the Executive Branch; (2) preventing any future misuse of
Goverment resources; and (3) ensuring that employees are free to excrcise their protected
rights, to includc the legal right to disclose wrongdoing, without fear of retaliation. In addition,
we are also suggesting that the Acting Dircctor for Science protect all sensitive information
relating to investigations of employee misconduct and ensure that dissemination of such
information does not compromise witnesses or those who provided testimony.

MANAGEMENT REACTION

Management concurred with the report's recommendations and will conduct a review of support
service contracts to ensure contractor duties are aligned with contract requirements. In addition,
Management is in the process of cstablishing policies and procedures for proper legal and senior
level review of field requests for access io enployees' email and computer records and will also
develop pracedires to ensure that employees are awat, he protections afforded to them by

law when reporting workplace concerns. Because th - |Site-Office Manager has retived
from Federal Service, Management statement that it carnot take further action with regard to
determining appropriate disciplinary and administrative action to address the issues identified in
our report, or increasing the level of supervision of thvSitG--vOfﬁCe~.Mﬂl.‘lagclk..._,,....,.,,,,......‘.,....,,.. e (BUENB)THE)

JAB)TNC)

We considercd Management's planned actions responsive to our rccommendations.
Management's comments are included in Appendix 4.
Altachments

cc: Deputy Secretary
Chief of Staff
Deputy Under Secretary for Science and Energy
Acting Dircctor, Office of Science
General Counsel
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ALLEGED FRAUD, WASTE, ABUSE AND MISMANAGEMENT AT THE

(0}(8).(b)7HC) SITE OFFICE

BACKGROUND

- Thel Site Office is located at the Department of Energy's (De 'ntmend 0}(8).(OXTNC) |
(B)E).(O)TXHC) Jin|(PXE)BXTXC) employs approximately

(B){6).(O37)C) |

(b)(6) BN i fice's mission is to oversee the Department's

erformance-hased contract with the®® X for the management and operation
ofl - [I'he Site Office employs approximately 25 Federal and contractor employees and
consists offPX)E}7HC)
[(2)(8).1)7HC) | The Office of Scicnee's (Science)
Integrated Service Center in Chicago (ISC/Chicago) provides administrative sunnart to the Site
Office. The Site Office Manager serves as the Senior Federal Official on thg site-and-—— & ENC)
reports to Scicnee's Deputy Director for Field Operations at Department Headquarters.

Alleged Misconduct

In October 2013, the Office of the Inspector General's (OIG) Hotling reccived an anonymous
allegation of fraud, waste, abuse and mismanagement at thg S-ife»@fﬁee;---‘-‘Spe-c.iﬁcall.y,....i.L...,.,....ﬁ_??f?.).‘i.(«?)(7)(c)
was alleged that the Site Office Manager used Site Office em pioyees and other Government
resources to perform personal tasks. The complaint also alleged that the Site Office Manager
committed various ethics violations, to include: (1) accessing and shating a Sitc Office
eniployee's email records; (2) creation of a negative work environment; (3) disclosure of Site
Office employees' personal health information; (4) use of inappropriate influence with Site
Office staff during prior investigations of the Site Office Manager's conduct; and (5}
improprieties related to the consumption of alcohol during an offsite "Tcam Building" event.
Lastly, it was alleged that the Site Office Manager retaliated against a Site Ofticc employee by
facilitating a transfer to another Department site.

Key aspects of the allegations were substantiated. Specifically, we found that th'ite--»----»»---»....(.9.?.(“?‘)_‘_,@)(7)(0)

Office Manager inappropriately used Site Office employees and other resources to perform
__per.so.na-l----task-s---f‘mccessed and shared Site Oftice employees’ email records; and created a
negative work environment. However, the allegations regarding the disclosure of Site Office
employecs' personal health information, the use of inappropriate influence during priot
investigations, and improprieties during an offsitc "Teamn Building” event were not substantiated.

Misuse of Federal and Contractor Employees

--We-found-that- thue Office Manager routinely used both Federal and contractor

employees at the Site Office to perform personal tasks fo: ~The-Stemdards-of Ethical . _
Condnct for Employees of the Executive Branch provide that an employee shail use ofﬁmal time
in an honest effort to perform official duties and prohibit an employee from encouraging

directing, cocreing, or requesting a subordinate to use official time to perform activities nther
than those required in the performance of official dutics or authorized in accordance with

O

Details of Finding Page 1



(6)(€).(e)(7)(C)

(b)(6). (b)(7

(b)(6).(b)7HC)

EXO-ENTAC)

--We also-cenfirmed-the-allegation-that-thq——

-.cmployee-to-perfory
__employee told-us- thall_assisted the Site Office Manager and other Site Office employces with

( —
©)

b6 5-~--7-~---é'~-~'------'"-----The~emP10}’€-6--'S€a~ted 1

“‘"““}‘n“"ad’d‘if‘i'on;""SSVC’]’&]‘ s s

law or regulation (5 CFR §2635.703, Use of Official Time). These standards also stipulate that:
(1} directing or coercing a subordinate to perform such activities during off duty hours
constitutes an improper use of public office for privatc gain; and (2) a subordinate's perfotmance
of unofficial duties for a superior during non-duty hours, unless adequatcly compensated,
constitutes a prohibited gift to the superior, even if the subordinate performs the unofficial duties
voluntarily. Ethical standards also require that Federal employees avoid even the appearance of
unethical behavior (5 CFR §2635.101, Basic Obligation of Public Service). In addition, 48 CFR
§952.242-70, Technical Direction, stipulates that technical direction provided to contractor
personnel must be within the scope of work stated in the contract, while Departincat Order
203.1, Limited Personal Use of Govermment Office Equipment Including Information
Technology, states that seeking help [rom Government employees or contractor personnel in
pursuit of personal projects is an inappropriate use of Government resources. Finally, the OPM
Guide to Senior Executive Service Qualifications, dated September 2012, states that the
fundamental competencies of a member of the Senior Executive Service include behaving in an
honest, fair, and ethical manner and modcling high standards of ethics.

However, contrary to these provisions, we confirmed that lhi-te--@-fﬁeeMa-nagex:..v...._______,_,__..,....,..,...«(.EE@..‘SP HTHC)

enlisted the assistance of a Site Office employee to prepare documentation in support of the
Manager's family trust. Specifically, a Site Office employee performed reconciliations of
monthly statements for a bank account in the name of the Site Office Manager's relative's trust.
The employee told us that, at the end of each ycar, the cmployee compiled these monthly
reconciliations which were then forwarded to the Manager's personal accountant for tax
preparation purposes. The employee stated that these tasks were performed in the Sitc Office
workplace, either during the employce's lunch breaks or after duty hours. Per the employee's
statement, the employee first performed these activitics for the Site Office Manager in 2009, and
subscquently performed them on a recurring basis, as recently as October 2013, “T'he employee
told us that the employee chose to help the Site Office Manager and that the Manager provided
the employee with divcction for this task both verbally and via personat email.

Sitc Office Manager utilized a Site Oftice
personal financial planning. During our ficldwork, another Site Office

ounts, but performed no other financial services for the Manager.

; pcnt no more than 15-30 minutes per month of Department time on

performed using both Departmeptand personal computers. The Site
vith:::?l?.-ia:::-i-&:SaMin-gs.:lfLa;l

thetr Thrift Savings Plan g

Officc Manager acknowledged that this employee assisteq
account.

Site Office Federal and contractor employees informed us that they
participated in sorting and organizing the Site Office Manager's family trost-related vecords.
Some of these cmployees said that they sorted and organized these documenis on their own time,
to include weekends worked in the Sitc Office workplace. Other employees stated that they
performed these tasks during their regular duty hours, but that the time spent on the activities
was minimal, Also, former Site Office contraclor employces told us that they prepared address
labcis for the Site Office Manager's family trust-related correspondence and also cleaned the
Manager's office, to include vacuuming, and organizing the Manager's shoes. Onc former
contractor employee stated that somctimes as many as 2-3 hours of the employee’s work day was

Details of Finding Page 2



8),(b){7)(C)

O PP eSO N —

spent performing personal tasks for the Managet. This included the sorting of the Manager's
personal correspondence and bills, and the preparation of loan docurpents and reimbursement

requests for purchases made by the Site Office Manager on behalf of  —{family-trust.-This..... )

former employee told us that the handling of the Manager's personal affairs by the Site Office
staff was the norm and part of the Site Office's culture, and that the employee frequently
performed other personal errands for the Manager, such as taking personal mail to the post office
and picking up food, coffee, and groceries. Cleatly, these personal errands were outside the
scope and performance work statements of the contracts.

BY(®).(b
'fhe%{ﬁc)f ) Isite Office Manager confirmed that.im waorked-on-family-trust-related..... .
matters in the Site Office, mostly on weekends or after hours, and characterized any other tlme

...spent during work hours as de minimis. The Manager told us that] —fhasnet-received any. .
tncome-from-the-trust-bu |

-stated-thag—_|is the “last person stcmdmg and the beneficiary of
ihed as s |bsta ntial. The Site Office Manager also admitted

~|relative's-trust;-whichy—

that Qife»@ffwa--employe-es-='t-ss-ist-e ==—hwithf-~  family trust matters but stated that this assistance

was either de minimis or pe1f01med on the employees own time. The Site Office Manager
stated that the etnployees who voluntarily provided this assistance were also the Manager's
longtime friends, and that they did not receive any type of compensation for performing these
tasks. Despite these assertions, we concluded that the Site Office Manager's use of both Federal

EXELENTC)

o DEBXDE)

. BUEBXTHC)

{BXE).(BXTHC)

and contractor employees to perform personal tasks on| fbehalf was-inapprepriate. 07

Misuse of Other Government Resources
(b)e).b) .. . : o
We found that thdi7)c Site Office Manager and Sitc Office employees inappropriately used
Govermment resources, to include office equipment and supplics, to perform personal tasks for
the Site Oftice Manager. Federal standards of ethical conduct stipulate that an employcce has a
duty to protect and conserve Government property and shall not use such property, or allow its
use, for other than authorized purposcs (5 CFR § 2635.704, Use of Governnient Property),
Department Ovder 203.1, Limited Personal Use of Government Office Fquipment Including
Information Technology, permits employees to make limited use of Government resources for
personal purposes, but only if such use involves de minimis additional expense to the
Government and is otherwise permissible under Department regulations and applicable State and
Federal laws. Department Order 203.1 further states that using Government resources to benefit
one's outside employment or business activities is a misusc of Government resources. Finally,
Title 5 CFR § 2635.801, Quiside Activities, provides that outside employment and other outside
activities ol an employce must also comply with the principle that an employee shall endeavor to
avoid actions creating an appearance of violating cthical standards,

Howecver, contrary to these provisions, we determined thatﬁszg?{(b) Site Office resources,
including telephoncs, computers, email accounts, printers, scanners, ink, toner, paper, envelopes
and address [abels, were used by the Site Office Manager as well as Site Office employees to
perform vavious tasks refated to the Manager's personal and family trust affairs. We also
confirmed that Site Office space was used to house the Manager's extensive inventory of
personal financial records for several years. The Site Office Manager and many of the Sitc

Details of Finding Page 3



— O TS O R

Office employees we interviewed admitted that officc equipment and supplies were used to
perform the various tasks related to the Manager's personal and business-related activities, but
stated that this use was minimal. On the other hand, a former Site Office employce stated that
the use of Govermuent equipment and supplies was on a large scale, particularly on the
weekends when the former cmployee and other Site Office employees came in to work on the
Manager's family trust matters.

During our tieldwork, f?%fg’(b) Site Office employee permitted us to inspect several drawets
and boxes of the Site Office Manager's family trust records which were stored in the employee's
office. We were told that these documents had oviginally been brought into the Site Office in
several {arge trash bags, and that the documents were subscquently organized for the Manager by
Site Office employees into binders, boxes and filing cabinets, We also obtaincd a signed-sworn
statement from another Site Office employee attesting that the Manager's family trust-related
records had been present in the werkplace since 2009, and that the records were still on the Site
Office premises at the time of our initial fieldwork. The Site Office Manager readily admitted
the presence of the family tryst tgcords in offices and allowed us to view additional binders of

(b)(s)’(b.?fz?,?E?A.,‘,,,.....A.....famtly trust-records stored-inf--  pffice. Subsequently, the Site Office Manager told us that the

majority of these records ha bc:.,n removed from the workplace,

Although the%?%g’(b) Site Office Manager and some Site Office employccs asserted that these
uses of Governnent resources were de minunis in nature, we concluded that Government
resources, including supplics, and equipment, were misused to perform personal tasks for the
Site Office Manager. Since these Government resources were used to benefit an outside
business or other activity with which the Site Office Manager was associated, these uses were
not authorized under Department policy. We also concluded that, at a minimum, the prolonged
presence of the Manager's extensive personal financial records in the Site Office workplace was
irregular, leading reasonablc abscrvers to conclude that ethical standards were being violated.

Accessing and Sharing Employees' Email Records

-Weﬂ-eonﬁ»rm-ed»fhc--'al-iegation's“thm"'thile Office Manager accessed and shared Site
Office employees' email records. Specifically, we found that the Sile Office Manager obtained
access to at lcast six different Site Office employees' email records, and that the Manager had at
times shared the content of these records with other Site Office employees. In one particularly
disturbing example, in May 2013, the Site Office Manager requested and was granted full access
to the email and computer records of a Site Office employee who was about to transfer
permanently to a new position outside the Site Office. We learned that in 2011, this particular
Site Office employee had been tasked by the Site Office Manager's supervisor to coordinate an
investigation into a previous OIG complaint against the Sitc Office Manager. We noted that as a
0)E).BXTHC)  result of this investigation, during which-manyl—  |personnct and ncarly all Site Office
employees were interviewed, the Manager received a letter of (eprimand and a notice of
EEBTNC)  requitement to-improvd—  performance, which noted tha —performance-had declined to
"unsatisfactory” in two critical leadership attributes.

()& BXTC

(0)(B)-()(THC)

B (BT An nffirig| from [SC/Chicago, responsible for providing information tcchnology support to the
WG e Site Office, told us that the Site Office Manager's request for access to this particular

Details of Finding Page 4
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etmployee's emails was approved by a senior ISC/Chicago official via an informal and unwritten
process, However, the Site Office Manager's supervisor, whase office is located at the
Department's I—Ieadqu, expressed doubt that the Site Office Manager could obtain access to

EEEIXC)  emails and told-us-thaf— Jwas under the impression that any such requesjswould have required
r:; (b)(€)-(e)(7XC)

Hcadquarters-level approval. This senior Science official also stated tha} —{was-not-aware of.... 12270
this request or any other requests by the Sitec Office Manager to access any Site Office

employee's email records. The official confirmed that a number of allegations and grievances

had previously been filed with regard to the Site Office Manager's conduct and went on to state

that, in the charged atmosphere of tension at the Site Office, appraving a request by the Site

Office Manager for access to (he ecmployee’s email and computer records would have been

inappropriate "to say the least."

Seven| 2610 [Site Office employees stated that the Manager directed them to view the
departing employee’s emails, or verbally shared with the employees the content of those emails.
The Site Office Managcr, as well as scveral employees, stated that Government emails were
electronic files, which must be reviewed in order to locate any "reportable Government records"
and that the Manager's actions in accessing email records were justified by the need for
"continuity of operations.” However, the Manager as well as several employees told us that no
reportable Government records were actually located during the review of the departing
employee's email records. Moreover, other Site Office employces stated that the Manager's
primary motive for accessing the departing employee’s emails was to abtain information related
to prior complaints and grievances involving the Manager, to include the identities of the
complainant(s). Our cwn review of the Site Office Manager's and other Site Office employees'
emails confirmed that the Manager's focus was on emails that contained either statements that
were unflattering to the Manager or information related to allegations or gricvances filed against
the Manager. We noted that the Manager forwarded emails to human resources personnel in
ISC/Chicago, cvidentty to be used to rebut grievances filed against the Manager and] .. B}8)-(BXTHC)
supervisor by yet another Site Office employce.

We determined that there is no current Department or Science policy in place regarding a
Managet's access to Science field office employees' email records. Ilowever, we found that in
July 2013, the Department's Office of the General Counsel drafted a policy to address
management requests for access to an employec's computer tecords. The policy, which was
approved by the Deputy Secretary of the Department in December 2013, stipulates that access to
cmployee records on Department computer systems may not be used to chill various employce
rights, to include the legal right to disclose wirongdoing without fear of retaliation, such as
disclosures to the Office of Special Counsel or the Departiment's Inspector General. The policy
requires that management's access to employee computing records further a legitimate
Government interest and that proposed search terms be narrowly tailored to elicit information
related ta the specific purpose or objective of the request. However, as written, this policy is
only applicable to users of the Office of the Chief Information Officer Energy Information
Technology Services Desktop Services, and it is not currently proposed that the policy be made
applicable to Science and other Department program offices,

Details of Finding Page 5
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We determined that the Office of the General Counsel discussed the email policy with several
program offices, including Science, and that discussions were also initiated with Offices of Chief
Counsel throughout the Department, to determine how field offices currently handle requests for
employees' computer and access control records. We also determined that in March 2013,
Science ¢stablished a standard process for conducting data transfer requests, which required the
submission of a written request and subsequent revicw and approval by both Science's Deputy
Director of Resource Management and General Counsel. Howevcer, we were informed that this
process was only applicable at Science's Headquarters level, not at the field office level.
ISC/Chicago officials confirmed that there is no formal policy in place for Science field offices
regarding a Manager's access to employces' cmails and computer records, but told us that a
Science policy is being developed.

BYENENTHC)  We alsolearned thatthel Site Office Manager requested and obtained access to the
cmail records of Site Office employees still actively employed at Site Office fo “'aSmWel.l...._......__..(PE{?.)_.?.(P)(?)(C)
as the Managet's administrative support staff. Many of the Site Office employees we
interviewed stated that the Site Office Manager had repeatedly advised the staff during meetings

®ONE®NTXE) _ thaf-— kould and would access employees' email records, We were told that as a resuit, Site
Office employces have become paranoid and that employees avoid using emaif to accomplish
their official duties, even though this negatively impacts productivity. For example, we were
told that Site Office employees whose assigned dutics involve sensitive, contractual and pre-
decisional information have concerns about Site Office contractor employees having access to
their emails and therefore conduct such matters verbally rather than via email. Other employees
told us that they use their email sparingly since they are aware that it may be monitored.

EXE)LBITHC) Finally, statements-made by »thc--'Managerwi R emails illustrate ie-w-"a-nd---mot-ivatiou--u..............,......(.??.,(f.)..’.f?)(7)(C)
(B)E).(X with-regard-to— lauthority and ability to access 5735(.);(13) Kite Office employees' email records.

Specifically, the Manager wrote:

As a Manager, 1 get individuals files when they depart and that is cleared through the IT
Department (CH-ISC). But you know as a Manager, 1 can request to review the emails
prepared by my staff when they are using Government furnished property.

I learned today from a member of my staff . . . that there were emails . . . from a 'certain
Manager' on my staff that were very unflattering to me. I will get a copy of the email for
the files.

This view is evidence that th f?%f?"(b) Site Officc Manager accessed Site Office employees'

email records for reasons other than to locate reportable Government records or to ensure
continuity of operations.

Negative Work Environment

We found that the (bi}?{(b) Site Office Manager used intimidation to create a negative and
fearful work environment. Department Order 442,1A, Department of Energy Employee
Concerns Program, defines intimidation as any action taken by coworkers or supervisors against

or toward an employee to cause that employee to cease engaging in protected activitics, to be
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fearful of cngaging in protected activities, ar to otherwise be afraid for his or her safety,
reputation, or job security as a result of having identificd concerns about any aspect of
Department facilities or operations.

(b)(e)’(b..?.(..Q(.9.)--~»-----»~----~Howcvm'Site Office emnplayees stated that there was a great level of fear and
intimidation in the Site Office, that the Sitc Office Manager's management style was based on

tear, and that the Manager had a "long reach.” Several Sitc Office employees told us that the
(b)(s)’(l?_?n(z.?ﬁ).‘..,.._._..,......Manage;:..,ﬁ-.eque-n-t-ly»103emper and yelled and cursed at employees. We were also told that
Site Office employees were afiraid for their jobs and several employees expressed fear that they
would experience retaliation as a result of speaking with us during our fieldwork, Moreover,
Site Office employees, both Federal and contracior, told us that the continuation of the Office
Manager's behavior led them to conclude that the prior Depariment investigation and Scicnec's
corrective actions were ineffective, and that the Site Office Manager was "invincible.”

In addition, most|?(€}:) |Site Office employees we interviewed were aware that the Site Office
Manager had accessed ecmployces' email on multiple occasions, which one employee described
to us as "a form of control.” Moreover, Site Office employces also told us that the Site Office
(BXE)BYNC)  Manager.made it known thag—_|had been provided with a copy of a prior investigative report
(B)(E)46) .intau.past--a—l-legatim-l-s--a-ga-i'nst and that the Manager shared or discussedcopy...o.ﬂhc,..r_epom ..... BB BMTHE)
with several Site Office cmployecs. We were told that members of the Site Office staff were
alarmed when they learned that the Manager had been given this information. In fact, one
employee told us that the employee "felt that the Department had let us down.”

We confirmed that on August 10, 2011, Science provided the Site Office Manager a copy of the

prior investigative report which, although redacted, still contained the names of Site Office and
(b)(e)’(l?.?f??_(Q_)........u_emponccs intcrvicwed during the investigation as well as unattributed verbatim quotes
from witness aftidavits., Specifically, although the report's supporting cxhibits (including the
affidavits of all witnesses interviewed) were not provided to the Site Office Manager, the
redacted copy of the report still contained a complete list of the names of all those interviewed.
Morcover, the redacted document furnished to the Site Office Manager included the bady of the
report which consisted of a series of finding statements as well as a corresponding series of
supporting unattributed verbatim quotes, as exiracted from the withess affidavits.

We were informed that Science consulted personnel in the Office of Human Capital
Management, CH-ISC's Office of Chief Counsel, and Headquarters' Office of the General
Counscl before the redacted report was released to the Site Office Manager. However, despite
these efforts, the Site Office Manager was still able to determine what the witnesses had said.
During our own review of email records, we found the following statement made by the Sitc
(BXEMBYTIC)__ Office Manager-in-an-email]~_kent after receiving the copy of the report on August 10, 2011

[ have received the redacted version of the Report and although the areas of [sic] blacked
ouf, I know who the negative comments came from because the style of communicating
is something that [ am quite familiar with since the same style has been used to
communicate directly with me.
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We noted that, undcer ihc Whistleblower Protection Act, filing an QIG complaint and cooperating
with an investigatio IG complaint arg hoth protected activitics. We concluded that, by
demonstrating-to-th ISite-Office staff] bility and willingness to obtain their cmail
and- co;m)utet----lecetds as-wetlag— [possession of the names aud partial statements of witnesses
interviewed during the previous investigation, the Site Office Manager's actions: (1) intimidated
Site Office employees; (2) caused Site Oflice cmployccs to fear for their job security; (3) caused
Site Office employees to be fearful of engaging in protected activitics; and (4) created a negative
and fearful work environment.

-

Unsubstantiated Aspects of Ethics Allegations and Retaliation

The remaining aspects of the alleged ethics violations were not substantiated. Specifically, our
review did not substantiate the allegations that thc’ - Bite-Qffice Manager disclosed Site  (9)(€).(B)7)C)
Office employees' personal health information and inappropriately used influence with staff
during previous investigations into the Manager's conduct. We also did not substantiate the
improprieties regarding an offsite Site Office "Team Building" event where it was alleged that
the time was spent primari oting pool, drinking beer, and taking tequila shots. In addition,
the allegations that thg (S)(s)’(b) Site Office Manager rctaliated against a Site Office employee
were not substantiated. Specifically, although we confirmed that the Site Office Manager
actively facilitated the transfer of a Site Office employee to another Department site, we were
unable to oblain sulficicnt evidence that the Manager's involvement in the employee's transfer
constituted retaliation. However, we did conclude thiat Scicnce's provision of the redacted
investigative report to the Site Office Manaser, and the Site Office Manager's subscquent use of

--that-infermation;-placed Site-Office-and employees at risk for reprisal, Additional details

regarding our examination of the circumstances surrounding this issue are discussed in
Appendix 1.

Contributing Factors

'I'he}?%ﬁ?g(b) Site Office Manager's misuse of Government resources occurred, in part, because
the Manager tailed to adhere to well-established and widely promulgated ethical standards
regarding the conduct of Federal employees, In fact, the Site Office Manager created a work
environment wherein Site Office staff viewed the Manager's authority to be absolute and the
handling of the Manager's personal affairs by Site Office employees had become the norm, This
cnvironment appears to have been reinforced by the ineffectiveness of actions taken in response
to previous complaints regacding the conduct of the Site Office Manager. During our review, we
learned that a number of previous allegations and grievances against the Site Office Manager,
along with a number of resuitant reviews by Science and external investigators, had adverscly
impacted morale and productivity at the Site Office. Science appears to have been aware of
these issucs, as cvidenced by the fact that, in 201 |the Site Office Manager received a lgtter of
reprimand and a notice of requirement to improvel  performance;which-noted-thay — —f—.—.
performance had declined to "unsatisfactory” in two critical Icadership attributes.

The extensive use of contractor "at will" personnel at thlte Office-also contributed ta &) BNTHC)
an office culture whercin the handling of the Site Office Manager's personal affairs came to be
accepted as standard practice, We learned that Federal employeces had previously provided
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administrative support at the Site Office, but that beginning in 2006, contractor employees were

hired for these positions, We determined that, during a 7-year period ending in 2013, five or six

different contractor employees had occupied these Site Officc administrative support positions

and that these employees were frequently dismissed and replaced. One of these former

administrative support employees told us that the Site Office Manager stated that *Lean't get rid

_a Fed as easy as I can get rid of a contractor." The former employee stated tha believed-..-
(b)(s)’(b,,?.(Z.)_..(E.)...,....,..-li contract was not renewed because evcmuallye»ga-n-v-to---re‘thsc the. Manager's requests to
perform personal tasks, as well as the Manager's requesls to interact with the employee's

children, Another former administrative support employee stated tha] - [pelieves.the reason for.
®)6).O(7XC) [ lermination was thc Manager's displeasure at the employee's reluctance to hold the Manager's
(BX8)(B) The former employee told us that budgct issues were the stated reason given for letting
(BXE).ONTHC..{-- [go, but that another contractor was subsequently hired to replace| —tat-an-even higheraate

of pay. The former employee also stated that Site Office contractor employees understood that

the Manager could "pull their contract” at any time.

i though we do not consider this Lo be an acceptable excuse for the behavior of the

BNEENTHC) ... Site Office Manager in this matter, the conditions which allowed the Manager to obtain

access to Site Office employees' email and computer records existed, in part, were because

ncither the Department nor Science had promulgated procedures requiring that requests for such
access be reviewed and approved by senior management and legal counsel. Moreover, although
the Site Office Manager was solely responsible foy —factions-i-the-intimidation-of.8ite. Office

—

(B)LXTNC)
B)THC)

PXEENTNE)

_(BXOLONTC)

(B)(8).(2)(7H(C)

employees, we concluded the Manager's ability to Target specific employccs for intimidation
appcarcd to have been facilitated by the release of an investigative report that contained the
names of witnesscs along with unattributed verbatim quotes from witness affidavits.

Impact and Path Forward

Th }S{Ei);(b) Sitc Office Managet's actions in these matters constitute, at the very least,
violations of the Standards of Ethical Conduct for Employees of the Executive Branch. The
Manager’s alarming misuse of subordinates for the performance of personal tasks; misuse of
Governiment property and Site Office personnel’s time; abuses of email and computer records;
and, intimidation of subordinates, created a negative work environment tainted by threats of
reprisal. In such an environment, it was doubtful that the Site Office was able to effectively
accomplish its vital mission tqmanaee the Denartment's perfortmance-based contract for the

management and operation o (BX8).(0H7HE)

In addition, thitc Office Manager's demonstrated ability to access Site Office
employees' email records and sensitive information from prior investigations created a chilling
effect upon Site Office employees with regard to their protected right to disclose fraud, waste,
abuse, misuse or mismanagement, as well as their willingness to cooperate with inquiries into
stch wrongdeing. It is important to note that there was no evidence that the disclosure of
sensitive information was intentional on the part of Science. However, Science's provision of the
names and portions of statements of witncsses during a prior investigation, and the Site Office
Manager's use of that information, may have compromised the integrity of the complaint process,
placing these withesses at risk for reprisal and retaliation,
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Ensuring that senior Departinent officials adhere to ethical standards, that government resouices
are used appropriately, and that cmployees are free to exercise their protected rights are critical
to satisfying pressing Department mission nceds. Accordingly, we made recommendations
desighed to assist management address the issues identified in this report.
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RECOMMENDATIONS

To address the issues identified in this report, we recommend that the Acting Director, Office of
Science:

1. Determine whether disciplinary and/or administrative action is necessary to address the
significant ethical violations chronicled in this report;

(b)(s)’(925-?-)-(93»------~--»-----------»------»--2-;v--------lﬂe»re-a»se---th-e-»-I-eve!----o-F"Sta-p'ervisi'on'"‘of't'hSite Office Manager to ensure that: (i)
Site Office employeces inunediately and permanently cease the performance of personal

tasks for the Site Office Manager, regardless of whether or not the performance of such
tasks is voluntary, uses Government property, or is accomplished on the employces' own
time; (ii) the Site Office Manager immediately ceases the performance of personal tasks
using Govermment resources; and (iii) the Site Office Manager immediately and
permanently removes all personal financial records and documents from the Site Office
workplace;

bY(6).(b}THC . , : . -
®XEEINNE) B ERgUre-that-servicesprovided by Site Office contractor staff are within the
scope of the support services contract;

4. Develop and implement policies and procedures that ensure any Science site manager's
request for access to an employee's email and computer records be subject to senior-level

and legal revicw and approval; and

5. Through changes to current procedures and training, ensure that employees are free to
exercise their protected rights,
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(BXE).L)THC)

—-Sile-Office-and}—
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~repotting-work-place-coneerns,—Because thef

MANAGEMENT RESPONSE

Science concurred with the report recommendations. Management will conduct a review of
support service contracts to ensure contractor duties are aligned with contract requirements and
is in the process of establishing policics and procedures for proper legal and senior level review
of field requests for email and computer access. In addition, management will develop
procedures to ensure that employees are awqr rotcetions afforded to them by law when
Site Office Manager has retired from
Federal Service, management cannot take further action with regard to determining appropriate
disciplinary and administrative aclion 1o addrcss the issues identified in our report, or increasing

the level of supervision-of thg—-— Site Office Manager.

Management did raisc a concern that our report was inconsistent in its description of the
processes and procedures used when a redacted copy of the previous investigative report was
provided to the Site Office Manager. Management argued that, although our report inferred that
the investigative report was improperly redacted, we provided no teference to pracedure or
process violations related to the redaction process. Management requested that we review the
facts and circumstances surrounding the process followed by various Department elements in
redacting the investigative report and that we consider interviewing the attorney that performed
the redaction to affirm that the redaction was carried out in accordance with established
Bepartiment processes and procedures.

Management comments ate included in their entirety in Appendix 4.

INSPECTOR COMMENTS

We considered management’s comments to be generally responsive to the report's findings and
recommendations, We have inodified our report whete appropriate to further clarify the naturc
of the redacted report provided to the Site Office Manager. Specifically, the redacted report did

-contain-the-names-of Site-Office-andl—  pmployees interviewed during the investigation as

wel] as unattributed verbatim quotes from the witness affidavits. However, the redacted report
did not contain the witness affidavits themselves. We also reemphasized in the body of our
report that there was no cvidence that the disclosure of sensitive information was intentional on
the part of Science,

However, we have not reviewed the process for redacting reports as requested by management,
Our point all along has been that, despite Science's efforts to redact the investigative report, and
as evidenced by the Manager's own stateinent, the release of this sensitive information to the Site
Office Manager negatively impacted the work cnvironment at the Site Office. We have
conciuded that | ement's provision of the names and unattributed but verbatim statements of
employees interviewed during the prior investigation ol'the Site Office
Manager, as well as the Site Officc Manage:’s subsequent use of that information, may have
compromised the integrity of the complaint process, placing these witnesses at risk for reprisal
and retaliation,

Management Response and Inspector Comments Page 12
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APPENDIX 1

OTHER MATTERS: PROTECTION AGAINST REPRISAL

Although we were unablc to obtain sufficient evidence to substantiate the allegation that the
(b)@=(‘?)__£Z_).i9)_,,_._,.~,ne Office Manager's facilitation of a Site Office employee's transfer to another

Department of Energy (Department) site constituted retaliation, we concluded ihat, at the very
least, that the Office of Science (Science) did not ensure that Site Office employees were

protected against reprisal.

Merit System Principles (5 USC § 2301) stipulate that an employee should be protected against
reprisal for the lawful disclosure of information which the employee reasonably belicve
evidences either: (1) a violation of any law, rule or regulation; or (2) mismanagement, a gross
waste of funds, an abuse of authority, or a substantial and specific danger to public health or
safety. Additionally, Department Order 221.1A, Reporting Fraud, Waste and Abuse to the
Office of Inspector General, stipulates that Department managers must ensure that reprisals are
not taken against employees who report fraud, waste, abuse, misuse, corruption, criminal acts or
mismanagement, Department Ovder 442.1A, Department of Energy Emplayee Concerns
Program, defines reprisal as any action taken against an employee in respotise to, or in revenge
for, the employee having raised, in good faith, reasonable concerns about any aspect of
Department-related operations. Finally, Depattment Guide 442.1-1, Department of Energy
Employee Concerns Program, states that managers and supervisors have a responsibility to
establish open communications to enable employees to raise concerns in a manner that fosters
the free flow of inforination, without cmployees being subjected to reprisal for raising those
concems.

(b)(s)’(b.,?.q)..fv...c-?..?...---»-------»--Numcronite Office employees told us that the Site Office Manager facilitated the
eventual departure of a Site Office employee, based on the Manager's belicf that the employee
had either filed or helped to substantiatc prior allegations against the Manager. As previously
noted, this particular Site Office employee had been tasked by the Site Office Manager's
supervisor to coordinate an investigation into a previous Office of Inspector General (OIG)
complaint against the Sitc Office Manager. We determined that this investigation, conducted in
May 2011 by an independent investigator, substantiated the prior OIG Hotline complaint which
allcped, among other things, that the Manager created a negative work atmosphere in the Site
Office. We lcarned that subsequently, in August 2011, the Site Office Manager received a letier
of reprimand as well as a copy of the investigator's report which, although redacted, contained
the names of the Site Office and|P)€)(B)7XC) | employees
intervicwed, along with unattributed but verbatiin quotes excerpted from witness affidavits.

(B)E).LUTHC) -~~»---~T}»'hlte Office employec told us that in Navember 2011, during a discussion ot- B)E)BXTHC)

icrformance appraisal wj e Site Office Manager, the ngex informed the employce that

- hvas-secking to-detaif-—  Plsewhere and thay -—hope =d:id--»-.-nm-zrﬂh-tm to.the Site Office,  (B)B)(B)TNE)
We confirmed that, in December 2011, this employee was subscquently detailed to another
Department site. After the detail was extended several times, the employce was cventually
permanently transferred, effective June 2013, The former Site Office employee told us tha L&) BATHC)
did not request or initiate the detail, and that the transfer was a significant downgrade which
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(B}EMBXTNC) -.-~»1n0-1-‘e--vtha~n~-d':mb'l’f‘tll'“""“ ldaily commute. However former employee noted that it felt like an

BXE)BYTNC Mescape'-foil-  |to leave the Site Office and tha va's-"a-t-'-}eas-t--ab-Ee---{o---rela-i-n-l‘:‘.i“ ofpay
even after the transfer became permanent.

In contrast, the ﬁ%g){(b) Site Office Manager told us that the Site Office employee initiated the
request for the detail, The Site Office Manager also stated that the employee's subsequent
permanent transfer was mutually decided upon by the Manager and the Manager's supervisor.,

When pressed for further details, the Site Office Manager stated that the transfer was a

(BXE)EXN(C) —complicated-personnelmatter-and-referred-ustq— |supervisor for additional information. Our

own review of email traflic confirmed the Site Office Manager's substantial and prolonged
etforts to repeatedly extend the employee's detail and to facilitate] —pventual-permancnt-transfes...
from the Site Office. We also learned that this inter-agency transfer, which involved a "trade" of
personnel between the National Nuclear Security Administration (NNSA) and Science, took
months to accomplish and required the approval of senior NNSA and Science officials, as well as

NNSA's Hiring Review Board,

The(g))(e)’(b)m Bite Office Manager's supervisor, a senior Science official, told us thatElvi-cwed-------. . B)E).BXTHC)
_ the detail as a temporary means to alleviate the stress in the Site Office environment hy defusing
the tension between the Manager and the employce. The Science official stated tha'wa's---net-------- ------------ ®)E).ENNC)
sure who initiated the former employee’s permanent transfer but that the gaining site wanted to
" »-enrvly---beeattscperformed so well during "'de'ta'i'l:~~--»The--Seience...........................f.??.,(ﬁ,)_’f'_’)(7)((:)
...afﬁc-ia-l--a-i-so---to-ldwu-s-thﬂwas unaware that the redacted copy of the teport provided to the
Manager contained the statcinents and names of those Site Office and ~ ——pmployees......___ PHE.BLITHC)

interviewed during the previous investigation, and that hadDbccrraware--t- 1at-this-information . (PXE).E)THC)

had been released to the Manager, it would have been a cause for concern,

Although we were unable to confirm that the employee's detail and subseauent transter were in
BIE).BITNC)  fact retaliation-forl participation in the prior investigation into th e <11 (- 8 T N

Manager's conduct, we concluded that Science's actions in providing the Site Office Manager

with sensitive information from the previous investigation, and the Site Office Managet's

subsequent use of that information, placed all witnesses and participants, including the

transferred employee, at risk for reprisal and retaliation, and may also have compromised the

integrity of the complaint process.

EXELENTHE)

SUGGESTED ACTION

We suggest that the Acting Dircclor for Scicnce protect all sensitive information relating to
investigations of employee misconduct and ensure that dissemination of such information does
not compromise witnesses or those who provided testimony. Specifically, we suggest that
policies and procedures be developed and implemented to protect sensitive information
generated during reviews of OIG Hotline and other aflegations/complaints, to ensure that
employees who report fraud, waste, abuse, misuse, corruption, criminal acts or mismanagement,
as well as employees who cooperate with investigations into such wrongdoing, are not cxposcd
to potential reprisal and retaliation.
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OBJECTIVE, SCOPE AND METHODOLOGY

Objective

We initimed thig inspection o determine the facts and circumstanees surrounding the allegations
EEETHC)_ that thd—— Bite Office Manager: (1) misused Government resources; (2) aceessed and
shared Site Office employees' email records; (3) created a negative working environment; (4)
disciosed Site Office employees’ personal health information: (5) used inappropriate influence
with Site Office staff during prior investigations; (¢) sanctioned improprieties related to a "Team
Building" event; and (7) retaliated against Federal and contractor Site Office employees.

Scope

. fram Navember 2017 19 September 2014, at the]®X©).0)7HC) j
(B)(E}()7HC) inf>E®EHTHC) The inspection was conducted under

Office of Inspector General (O1G) Project Number S141S002.

Methcdology
To accomplish the inspection objective, we:
* Reviewed prior allegations against or involving th }335?}{“3) Site Office Manager and the

results of any ensuing reviews;

» Interviewed current and former Site Office Federal and contractor personnicl, and
obtained signed-swortn statements as necessary;

s Interviewed Office of Science officials and personnel;

¢ Reviewed e-mail records of ke (2352){(13) Site Office personnel; and

» Reviewed applicable Federal and Department of Energy (Departrent) laws, regulations
and guidance pertaining to misuse of Gavernment property and official time, access to
employces' email and computer records, retaliation, and negative work environment.

We conducted this inspection in accordance with the Council of the Inspectors General on
Integrity and Efficiency, Quality Standards for Inspection and Evaluation, January 2012, Those
standards require that we plan and perform the review to abtain sufficient, appropriate evidence
to provide a reasonable basis for our findings and conclusions bascd on our objective. We
believe the evidence obtained provides a reasonable basis for our findings and conclusions bascd
on our inspection objective. Accordingly, the inspection included tests of controls and
compliance with [aws and regulations fo the extent necessary to satisfy the objective. Because
our review was limited, it would not necessarily have disclosed all internal control deficiencies
that may have existed at the time of our inspection,
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Finally, we rclied on computer-processed data to some extent, to satisfy our objective. We
confirmed the validity of such data, as appropriate, by conducting interviews and reviewing
email records,

With regard 1o our review of email records, the OIG Inspection team requested the assistance of

the O1G Technology Crimes Section in order to obtain the email records of key individuals. Our
review of the email records subscquently provided by the -~ {Site Office's data hosting site_{®)
was hampered by gaps in the records we received and by the Department's initial reluctance to
provide decryption keys necessary for our review of encrypted emails. This necessitated our
submission of repeated requests for the subject records and created lengthy delays. Because the
scope of our email revicw was limited by these circumstances, it would not necessarily have

revealed all email records relevant to our objective. However, in our opinion, we obtained

sufficient, appropriate evidence to support our findings and conclusions.

An exit conference was held with management an September 25, 2014,

Objective, Scope and Methodology Page 16
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PRIOR REPORTS

» Special Inquiry on Review of Allegations Regarding Prohibited Personnel Practices at
the Bonneville Powerr Administration (DOE/IG-08935, Qctober 2013). The objective of
this special inquiry was to determine the facts and circumstances surrounding the
allegations of prohibited personnel practices at Bonneville Power Administration
(Bonneviile). We found that Bonneville's hiring practices disadvantaged veterans and
other applicants and that Bonneville consistently manipulated the applicant rating
process. Further, despite specific requirements to do so, Bonneville did not fully disclose
to the Department of Energy (Department) that the inapproptiate personnel practices had
cccurred or the adverse impact on veterans and other applicants, Finally, Bonneville
neither notificd the alfeeted applicants nor did it initiate cotrective actions required to
remedy the inappropriate practices.

The management culture at Bonneville contributed to an environment that enabled the
prohibitcd practices to occur, Notably, we observed that Bomneville officials spent
considerable effort trying to distance the organization from Departinental procedures,
processes and oversight.

To address the issues identified in this report, we made a number of recommendations
intended to ensure that aflected veterans reccive the preference to which they are entitled
and that all applicants are fairly treated. Our recommendations should also assist the
Depattment with ensuring that Bonneville administers and manages its Office of Human
Capital function in accordance with Federal regulations and Department policy, and that
Bonneville employees feel free to raise issues of concern without fear of retaliation. The
Department expressed concurrence with our report, and its corrective aclions, taken and
planned, were fully responsive to our findings and recommendations,

o Management Alert on Allegations Regarding Prohibited Personnel Practices at the
Bonneville Power Administration (DOEAG-0891, July 2013). The objective of this
review was to determine the facts and circumstances surrounding the aflegations of
prohibited personnel practices at Bonneville. We recached a preliminary conclusion that
Bonneville engaged in a number of prohibiled personnel practices and appearcd to have
effectively disadvantaged veterans and other applicants.

Equally conccrning and the primary reason for the urgency of the management alert,
Bonneville has apparently proposed or recently executed a number of personnel actions
against certain employees who have cooperated with our review. These actions have a
potentially chilling effect on various aspects of our work and, as such, jeopardize our
ability to cffectively complete our review of the circumstances surrounding inappropriate
Bonneville hiring practices. The Department's comments were tesponsive to our
recommendations and the Department initiated immediate corrective actions.
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o Inspection Report on Alleged Nepotism and Wasteful Spending in the Office of Energy
Efficiency and Renewable Energy (DOE/IG-0888, June 2013). The objective of this
inspection was to determine the facts and circumstances surrounding the allegations that
a senior official within the Office of Energy Efficiency and Renewable Encrgy (EERE)
engaged in ncpatism by advacating for his three children to obtain Student Temporacy
Employment Program positions at thc Department and wasted funds by enrolling two of
the three children in costly training courses unrclated to their duties, The allegation that
the senior EERE official was actively involved in securing Student Tempotrary
Employment Program intern appointments at the Department for his three college-aged
children was substantiated. The allegation refated to enrolling his children in
inappropriate training was nol substantiated. We made several recommendations
designed to address the issues described in our report and strengthen internal controls
over certain hiring process within the Department,

» Inspection Report on Review of dllegations Regarding Hiring and Contracting in the
Office of fsnergy Efficiency and Renewable Energy (OAS-SR-10-04, Scptcmber 2010).
The objective of this inspection was to determine in part whether there were impropricties
in the hiring of a contract cmployce to a senior Federal career position, including
concerns that the contract employee was pre-sclected or otherwise had an unfair
advantage. We concluded that the allegation related to pre-sclection of an EERE senior
official was substantiated. We made several recominendations dcsugncd ta help improve
the integrity of the hiring process.
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APPENDIX 4

MANAGEMENT COMMENTS

Dopartiment of Energy
Office of Sclence
Washinglon, DC 20586

August 15, 2014

MEMORANDUM FOR RICKEY R. HASS
DEPUYY INSPECTOR GENERAL FOR AUDITS AND INSPECTIONS
OFFICE OF INSPECTOR GENERAL

/]
FROM: JOSEPH MCBREAR 0 &/t 1y
. DEPUTY DIREGTOR @ ELD OPERATIONS

OFFICE QF SCIENCE

SUBJECT: Roesponsa to Offica of inspecilor General Draft Speclal Report on "Allegations of
Waste, Fraud and Abusa at tha -Slle Ofice”

The Office of Sclence (SC) appreciates the opportunity to revlew the Offlce of Inspeclor General's (Q(8)
speclal repart “Allegations of Wasto, Fraud and Abuse at thu_&llo Offtce",

SC genearally agrees with the findings of the repont, However, SC Is very concerned that the report
Itcorrectly Infars thatl proper Deparimental procedures were not followad In the redactlion of a previous
Investgative report conteralng conditlons at the -Sue Office thal was provided to the Site Office
Managerat-ormal request, and that, as 3 resull, Departmental offlclals improperly granted the

[ st¢ Office Manager access Lo Information that perailtted the Identification of Indivlduals
whose stataments appeared In tha prior Investigative rapoil.

The 016G report Is Inconsistent In Its descedpllonof the protesses and procedures folloyed that provided
the $ite Qlfice Manager a redacted copy of the previous lnvestigative report, For exawple, the cover
letter of the OIG report states thal:

" ..there was no evidence that the disclosure of this sensitive informallan was Intentlonal on The
patt of Sclence, Moreover we learned that relense of the redacted 1oport to the Site Office
fvianager was authorlzed by both Sclence’s Office of Uie Chlef Counsal in Chicago os well as the
Office of the General Counsel In lleadquarters and that Selence alto consulted the Ofice of
Human Caplal regarding the declslon lo relaase the report.”

Howevor, tha covar lettar laler appears to Imply that SCintentlonally peovided an Improparly redacted
copy of the report to the Site Office Manager: “, .. Moraovar Sclance’s degisfon to provide the Silg
Manager the names and statements, . ", The dralt OIG report incotrectly Implies an intentlonal and
witliful dectston Lo release names and statements of employeas parllcipatiog la the previous Investigative
report,

@ freatidalh sy ek ca reoyskad gt
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APPENDIX 4

Although the QIG draft report Infars that the report was Improperly redacted, It providas no referance
te pracedural or process violatlons In the redacltun process, As part of SC's review of the dralt QIG
report, a senlor SC management officlal spoke with the Fleld Counsel's Offlca In Chicago. The Fleld
Counsel's office conducted the redaction of the Investigative report, The Counsel's Office repotted that
the Investigative ceport document had heon thoroughly raviawed and that the subsequem redaction
was approached In a veiy ¢conservalive manner, laking great care Lo ensure that It would be difficult to
|deatify Indlvlduals, Only (he body of the Investigalive repnit was vitimalely provided to the Slte Olfice
Manager. Witaess alfldavits were not provided to the Slie Offlce Manager,

1 was the professional oplilen of the atlerney who conducted the redaction that-the redaction process
was propacly executed and that the redacied Investigatlve report did not Include any Inapproprlate
personnel nforntatlon. The attorney had consulled the Headquarers Gengral Caunsal's Qffice and
Headquarters Human Capltal. '

5C requosts thal the OIG revlew the facts surrounding the process followed by Depasimanial elements
In redacilng the Investigative repart and the ullimate celease of the cedacted [nvestigative report to
ensure Wal they are nccurately and consistently describad in the final OIG report. Further, SCrequests
that the 0IG ¢consider Interviewing the allorney Lhat conducled the redactlon to affirm that the
redactton was praperly cartled oul in accordance with established Departmental pracesses and

procedures,

Recommendallons:

1. Dotermine whether disciplinary and or admlnlsteatlon action Is necessary to address the
signiflcant othlcal violations chronlcled In this report,

$C concurs In this recommendatlon. However, tha-subject of the repon has retlred from Federal
seqvice, Therafore, SCcannot take further diseiplinery actlon al Whis tima,

2. In¢rease the Jevel of the supervislon of lhe-lte office Manager lo ensure: {I) Site
Offteo emplayees Immedlately and parmanently cease the performanco of personal tasks for

the Slte Manager , regardless of whether or net the performance of such tasks fs volumtary,
usas goverment properly , ot Is accomplished on an employes’s own tmo,(11) Site Office
maneger Immedlately ceases the performance of gersonal tasks using government resourzes,
snd {11) the Site Manuger Immediately and permanently removes al personal financlal records
and documants from the workplace,

$C cancurs In this recommendatlon, However, SC cannot take further actlon with respect to the
subjact of tho raport due lo Whelr retirenrent from Federal sorvice. An acting Site Office
Manager has been detallad o the-sc will return the former Site Ofilce Manoger's personal

records,
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3. Cnsuro that services provided by.:omractor staff are within the scopn of the support
services contract,

$C ¢oncurs In this recommendatlon. SCwlll conduct a review of the support srevices canlact to
ensure contactor aclual dutles are aligned with contract requlrements,

4. Develop and Implamant pollctos and procedures that will ensure any $C Site Manager’s
request for access to an amployen'’s amall and computer records bo subjoct to senlor ~lovel
and legal rovlaw and approval,

SCcancurs In this recommendation. SChas already established pollcles and proeedures for
accoss lo emall and computer records of SC Headquartees, SCIs In the process of establishing
policies and procedures {or proper legal and senlor level review of fleld requests for emall and
compuler accass, Theso will be In place by 30 Seplember 2014,

5. Through changes In current proceduros and tralning, ensure that employeas aro freo ta
exor¢lse thelr protected rights,

SCconcurs In this racommendation. $Cwill develop procedures to ensure that employees aro
aware of the proteciton affarded to them by law when reporting work place concorns. Through
appropriate training, SC sentor management wlll ensure that managers ere aware of thelr
responsiblilties In protectlng workers rights, SCantlclpates (his tralning will be completed by 15
Qctoher 2014,

¢e: Michael Knotek, Doputy Under Secretary for Sclonca and Energy (54)
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FEEDBACK

The Office of Inspector General has a continuing interest in improving the uscfulness of its
products. We aim to make our repoits as responsive as possible and ask you to consider sharing
your thoughts with us.

Please send your comments, suggestions and feedback to OIGReports@hq.doc.gov and include
your name, contact information and the report number. Comments may also be mailed to:

Office of Inspector General (IG-12)
Department of Encrgy
Washington, DC 20585

If you wish to discuss this report or your comments with a member of the Office of Inspector
General, please contacl our office at (202) 253-2162.





