
The future grid 

Engineering Dreams 



   

                         Do we need a new grid? 

   



NO 

ÅThe grid is an amazing achievement and it works exceptionally 
well 

Å It is recognized as the greatest engineering achievement of 
the 20th century by the National Academy of Engineering 

 

 

 

 

We could sustain reliable and cost effective delivery of 
electricity through basic maintenance and extension using 
conventional technology 



.ǳǘ Χ ǘƘŀǘΩǎ ƴƻǘ ǘƘŜ ǿŀȅ ŜƴƎƛƴŜŜǊǎ Řƻ ǘƘƛƴƎǎ 

ÅFrom the first ς engineers and utilities have asked ς 
how can we do it better? 

ÅEvery component and every procedure has been 
relentlessly refined, relentlessly polished.   

Engineers Dream 



Past, Present, and Future 

1883 first deployed 
transformer 

The future? solid state transformer, 
Dynamic voltage control at the edge. 

Current distribution 
transformer 



¢ƘŜ ƎǊƛŘ άŜǾƻƭǾŜǎέ ƛƴ ǎƳŀƭƭ ǎǘŜǇǎ 

Åά¢ƘŜ ƳƻǘƘŜǊ ƻŦ ŜǾŜǊȅ ŎƘƛŎƪŜƴ ƛǎ ŀ ŎƘƛŎƪŜƴΣ ǘƘŜ ŘŀǳƎƘǘŜǊ ƻŦ 
ŜǾŜǊȅ ŎƘƛŎƪŜƴ ƛǎ ŎƘƛŎƪŜƴέ   wƛŎƘŀǊŘ 5ŀǿƪƛƴǎ 

Å --the grid looks the same, day to day, but over time it is 
essentially reinvented 

ÅThis is true because: 
ïThe grid is immensely complex ς Ǿŀǎǘƭȅ ōŜȅƻƴŘ άǎƛƳǇƭŜέ ǘƘƛƴƎǎ ƭƛƪŜ ǘƘŜ 

Apollo program. 

ïDifferent portions of the grid are independently configured and control 
led ς ǘƘŜǊŜ ƛǎ ƴƻ ά5Ŝǳǎ ŜȄ machinaέΦ 



 

 

 

   

 

 

   Will the future grid be smart? 

 

   



YES, the grid will be smart 

ÅSmart is the alternative to big.   
Å When the grid was first built, it was all about expansion ς  more power, 

delivered ubiquitously 
 
 
 
 

 
 

 
 

Å When you reach a limit, you built MORE 
Å Why we still focus on more, but the first thought now is getting more from 

what we have.  



Engineering Dreams 
(with respect to Henry Petroski) 

Wood Stone Concrete Iron Steel Fiber 

Evert new tool or materials allows and encourages an engineer to rethink every 
aspect of a problem ς Solid state technology is the new tool that is allowing 
ŜƴƎƛƴŜŜǊǎ ǘƻ ΨŘǊŜŀƳΩ ǘƘŜ ǎƳŀǊǘ ƎǊƛŘΦ 



!ƴŘ {ƘƻŎƪƭŜȅ ǎŀƛŘ άƭŜǘ ǘƘŜǊŜ ōŜ ǘǊŀƴǎƛǎǘƻǊǎέ 

The rate of the improvement in grid 
components was slowing in the 1980s.  -- 
 Electricity prices were low and 
stable 
 Reliability was very high 
 ά9ǾŜǊȅǘƘƛƴƎ ƘŀŘ ōŜŜƴ ƛƴǾŜƴǘŜŘέ 
Then ς solid state electronics entered the 
power industry 
 metering 
 communications 
 control 
 power electronics 
And it was time to reconsider / reinvent 
everything 
  

 (731 million) 



Transition 

Living in the Interesting Time 

Control Through Angular 
Momentum 

Analytically Driven Control 

1883Ą 1990 2025?Ą 
 o o o   

Lack of overall model 

Changing Technology 

Complicated Transition 

Reliability through  

overbuilding 

Knowledge of state 

Precise control 

High performance analytics 



The smart grid encompasses many 
ideas and many technologies 

Smart meters 

Batteries 

Fuel Cells 

Meter data management 

SCADA 

Dynamic line rating 

Solid state power electronic 

Direct Load Control 

MDM Wind generation 

PV 

Dispatchable backup generators 

Flywheels 

Advanced Volt/VAR 

Synchrophasors 

Compressed Air Storage 

Smart Appliances 

Home Automation Networks 

Load Control Aggregators 

Advanced Analytics 

MicroGrids 

Micro Forecasting 

Advanced Financial Instruments 
GOK 



But the smart grid is not one technology 

Smart meters 

Batteries 

Fuel Cells 

Meter data management 

SCADA 

Dynamic line rating 

Solid state power 
electronic 

Direct Load Control 

MDM Wind generation 

PV 

Dispatchable backup 
generators 

Flywheels 

Advanced Volt/VAR 

Synchrophasors 

Compressed Air Storage 

Smart Appliances 

Home Automation 
Networks 

Load Control Aggregators 

Advanced Analytics 

MicroGrids 

Micro Forecasting 

Advanced Financial 
Instruments 

GOK 

Not the 
smart 
grid 



The smart grid is not a collection of 
technologies 

Smart meters 

Batteries 

Fuel Cells 

Meter data management 

SCADA 

Dynamic line rating 

Solid state power 
electronic 

Direct Load Control 

MDM Wind generation 

PV 

Dispatchable backup 
generators 

Flywheels 

Advanced Volt/VAR 

Synchrophasors 

Compressed Air Storage 

Smart Appliances 

Home Automation 
Networks 

Load Control 
AggregatorsV 

Advanced Analytics 

MicroGrids 

Micro Forecasting 

Advanced Financial 
Instruments 

GOK 

Not the 
smart 
grid! 



¢ƘŜ ǎƳŀǊǘ ƎǊƛŘ L{ ǘƘŜ άǎƳŀǊǘέ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ 
diverse and improving technologies to improve 

grid design and operation 

Smart meters 

Batteries 

Fuel Cells 

Meter data management 

SCADA 

Dynamic line rating 

Direct Load Control 

MDM 
Wind generation 

PV 

Dispatchable backup generators 

Flywheels 

Advanced Volt/VAR 

Synchrophsors 

Smart Appliances 

Home Automation Networks 

Load Control Aggregators 

Advanced Analytics 

MicroGrids 

Micro Forecasting 

Advanced Financial Instruments 

GOK 

SMART 
CONTROL 

ADVANCED STATE 
ESTIMATION 
 
ADVANCED FORECASTING 
 
ADVANCED ANALYTICS 

Smart grid technology enable better 
knowledge of state and more immediate 
And more precise control 



RED 
Substation 

BLUE 
Substation 



RED 
Substation 

BLUE 
Substation 



RED 
Substation 

BLUE 
Substation 



RED 
Substation 

BLUE 
Substation 



But what if simple back feeding is not enough? 

!ǇǇƭȅ ŀƭƭ άǎƳŀǊǘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎέ ƛƴ ŀ ŎƻƻǊŘƛƴŀǘŜŘ ǿŀȅ 
ï Smart feeder switching 
ï Advanced sectionalization 
ï Rolling disconnects (down to meter level) 
ï Dispatchable backup generators 
ï Distributed energy 
ï Advanced Volt/VAR control 
ï Storage 
ΧΧΦ 

 

Resiliency from  
 

Advanced 
Sensor 

Technology 

Advanced 
Forecasting 

Advanced 
Analytics + + Advanced 

Control + 



Thatôs how the agile grid can work 

on a feeder.   How would it look at 

a system level 



On a nice day, the  

utility is running smoothly.  

Everything is ñHotò  





A bad storm comes through  

and some areas lose power  





But backup power, 

distributed generation,  

and stored energy allow 

some areas to island  

and continue operationé 

 

 





Smart control systems allow 

the islands to network  

 

 





This may allow some 
power to be restored in 
additional areas as the 

utility works to bring dark 
areas on line 





Soon, everyone has power 





The smaller grids 

reconnect with the utility 





OK, it is an interesting 

concept, but how does it 

work? 



Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 



Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 







Source: NREL, 2010 



DIY Always Wins 

 

Driving a car 

Writing a report 

Booking a flight 

 



150,000,000 results 



Nellis Air Force Base Solar 
 

DOD Goal: 25X25 ï 25% renewable by 2025 

U.S. Army committing $7 billion 





Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 



   
 Smart Appliances 
 

Center of 

Control? 

Estimates of 45 

Million Smart 

Appliances by 2020 

 
Navigant Sept 2012 





Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 



Speed 

Area 
Served 

Security 

Latency 

Reliability Needed for industrial 

operation, but not 

addressed by general 

internet providers 

Well addressed 

By general 

internet 

providers 

Substantial 

responsibility left 

to users 



Key Organizations for the Trustworthy Internet 

ÅInternet 2 

ÅInternet of Things 

ÅIndustrial Internet 



Internet 2 



Taxonomy of Communications 



Building on the Taxonomy 

Communications 
Taxonomy 

Taxonomy of 
Applications 

Communications  
Requirements 

Clustering of 
Applications 

Grid State 
Design 



Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 



What is non-prescriptive cyber security and 
why do we need it? 

ÅPrescriptive cyber security requires the user to 
identify the characteristics of suspicious 
communications  

ÅNon-prescriptive is the opposite 

ÅPrescriptive Security requires: 

ïKnowing the threat 

ïKnowing the system being protected 

ïHaving updates developed diligently 

ïKnowledgeable users 

ïMaintaining systems continuously 

ÅThere have been failures in all of the above 

 



Abstraction Model 

Data 

Information 

Analysis 

Decision 

Action 



ωHost-based software defined network 

ωServer-based software define networks 

Action 

ωPredefined decision trees 

ωContingency modeling 

ωPower flow analysis 

Decision 

ωNetwork Discovery 

ωPrescriptive checks 

ωAnomaly detection based  using machine learning 

Analysis   

ωComprehensive time series 

ωDerived views 

Database 

ωPassive add-on 

ωDedicated in-line device 

ωChip level  

ωHardware in device 

ωSoftware 

Data Collection 



Focus of the Project in the OSI Stack 

Data and 

Information Layers 

will address 3/4 

Initial Focus 



We are building three systems 

The System 

ωCentralized 

ωCloud 

The system to test 
the system 

ωIncludes the 
development 
environment 

The system to 
maintain the system 

ωUpdates 

ωDeployment 
management 



Full Packet Capture 

ÅData collection to 
support development 

ÅCompletely passive 

ÅNetOptics TP-CU3 
(copper) 

ÅStealth LPC-100G4 

ÅCan also support fiber 

ÅOpen source software 



Automated Network Mapping 

1. Tcpdump for configurable full packet capture 

2. Bro IDS to characterize network traffic 

1. Bro-cut to create CSV data 

2. Afterglow to create graphviz files from CSV data 

3. Neato to draw graphs of observed network 



Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 



The Fear 

ÅEPRI: 10^4 more data 

ÅIBM: 10^5 more data  

{ǳǊǇǊƛǎŜΗΗ   5ƛŘƴΩǘ IŀǇǇŜƴΣ ōǳǘΥ 

 

 



Issues 

ÅTransportation bottleneck 

ÅReporting by exception 

Å99.998% redundant information 

Å.ǳƛƭŘƛƴƎ ŦƻǊ ǘƘŜ άLƴǘŜǊŜǎǘƛƴƎ 5ŀȅέ 



THE SOLUTION TO THE DATA ISSUE 
MUST BE ROOTED IN ARCHITECTURE 

Next 
Generatio

n Grid 

Distributed 
Generation 

Cyber 
Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communica
tions 

Agile 
Control 



Collect Data 

Transform and Organize Data 

Perform Analysis 

Derive Decision 

Implement Action 

Collect Data 

Transform and Organize Data 

Perform Analysis 

Derive Decision 

Implement Action 

All grid applications have the same basic structure 



Abstraction Model 

Data 

Information 

Analysis 

Decision 

Action 















TS 

R 

Time series 

Relational 

TS 

TS 

TS 

TS 

Electrical 
Devices 

Servers 

Dedicated 
Capture 
Devices 

Electrical 
Devices 

SPAN 
Ports 

Dedicated 
Capture 
Devices 

Electrical 
Devices 

Servers 

Dedicated 
Capture 
Devices 

Dedicated 
Capture 
Devices 

Dedicated 
Capture 
Devices 

Dedicated 
Capture 
Devices 

Electrical 
Devices 

Electrical 
Devices 

Electrical 
Devices 

Servers 

Servers 

Servers 

R 

Electrical 
Devices 

Servers 

Dedicated 
Capture 
Devices 

TS 
R 

TS 

TS 

TS 
R 

TS 

Application 
Application 

R 

R 

TS 

Application 

Application 

Cluster 

Application 

Cluster 

Application 

Cluster 



Computers 
Enterprise 

Buses 
Computing 

Fabric 



Next 
Generation 

Grid 

Distributed 
Generation 

Cyber Security 

Advanced 
Architecture 

(Fractal)  

Big Data  
Advanced 
Analytics 

Advanced 

Communications 

Agile Control 



Analytics are central 

Transition 

Control Through Angular 
Momentum 

Analytically Driven 
Control 

1883Ą 1990 2025?Ą 
 o o o   

Smart meters 

Batteries 

Fuel Cells 

Meter data management 

SCADA 

Dynamic line rating 

Direct Load Control 

MDM 
Wind generation 

PV 

Dispatchable backup generators 

Flywheels 

Advanced Volt/VAR 

Synchrophsors 

Smart Appliances 

Home Automation Networks 

Load Control Aggregators 

Advanced Analytics 

MicroGrids 

Micro Forecasting 

Advanced Financial Instruments 

GOK 

SMART 
CONTROL 

ADVANCED STATE 
ESTIMATION 
 
ADVANCED FORECASTING 
 
ADVANCED ANALYTICS 



Formulate 

Test in Lab 
Improve 

Usability 

Deploy 

Drivers 
Å Need ς driven by agile grid 
Å Better computers / dollar 
Å Cloud 
Å Modelers are getting smarter 
Å Foundational tools (e.g. 

GridLab-D) 

The Analytics Process 



Keys to analytics 

Shared, consistent data 

Open development 

Death to silos 

Focus first on real problems 

Distributed generation 

CVR 

Big Computing 

Cloud 



Keys to analytics 

Shared, consistent data ς Grid State 

Open development -- OMF 

Death to silos -- OMF 

Focus first on real problems 

Distributed generation ς SUNDA, using OMF 

CVR ς Hutchisonusing OMF 

Resilience ς Sandia, QERusing OMF 

Big Computing ς Intel, GE, Smart America Challenge 

Cloud ς Intel, GE, Smart American 



Source  

Data  

Module 

Reference 

Input 

Module Technology 

Modules 

Reference 

Output  

Module 

Grid 

Modules 

Monetization 

& Visualization 

Module 

Open Modeling Framework 


