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Today’s topics

❑SCRM is where we are 
headed 

❑Counterfeiting

❑Software

❑Cyber Espionage

❑Maturing your SCRM 
Program
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Globalization

The globalization of the world economy has 
placed critical links in the manufacturing 
supply chain under the direct control of U.S. 
adversaries. 
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…not only do U.S. adversaries use 
access to the supply chain to pursue 
technologies and gain access to 
sensitive systems, foreign 
manufacturers can also, simply and 
effectively, insert counterfeit parts into 
products destined for the United States 
and degrade the performance of U.S. 
systems.—NCIX (Counterintelligence 
Executive)



Financial

Get Junk

Sell Junk

Make $$$

Attack Space is infinite
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Electronics 
counterfeiting Source: ERAI, Inc INSIGHT 

Newsletter, Q4-2018



Capacitors6



Electronics counterfeiting7

Counterfeit label Real label example from Russelectric, Inc.



EVEN YOU can inspect deliverables!8

Nationally Recognized Test Laboratories

Contamination and scratches on leads?

Different Pin Indicators in same lot?



Inspection Samples9

• Conflicting 

information: 6A on one 

side and 10A on the 

other side.

• Incorrect UL Logo 
format

• Lack of markings on 
product bag

• In lower corner of 
fan it states “Free”
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Inspection Samples11

Differences between the 
three connectors:

1. Knurl nut is different

2. Part# print is different

3. There is a distinct 
groove required on the 
drawing that is missing 
on 1 pc

4. 1 pc has extra print 
below bushing

1
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Quality inspections for ES&H reasons12

Hook is missing key features 
required such as: 

1. Working Load Limit (WLL)

2. Manufacturer Marking or 
Insignia



Things you might find and want to avoid!13



Top Ten General Inspection Indicators14

1. Packaging (unusual or inadequate)

2. Markings, Labels, & Logos (missing, misspelled, incorrect info.)

3. General Appearance (looks used when ordered new)

4. Evidence of tampering

5. Conflicting information

6. Item is expired when received or expiration date looks to have been altered

7. Use of improper English and misspellings in instructions, warnings, or 
warranties provided with item

8. Item looks different than others.

9. Type of part is no longer manufactured, product is expired, has been 
previously recalled, or design has changed.

10. Items do not fit well or do not work properly



Other Resources

Government Aid with Intellectual Property Rights Information & Assistance: 
www.stopfakes.gov

US Patent and Trademark Office: www.uspto.gov

US Consumer Product Safety Commission: www.cpsc.gov

Federal Trade Commission: www.ftc.gov

US Chamber of  Commerce Global Intellectual Property Center (GIPC) 
www.theglobalipcenter.com

International Trademark Association: www.inta.org

Government Industry Data Exchange Program (GIDEP): www.gidep.org

https://www.aeri.com/counterfeit-electronic-component-detection/
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http://www.stopfakes.gov/
http://www.uspto.gov/
http://www.cpsc.gov/
http://www.ftc.gov/
http://www.theglobalipcenter.com/
http://www.inta.org/
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https://www.aeri.com/counterfeit-electronic-component-detection/


Software:  Backdoors, Ransomware, Malware 16

Sources: “Foreign Economic Espionage in Cyberspace”, National Counterintelligence and Security Center, 2018 

https://www.dni.gov/index.php/ncsc-home; 

https://antivirus.comodo.com/blog/computer-safety/shadowpad-malware-strikes-netsarang-products/



Some Countries blocking outside software17

Source: “Foreign Economic Espionage in Cyberspace”, National Counterintelligence and Security Center, 2018, https://www.dni.gov/index.php/ncsc-home



Even YOU can practice SCRM for software

1.  Use and update your antivirus software.

2.  Before you download or purchase software:

◦ https://nvd.nist.gov/vuln/search:  National Vulnerability Database.  Use 
broad search criteria

◦ http://cve.mitre.org/cve/search_cve_list.html:  Common Vulnerabilities 
and Exposures.  Use broad search criteria.

◦ Read the documentation to fully understand all the functions and features 
(ex. wireless features)

3.  If  you purchase custom software, ask lots of  questions!

◦ Static and dynamic testing methods?

◦ Third Party or Open Source content?

◦ How are remote system maintenance or upgrades trustworthy?
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Cyber Espionage: Industries of Interest19

Energy/ 
Alternative 

Energy

Defense 
Technology

Bio-
technology

Environment 
Protection

High-End 
Manufact.

Information/ 

Communication

Technologies

Source: “Foreign Economic Espionage in Cyberspace”, National Counterintelligence and Security Center, 2018, https://www.dni.gov/index.php/ncsc-home



Iran20

Source: “Foreign Economic Espionage in Cyberspace”, National Counterintelligence and Security 

Center, 2018, https://www.dni.gov/index.php/ncsc-home
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Source: ERAI, Inc INSIGHT Newsletter, Q4-2018 and www.fbi.gov



China22

Source: “Foreign Economic Espionage in Cyberspace”, National 

Counterintelligence and Security Center, 2018, 

https://www.dni.gov/index.php/ncsc-home
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Information: Sanctions and Export Violations

Sources: ERAI, Inc INSIGHT Newsletter, Q4-2018; www.straitstimes.com; www.justice.gov



Russia24

Source: “Foreign Economic Espionage in Cyberspace”, National Counterintelligence and Security Center, 2018, https://www.dni.gov/index.php/ncsc-home



Russia25

Source: https://www.fbi.gov/news/stories/russian-gru-officers-charged-with-hacking-100418



Even YOU can Practice Basic Cybersecurity!26

Federal Trade 

Commission:

https://www.

ftc.gov/Small

Business



Even YOU can Practice Basic Cybersecurity!27

https://www.nist.gov/cyberframework/assessment-auditing-resources

CSET TOOL



Maturing your SCRM practices28

Make/Buy 
Determinations

Acquisition

Planning

Subcontractor 
Qualification

Sourcing 
Decisions

Contract 
Negotiations & 
Management

Receipt

& Inspection of

Deliverables

Subcontractor 
Performance 
Management

Know your Suppliers

Inspect your 

Deliverables

Monitor your 

Suppliers 

SOWs w/ all Quality 

Requirements

Enhance your SCRM Ts&Cs
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• DFAR 252.204-7012 
(Safeguarding Unclassified 
Controlled Technical 
Information)

• NAP-24A (Weapons)

• DOE O 414.1D (S/CI)

• NAP 14.1-D (NIST)

• DOE O 205.1B (SCRM/Cyber)

• DOE O 471.6 (Information 
Protection)

Relevant Policies and Potential Flowdowns



Modern SOWs:  All Requirements and No Fluff!

Peripheral Project Info

Inspection methods

Sampling or Test 
processes

Criticalness

Next assembly

Other Interfaces

BOM for project

Other background 
program information,  
or members of Supply 

Chain

Requirements-Driven

Technical

Quality

Configuration Mgmt

Reporting & 
Monitoring

Acceptance Criteria

Support & 
Maintenance

Nonconformances

Shipping

Disposition of Excess

Drawings



Information will be provided on a Need To Know Basis!

Project management 
information

Project information: Schedules, 

budgets, project details 

(ordering organization, WBS, 

project/task structure, project 

protection plans) 

Lessons learned: What is 

broken, where relationships or 

processes fail, where there are 

delays

Waste and spare part 

determination

Lifecycle processes or patterns

Transportation details

Connections/Contacts

Employment/ 

partnership/ conference 

interaction 

opportunities

Leadership/personnel 

identification

Potential and selected 

vendors/contractors

Successes/awards

Technical information

Potential and approved 
designs

Production materials, 
components, 

technologies, and 
problems (including 

solutions)

Science and technology 
innovations



Caution in Advertising

We Make Parts for 
Nuclear Weapons 
Here!                      

--Supplier X



Small Business can be BEST, lowest risk Sources

• No issues beneath 

the surface

• Cybersecurity and 

SCRM practices 

easier to upgrade

• Agility for reporting 

and reacting



34 Session Evaluations

Reminder

Please complete the 

Speaker/Session Evaluation 

Form located in the

Mobile App.



Response to question during session about resources/information 
relating to social media
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Helpful information regarding 
security settings for social media:

https://www.dla.mil/Portals/104/Users/230/
98/998/DoD_Identity_Awarness_Protection_
Management_Guide_September_2018.pdf?ve
r=2018-12-21-082234-527

https://www.dla.mil/Portals/104/Users/230/98/998/DoD_Identity_Awarness_Protection_Management_Guide_September_2018.pdf?ver=2018-12-21-082234-527

