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High-Altitude Electromagnetic Pulse (HEMP)

▪ Created by the detonation of a nuclear 
weapon at high-altitude or in space

▪ E1: Early-time Pulse
– 50 kV/m, 2.5 nsec rise time (at worst location on 

ground)

– Can affect large geographic areas

– Potential impacts to electronics, insulation flashover

▪ E2: Intermediate-time Pulse 
– 0.1 kV/m, waveform and effects similar to nearby 

lightning strike

– No transmission system impacts expected

▪ E3: Late-time Pulse
– 10’s V/km (at worst location on ground)

– Similar to severe GMD event 

– Voltage collapse, transformer damage possible

HEMP E1

HEMP E3

http://www.epri.com/
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EPRI Final Report
https://www.epri.com/#/pages/sa/emp?lang=en-US

http://www.epri.com/
https://www.epri.com/#/pages/sa/emp?lang=en-US
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EPRI EMP Research

▪ 3-year project launched in April 2016 
with 63 U.S. utilities

▪ Answering two important questions:

– What are the potential impacts of a HEMP 
attack on the electric transmission system?

– If impacts are severe, can they be mitigated 
in cost-effective ways?

▪ Close collaboration with U.S. EMP 
Community and ESCC

http://www.epri.com/
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E1 Threat to Substations

Substation 

Control House

Signal 

Cable

Conducted

Conducted

Conducted

Radiated

Radiated

E1 Environment

▪ Conductors act like antenna and absorb EMP 
energy (conducted threat)

▪ Plane wave radiates the component directly 
(radiated threat)

http://www.epri.com/
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E1 Environment

▪ Los Alamos National Laboratory (LANL) provided an unclassified (OUO) E1 environment 
based on a notional 1MT detonation at 200 km

▪ Provided parameters that are critical for interconnection-scale E1 assessments

▪ Two threat levels were considered: 25 kV/m peak (LANL nominal), 50 kV/m peak (IEC)

Epeak ~ 25 kV/m 

(nominal)
Example Smile Diagram

Example E1 EMP Waveforms With 

Comparison of IEC and Bell Labs Waveforms

LANL LA-UR-18-23547 LANL LA-UR-18-23547

http://www.epri.com/
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E1 Testing: Charlotte and Knoxville Lab Facilities

Direct Injection Testing (Conducted Threat)

EPRI – Knoxville, TN

Field Illumination Testing

(Radiated Threat)

EPRI – Charlotte, NC

http://www.epri.com/
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E1 Testing: Shielding Effectiveness (On Site)

Substation Control House
(Facility Shield)

RF Signal 
Generator

RF Power
Amplifier

Spectrum
Analyzer

Receiver
Transmitter

Example Measurement Data
Typical Control House Designs

Shielding Effectiveness Test

Performance of designs varied – 6 sided metal building performed best and was able to 
provide adequate protection of digital protective relays

http://www.epri.com/
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Assessment of E1 Impacts

Direct Injection

Observed Failures @ 

Voltages Lower than 

Expected

Simulated Coupling to 

Overhead Lines and Cables

Coupled Voltages Higher 

than Expected

Field Illumination

Less Susceptible than 

Expected  

vs.

Testing (Strength)Modeling (Stress)

E1
Impacts
Possible

http://www.epri.com/
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E1 EMP Mitigation Options

▪ Low-voltage surge suppression devices and 
filters

▪ Shielded or fiber optic cables

▪ Substation control house design 
modifications

▪ Grounding/bonding enhancements

Example of a Prototype Low-voltage 

Surge Suppression Device

Identifying and managing unintended 
consequences is critical.

Substation
Control House

(e.g., Steel or Conductive Concrete)

Shielded Marshalling
Cabinet with Removable
Covers (Top and Sides)

Shielded Bulkhead

Shielded CableTrench
Cover

Marshalling Cabinet 
(below grade portion)

Welded or bolted seams

EMC Cable Entry Seal

....
....

SPDs
Ground

To 
Relay
Panel

Divider

http://www.epri.com/
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Assessment of E2 Impacts

▪ Assessed potential impacts of 
E2 on substations.

▪ Results indicate that E2 is not 
a threat to high-voltage 
infrastructure or digital 
protective relays.

▪ No specific mitigations 
provided.

Example Simulation Results

E2

http://www.epri.com/
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Assessment of E3 Impacts

▪ EPRI analysis leveraged extensive 
GMD analysis capability to 
reconcile differences between 
prior studies

▪ Studied 11 notional target 
locations

▪ Final analysis used high-fidelity E3 
environment from LANL (35 V/km)

▪ Widespread 
damage to 
large power 
transformers 
unlikely

▪ Regional voltage 
collapse possible

▪ Recovery expected to 
be similar to prior 
events if E1 hardening 
measures are 
employed

http://www.epri.com/
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E1 + E3 Assessment

http://www.epri.com/
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Next Steps

▪ Technical support and field evaluation 
of E1 hardening options 
https://www.epri.com/#/pages/product/3002014867/

▪ Continue E1 investigation to include 
generating facilities 
https://www.epri.com/#/pages/product/3002015354/

▪ Work with other Critical Infrastructures 
to transfer initial results and investigate 
other technical options

Natural 
Gas

Water

Comm Others

http://www.epri.com/
https://www.epri.com/#/pages/product/3002014867/
https://www.epri.com/#/pages/product/3002015354/
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Together…Shaping the Future of Electricity

http://www.epri.com/

