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High-Altitude Eleciromagnetic Pulse (HEMP)

HEMP E1

Created by the detonation of a nuclear
weapon at high-altitude or in space

E1l: Early-time Pulse

— 50 kV/m, 2.5 nsec rise time (at worst location on Geomagnetic Electron Trajectories —
ground) eld lines lonization lmg\

— Can affect large geographic areas
— Potential impacts to electronics, insulation flashover

E2: Intermediate-time Pulse " ...

—~ 0.1 kV/m, waveform and effects similar to nearby L DISTORTING FIEwD Lnes
lightning strike |

— No transmission system impacts expected
CONDUCTING X-RAY PATCH
SHIELDS UNDERNEATH BURST

E3: Late-time Pulse
—~ 10’s V/km (at worst location on ground)

— Similar to severe GMD event
— Voltage collapse, transformer damage possible
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High-Altitude Electromagnetic Pulse and
the Bulk Power System: Potential

Impacts and Mitigation Strategies

The main goal of this research effort was to provide the
electric utility industry and other stakeholders with the
technical basis for assessing the potential impacts of and
EMP on the transmission system, and hardening the system
against those impacts

READ MORE
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EPRI is conducting research to examine the potential impact of an electromagnetic pulse (EMP) on the electric transmission system. The research is providing critical data to the electricity sector, its
stakeholders and the public about potential EMP impacts, as well as methods and technologies to mitigate potential damage

EPRI Analysis Identifies Potential
Impacts and Solutions to Mitigate an
Electromagnetic Pulse Event on the
Electric Grid

EPRI released final results of a three-year research project
assessing the potential impacts of high-altitude
electromagnetic pulse on the electric transmission system.
This industry-wide research project addresses knowledge
gaps regarding the potential impacts and ways to minimize
potential damage.

READ MORE
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EMP Video

A high-altitude electromagnetic pulse can be created by the
detonation of a nuclear weapon far above Earth's
atmosphere. Some stakeholders assert that impacts of
such an attack could be catastrophic to the power system
infrastructure. However, a science-based approach is
needed to assess the true impact of this threat. To address
this gap, EPRI has developed a comprehensive research
plan, and his video provides an overview of science of high-
altitude electromagnetic pulses and EPRI's three-year
research plan.

WATCH
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EPRI EMP Research

= 3-year project launched in April 2016
with 63 U.S. utilities

= Answering two important questions:

— What are the potential impacts of a HEMP
attack on the electric transmission system?

— If impacts are severe, can they be mitigated
in cost-effective ways?

= Close collaboration with U.S. EMP
Community and ESCC
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E1 Threat to Substations

= Conductors act like antenna and absorb EMP
\ \ \ energy (conducted threat)

E1 Environment = Plane wave radiates the component directly

\.\/\y (radiated threat)
Radiated

Conducted -))

Signal
Conducted Cable
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E1 Environment

= Los Alamos National Laboratory (LANL) provided an unclassified (OUO) E1 environment
based on a notional 1MT detonation at 200 km

= Provided parameters that are critical for interconnection-scale E1 assessments
= Two threat levels were considered: 25 kV/m peak (LANL nominal), 50 kV/m peak (IEC)

Epeak ~ 25 kV/m Example E1 EMP Waveforms With
(nominal) Comparison of IEC and Bell Labs Waveforms

Yield = 1000kTon | HOB = 200km
\ T T

Example Smile Diagram

Yield = 1000kTon | HOB = 200km
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E1 Testing: Charlotte and Knoxville Lab Facilities
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Direct Injection Testing (Conducted Threat)
EPRI — Knoxville, TN
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E1 Testing: Shielding Effectiveness (On Site)

Typical Control House Designs
7ype 1: Concrete BI_(;;}(and B‘rick , ?ypeZ: Concrete With Steel Rebar Example Measurement Data

CE— »!L ~

100

Shielding Effectiveness Test

———Recommended SE
90 —— Concrete Block and Brick
Concrete with Steel Rebar
—— Metal with Overlapping Panels
80 - —— Metal with Welded Seams

~
o

Substation Control House
(Facility Shield)

(2}
o
T

Transmitter

Type 3: Metal with Overlapping Panels Type 4: Six-Sided Metal with Welded Seams

Shielding Effectiveness (dB)
0
o

=
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Amplifier 20

C G o o A A A A S S A P S

10* 10° 108 107 108 10°
Frequency(Hz)

Performance of designs varied — 6 sided metal building performed best and was able to
provide adequate protection of digital protective relays
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Assessment of E1 Impacts

Simulated Coupling to Direct Injection

Field lllumination

Overhead Lines and Cables

: Observed Failures @ | gss Susceptible than El
Coupled Voltages Higher Voltages Lower than Expecr:)ted Impacts

than Expected Expected Possible

Plane of
/ Incidence
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Modeling (Stress) Testing (Strength)
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E1 EMP Mitigation Options

= Low-voltage surge suppression devices and

filters

= Shielded or fiber optic cables

= Substation control house design
modifications

= Grounding/bonding enhancements

ldentifying and managing unintended
consequences is critical.

Example of a Prototype Low-voltage

/ Welded or bolted seams

EMC Cable Entry Seal
Divider

l

Shielded Marshalling
/ Cabinet with Removable
Covers (Top and Sides)

Trench Shielded Cable

/ Cover
/

Lttt bttt
AP s
S s
S R

Marshalling Cabinet Shielded Bulkhead
(below grade portion)
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Assessment of E2 Impacts

= Assessed potential impacts of
E2 on substations.

= Results indicate that E2 is not
a threat to high-voltage
infrastructure or digital
protective relays.

= No specific mitigations
provided.
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Assessment of E3 Impacts

= EPRI analysis leveraged extensive - Widespread

GMD analysis capability to damage to

reconcile differences between large power

prior studies transformers
unlikely

= Studied 11 notional target
locations

= Regional voltage
collapse possible

[pu)

= Final analysis used high-fidelity E3
environment from LANL (35 V/km)

= Recovery expected to
be similar to prior
events if E1 hardening

_ measures are

e T C " employed

Bus Voltage
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E1 + E3 Assessment

E1 Assessment

E3 Assessment

E1 Modeling

E1 Assessment

AC Grid Model
GIC Calculations
DC Grid Model

E3 Environment

Probability of Failure

Transformer
Thermal
Assessment

Transient
Stability
Assessment

System

| Impacts
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Next Steps

= Technical support and field evaluation

of E1 hardening options
https://www.epri.com/#/pages/product/3002014867/

= Continue E1 investigation to include

generating facilities
https://www.epri.com/#/pages/product/3002015354/

= Work with other Critical Infrastructures
to transfer initial results and investigate
other technical options

www.epri.com
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E1 Eleciromagnetic Pulse Hardening of Substations:
Design and Implementation Support

i mitgate mpoct of £1 EM.

Background, Objectives, and New Learmings
Detonation of a nuckear woapon n space genroles a satcs
olthree EMPs [E1, E2 and E3), refred fo as highatfude
aleciiomagnalic pulse [HEMF). Bacowse of the poiniial
efects EMP can hawe on the eicinc grd, EPRI niioisd o
threeyear rsarch effort n 2018 fo: 1] mestigatethe
potentil Impacs of HEMP on tha bulk power system and 2
develop/idenify mitgaton optons that can ba deployad in
axsting and future subsiatons. Though fhis research, the
potential Impacs of 1 EMP hove boen assessed and several
technologies fo harden subsiaions ganstthacfcts of E1
ENP have been identifed

£1EMP 1s @ umique traat o the sectic gnd bocausa i can
impactak ohic region. €1 EMP couples

This projectcan pofentially provide the following
benefifs

Technical expertise, support, and verification of
inifial E1 elecromagnefic pulse (EMP) hardened
substation designs

Developmentof E1 EMP Mifigafion Asset Life
Cycle plans including: change management,
inspection, and assessment

Increased understanding of the costs associated
with E1 EMP hardening of substations
(greenfield sites and refrofitting of exisfing
locations|

voltage compansnis such as Insukfors and fransomer)
Athough not ailreas ora impacted the same, tha area of
coveragais dsfined by theline o sight disiancs fom the
poin of defonalion. Thus, weapens deforcted afa high
altiude (for axample, 100s of km) hova the polentialfo afiect
signiicant portons ofthe power grd

Because of the nisk of unintended censequences with
Implementing £1 EMP miigation n @ subsoiicn environmen,
addiional fastng and andss s necassary before specific
periormanes requirements and insiolistion defeis ean ba
doveloped. Additiondly, fecyck managemant plos for
these new assels ara needed. Fed evaluaton of hese
miigation technologies andapproaches1s an mporin

the airto wies and conductive objeck This coupling procass
gencrates votage and curent suiges which can damago
nieligent ekclronic devices, communicators, and medium

aspect closing such knowkdgo and
axperiencagaps

ErPrRl | EiSchrn msture

Electromagnetic Pulse (EMP) Effects on Generation Assefs

Key Research Question
The detonation of @ nuckr weopon i space ganaratas o
serles of three electromagneic pulses [EMPs| [E1, E2 and
E3), roforod o as a highaliude olectomognelic puse
{HEMP). Bocousa of | cfects HEMP may have on

Priortze ranking of plant ypes, systems, and
equipment for application of mifigafions or
recovery steps from E1 EMP effects ~ focusing
on the most crifical assets after a HEMP event
Identiy mitigation and recovery options for
E1 EMP

Enhance understanding of costs and
processes for nstalation, operaions, and
maintenance of E1 EMP hardening
technologies

Research is stll needed o understand E1 EMP effects on
difeent generation plon ypes, syslems, and genaration-
specifc equipment. Thisresaarch project may lead fo the
evelopmeni ond fesing of miigation optons and resaarch of

the electric grid, EPR! inttiated a threeyear research effort In
2016 to: 1) investigate the polential Impacts of HEMP on the
buk power systm, ond 2) develop/idartiy mitgation and
recovery options hal may be deployed. Thioug
tesearch, the polenial mpacis of an E1 EMP have been
assossed and several lechnologies fo harden Fansmisson
and disibution subslation equipment against the efects of E1
EMP hove beon idanified.

However, the afecis of on E1 EMP on ganerationspeciic
asses have not been widly quaritied. E1 EMP s a urigue
thrat o generaiion asels because f can Impoct @ krge
geographic region. E1 EMP couples through the o fo
conducive objects. This coupling process ganerales volage
‘and curent surges which can damage naligent clackonic
devices, communications, and medum/low volloge
componenis

To sampl the fasponsa fo E1 EMP characersic affecs on
epresentaiivo ganerctionspaciic squipmert, EPRIfesied o
‘common programmable logic conoler (PLC) and
profectve relay. The lmied tasing resuls Indicated that the
quipment may be Impacied wihout any hardening
technologlas of processes

options. Addtionaly, as hardaning,
itigailon, and recovery options are derified, bere s @
nead fo undersiand the insalfion, opercticns, ongerm
maienancs, and assoclated costs of E1 EMP hardaning
‘and racovery optins of generation plans.

Objective
The benefis o the research include an undersianding of e
affects of E1 EMP on generation equipment lo Increase.
overal fise rakcbly. The esacrch projec s focused on
asponding o tho E1 EMP throat by undarsianding pojentil
opions ond isks whiks encbing o flexile and aficient
generating flet.

ch
Building upon the previous EPRI research and equipment
fesing, I research scopa wil be dvided ino four phases:
generaton plont and equipment idenffication ond
pricriization, EMP modeling and simulction, equipment
g and valdation of mitigafion options, and miigation
faciors and dltemaiive recovery analyss.

identficaion and prcrizafton of generaion plani fypes,
sysems, and equipment wil be compleed fo help select
plans cnd equipment for modeing and testng

Comm
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Together...Shaping the Future of Electricity
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