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with Knowledge of Nuclear
Technology

SAFEGUARD NUCLEAR MATERIALS TO

PREVENT THEIR DIVERSION OR THEFT

CONTROL THE SPREAD OF WMD-RELATED

MATERIAL, EQUIPMENT AND TECHNOLOGY

.. NEGOTIATE, MONITOR AND VERIFY

COMPLIANCE WiTH INTERNATIONAL
NONPROLIFERATION AND ARMS CONTROL
TREATIES AND AGREEMENTS

> DEVELOP POLICIES, PROGRAMS AND
| STRATEGIES TO ADDRESS EMERGING

NONPROLIFERATION AND ARMS CONTROL
CHALLENGES AND OPPORTUNITIES

Disclaimer: This is guidance provided by NPAC pursuant to 10 CFR 810.5 and subject to
the limitation in 10 CFR 810.5. This information is subject to change. Unless authorized
by the Secretary in writing, no interpretation of the regulations in 10 CFR 810 other than a

written interpretation by the DOE General Counsel is binding upon DOE.
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Introduction

Employees who leave a company are often subject to continuing contractual
obligations, such as Non-Disclosure Agreements and Non-Competition
Agreements.

Individuals with knowledge of nuclear technology have additional, enduring
legal obligations, including continued compliance with Part 810 of Title 10 of
the Code of Federal Regulations (Part 810).

The purpose of this training is to highlight and explain continuing obligations
related to Part 810, especially as they relate to post-employment activities
such as independent consulting or employment by a nuclear related company.

Individuals also should be mindful of their obligations under other federal
export control regulations, which are not addressed in this presentation.
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Training Objectives

Even if you had prior Part 810 training, this training will help you to:
* Understand the purpose and content of the Part 810 regulation.

* Understand the penalties for noncompliance with Part 810 and where you can
go for additional information.
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Atomic Energy Act (AEA) of 1954 and Part 810

o Section 57. b.(2) of the Atomic Energy Act (AEA) of 1954, as amended
prohibits all direct or indirect assistance in the development or production
of special nuclear material (SNM) outside the United States, unless
authorized by the Secretary of Energy following a “non-inimicality”
determination.

e This requirement, as implemented by DOE through the Part 810
regulation, applies to technology transfers and assistance related to
certain nuclear fuel-cycle activities, commercial nuclear power plants, and
research and test reactors.
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Determining Coverage — Is the Activity Within
the Scope of Part 8107?

Part 810 applies to the transfer of technology or assistance that involves any of
the following activities:

1)
2)
3)
4)
5)

6)
7)
8)

9)

5/18/2018

Chemical conversion and purification of uranium and thorium;

Chemical conversion and purification of plutonium and neptunium;

Nuclear fuel fabrication;

Uranium and plutonium isotope separation (as well as separation of other isotopes in certain cases);

Nuclear reactor development, production or use of the components within or attached to the reactor
vessel, equipment that controls the power level of the core and the equipment or components that
contain, come in direct contact with or control the primary coolant of the reactor core;

Production accelerator-driven subcritical assembly systems;
Heavy water production and hydrogen isotope separation;

Reprocessing of irradiated nuclear fuel or targets, and post-irradiation examination if it is part of a
reprocessing program; and

The transfer of technology for the development, production, or use of equipment or material
especially designed or prepared for any of the above listed activities.
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Determining Coverage — Is the Activity Within
the Scope of Part 810? (Continued)

Part 810 does not apply to:

1) Exports authorized by the Nuclear Regulatory Commission, Department of State, or Department of
Commerce,

2) Transfer of publicly available information, publicly available technology, or the results of fundamental
research;

3) Uranium and thorium mining and milling;

4) Nuclear fusion reactors per se, except for supporting systems involving certain hydrogen isotope
separation technologies; and

5) Production or extraction of radiopharmaceutical isotopes when the process does not involve special
nuclear material.
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Determining Coverage — Where Is
Technology Going?

 Whether Part 810 applies to a given transfer of technology or assistance also
depends on the type of recipient, including who they are and where they are

located.

« Part 810 may apply to transfers to any of the following three types of recipients:

2) Foreign
persons
located outside
the United
States

o/ Mg

3) U.S. persons
located outside
the United States

1) Foreign
persons located
inside the United

States .
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Common Misunderstandings about the
Scope of Part 810

The Misunderstanding The Reality

It was only a » Verbal transfers of information, even in
verbal transfer of the context of informal conversations,
information, so | can still constitute “assistance” that is

didn’t think it was controlled by Part 810.
covered by the

regulation. * Anytime you are meeting with
employees or individuals connected
with non-U.S. entities or foreign
citizens, be aware of falling into
conversations about nuclear
technology.

o Pay particular attention to questions
that are not “on topic” during
conferences or training sessions.
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Common Misunderstandings about the
Scope of Part 810 (Continued)

The Misunderstanding

They already had all of
the documents, so |
didn’t know that my
teaching them how to
use or understand them
would be a problem...

5/18/2018

The Reality

Teaching someone how to use
equipment or software or interpret the
results of tests or calculations is
considered assistance and may be
covered by the rule.

This holds true regardless of whether
the recipient already has manuals or
other instructional materials.
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Common Misunderstandings about the
Scope of Part 810 (Continued)

The Misunderstanding

This is an industry
standard. | thought it
was common knowledge
and not covered by the
regulation.
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The Reality

If a company is paying you for
information, then it is unlikely that the
information is already publicly available.

DOE/NNSA also does not consider
information available only through
search engines or Wikipedia to be
“public” for the purposes of Part 810.
Few people would base any significant
work on information from unknown
sources.

Training on industry standards, or other
common knowledge may be considered
publicly available, but consult with
DOE/NNSA to make sure your planned
activity/assistance is not covered.

10
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Common Misunderstandings about the
Scope of Part 810 (Continued)

The Misunderstanding The Reality

* Proprietary information is an issue
between you and the owner of such
information. DOE/NNSA is only
concerned with transfer of, or

by my former employer, assistance with, nuclear technology.

so | thought it was okay
to transfer it.

The information that |
transferred was not
considered proprietary
or business confidential

* While proprietary information is more
likely to be covered under the rule,
material developed in private consulting
may also by covered.
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Common Misunderstandings about Part
810 Authorizations

The Misunderstanding The Reality

» Specific authorizations must be

The foreign company requested by the exporter. Foreign
said they had the

proper authorities, so |
thought | was good to

entities seeking to receive U.S. nuclear
technology or assistance cannot
request or obtain specific
authorizations.

« If a foreign client claims to have
requested and received a specific
authorization, contact DOE/NNSA.

5/18/2018 12
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Common Misunderstandings about Part
810 Authorizations (Continued)

The Misunderstanding The Reality

B o st ceren e « Specific authorizations are exclusive to
work with this foreign the company, the end user, and the
company covered by the technology. They do not extend to other
existing authority that a U.S. contracts between the end user and

company already has with other companies.
the same foreign company? _ _
e Unless the work is being done under

the auspices of the authorized U.S.
company and it has confirmed that your
work is within its scope, you should
assume that you are required to obtain
a separate authorization for the scope
of work.
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Common Misunderstandings about Part
810 Authorizations (Continued)

The Misunderstanding The Reality

« Consultants are responsible for
I wasn't technically ensuring that any technology or

st Ve @ isrelE. assistance they provide to a U.S.
company...| was working

through a U.S. company,

company is not ultimately being passed
il v e to a_forelgn end user, unless that
consulting work to the foreign end user is duly authorized to
foreign company receive it under Part 810.

 When working through a U.S. company
to provide assistance to a foreign entity,
ask about the authorization, get a copy
of it and make sure your scope is
included. Also, make sure you
understand who is responsible to report
your activities.

e Ifin doubt, ask DOE/NNSA for a
determination.

5/18/2018 e 14
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Enforcement and Penalties

Section 222 of the Atomic Energy Act of 1954, as amended, establishes
criminal penalties, including terms or imprisonment and fines, that apply to
willful violations of Part 810 (or attempts or conspiracies to commit such
violations).

Penalties are higher for violators who intended to injure the United States or
secure an advantage to a foreign nation, but all willful violators are potentially
subject to criminal prosecution, including imprisonment.

The Secretary of Energy may also revoke, suspend, or modify a general or
specific authorization for several reasons, including any material false
statement in an application for specific authorization, any material false
statement in a report, and failing to provide required reports.
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Requesting Guidance

e Contact DOE/NNSA team:
 Part8l0@nnsa.doe.gov
* (202) 586-1007

* Include in request:

* Requestor Information

* Proposed Activity
« Type of Guidance sought

0 Request for Determination (binding determination made by
DOE/GC)

o Technical Assistance (non-binding advice and consent from
DOE/NNSA staff)

 Part 810 website: https://www.enerqy.qgov/nnsa/l10-cfr-part-810
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