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Purpose

4

1ing is designed to address the
> of privacy, and to ensure that DOE
> aware of the vital role they play
ivacy and protecting
nformatlon (PII).
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Privacy & Pll is a Special Area of
Interest at DOE

es of Pll across the government,
at the Department of Energy,
costly, and prompted the
gress to take action to
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Privacy Act

4

Ivacy Act of 1974 (5 U.S.C. 552a) establishes
over what personal information is collected and
y the Executive Branch and how the

certain rights to an individual on
ned, and assigns
lich maintains the
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Privacy Act

D10\ aNd CO ACLOrS are
subject to the Privacy Act and must comply
with its provisions.

Non-compliance with the Privacy Act carries
criminal and civil penalties.
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Privacy Act

Ivacy Act requires agencies to—

ly information that is both relevant and necessary to
E’s mission.

of any set of records (also known as a
intained on individuals that is accessed by
s an individual’s name or Social Security

ns involved in the design,
of any System of Records,
iance.
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Privacy Act

IS covered by and what records are
t to the Privacy Act?

Act applies to records collected and
individuals who are—

cy file (either hard copy
ersonal identifier
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Privacy Act

a System of Records Notice (SORN)?

ublished in the Federal Register. SORNSs inform the
that a Federal agency collects on individuals,

and authority for doing so, and set forth the

in collecting and maintaining that personal

ublic of the existence of a “System
Ns is published by the
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Privacy Act

e the penalties for violating the
Act?

and civil penalties are addressed in the
n-compliance.

knowingly and willfully—
5 under false pretenses,

arson not entitled to
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Privacy Act

the penalties for violating the

Isdemeanor criminal charge and
)0 for each offense and/or

nenalties.
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Privacy Act

ing Records

mation protected by the Privacy Act must be
signed. Where possible, the request should
ole DOE SORN that contains the

ides exemptions under which
formation.

r for more assistance.
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Privacy Act

dloyees shall—

information contained in a System of Records, to
ess to or are using to conduct official business,
acurity and confidentiality.

jon except as authorized.

to your supervisor or local
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Privacy Act

anagers shall—

sonnel who either have access to a System of
velop/supervise procedures for handling records
yonsibilities for protecting personal

new, amended, or altered SORNSs
Chief Privacy Officer for
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Privacy Act

v Act protected records “OFFICIAL USE
/ACY ACT DATA’

ithorized disclosure immediately

nation without proper
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Privacy Act

ne minimum amount of Pll necessary for
mission of DOE

Act protected data on unrestricted
or the Internet

see Privacy Act data
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What is PII1?

E Order 206.1, Department of Energy Privacy

m, defines PIl as any information collected or

by the Department about an individual, including
to, education, financial transactions, medical

al or employment history, and information
istinguish or trace an individual’s identity,
cial Security number, date and place
e, biometric data, and including
at is linked or linkable to a
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) identity theft (which is costly to the individual
Ty

e actions being taken against the
B

Government's ability to
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. Safeguarding & Handling PIll —
| The DO’s

O make sure all personal data is marked “OFFICIAL USE
Y”

iImmediately any loss (or suspected loss) or
disclosure of Pll to your supervisor, program
tion System Security Manager, or Privacy

ecurity violation or poor security
ata

movable media, laptops
data when not in
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Safeguarding & Handling PIl —
The DO’s

log off, turn off, or lock your computer whenever you leave
esk

ersonal data from unauthorized use
nal data sent via email

ata via shredder when no longer
t required

ndings when discussing
unication with the same
per or electronic data

PR EVEAS @ Y

PrROGRAM



Safeguarding & Handling PIl —
The Don’ts

4

eave personal data unattended

yersonal data home, in either paper or
without written permission of your
orizing official, as required

personal data to individuals
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Safeguarding & Handling PIl —
The Don’ts

discuss personal data on wireless or cordless
ess absolutely necessary)

nal data in the body of an email; rather,
S an attachment

data in recycling bins or
been shredded

PR EVEAS @ Y

PrROGRAM

4

21



Summary

DOE employee needs to be aware of their responsibilities

personal information,
1orized disclosures of personal information,

ords about individuals are maintained without
in the Federal Register, and

ss or misuse of personal information.

our supervisor, your local
Office (MA-90) at (202) 586-
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“This is to certify that | received Privacy Awareness Training. | understand
that | am responsible for safeguarding personal identifiable information
that | may have access to incident to performing official duties. | also
understand that | may be subject to disciplinary action for failure to
properly safequard personally identifiable information, for improperly

using or disclosing such information, and for failure to report any known

or suspected loss or unauthorized disclosure of such information.”
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