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2 I Overview

$1M Project (Oct 2018—Sept 2019) (60% complete)
° Team: Sandia, PNNL, ANL
° Partners: DOT Volpe Center, NMEFTA, BTCPower

Project objective: Create a cybersecurity threat model and perform a
technical risk assessment of electric vehicle supply equipment (EVSE), so
that automotive, charging, and utility stakeholders can better protect
customers, vehicles, and power systems in the face of new cyber threats.

Technical Barriers/Gaps:
° Poorly implemented EVSE cybersecurity is a major barrier to electric vehicle
(EV) adoption
> No comprehensive cybersecurity approach and limited best practices have been
adopted by the EV industry

°> Incomplete industry understanding of the attack surface, interconnected assets,
and unsecured interfaces
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Relevance

Primary goal: protect US critical infrastructure and improve energy
security through technical analysis of the risk landscape presented by
massive deployment of interoperable electric vehicle chargers.

o As the US transitions to transportation electrification, cyber attacks
on vehicle charging could impact nearly all US critical
infrastructure.

This project is laying a foundation for securing critical infrastructure

by:
o Conducting adversary-based assessments of charging equipment
o Creating a threat model of EV charging

O Analyzing power system impact for different attack scenarios
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Presentation Notes
Critical infrastructure
Financial Services
Emergency Services
Healthcare and Public Health 
Food and Agriculture
Manufacturing
Energy Sector
Government Facilities 
Defense Industrial Base



Approach

Task 1: Vulnerability
assessment and threat
model development

Red Team
Assessments of
EVSE Equipment
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Components and
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Threat Model
of EV Charging
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Attack
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Threat Matrix

Probability of EV

Charging Attacks

Task 2: Investigate consequences
associated with charging/vehicle
vulnerabilities

EV Cyber-Attack EV Cyber-Attack
Impact Analysis on Impact Analysis on
Distribution Systems Transmission Systems

Power System Impact
' of EV Charging Attacks
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End Goal: Create Risk Matrix
and Prioritize Mitigations




s | STRIDE Threat Model of EV Charging

STRIDE Threat Modelling (by Microsoft)

. . . o Threat Desired property

° Helps identify potential vulnerabilities in products/systems
: . . : Spoofing Authenticity
° Step 1: Identify assets, access points, and information flows
o Step 2: List all potential STRIDE threats Tampering Integrity
° Step 3: Create mitigation plan Repudiation Non-repudiability
Model Inputs Information disclosure | Confidentiality

o BV Information Flow Chart Denial of Service Availability
o VTO Workshop ES-C2M2 results Elevation of Privilege Authorization
° Vulnerability/ CVE announcements/disclosures
> DOT Volpe Threat Model

STRIDE Threat Model for PEV Charging (Vehicle Side) STRIDE Threat Model for PEV Charging (EVSE / Power Side)

EVSE Service Provider Trust Boundary
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PEV Charging
Trust Boundary

Threat model includes:
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*  Electrical Equipment
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Milestone |: Complete draft threat model for vehicles/charging infrastructure with
prioritized vulnerabilities and enumerated communication entities/interfaces.



PEV STRIDE Threat Model
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Presentation Notes
Show where Processes, Data Flows, External Entities – mention several “External Entities” (e.g., GPS, ODB-II, V2V, OnStar, etc.)
Vehicle implementation of Telematics makes it a gateway for external communications
Telematics connects to vehicle’s CAN bus which reaches to battery management system and charging control – the degree of isolation may be different for every make / model
The charging control is a communication connection to the EVSE that controls the charging rate in DC Fast Charge and xFC systems
Review Trust Boundaries and describe that these represent the key boundaries available to cybersecurity events.


EVSE STRIDE Threat Model

p-51 EE-10 EVSE Service Provider Trust Boundary
EVSE EV Service

Metering DF-51 Provider DF-49
Power data Billing Web Interface Resp

EE-13
EV Service
Provider
Web Interface

DF-50
Web Interface Control

DF-52 l?f-SI‘l/
Power rice
data Schedule DF-55 P-53 DF-56

Authentication

Update Comman Maintenance

DF-58 Operations Response
p.ss New settings, P-54
= updates, etc. P56 DF-59 Authentication Maintenance
Other .remote EVSP Vendor Update Response Request Worker
connections from C 1l RF-61 p-57 4 Authenticatiol
3" party (e.g- o Authentitation
G lot: ’ DF-60 Processes . EV Owner
reenlots) Monitoring data Response Authentication
DF-63 for Charging
Authentication Request Dperation;

DF-62
EVSE Qeerations,

s EmEmmEEEEEEEEEsEEssEEsssEE=EEE® [ — DE-67 DE-68
. DER/EV, Statuses, nameplate Energy and EE-11
EVSE Trust Bounda I'Y ores ratings, SOC, etc. P-61 Reserve Bids

1SO/IEC15118/SEP2.0 :0 Ag;'gﬁ P Energy and
_! - €N, esponse B

P-58 Response P-59 P P P_60 Optimization and ' Reserve

Market

DCFC/xFC EVSE - o
(G Aggregator DF-74 Operations

- DF-71 -
Charging Rate DF-72 Transmission

13 1043U0)
CLLIr ISA3

. Interface DF-69 . - DF-70 Controller ictributi
. 1SO/IEC15118/SEP2.0 and Duration E OpenADR Request Con:Ar:iltl:Znts D's;:rt'i":;on DE.73 Market Data DF.83
E Command . DF-77 Contracts Distribution Price/Qty Generator
. DF-75 . OpenADR, SEP2 DF-78 P-63 DF-79 Service Bids Schedules
. Contactor DF-68 DF-76 »  Modbus, etc. Respp OfenADR, SEP2, EVSE Power P-64 DF-82
. Control Contactor RFID / Credit . Modbus, etc. Utility data Utility SCADA
. Status Card - Command/Query Meter DERMS/ADMS/ DF-81 Monitoring
. . OMS/etc. Distribution (DNP3, IEC
. . Equipment 61850, etc.)
: DF-80 Qmands
__________ P-91 S A SCADA Monitoring
EVSE Contactor EVSE Breaker A (DNP3, IEC 61850, etc.)

EVSE Local SolEr Y
Control P-93 P-94 p-95
DF-84 S
g--------- Interface . Smart Campus or Distribution SRS
Power Flow Disconnect Grid Devices Building System
Control Wind Batt
Smart
Loads

P-96
Transmission
System

Communications Flow

EE-12
EVSE Remote

AsssmEEEEEEEERE®
Nodes outside trust

boundaries are their own
trust boundaries
FamEmEEEEEEE

EE-xx : Endpoint
DF-xx : Data Flow
P-xx : Process

Electrical

Disconnect
Equipment



Presenter
Presentation Notes
Starting on the left is where communications between PEV / EVSE are through the charging cable to the EVSE communication interface and the EVSE controller.
EVSE controller is a center point in the threat model that goes to EV Service Provider (e.g., ChargePoint) and their billing and authentication system
The EVSE Controller is also the interface through a network to buildings, aggregator, distribution system and transmission system.
EVSE Controller also has a local control interface that includes RFID / card reader
Review Trust Boundaries and describe that these represent the key boundaries available to cybersecurity events.


EV Charging Attack Graph

* Attack graphs show attacker actions to achieve an objective
¢ Illustrates access points, staging areas, and consequences of concern

* Graphically illustrates the steps an attacker must take to move from system/network access to the consequences
of concern

¢ Complex steps are displayed as images
* Public vulnerabilities and red team results will further advise attack graph

* Two Major Concerns in Large-scale Attack:

> Can the attacker “pivot” between the components, systems, and networks in the EV/EVSE to compromise the
necessary information flows?

> Can an attacker synchronize their attack to affect large portions of the grid simultaneously?
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Distribution system impact analysis

Distribution Feeder Simulation

3K Substation

@  Endof Feeder (3-phase)

o System: Rural 12 kV distribution feeder,
highly commercial load area

xFC

XFC Profile - 40 Amps/Sec Limitation

H Modelled 40
> Model containing 215 buses, 39 service — £ Alsec ramp
transformers. : E‘;‘;jﬁm SAE
° 3-minute OpenDSS simulations
° Feeder voltage regulated via substation % et T
transformer load tap changer (LTC). ek 222 @ 1300 1o
. Minimum 3/22 @ 23:00 1483
xFC Interconnection Model
° 9x250 kW, 3-phase, 480 V stations simulated EES 30 secondary
at the end of the feeder (2.25 MW total) > Primary 38
° Scenarios include charging sequences with pawey | soww T
and without V2G capabilities to generate " }: Ao [N8
high and low feeder voltages during peak and
min load periods.
° Limited to ramp rate of 40 amp/sec, i.c. sokw 250w soow
chargers get to full output in ~13 seconds. Y _}‘-3 —\ Comer
Milestone 2: Complete consequence study mapping
V/charging potential vulnerabilities to power s | s ok
system and other critical infrastructure impact o N\ 2

180



Distribution System Impact Analysis

° Simulation cases:

° Base cases with no chargers at each feeder load period (peak and min load)

° Charging or discharging at unity PF and £0.85 PF (i.e., with grid-support capabilities)

° 150 s charge and then discharge case at 0.85 PF

¢ charging causes the load tap changing transformer (LTC) to tap up so EV discharge creates higher voltages

> Unity charging is within utility feeder voltage limits defined by ANSI C84.1
° Grid-support features can help improve (or hurt) the voltage profile
o Several cases outside of ANSI C84.1 Range A, two cases outside of ANSI C84.1 Range B

Feeder Voltage Profiles under Different Charging Scenarios

1.08
Load PCC Primary Voltage | Charger Voltage l
xFC Station Status Grid Impact
Period 120 V Base 120 V Base ——ANSI Range B Upper
Low voltage
LV_BC Peak (basecase) 119.8 —— ANSI Range A Upper
LV_Unity  All charging at unity PF Peak Low voltage (unity) 114.3 1137 104 ety +0.85 PF Charge+Discharge
All charging at 0.85 PF Low voltage
LV_85pf Peak 113.1 110.7 . .
=i (absorbing VArs) (worst case PF) ——+0.85 PF Discharging
Lv_gspf Allchargingat-085PF o UL 117.5 118.7 Unity PF Discharging
(providing VArs) (mitigation PF)
High volta ——-0.85 PF Dischargin
HV_BC N/A Min ENVOltage 1218 N/A sine
(basecase) '
- = - = = - - —— Basecase Min
HV_Unity All discharging atunity PF Min  High voltage (unity) 126.3 126.8
i i L i B Peak
hy_gspf M d'(scrzar.g'.:g ?;A?SS PP Min ( H;’f:t‘;::g:“ 127.8 120.9 asecase Pea
AIId'sI::ha‘:l ‘Ingat 0.85 PF VL hvoltage “0-85 PF Charging
HY _-g5pf ' Ciocnaraing at-o. Min IENVOTaR 1234 1221 ‘
(absorbing VArs) (mitigation PF) —— Unity Charge
Dyn_HV Charge+Discharge at . High voltage
~ Min 128.5 130.6 —_ i
85pf 0.85 PF (providing VArs) : (worst case PF) +0.85 PF Charging
=——ANSI Range A Lower

0 1 2 3 4
Distance from Substation (km)



Transmission System Consequences

* Model: Full Western Electricity Coordinating
Council (WECC)

* British Columbia to Tijuana

* All system protection (for generation and
transmission) is modeled

* Heavy summer usage case with 172 GW load
* Software: GE’s PSLLF

* Load drop worst case scenarios
* Simultaneous charging termination
(“digital emergency stop”)

* The EVSE charging change impacted system
voltage and frequency

* Results: frequency peak deviation was within
NREC PRC-024-2 generator frequency
protective relay settings (61.6 Hz for 30 sec)

Full WECC Model
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Presentation Notes
No transmission system impact  how big can the EV fleet grow before we need to be concerned
Instantaneous termination  simultaneous across all EVSEs AND 450kW to 0kW in 1 millisecond
When load drop occurs, voltage and frequency increase  remaining real and inductive loads increases!!!



Transmission System Full-WECC Response

=l | Att=5.75 secs, max system
=2l | frequency (60.6 Hz)

38803

33
SERELG®
EEENESEaY

Z At t = 10 sec, the system has
recovered to 60.4 Hz

BERBYEBLEHS

Frequency (Hz)

SYSTEM FREQUENCY VS.
TIME (SEC)

S st e T dadd At A At A 3 3 4 34

SR Ruissusasn RURRRNRBEYY

Att =1 sec, the load drops

22838338388
e5s9s

B2RBR&

Time (s)
System Response
* 10 GW simultaneous load drop throughout WECC (e.g., 22,000 EVSEs @ 450 kW)

* NO voltage or frequency limits were exceeded
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Presentation Notes
Other considerations or assumptions needed for event to occur: 
With a 10-minute charging session energy delivered: PEV - 225 miles or electric bus - 40 miles  significantly larger vehicle population needed (10-40x)
PEV charging preferences from EV Project – only 2% used DCFC  50x PEV population
Emergency shutdown mode used on ALL EVSEs  long latency before restoration of EVSE functionality
Event initiation may require: 1) wide area visibility to get high EVSE numbers, 2) communications to arm trigger, and 3) local, time-synchronized trigger
Mitigations could include anything that temporally disperses response OR slows charging rate decrease


Risk Matrix and Remediation Prioritization

* For each attack scenario, likelihood of success and potential power system impact will
be used to estimate risk.

— Risk = Probability * Impact

— Probability: estimated from threat model and vulnerability assessments

— Impact: determined from power system simulations

* Identifying highest risk scenarios will inform DOE and industry of mitigation

priorities
Power System Consequence
Impact
Negligible Minor Moderate Significant Severe
rd
Very Likely Low Medium Medium Medium High
(%]
(O]
+ 2 Low Medium Medium
835 ]
Qo 5 e Low Medium Medium | Medium High | Medium High
=
>3 Unlikely Low Medium Medium Medium High
Very Likely Low Medium Medium Medium
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Partnerships/Collaborations

National Lab Team: SNL, PNNL, ANL

Government Partners: DOT Volpe Center

Industry Partners: BTCPower, NMFTA

The team worked with DOE VTO to arrange
a coordination meeting April 23-24 in
Albuquerque with the VTO-funded
cybersecurity projects and government
agencies, including:

o DHS

° DOT

° Navy

o Army
- DOE FEMP
> DOE CESER
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Remaining Challenges and Barriers / Future Research

This project is helping identify potential EV charger vulnerabilities and quantify
the risk to critical infrastructure when vehicle charging infrastructure is maliciously
controlled.

o First step in continuous process of hardening charging infrastructure against cyber-attacks.

Risk assessments are the beginning of a comprehensive approach to cybersecurity.
Additional work must include:

°> Developing standardized policies for managing chargers and other assets in the charging
ecosystem

> Designing effective perimeter defenses to protect the assets including: firewalls, access control
lists, data-in-flight requirements (encryption, node authentication), etc.

o Creating situational awareness systems, intrusion
detection systems, and intrusion prevention systems.
. . NIST Cyber Security Framework
> Researching response mechanisms to prevent
further adversary actions on the system,
Identify Protect Respond Recover

nonrepudiation technologies, and dynamic responses.
Access Control Response F\EL}VEI"'{

Planning Plun ning

Com munications Improvements

Analysis Communications

Mitigation

Mana ment

o Creating hardware- and software-based fallback and
contingency operating modes. N

Governance
e —
‘ Risk Assessment )

Management

Improvements
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Summary

> The goal of the project is to provide DOE and automotive, charging, and
utility stakeholders with a strong technological basis for securing critical
infrastructure.

° By collaborating closely with other government agencies and industry
stakeholders, we hope to generate a consensus threat model for EV charging
and quantify the risk to the power system.

° To accomplish this, the team is:

> Conducting adversary-based assessments of charging equipment
> Enumerating EV/EVSE data flows and creating a STRIDE threat model of EV charging

° Analyzing power system impact for different attack scenarios

° This 1s only the beginning of a long process to secure charging
infrastructure from cyber attacks.



Backup Slides




s I EV Charging Components and Information Flows

Created common nomenclature and enumerate assets and interfaces.

Energy and

Power System Operations
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|EEE 2030.5/
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over Wi-Fi, CAN, | _ Telematics
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RFID. Zigoee | . RFID Key Fob

-J1939 Diagnostics Port
- GPS Navigation
- Driver devices (phone, tablet, laptop, etc.)




Two Major Concerns in Large-Scale Attack

Pivoting Between Systems to Access
Desired Data Flows

Control of

ploft
EV Establish Conduct Vulnerabilties to Control of
Commanda& Control ——3»| Reconnaisance of Obtain Cloud
Charger Channel Cloud Applications Administrator Soft
Network Privileges DIAWALE)

A

Scan Vehicle for
Vulnerable
Applications or
Protocols

Control of Exploit Control of
N C Oon- ilities to .
Electric board Software P! nstall Malicious 4 Electric
Vehicles Software Vehicles
: Scan Charger for
Pivot Through Car
Networkand ~ —— Vulnerable
Applications Firmware or
Protocols
- Control of
Control of Pivot Through Car ol . EV
Cloud o | Install Malicious Charger
Software Software
Network

Legend:

* Green hexagons are attacker access points

* Yellow hexagons are intermediate staging points

* Red ovals are the consequences of concern

* Rectangles are steps an attacker must take along the attack path

* Green rectangles are “No Ops” for the attacker (ex. Decrypt network traffic with compromised keys)

Synchronizing Attack Timing

Is GPS Clock
Accessible?

Synchronize to GPS
Yes— Clock
(40ns)

[

No

Access Internet NTP
Server

l

Is Timing
Accurate —Yes—
Enough?

h

o | Install NTP Server

Synchronize te NTP
Server
(<100 ms)

A 4

Set Time of Attack
Across All EV

F

on EV Network

Increase Priority of
NTP Processes and

Network Traffic

* Orange rectangles are “No Op Settings/Decisions” (ex. Selecting the time for an attack)

Y

Networks, Systems,
and Vehicles
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Red Teaming

Provides hands-on input to threat model/attack graph

4

Planning
® Negotiate work
® |dentify and procure resources

Data Collection

® Scoping visit activities and information
requests

® Open source information gathering

Characterization

® Refine understanding of system
given data collected

® Generate/refine views to facilitate
discussion
Analysis
B |f needed, collect more data and
re-characterize
® Otherwise, determine where vulnerabilities
may exist and what attacks are possible
Reporting & Closeout
® Compile final report
® Complete other deliverables as scoped

Demos & Experiments
® These are optional and depend on scope
® Obtain special authorization
® Formulate risk management plan
® Test the exploitability of identified vulnerabilities

Collect data

Analyze

Information Design Assurance
Red Team
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Threat Matrix

Threat Matrix 1s used as input to calculate the probability of a given attack.

> Some attacks require a high threat level (national state) and are, therefore, less likely.

o Other attacks could be conducted by a single, less-skilled “script kiddie”

THREAT
LEVEL

THREAT PROFILE

COMMITMENT

RESOURCES

INTENSITY

STEALTH

TECHNICAL
PERSONNEL

KNOWLEDGE

KINETIC

ACCESS
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