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Protecting energy Modeling and simulation are useful tools for analyzing

) cybersecurity in energy delivery systems but require the ability to
deliver '’ systems simulate both network and physical processes. Multiple test
: models exist for physical process simulations but the availability of
u Smg th e secure network models for operational technology environments is very
Supervjsory limited — manually building a model in a simulation environment is
a burdensome and lengthy task. This project develops and tests a
contri OI and data capability to facilitate the automatic generation of models in a

ol network simulator using passively captured network data. This
vaUISItlon capability generates a high-fidelity digital representation of the
Pr otocol for the network that can be coupled with the physical process model to

create a digital twin of the whole system. This enables a tailored
21St centur y analysis of the cybersecurity posture that reduces the impact of

potential cyberattacks and allows network operators to assess the
effectiveness of various mitigation strategies that could be
deployed in the system.

KEY TAKEAWAYS

o Creates realistic and high-fidelity models of supervisory control and data acquisition
networks to evaluate protocols using data collected from network scanning tools

e Reduces cost for network model generation among multiple CEDS projects




OUTCOME

This project develops the ability to create state-of-the-art high-fidelity network models
that will benefit current and future CEDS objectives. It enables tailored analysis of cyber

scenarios using digital twins.

PARTICIPANTS

ROLE

LLg Lawrence Livermore
National Laboratory

Performs protocol characterization using virtual
SCADA networks modeled on digital twins of live data
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Period of Performance: October 2017 — December 2020 CYBERSECURITY FOR ENERGY DELIVERY SYSTEMS (CEDS)

Total Award Value: $1,300,000
DOE Share: $1,300,000

Cost Share: $0

CEDS projects are funded through DOE CESER, which aims to enhance the reliability and resilience
of the nation’s energy infrastructure by reducing the risk of energy disruptions due to cyberattacks.

Website: https://www.energy.gov/ceser
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