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Im proving the Traditional analyses of incjustrial control system (ICS) netvyorks
. focus on predefined physical components and on developing
resilience of operational measures to improve the security or configuration
cybe r-physica [ of networks. Existing analytical tools use ad hoc methods to
\ locate opportunities for security enhancements in control
networks using systems by evaluating the costs and benefits of existing and
I~OL new technologies. This project models, formulates, and solves
P hy ,SICS aware network resilience design problems for ICS by developing
design tools optimization-based, physics-aware design tools to help

allocate and locate cybersecurity components in power system
cyber-physical networks. These tools will account for the
network’s physical response to, and the consequences of,
cyberattacks.

KEY TAKEAWAYS
e Optimizes security enhancements to improve the design of resilient cyber-physical networks
Provides models of cyber and cyber-physical interactions and formulates optimal resilient
design
e Describes case studies and types of resilient cyber-physical architectures




OUTCOME

This project fills a research gap by providing tools to design and evaluate candidate
architectures, concepts, and protocols before devices are built. Results of the optimal
allocation and location analysis will be used to determine the costs and benefits of existing,
new, and combination security technologies. It helps developers and operators to implement
a systems approach to building, integrating, and operating resilient energy delivery systems.

PARTICIPANTS

ROLE
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NATIONAL LABORATORY
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Develops a power-flow simulation and optimization toolkit
to assess the impact of network disruption on the power
grid.

Provides an extremely high-fidelity power grid model that
will be used to validate network design and power flow
optimization tools.
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CYBERSECURITY FOR ENERGY DELIVERY SYSTEMS (CEDS)

CEDS projects are funded through DOE CESER, which aims to enhance the reliability and resilience
of the nation’s energy infrastructure by reducing the risk of energy disruptions due to cyberattacks.

Website: https://www.energy.gov/ceser
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