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Observations, Insights, and Lessons Learned from Cohort 2023
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Introduction
The U.S. Department of Energy’s Operational Technology Defender Fellowship (OTDF) continues to provide middle- and senior-level OT security and operations managers unique opportunities to engage with federal agencies and develop the relationships essential for enhancing the cyber resilience of critical energy infrastructure. Created by DOE’s Office of Cybersecurity, Energy Security, and Emergency Response (CESER) in 2020 and launched in 2021, the year-long fellowship includes four in-person, week-long sessions and multiple virtual intersessions during which Fellows gain a greater understanding of the roles, responsibilities, and capabilities of various government agencies including how they themselves might work with these agencies to enhance their organization’s security or respond to a cyber incident. As one Fellow noted, “I have a much clearer understanding of how the various Agencies work to help secure critical infrastructure.”
The 2023 Cohort was the third to complete the program. As such, the curriculum has solidified – even as program staff continue to work with partner agencies to make slight adjustments to address new and important issues and constructive feedback from Fellows. Each year, Fellows meet in-person with officials and subject matter experts from across the U.S. Department of Energy, Office of the National Cyber Director, National Security Agency, the Cybersecurity and Infrastructure Security Agency (CISA), Federal Bureau of Investigation (FBI), and the U.S. Secret Service. Fellows also engage with Idaho National Laboratory researchers – about which one Fellow commented, “I learned a lot about the labs and the research they do, which exceeded what I hoped would happen.” And in both 2022 and 2023, participants had virtual interactions with experts from the Transportation Security Administration (TSA). Building on this success, program staff anticipate in-person engagements with TSA in 2024. During these engagements, the Fellows reflect to agency briefers their perspectives and insights as critical energy infrastructure OT cybersecurity experts, helping to inform efforts that extend across the entire sector and critical infrastructure more broadly. 
The maturation of the curriculum has allowed both the program staff and the Fellows themselves to focus on greater opportunities for intra-sector collaboration. This relationship building and information exchange among Fellows and their organizations is a concrete value to the participants. “My network has grown considerably,” one Fellow explained. “I've taken a lot of notes and created personal action items to follow up on topics we discussed or approaches I heard others are taking that might help us improve.” 
While previous cohorts have also emphasized the importance of this aspect of the program, the 2023 Cohort created a novel mechanism towards the end of their year that they are continuing into the alumni program. In the vein of a crowdsourcing initiative, the Fellows identified dozens of topics of shared interest and concern, deciding on volunteer discussion leaders to brief on their organization’s approach, and are collectively identifying best practices, recommendations, and reference guides. Topics of discussion have included asset management, remote access, threat detection in OT environments, and threat hunting for malicious and persistent threat actors like Volt Typhoon. A priority for the 2023 Cohort as they graduated from OTDF was to encourage the next cohort to reach the level of trust and openness necessary for these conversations more quickly. 
The Fellows have consistently underscored the value of the program and urged CESER to continue this initiative. One Fellow commented, “Please keep this program going. I feel there needs to be someone from each level of Energy (cooperative, IOU [investor-owned utility], public power, ONG [oil and natural gas]) in each state should go through this program. There is so much knowledge gained that it should be shared across the entire industry.” 
The OTDF program has focused on providing value in three specific areas: 1) facilitating intra-sector collaboration, relationship building, and information exchange; 2) helping participants understand the context behind cyber threat information from the government; and 3) offering participants exposure to federal agencies and research conducted at national labs. The following memo outlines where the program is achieving these objectives and where the program can continue to be improved. 
Finally, during the 2023 calendar year, the OTDF program hosted the first OTDF alumni session at Oak Ridge National Laboratory (ORNL). While a full assessment of the lessons learned from that session is beyond the scope of this memo, it is worth noting that because of the positive feedback to the ORNL experience and the 2023 Cohort’s crowdsourcing effort, program staff are expanding the alumni conference to include more time at the lab as well as ample time for in-person crowdsourcing discussions.
 
OTDF Provides Context and Facilitates Relationships
A founding goal of the OTDF program is to help participants gain a greater understanding of the federal agencies with equities in the cybersecurity of critical energy infrastructure. At the time of the program’s founding, there were limited programs geared towards improving public-private collaboration on OT cybersecurity. While the ecosystem continues to evolve with President Biden’s industrial control systems cybersecurity 100-day initiatives, efforts within CISA’s Joint Cyber Defense Collaborative, and the development of CESER’s Energy Threat Analysis Center, OTDF continues to uniquely help Energy Sector participants understand and gain a greater contextual awareness of the federal government’s roles and responsibilities. 
Fellows are drawn to the program in part because of this component of OTDF. When asked about their expectations for the program, one Fellow expressed that they expected to gain a “better understanding of government offerings and establishment of partnerships with government entities like DOE, DHS, FBI, NSA, etc.” Another Fellow commented that after the program, “I feel very comfortable in my understanding about the roles DOE, DHS, FBI, and NSA play and who we can partner with for various needs.” A third Fellow echoed, “Understanding the functions that the FBI performs in comparison to what CISA provides helped clear up some confusion I had.”
As early as the first year of the Fellowship, it became clear that one of the most valuable aspects of the program was the unique intra-sector collaboration that the program fostered. One Fellow noted, “I learned a lot from hearing how others in the room would respond to those situations.” Others similarly commented that peer relationships are some of the most valuable take-aways from the program. One stated, “Having a cohort of people in similar positions gives me a group to poll about ‘how are you handling X?’ or ‘have you seen Y?’ If the peer group can be kept together it is going to be a significant resource to pull from that will materially affect my organization’s security.”
While the Fellows represent diverse companies, many of the cybersecurity challenges they face are remarkably similar. One Fellow noted, “I personally learned a lot about how everyone is approaching risk and their defense strategy. I plan to implement as much as I can back in our organization with the realization that I do not have the same resources as larger entities.” Another similarly observed, “Hearing about all the ways the larger companies reacted to regulatory requirements was eye opening.” 
During previous years, program staff had scheduled time for formal and informal discussions among the Fellows, but the 2023 Cohort pushed for even more self-directed, structured discussion time. “Our cohort wanted more time in our schedules for facilitated discussion and opportunities to learn from each other’s experiences. The OTDF leadership team did well to re-arrange things to allow for it in Sessions 3 and 4,” a Fellow commented. These structured discussions have since become monthly virtual discussions among the OTDF alumni across all three previous cohorts.  
As in years past, CESER worked to facilitate security clearances through CISA’s private sector clearance program for Fellows who did not already have a security clearance. While this is a significant undertaking and resource requirement for DOE and CISA, the Fellows have shared the value of understanding classified information for context in prioritizing and ensuring effectiveness of risk mitigation actions, as a result of participating in classified discussions. Receiving briefings and discussing classified threat information with the intelligence community partners, “gave better context on several reports that were released,” one Fellow said. Another commented, “We were able to get to the meat of things, which I greatly appreciated.” A third Fellow said that the classified brief and discussion “was far and away the most relevant and useful information to inform my day-to-day job. That kind of specific information about a specific incident or threat can be used (without detail/attribution) to directly inform security approaches and strategies in industry. It helps us understand what to look for and/or avoid.”
Multiple Fellows also noted that since these briefings, conversations with local FBI field offices and fusion centers have been robust. Other Fellows noted that within their organizations, non-cyber personnel often are the ones with security clearances but ensuring that someone on the OT cybersecurity team has a security clearance improves information sharing. Fellows shared lessons learned and recommendations with each other on ways to get the most out of having a security clearance. 
Finally, the 2023 Cohort also used their security clearances to have conversations with CESER leadership about the efficacy of the OTDF program. While this particular conversation did not have classified information, hosting the discussion in a secured space provided the opportunity for the Fellows to talk more openly.

OTDF Can Do More To Help Expand Government Understanding of Energy Sector Considerations
Even as the Fellows have consistently affirmed that the OTDF curriculum provides a well-rounded education about U.S. government stakeholders, they have also offered constructive feedback to ensure that the bidirectional discussions between federal agencies and Fellows are most constructive. The Fellows appreciated the read-ahead materials provided by Idaho National Laboratory prior to session 1 and encouraged program staff to provide similar pre-briefs ahead of interactions with federal agencies in sessions 2 and 3. They noted that this “homework” would enable them to begin to think about questions and discussion points in advance. Program staff are working with agency partners to respond to this feedback, in some cases relying on written materials. In others, program staff are scheduling short, virtual, pre-meetings between Fellows and agency officials to provide some introductory information in advance of in-person meetings. 
Fellows also observed to program staff that some briefing topics were less relevant than others and that some presenters seemed more comfortable briefing than engaging in a discussion. In some instances, this feedback is helping program staff work with agency partners to adjust or refine the briefing and discussion topics for future cohorts. The OTDF participants are a unique group of highly technical experts, unlike other industry groups that agency experts may interact with on a more regular basis. Some agency partners may be more familiar with government affairs personnel, c-suite leadership, or even IT cybersecurity teams. The OTDF program, however, can help federal partners understand the unique needs, capabilities, and backgrounds of critical energy infrastructure OT cybersecurity professionals. Program staff will use pre-briefings and planning meetings with agency partners to encourage presenters to think through how they want or expect Fellows to use the information they are sharing. 
A founding principle of the OTDF program is the importance of bidirectional information exchange between the federal government and the Energy Sector. In its first years, OTDF focused particularly on ensuring that industry participants gained a greater understanding of federal government equities and capabilities and had opportunities to share their own knowledge and unique perspectives with government interlocutors. Having solidified a program to achieve these objectives, OTDF program staff solicited ideas from the 2023 Cohort about how the Fellowship might better serve agency partners as part of the core mission of the program. Offering opportunities for agency partners to seek feedback from the Fellows on research or programmatic efforts is useful but not sufficient for enabling other federal agencies to benefit from the deep expertise of OTDF participants. 
Fellows commented that just as they gained a greater understanding of the federal government through interactions with agency personnel, federal agencies would gain greater insights into the day-to-day operations of OT systems and cybersecurity capabilities (and limitations) through on-site engagements with critical energy infrastructure owners and operators. Through direct relationships with FBI field offices, CISA regional offices, and other federal, state, and local governments, some OTDF alumni are already hosting such engagements. Some of these relationships are the direct result of OTDF engagements. Leveraging the ideas, insights, and feedback of the 2023 Cohort, OTDF program staff are exploring how the Fellowship could amplify and expand, formally or informally, upon these individual initiatives. 
While anecdotal, a member of the FBI’s cyber action team confirmed the potential value of such opportunities after witnessing a portion of the discussion during the session 4 capstone exercise. The capstone provides Fellows an opportunity to practice decision-making skills and critical thinking in a series of realistic situations related to defending OT against cyber threats. The FBI agent witnessed the discussions among the Fellows after a series of injects presented anomalous activity in OT environments but before any determination had been made that there had been a cyber incident. The agent commented that they did not previously have an appreciation for all of the investigation, analysis, and decision making that occurred before companies called the FBI to report a cyber incident. OTDF program staff are seeking ways to replicate this experience for other agency partners.

Conclusion
With three years of data, the conclusion is clear: CESER’s Operational Technology Defender Fellowship is a valuable program for OT cybersecurity managers across the Energy Sector. Fellows and alumni are implementing lessons they learn and using knowledge they gain to improve the cyber resilience of critical energy infrastructure. 
While some Fellows applied to OTDF after seeing information that CESER shared with industry groups for distribution, multiple members of the 2023 Cohort noted that they applied because a trusted colleague previously participated and encouraged them to do so. This word-of-mouth advertising is encouraging and indicates that CESER can depend on not only formal information sharing mechanisms but also informal networks of trust to scale the lessons from OTDF to the broader Energy Sector. 



Appendix: Session Agendas
Session 1 (Idaho National Lab)
March 27, 2023
· Welcome, Fellowship History and Goals with Brian Marko (Assistant Director, Exercises, Training, and Workforce Development, Office of Cybersecurity, Energy Security, and Emergency Response, DOE)
· Introductions with Fellows and OT Defender Team
· Session Agenda Review and Objectives with Marcela Stacey (Program Manager, CIC, INL)
· Welcome and INL Overview with Zachary Tudor (Associate Laboratory Director, National and Homeland Security) 
· NHS and Cybercore Overview with Scott Cramer (Manager, Cybercore Integration Center) and Brian Lyttle (Manager, Programs)
· Energy Portfolio Overview with Sam Chanoski (Technical Relationship Manager, INL)
· Cyber Informed Engineering (CIE) Initiative Overview with Ginger Wright (Program Manager, Workforce Development Programs)
· CyTRICS with Jeff Mitchell (Project Manager, Programs) and Griffin Egner (Computer Security Researcher, Cyber R&D)
· Tour of CIC Lab Spaces and Programs with Briam Johnson (Power Engineering, Controls)
· Tour of Malware Lab and HIRT with David Hudson (Manager, Cyber Operations & Incident Response)
· Tour of Electric Vehicle Infrastructure Lab (EVIL) with Richard "Barney" Carlson (Electrical Engineering, Vehicle Grid Integration)
· Cyber Workforce Development Overview with Ralph Ley (Manager, Workforce Development Programs) and Eleanor Taylor (Technical Relationship & Program Development, WDP)
· Cyber-CHAMP Program Briefing with Shane Stailey, PhD. (Technical Relationship & Program Development, WDP) 
· All Hazards Analysis (AHA) briefing with Ryan Hruska (Modeling & Simulation, Critical Infrastructure Protection)

March 28, 2023
· CyberStrike Workshop with Dan Noyes (Project Manager, WDP) and Tim Conway (Subject Matter Expert, SANS Institute)
March 29, 2023
· CyberSentry briefing with Jeffrey Klingler (Computer Security Researcher, Cyber Operations & Incident Response)
· CELR Overview with Lynn Pope (IT Project Manager, Programs)
· CELR Red/Blue Training Escape Rooms Tour with Jeff Hahn (Critical Infrastructure Cybersecurity Engineering, Programs) and Kelly Johnson (Critical Infrastructure Analysis, Controls)
· CSAC Tour and Red/Blue Training with Jeff Hahn (Critical Infrastructure Cybersecurity Engineering, Programs) and Kelly Johnson (Critical Infrastructure Analysis, Controls)
· CyOTE Overview with Sam Chanoski (Technical Relationship Manager, INL)
· Landscape: Connecting the Dots with Sam Chanoski (Technical Relationship Manager, INL)
· 5G Cybersecurity and Wireless Security Institute Tour with Arupiyoti Bhuyan, PhD. (Wireless Security Institute, Director)
· Tour of Cyber-Physical Testing Facilities with Briam Johnson (Power Engineering, Controls)
· Advanced Test Reactor Tour with Shelly Norman (Community & Education Relations, Executive Communications)

March 30, 2023
· Course: Principles of Cyber-enabled Sabotage & Engineering Protections with Curtis St Michel (Technical Relationship & Program Development, CIC)
· Malcom presentation with Seth Grover (Community Security Researcher, Cyber Operations & Incident Response)
· Nuclear Science and Technology Overview with Erin Searcy, PhD. (Chief Technology Officer, Nuclear Science & Technology Directorate)
· NukeCyber Overview with Charlie Nickerson (Nuclear Cybersecurity Specialist) and Joseph Mahanes (Nuclear Cybersecurity Specialist)
· Session 1 Wrap up with Brian Marko (Assistant Director, Exercises, Training, and Workforce Development, DOE-CESER) and Marcela Stacey (Program Manager, CIC, INL)



Session 2 (Washington, DC)
June 27, 2023
· Welcome, Administrative, Week’s Agenda Review with Brian Marko (Assistant Director, Exercises, Training, and Workforce Development, DOE-CESER), Marcela Stacey (Program Manager, CIC, INL) and Annie Fixler (Director, Center on Cyber and Technology Innovation, Foundation for Defense of Democracies)
· CESER Leadership ‘Coffee Talk’ Session with Mara Winn (Deputy Director, Preparedness, Policy, and Risk Analysis, DOE-CESER)
· Intelligence Division Overview & Threat Briefing (Unclassified) with Tony Waylonis (Cyber Intelligence Division, Office of Intelligence and Counterintelligence, DOE)
· Cyber Incident Response and Energy Threat Analysis Center (ETAC) discussion with Mike Toecker (Cybersecurity Advisor, DOE-CESER)
· Risk Analysis/Quantification presentation with Eric Rollison (Assistant Director, Risk Analysis, Resilience, and Recovery, DOE-CESER)
· RMT Program/Project discussion with Jessica Perry (Threat Mitigation Program Manager, DOE-CESER)

June 28, 2022
· Welcome and Overview of ONCD with Cheri Caddy (Deputy Assistant National Cyber Director, Cyber and Technology R&D, Office of the National Cyber Director)
· Overview of the 2023 National Cybersecurity Strategy with Harry Krejsa (Acting Deputy National Cyber Director, Strategy and Budget, Office of the National Cyber Director)
· Overview of Regulatory Harmonization Efforts with Caitlin Clarke (Assistant Deputy National Cyber Director, Planning and Operations, Office of the National Cyber Director)
· Tour of Ceremonial Rooms with Cheri Caddy (Deputy Assistant National Cyber Director, Cyber and Technology R&D, Office of the National Cyber Director)
· Infrastructure, Investment and Jobs Act: RMUC, Workforce Curriculum discussion with Cynthia Hsu (Cybersecurity Program Manager, DOE-CESER)
· Fellows-led discussion

June 29, 2023
· Welcome and Mission Overview of NSA’s Cybersecurity Collaboration Center
· Lessons Learned and Supply Chain Threats discussion
· Collaboration with Department of Energy
· Defense Critical Infrastructure Efforts
· Threat Intelligence for Critical Infrastructure discussion
· SCADA Lab Tour 

Session 3 (Washington, DC)
September 19, 2023
· Opening Remarks and Welcome to DHS Cybersecurity and Infrastructure Security Agency with Chris Scholbe (Joint Cyber Defense Collaborative, Executive Office, CISA)
· CISA Cybersecurity Division Overview with Erin Shepley (Deputy Associate Director, JCDC, CISA)
· CISA’s Strategic and Operational Work on ICS/OT with Chris Butera (Technical Director, Office of the Technical Director, Cybersecurity Division)
· JCDC Collaborative ICS/OT discussion with James Murphy (Section Chief, Industry Partnerships) and Dan Strachan (Senior Industry Engagement Lead, JCDC)
· Vulnerability Management (VM) Assessments & Operational Resilience with Steve Pozza (Operational Resilience Section Chief (Acting))
· Vulnerability Management: Disclosure discussion with Daniel Larson (Coordinated Vulnerability Disclosure Team Lead) and Faheem Ahmed (Project Manager)
· CELR presentation and discussion with Andy Clay (Industrial Control Systems Community Engagement Lead)
· Threat/Hunt Engagement w/ Industry and Discussion of What happens when CISA Shows up with Natasha Eastman (Chief of Operations, Threat Hunting)
· Wrap Up and Closing Remarks with Chris Scholbe (Joint Cyber Defense Collaborative (JCDC), Executive Office, CISA)

September 20, 2022
· Welcome and Brief FBI History with Quantico Executive
· FBI Cyber Mission & Capabilities with Chris Thorpe (Unit Chief, CyWatch), Christopher Buckley (Deputy Director, NCIJTF), Noah Epstein (Unit Chief, Engagement), and Gabe Maxwell (Supervisory Special Agent)
· National Cyber Investigative Joint Task Force with Chris Thorpe (Unit Chief, CyWatch) and Christopher Buckley (Deputy Director, NCIJTF)
· Discussion about Industry Engagement with FBI Personnel
· CISO Academy with FBI personnel
· Classified Brief 
· FBI Academy & Training Tours 
September 21, 2023
· ETAC and other DOE Program Updates with Sohum Pawar (CESER Management and Program Analyst)
· U.S. Secret Service Cyber Mission & Risk Management discussion with Sam Messinger (Supervisory Special Agent, Critical Systems Protection Program, U.S. Secret Service)
· Classified Threat Brief & Discussion with Tony Waylonis (Cyber Intelligence Division, Office of Intelligence and Counterintelligence)
· Feedback session with Puesh Kumar (Director, CESER)

Session 4 (ERCOT)
December 5, 2023 
· Session Agenda Review and Objectives with Marcela Stacey (Program Manager, CIC, INL)
· Capstone: Scenario 1, Increased Geopolitical Tensions with Sam Chanoski (Technical Relationship Manager, INL)
· Fellows-led discussion of identified topics

December 6, 2023
· FBI Cyber Incident Response Mission and Capabilities with Michael Thomas (Cyber Action Team) and Lisa Andres (Austin Field Office, FBI)
· Capstone: Scenario 2, Impact and Immediate Response with Sam Chanoski (Technical Relationship Manager, INL)
· Welcome and Introduction to LCRA with Mitch Hibbs (Director of Business Continuity & Enterprise Risk Management)
· Tour of River Operations Center with Chris Riley (Director of River Operations)
· Tour of Tom Miller Dam with Ryan Schnitzler (Director of Dam & Hydro)
· Presentations and Discussion: Cyber, Physical, and Threat Intelligence with Keith Parry (Vice President of Risk, Continuity & Public Safety), Dax Streater (Deputy CISO), and Nayana Phadke (Director of SOCC Systems)

December 7, 2023
· Capstone: Scenario 3, Consequence Management and Alternatives with Sam Chanoski (Technical Relationship Manager, INL)
· Executive Engagement discussion and Reverse OTDF for the USG brainstorm with Brian Marko (Assistant Director, Exercises, Training, and Workforce Development, DOE-CESER)
· OTDF Program Findings Discussion with Annie Fixler (Director, Center on Cyber and Technology Innovation, Foundation for Defense of Democracies)
· Fellowship Wrap Up, “Graduation” and Next Steps	
· Taylor Operations Site Visit and Discussions: Cyber-SOC, Physical-SOC, Blackstart and GridEx exercises, Campus Security & Resilience
Methodology for Cybersecurity in Operational Technology Environments

		

Page 66
image1.png
1

AT

R g

{B APV IINPA Al

MNAL

 \i





image2.png
"Operational
Technology
Defender
Fellowship





image30.png
1

AT

R g

{B APV IINPA Al

MNAL

 \i





image4.png
"Operational
Technology
Defender
Fellowship





image3.jpeg
U.S. DEPARTMENT OF

ENERGY ¢





image5.png
qig_b ldano National Laboratory




image6.png
LSS DIEFARTEE T CE

=N\E

\/m

R< =

N

far:
Oilice of

Gy oersecurity, Fnergy Se
g H“ﬁ@@@’w@y IREeSpon




