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A deep learning- This project develops novel multi-time series analysis
technologies and builds a prototype system to

based pr OtOty pe characterize, detect, interpret, and mitigate dynamic
system that insider threats. The developed technology combines
characterizes, temporal point processes and recurrent neural networks
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KEY TAKEAWAYS

e Overcomes the reliance on alarms and manually generated features in threat
detection technology

e Addresses dynamic insider threats that evade detection based on traditional
predefined signatures

e Increases raw data processes capabilities and improves threat detection
accuracy




OUTCOME

This technology addresses key challenges in insider threat detection: heterogeneous data, time
dynamics, and no or few labeled insider threat records in training data. The team conducted
evaluation using two datasets, the CERT Insider Threat Dataset and the UMD Wikipedia Vandal
detection dataset. The resulting model outperformed state-of-the-art baselines such as One-class
SVM and Isolation Forest. This research was presented at the 2019 IEEE Big Data Conference and
the NeurlPS 2019 Learning with Temporal Point Processes Workshop.
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SECURE EVOLVABLE ENERGY DELIVERY SYSTEMS

This project is part of the Secure Evolvable Energy
Delivery Systems (SEEDS) academic consortium. SEEDS
researches and develops innovative cybersecurity
technologies, tools, and methodologies to advance the
energy sector’s ability to survive cyber incidents while
sustaining critical functions.

Develops, implements, and tests algorithms to detect
insider threats
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CYBERSECURITY FOR ENERGY DELIVERY SYSTEMS (CEDS)

CEDS projects are funded through DOE CESER, which aims to enhance the reliability and resilience
of the nation’s energy infrastructure by reducing the risk of energy disruptions due to cyberattacks.

Website: https://www.energy.gov/ceser
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