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Incident of Security Concern (I0SC)

INVESTIGATIVE ACTIVITY SUMMARY | Vi, e W

TIME, DATE, AND
INVESTIGATOR

SUMMARY OF INVESTIGATIVE ACTIVITY

1258 PM 05/02/2018
(b)(6)

The Y-12 IOSC Office received notification from the Y-12 PSS Office that on

Saturday, April 28, 2018, the Y-12 Protective Force detected an Unmanned

Aerial System (UAS) flying over the far west end of the Y-12 NSC in the

vicinity of Building 9624, Y-12 PSS stated the delay in reporting was due to

the fact that Protective Force was dispatching patrol units to the North and

South Ridges of the Y-12 NSC to track the travel of the UAS. When

Protective Force did not update PSS, the PSS on duty, (b)(6) forgot

about the report and failed to notify IOSC until Wednesday, May 02, 2018.

Upon notification from PSS, contact was made with Protective Force to

request the Protective Force Event Report. In the repori, it states SPO's (b)(&)
(b)(6) and (b)(6) observed the UAS as it was flying

over Bunldlng 9624 at approxumately 20-30 feet in elevation. (B)(6) "repoﬁea

he was too far away from the UAS 1o provide a description other than the

UAS was white in color. . (B)(6) could observe the UAS due 1o the fact the

UAS was white in color and was in fronf of green frees which caused it fo
stand out. (P)6) F1s6 stated the UAS Tlew southeast over the South Ridge
where he and (b)(6) Tost visual contact with the UAS | (b)(6)  were

too tar away from the UAS to confirm or rule out any tecnnologles such as

cameras, weapons or other items that may pose a risk to the safety and
security of the Y-1T2 NSCT

UCN-21471 (07-05)
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UNCLASSIFIED
UNITED STATES DEPARTMENT OF ENERGY

Safeguards & Security Information Management System ’:A;‘{';dgz 2\15?
Security Incident Notification Report Page: 1
Incident Number: NPOY12-04/2018-0009
Status: Closed Noitification
Local Tracking Number: Y18-127
Facility Code: 578
Discovery Date and Time: 04/28/2018 02.50 PM Time Zone: ET

Facility/Location of Incident: Y-12 National Security Complex
BEAR CREEK ROAD
OAK RIDGE, TN 37830

Cognizant Security Office: NPOY12
Program Secretarial Office:  NA

Brief Description of the Incident:
On 04/28/2018 at approximately 2:50 PM, CNS Y-12 Security Palice Officers (SPO's) observed an Unmanned Aeriaf
System (UAS) operating on the west end of the Y-12 National Security Complex (NSC) in the vicinity of Building 9624
which is the waste management building for Y-12. The reporting SPO's stated the UAS entered Y-12 boundaries from the
west, flew southeast and was flying at approximately 20-30 feet. The UAS continued towards the South Ridge of Y-12
where SPO's lost visual contact with the UAS. The SPO's stated they were positive in the sighting as the UAS was white in
color and was contrasted by the green trees in the background.

SPO's also stated that due to the distance, they could not verify if the UAS was equipped with optics, cameras or other
items that may pose a threat to the safety and security of the Y-12 NSC.

Incident Category: Category A Incidents determined or suspected to be apparent
Topical Area Code: PMS ::r\;eillanp? of f?cllities o;roEteratiotr: d(studying.
4 PR o ; otographing, low over-flights, outsiders
Incident Type:  Suspicious Activity questioning employees to include protective force,
Interest Type: | unusual calls for information, ete.)

Management Interest Notification Date: (05/02/2018
IN| Incident has or may result in increased Media Attention (Describe)

|N| Incident has association with Foreign Nationals

Classification Level of Matter Involved  Top Secret Secret || Confidential
Category of Matter Involved __ Restricted Data || Formerly Restricted Data| | National Security Information
Applicable Identifier(s): _ WFO | |sAP | 'FGI | |OGA | WD Sigmas

SCI . Naval Nuclear Propuision Information

; Controlled Unclassified Information
__ No Foreign Dissemination

Founis} of the Information: Electronic Storage Media | _‘ Internet
 |E-Mail | | Inside Firewall | |Visual
[ ] Outside Firewall | | Multimedia
Facsimile | | Discussion (Audio/Verbal)
_ Hard Copy |  Ofther (Describe)

Notification oint of Contact:

Secure Fax

UNCLASSIFIED



UNCLASSIFIED
UNITED STATES DEPARTMENT OF ENERGY

Safeguards & Security Information Management System y;z 23092 %ﬁ
Security Incident Notification Report Pége: 2

Notification Classification Official:

Name

UNCLASSIFIED



(b)(6)

From: (b)(®)

Sent: Wednesday, May 02, 2018 3:54 PM
To: (b)(G) .
Cc

Subject: FW: (U)Draft Night Note

)(6)
(bX6) drafted a night note for the drone sighting, based on what we know

(b)(6)

Contrféj?r )IQ the Department of Energy
2 @cns.doe.gov

' Office
Mobile
Pager
From: (b)(6)
Sent: Wedﬁesday, May 02, 2018 3:37 PM
To: (b)(6) @cns.doe.gov>

Subject: (U)Draft Night Note

NOTICE: This message has been reviewed by a ¥-12 DC/RO and 1s determined to be UNCLASSIFIED and contamns no Controlled Unclassihed Information (CUI)

Subject: Y-12 National Security Complex (NSC) - Unmanned Aerial System (UAS) flying over the west end
of the Y-12 Plant.

Executive Summary: On 04/28/2018 at approximately 2:50 PM, Y-12 Protective Force personnel reported a
sighting of an Unmanned Aerial System (UAS) flying over the west end of the Y-12 Plant near Building 9624.
The UAS entered the Y-12 Boundary from the west at approximately 20-30 feet, continued southeast and flew
over the South Ridge, when Protective Force lost visual contact with the UAS.

Issue: An Unmanned Aerial System (UAS) was spotted flying over the west end of the Y-12 Plant.

Context: On 04/28/2018 at approximately 2:50 PM, Y12 Protective Force personnel reported a sighting of an
Unmanned Aerial System (UAS) flying over the west end of the Y-12 Plant near Building 9624. The UAS
entered the Y-12 Boundary from the west at approximately 2-30 feet, continued southeast and flew over the
South Ridge, when Protective Force lost visual contact with the UAS, Patrols were dispatched to both the north
and south ridge patrol roads. but the patrols found no signs of trespassing in the area.

Protective Force personnel reported the UAS was white in color and was contrasted by the green trees in the
background. Due to the distance, Protective Force could not verify if the UAS was equipped with optics,
cameras or other equipment that would put the safety and security of the Y-12 NSC at risk.

UNCLASSIFIED




Significance: Any involvement of UAS equipped with cameras and GPS tracking devices poses a serious risk
to the security of the Y-12 NSC. This event shows the seriousness associated with the gaining popularity of
unmanned radio and remotely controlled aircraft.

Path Forward: ||

This document has been reviewed by a Y-12 DC/UCNI-RO

and has been determined to be UNCLASSIFIED and contain

Y
61N S| consalidaled
nuclear securty. lic

SOn T anT [ RETRINAL LA RIT e e

Contractor to the Department of Energy

Blackberry
Pager
Fax

NQ UCNI. This review does not constitute clearance for

Public Release.

Name_:_— Date:05/02/2018

UNCLASSIFIED
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Blackberry
Pager
Fax
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SSTARS

Page 1 of 2

Safeguards & Security

Tracking, Analysis, and Reporting System

Discrete Issue Data
(Site: Y12 User: cjv Roles: Functional User,IOSC User) | Home ||  ResetSession || Logout |
Issue Number SSTARS 2018 05 14 0005 Primary Number SSTARS 2018 05 14 0005 Revision 0
0 Homepage Issue Detail User Comments Issue History
0O Search
A Receni No keyword have been assigned to this Issue
+ Issue Issue
0O Reports — —
0 Previous Page
Issue Short Description UAS 9624
Issue State Partial
Issue Type

Issue Finding

Classification |Text

| On 04/28/2018, Y-12 Protective Force personnel reported a UAS flying

| over the west end of the Y-12 NSC in the vicinity of 9624. The UAS

| [|(ou0) continued southwest and over the South Ridge where Protective Force lost
[ visual contact with the UAS. Due to the distance, the only details
concerning the UAS was the fact that it was white in color.

Additional Details/Comments

Classification [Text

(0u0) Additional Protective Force personnel were dispatched to the North and
South Ridges. No further contact was made with the UAS.

Report & Source Details

Report Number FY18 I0SC

Report Name FY18 10SC

OriginalNumber Y18-127

Source Type 10SC - Incident of Security Concern
SubSource 18

Issue Dates

Event Date 4/28/2018
Event Time 2:50 PM
Creation Date 5/14/2018
Assignments

/Assigned to Non S&S Organization  |False

Required Evaluations

| ||Causal Analysis Required No
Extent of Conditions Required No
Compensatory Measures No
Cost Benefit Analysis Required No
Risk Assessment Required No
Effectiveness Review Required No
Lessons Learned Required No

Other Details

Fassion will time out in IQ:Eﬁ

https://'www]1.y12.gov/SSTARS/(S(uyywgnndn4qm1f3p1x1q2rd5))/Userlnterface/Forms/D... 5/14/2018




SSTARS Page 2 of 2

10SC Significance Level A !
Incident Type Management Interest 1
4

|

i Rating Driver No

Security Notice: Use of this system constitutes consent to security monitoring and testing. All activity is logged with your host name and IP address.

AECIALATL LIerE AL
] dudl! 181 1S~ | lWLY
lsgsslon will time out in 19:53]

https://www1.y12.gov/SSTARS/(S(uyywgnndn4qm1f3p1xlq2r45))/Userlnterface/Forms/D... 5/14/2018




PROTECTIVE FORCE EVENT REPORT

Event Date: 04/28/18 Time: 1450

Saved File Name:

Nature of Event:
UAS

Location of Event:
West end cf the plant over building 8624

Persons Involved:

Name Employee No,

Place of Employment

®)6) (6)(6)

CNS

CNS

Reported By:

Employee No.:
(b)(6)

Date Reported: Time Reported:
04/28/18 1450

Location Where Reported:
West End

Post Shift Officer

SPO

Details of Event:

On 4-28-18, at approximately 1450 hours, Bravo 14 (b)(G) and (b)(6) reported seeing a drone cver building 8624
on the West end of the plant  Bravo 14 advised the drone was appreximately 20-30 feet above building 9624 (b)(ﬁ) advised
he saw it come from the west and fly South East and lost it over the south ridge. He said he was able to pick it up because it
was while agains{ the green background of the trees on the south ridge. He was tao far away to get any further description

other than it was white.

Immediate Action Taken:
PSS and Chief were notified. All pertinent areas were scanned

UCN-45033 (3-14)

: 2 ~ (b)(6) :
Supervisor Signature: (6) Date: 04/28/18
Reviewed By:
Name Date Name Date
Distribution: PF Chief/Y-12 Supervisor Report folder—Z Drive
' PRLIRES T b OFFICIAL USE ONLY

OFRCIAL USE ORLY

May be exempt from public release under the
Freedom of Information Act (5 U.8.C. 562),

exemption number and category: 77
[ oy €NFOCEme
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Official Use Only

Y-12 Protective Force Central Alarm Station Checklist for Unmanned Aerial System (UAS) Airspace Intrusion

In the event the Central Alarm Station (CAS) and/or Protective Force Supervision are made aware of an unauthorized
intrusion of Y-12 airspace by UAS, the following steps should be taken in accordance with Y19-51-700 Protective Force
General Orders and the Security Incident Response Plan (SIRP}:

Step:

Action:

Time Completed:

CAS will dispatch per the Security Incident Response Plan or supervision direction.

/450

Beta 2 will notify the Plant Superintendent (PSS) Office,

/45 7

CAS will initiate video playback and export, if available.

Nia

Beta 10 will man the Tactical Operation Center (TOC).

/430

(& W N R

Gather and disseminate all available Essential Efements of Information (EEI) to
inciude scanning the ridgelines and roadways for possible UAS operator,

J4 50

Document all information deemed pertinent to the incident, to include but not

flimited to: o244

1452

Last known location

WEST OF O prer Cmeic-

Direction of travel

l)/f//f) Sount ovEr Spintoss
So vt

Altitude above ground level

ol & ol TameLng LT

uplbargand v o bzt

Perceived activity (e.g. hovering, circling,
etc.)

fhyne  STamanT

Distinguishing features or characteristics

-i [e.g, camera, emission of liquid or vapor,

attachments, hanging objects)

White

Description of the aircraft or UAS
(markings, size, color, shape)

Other

o fan /4“'/"{

in the event

the aircraft or UAS lands ensure the following:

e

1

Sectar Supervisor will establish incident command as practicable.

2

Instruct Protective Force not to tamper with or make contact; respond in accordance
with procedures for a suspicious package. If the aircraft or UAS is emitting any
substance, direct Protective Force to don respirators and move upwind if possible.

Note 1 No radio/cell phone activity <25 yards
Note 2 Notify PSS and suggest Shelter in Place if aircraft/UAS is emitting substance.

)

Establish containment (300 ft.) around the immediate area {treat as a crime scene).

wla

Ensure the scene is assessed with explosive detection canine when practicable.

YA
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From:

Sent: ay 02, 2018 8:21 AM
To: 0)i6)

Subject: Fw: (U) Weekly Incident Overview
Attachments: UAS Form.pdf

Classification: Plain Text

Can you follow up on this?

: Wednesday, May 02, 2018 12:58 AM
To:
Subject: RE: (U) Weekly Incident Overview

| believe it was Saturday sir. One of the Beta units thought that he had sighted a drone above the waste management
building, rather low altitude reported, ~¥30’-40’ above the bunldmg Units were dispatched to north and south ridges, no
further substantiation could be determined. | contacted B2, (B}6) " later in the shift to verify no further

sighting. None were reported, however,  \BA8) " had the Beta 3 | believe fill out a JIT form that Proforce uses and
sent it through the system as they have been instructed to do.

Due to no further verification of sighting | errantly did not proceed through the notification process as | should have. |
wanted my lack of follow-through directed solely at me sir and no one else in the PSS. Again, | offer my apologies and
will proceed with notifications regardless in the future.

Sent: /, May 01, 2018 8:31 AM
: ' s a@cns.doe.gov>
Subject' FW: (U) Weekly Incident Overview

What drne sighting?

Ct o the Department of Energy

Mobile
Pager

OFFICIAL. 1SE ONLY

Sent: Tuesday, May 1, 2018 7:27 AM



To cns.doe.gov>; cns.doe.gov>

Subject: Fw: (U) Weekly Incident Overview

Classification: Plain Text

What is this about?

From:

Sent: ay, April 30, 2018 09:53 PM
To:

Subject: RE: (U) Weekly Incident Overview

Just a quick apology sir to the 10SC group for not taking the expected actions regarding the possible drone sighting.
| will not make the same mistake twice.

Fromai LKCRORL ]

Sent: Monday, April 30, 2018 6:56 AM
To: mr EEbN8) T acns.doe.gov>;NBYE) T

cns.doe.gov>
cns.doe.gov>; cns.doe.gov>;

doe. w
cns.doe.gov>; I\, ‘ @cns.doe.gov>; _
cns.doe.gov>; 6)

Dcns.doe.gov> dcns.doe.gov>; D)(© dcns.doe.gov>;
‘ 0v> %) @cns.doe.gov>{IIHBNE)TT
__[@cns.doe.gov>; Mahse @cns.doe.gov>; Mee, Chad

cns.doe.gov>; (G .doe.g ) @cns.doe.gov>;
0 )(O) Dnpo.doe.gov>; ' : o
@cns.doe.gov>; C acns.doe.gov>;

N9} @cns.doe.p
npo.doe.gov>; 2)(0, @cns.doe.gov>; :
cns.doe.gov>; cns.doe.gov>; I (D)(6)

cns.doe.gov>;

Subject: (U) Weekly'lnCIdent Overview

NOTICE: Attachment has been reviewed by a ¥-12 DC/RO and is determined to be UNCLASSIFIED and contains no UCNI.
This review does not constitute clearance for Public Release.
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