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Project Summary

Timeline
Start date: 10/1/2018
Planned end date: 9/30/2021

Key Milestones (FY 2019)
1. CLS Interoperability report; 3/31/2019
2. CLS Energy report; 6/30/2019

Expected Deliverables (FY 2019)

» 8+ studies/white papers; 1 new test method
* 4+ conference presentations; standards &
early adopter support

Budget
Total Project $ to Date:

 DOE: $2400k
e Cost Share: $0
Total Project $:
 DOE: $5600k
e Cost Share: $0

Key Partners

Early adopters | Chicago, OHSU, Sinclair Holdings,
Georgia Power, National Grid

Technology Cisco, Cree, Digital Lumens,

developers Enlighted, GE, Hubbell, Itron,
Leviton, Philips

Industry NEMA/ANSI, UL, DLC

consortia OCF, Bluetooth SIG, IIC

Project Goals and Outcomes

This project aims to maximize the energy savings
potential of connected lighting systems (CLS) by
answering critical questions about their performance,
including whether they will consume more or less
energy than traditional lighting systems; how lighting
energy consumption can be predicted and verified for
deployed CLS, and how CLS can improve the energy
performance of other building systems. The project
incorporates collaboration with industry stakeholders in
all focus areas, and targets early adopter success and
the development of performance guidance,
specifications, and standards as key outcomes.
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Challenge

CLS have the potential to deliver improved lighting
performance (energy, lighting quality, occupant satisfaction),
improved performance of other building systems (e.g., HVAC 2) Wired, 3) Sensor(s)
energy, security), as well as other valuable data-enabled Network
services. However, at this early stage in their development,

they suffer from two key challenges:

1) Their improved lighting performance does not deliver
suitable financial payback based solely on potential
energy savings ($3/30/300) and is unlikely to do so
even if/when first cost comes down. Further, energy

performance can be even more difficult to accurately . e Gateney
estimate than for conventional lighting control Network = 2
technologies/approaches. = (&
2) While the value of other services derived from new C D
features that they provide is potentially significant N
($3/30/300), they are unproven, can be difficult to < = =
g 9 g 9 0 < (3
realize and quantify, and introduce new risks (i.e., | A
cybersecurity, compatibility) to lighting systems. < i
7 Q ==
- RN
i S | .
Utilities Rent Salary
S S S Private
o 3 BO BOO Network Firewall, Server Wi-Fi Ethernet Wireless
per sq.ft per sq.ft per sq.ft Router Gateway Switch Gateway

U.S. DEPARTMENT OF ENERGY  OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY



Goal - Energy Impacts

Under SSL Program Goals scenario, projected annual energy savings
attributable to lighting controls in 2030 increases by 48%, from 741 tBtu
In the Current SSL Path scenario to 1100 tBtu. Savings increase to
1350 tBtu by 2035 with the installation mix shown below.

100% <1% —qaaasasas 7
12% // #LED - Connected
90% | 3% - / % Lighting

CLS data- § G o - NN
drivenenergy 2 _ 16% NN LED - Controls
management

K 60% -
and advanced 5 T
featuresare & 73 Controls
key to s 4%

; £ ~ 65% Conventional
reaching = 30% Lighting -
these 20% - Controls
adoption 10% - i 2% Conventional

13% 11% Lighting - No
goa IS 0% . : = . Controls
2017 2035 2017 2035
Current SSL Path DQESSLPWWWS

*Energy Savings Forecast of SSL in General lllumination Applications. DOE. 2018. Preliminary.
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Approach - Focus Areas

This project aims to reduce the key uncertainties around the energy performance of
CLS, and work with early adopters to qualify and quantify the performance and value
of other services that have the potential to drive significant market adoption.

4) Key New Features

6) Electrical Immunity@ O
5) Cybersecurity

Vulnerability

1) Energy 3) Interoperability &
Reporting Accuracy System Integration
m
———

) System-Level
nergy Performance

2)
E
e
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Approach - Laboratory & Virtual Test Beds

Connected Lighting Test Bed Early Adopter Deployments

F‘—F =8
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Approach - Research Topics and Scope

Established in collaboration with early adopters

Nurture Common Interests

({ JLSTAR VENTURES

ARUP ZIDELL

| OREGON

(e) HEALTH&SCIENCE

e UNIVERSITY

OHSU

Smithsonian

Mutually Beneficial

THE EASTERN SPECIALTY COMPANY

nationalgrid

GEORGIAA

POWER

A SOUTHERN COMPANY
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Stakeholder Engagement
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Stakeholder Engagement

Energy Reporting Accuracy

Voluntary
Evaluation, standards

Test method
development,

Experimental scope Characterization development and

industry adoption

nationalgrid @, K=haa

. ' ewsmsScse e C12, C136, C137
~a Georgia Power

System-Level Energy Performance
Performance
Evaluation, guidance and

Characterization specs, Early
adopter success

s The Construction
n o bVI u S dmp. ‘;i , Specifications Institute

Interoperability & System Integration

Test method
development,
Experimental scope

Performance
guidance and

Test method
development,
Experimental scope

Evaluation,

Characterization specs, Early

adopter success

9 f
o OPENAPI o OPEN CONNECTIVITY. @ The Construction

INITIATIVE Specifications Institute
€3 Bluetooth’
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Stakeholder Engagement

Key New Features

Performance

Test method guidance and

Evaluation,

development,

Experimental scope Characterization

specs, Early
adopter success

A Georgia Power

{
OREGON |||

| P} GO
s9 HEALTH&SCIENCE s/nerair
ol UNIVERSITY

Cybersecurity Vulnerability

Voluntary
standards

Test method
development,
Experimental Scope

Evaluation,
Characterization development and

industry adoption

’,_}
MITRE @ Ea"ﬂer“{m?’s 4y industrcl intemet @ Eangem{ritgrs
orafories CONSORTIUM oratories

Electrical Immunity

Performance

System integration, Evaluation, guidance and

Experimental scope Characterization specs, Early
adopter success
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Impact - Technology Development

Response time of six CLS, measured and plotted sequentially 100x

response time (s)

Research characterizes the range of y===E; ] 0 Pl Ll

performance, and, if/as applicable,
supports and facilitates the

development of performance guidance, /

specifications, and standards. /

0
80 10¢ 0 20 40 60 80 100
p=80% / u=0.19s / 0 =0.04s

20 40 60 80 100 0 20 40 60 80 10C 0 20 40 60 80 100
p=100% / j=2529s / 0=0.50s p=100% / u=0.76s / 0 =0.87s p=100% / p=1825.91s / 0 = 1465.27s
1.20 | Design target: 85% switch efficiency, 5% cable loss 1 2/6 CLS deliver consistent
118 performance, over 25s range
6 N | | | | | | | | 5% range of 1 3/6 CLS do not deliver consistent

performance performance

L 1 1/6 CLS had API immaturity bug
1.12 -
Design target:
108 90% switch efficiency,
1.06 5% cable loss

1.04

1.02

1.00
24Cat5e-1 24Catbe-2 24Catb-1 23Catb-1 23Catb-2 23CatbA-1 23CatbA-2 22CatSe-1 22Catb-1

Measured system power (including PoE switch and
49 m cables) relative to input power for luminaires
5

37% switch loading = Luminaire A | mLuminaire B 74% switch loading
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Impact - Early Adopter Success

Chicago is deploying the largest municipal outdoor CLS in the Sinclair Holdings is integrating PoE lighting with many
U.S. with 90/270k luminaires retrofitted as of Feb 2019. PNNL other PoE end-use devices, novel high-power delivery
assisted the City during their RFI, RFP process with technology, and a lithium-ion energy storage system in
technology characterization and specification-drafting projects that promise to significantly decrease both CapEx
guidance. Chicago has provided PNNL with reported energy and OpEx costs. PNNL is working with Sinclair Holdings
data from the deployed CLS, and is developing an ongoing and Cisco to log the energy data reported by all POE

data access MOU. devices, analyze them in concert with available real-time

occupancy data, and explore approaches and techniques
e = for implementing data-driven energy performance
Chicago Smart Lighting Program management

Status

Installation Map Chicago Sman Lighting Program

vv

8

:\
=

46

Residential Areas

PoE Lighting

e By removing the driver from the
light, you’re able to power
multiple lights with a single
driver.

e This allows you to then
communicate with each of those

Upcoming (Two Week Look Ahead)

B Completed Instaliation

Arterial Streets

Upcoming (Two Week Lock Ahead)
— Completed Instatation g :
lights on a network, getting
notifications when maintenance

is required.

e The Cisco Digital Building Switch
can power all the lights in the
room, and can similarly power
other low-voltage devices

*The 80006 of this program coes not include omamantal
fodures o previousty instalied white ight fxtures.

Energy Storage
Failures Devices Lifetime System (ESS)
® Proporyy hactonal 0 50% S0% - 70% e  For the first time in the world, a
© Fautty dewcos ®70% - 100% > 100% diesel generator used for

@ Ciscl oults emergency power backup will be
replaced with a Lithium Ion
Battery Pack

e Diesel generators are loud, unsafe,
and require frequent maintenance

e Energy Storage Systems are
already being used in Korea to
shave peak loads, integrate with
renewable energy solutions, and
back up power for different
applications.

846, Reondd
26 Apr 2018 10 May 2018 02 Jun 2018 28 Jun 2018
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Impact - Industry Consensus

Average accuracy and standard deviation per test

condition, across all samples
EmCl-1 WCi-2 WmC2-1 EC2-2 mC3-1 WC3-2

|Research accelerates the ADOPTION of industry

— Research . standards, recommended practices, and performance
contributes to the (@ RERE SR requirements via the development of model language
DEVELOPMENT 5  “Ic12. C136. C137 that can be used to specify interoperability and system

of industry =, B integration.
standard energy @
: : Division 22 Dhision 23
reporting accuracy ¢ s R 2 Building
h d ﬁ Control, Sensors “ﬂ:\a/r,&acg;?ni%trg
test r_net_ 0 _S’ g Division 26
pass/fail criteria, 22 Fire Suppression L'%,'T;'ETegc?r‘:’Sé?"'
ensors
and performance
requirements. Division 14 Division 27
Elevators, Building Knowladge Structured Cabling,
0 Escalators, IR Foject Y Active Network,
Moving Voice, AV, Room
1 2 3 4 5 6 7 8 9 Walkways Scheduling
TestCase

| Research contributes to the VALIDATION of industry standard energy
performance recommended practices and performance requirements.

159

Predicted cable loss

Division 12
Motorized
Shade Control

Division 25
Integrated

Division 28
Physical Security,
Access Control,

Automation Video Surveillance

Task | Item

Task Name

1 |SEC1

Adding System to the Active Network

SEC 2

Virtual Server Software Installation

SEC 3

Active Directory Integration

SEC 4

Access Control Integration and Configuration

SEC 5

Security

Video Surveillance Integration and Configuration

SEC 6

Implement Alarm / Alert Email Notification

SEC 7

Integrate Security Data Exchange with Central Database

O |IN[ojo |~ |W|IN

10 20 - 40 50 20 80 90 100 SEC 8 | Utilize Security Credential for Point of Sale (POS) Purchase

Cable length from PSE to PD (m)
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1) Energy Reporting Accuracy

Goals

* Characterize energy reporting accuracy of commercially Connected Outlets - In Publication Queue
available CLS, including the impact of both device-level data

generation and system-level data collection approaches and
technologies

* Characterize the impact of varying statistical representations of
energy reporting accuracy over multiple reports and devices,
and develop methods for addressing missed data collections

* Support and facilitate the development of standard test

* 2 residential make/models, 3 commercial make/models
* Otest conditions, varying AC input voltage, AC input voltage
frequency, load current, load power factor

Average accuracy and standard deviation per test
condition, across all samples

BCl-1 WCi1-2 Cc2-1 WC3-2 C3-1 B C3-2
methods for characterizing energy reporting accuracy 3
* Support and facilitate the development of standard energy
reporting performance classes that are appropriate for one or 5 T
more applications (e.g., outdoor lighting energy billing) B
=4 I
=
Future Work
* Outdoor CLS circuits %ﬂz
As reported by sets of streetlight networked lighting controllers Z
* Connected outlets, part 2 1
Additional PDU make/models, more outlets per PDU, multiple I i i II ﬁ i
measurements per outlet, more statistical analysis 0 i - wd
. . ‘ . 1 2 3 4 5 (5] 7 8 9
« Streetlight controllers nationalgrid Za Georgia Power TestCase
Muitiple CLS make models, multiple input and load conditions, - Wide range of performance variation across different test cases.
comparing results across multiple laboratories « Performance for some make/models compromised by limited
. Standards Support (@ pr==m energy resolution or reporting anomalies from a single sample
pp Ansi) RS54 ci12, 136, C137
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2) System-Level Energy Performance

Goals

* Characterize system-level energy performance of commercially
available CLS, including the impact of a) varying system
architectures (e.g., direct vs. indirect PoE), b) varying core
technologies (e.g., POE cable type), ¢) varying application and
physical installation characteristics, d) varying network
architectures (e.g., star vs. mesh) and e) varying network data
levels (e.g., from different sensor types)

* Support and facilitate the development of performance
guidance, specifications, and (if/as applicable) standards

* Support and facilitate the development of data-driven energy
management strategies

Future Work

* Qutdoor CLS circuit energy
Streetlights controlled by a) shorting cap, b) photocell, c)
networked lighting controller

* PoE data-driven energy management
PoE lighting, PoE lighting and other load types
in real-world office space and hotel

* PoE cable energy, part 3
Higher (IEEE 802.3bt) power per port/cable

* Wireless systems

* AC vs. PoE cable energy simulator (TBD)

U.S. DEPARTMENT OF ENERGY

PoE Systems - In Development

* Multiple CLS w/varying system architecture, POE switch type
(central/distributed), PoE cable type
* Varying operating conditions (light output, data traffic)

Direct PoE Loads Indirect PoE Loads

Cloud

LED Driver *Luminaire(s), sensor(s)

. > = #*Luminaire w/sensor(s)
Local Network CMS |

Luminaire
*Luminaire(s)
Luminaire ®Sensor(s)

PoE Switch Luminaire(s)
E . T—*Sensor
- \ Sensor(s)
PoE Controller | Luminaire w/sensor(s) *Sensor(s)

"""" Ethernet cabling not used to source power
—— Ethernet cabling used to sourc

Non-Ethernet low-voltage cabling used fo source power

* Currently installing and configuring three PoE CLS for system-
level testing

* Currently exploring opportunities to acquire 1-2 additional PoE
CLS, and 1-3 additional PoE switches
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3) Interoperability & System Integration

Goals

« Characterize APIs of commercially available CLS API Integration - In Publication Queue
» Characterize the ability of CLS to be integrated with other CLS or

other systems via APl integration platforms to implement high- 2 CLS, 2 CRMs, 3 APl integration platiorms

value uses cases =
* Validate interoperability claims made by industry consortia by
evaluating whether systems comprised of devices that are ﬁ

certified as meeting industry consortia specifications can
implement valuable use cases (as identified by early adopters) E:::::‘I:i::h{is
that require interoperability.

* Support and facilitate the development of performance

guidance and model specifications €C-Sl AR —.

Local government

Open3n

Improvieg et etvesy Citizens
Open3n :__:
Future Work &>
* 0-10V characterization: Outdoor CLS @@ ®
<>
= 125

5 = 100 Maintenance crew

% 5 75 [ e

o § g% CRM

0 5 10 * CLS1 uses REST interface which supports more data formats,
Control Signal (V) uses less bandwidth, and is easier to develop and test.

* CLS2 uses SOAP interface which supports only XML, uses more

* APIs, part 2: Additional CLS, new or additional use cases ) ) -
bandwidth, and is more difficult to develop and test.

* API integrgtiop, part 2: Additional CLS, laboratory  Software simulation of 3 system integrations reveals varying
characterization levels of maturity and automated functionality among CRMs &
« Bluetooth Mesh interoperability €3 Bluetooth API integration platforms.
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4) Key New Features

Goals

* Characterize range of performance for key new features that
might result in significant improvements in data-driven energy
performance, or drive significant adoption of CLS

* Support and facilitate the development of performance
guidance and model specifications

* Support early adopters in successful demonstration of value
provided by characterized key new features

Future Work

* Indoor occupancy sensor performance

il A1 | A2 | A3 | A4 | AS
Technology | Availability Potential properties i |
PIR Currently Presence, Count, B1|B2 | B3 | B4 | BS
Available Location, Track
Digital PIR | Currently Presence, Count, e | c2 | cgglscs | cs
Available Location, Track o) $'E’;ﬁ0f;;';:“ "
RF Network | Entering Presence, Count, {fo1|o2 | D3| 04|05
Diagnostics Market Location, Track, Identify
Video Entering Presence, Count, E1 | E2 | E3 | E4 | ES
Market Location, Track, Identify
F-1 F-2 F-3 F-4 F-5

< | G1[62 |63 G4|G-5|@G-?

* Qutdoor CLS power data retrieval

e Qutdoor CLS asset data retrieval

* CLS maintenance .
A Georgia Power

OREGON
HEALTH&SCIENCE

el UNIVERSITY

* Indoor space utilization

* Indoor asset tracking

Occupancy sensor performance characterization literature
review - In Publication Queue

Identified classification approach which defines 3 types of
observable properties (spacio-temporal, behavioral,
physiological)

Reviewed 30+ studies characterizing sensors using 5
technology types

Categorized studies according to which of the 5 hierarchical
spacio-temporal properties were characterized, and whether
sensor performance was compromised by presence detection
loss

GROUND TRUTH PRESENCE COUNT LOCATION TRACK IDENTITY
L ]
i ’ o o *
'i\ TRUE 3 © o 0
INFORMATION -

Spacio-temporal properties

10
RF, 1, 3% 8
Infrared, Mechanical, 6
12, 35% 10, 29% 4
2
0
Microwave, Air Quality, ¢ & & &
5, 15% 6, 18% &L & &
3 NS A
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5) Cybersecurity Vulnerability

Goals

Develop relationships with industry experts who can aid in the
development of test methods for known vulnerabilities
Characterize cybersecurity vulnerabilities of commercially
available CLS
Support the development of performance guidance,
specifications, and standards
Support the characterization and development of IT-OT
integration strategies that best support the risk management of
cybersecurity vulnerabilities
@ nerwiters  MITRE g nevraitenet GCS]

Building Knawisdga
improving Project Delivery

Future Work
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Authorization testing
New tests, Multiple CLS

Authentication, part 2
Additional CLS, possibly additional tests

Authentication vulnerabilities - In Publication Queue

| =

%

Over-The-Air
Packet Sniffer

(/./( (7

Private
Network

Ethernet Wireless Login Cracker

Router Switch Gateway Web Vuinerability Scanner
Packet Analyzer
Applicable: 10 Applicable: 11 Applicable: 10 Applicable: 10
>PASS: 3 16 >PASS: 9 12 >PASS: 7 13 >PASS: 7 : 3
> 1 > :0 > :0 > :0
30% PASS 82% PASS 70% PASS 70% PASS

Not applicable: 8  Not applicable: 7  Not applicable: 8  Not applicable: 8

*Cloud interface only

» 18 tests defined, 4 CLS, 41/72 applicable

* 26 pass, 14 fail, 1 Not Available

* 3fails, 52% pass range of performance

* Al CLS pass Test 2: Use of Default Web Credentials and Test 5:
Insecure Remember Password Functionality

* All CLS fail Test 6: Session Timeout

* Test 11, 12, 13 not applicable to any CLS, as none use JSON
web token
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6) Electrical Immunity

Goals
* Characterize electrical immunity of commercially available CLS Outdoor CLS immunity to electrical distribution circuit
for specific applications and system integrations disturbances - In Development

* Support the development of performance guidance and model
specifications

Future Work

* Correlation of increased infant mortality rates of outdoor CLS
with outdoor electrical distribution circuit disturbances

* Indoor CLS integration with battery storage systems
* Analysis of municipal streetlight electrical distribution circuits

where increased infant mortality rates of networked lighting
controllers have been observed reveals significant voltage
regulation violations, associated current spikes and shifts, and
apparent ground faults.

* Developing test plan to reproduce observed electrical conditions,
and characterize acute effects on outdoor CLS

* Indoor CLS integration with battery storage and renewable
energy generation systems
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Michael Poplawski Kelly Gordon Jason Tuenge Benjamin Feagin Anay Waghale
EE/SS-Physics/PI Public Policy/PM AE/Codes-Standards  AE/Control-Sim EE/Power
20/9 years 30/19 years 19/10 years 8/1 years 1/1 years

Alex Vlachokostas Hung Ngo Jaime Kolln Sarah Safranek
EE-CS/Mod-Sim CS/Apps-Sim EE/Power, Immunity AE/Mod-Sim
4/4 years 9/9 years 1/1 years 2/2 years
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Thank You

Pacific Northwest National Laboratory
Michael Poplawski, Director, Connected Lighting Systems Research
503-417-7561
michael.poplawski@pnnl.gov
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Project Budget

Project Budget: $1.6M/year for three years (FY 2019 - FY2021)
Variances: No variances; project is on track to planned budget.
Cost to Date: as of March 2019 month end: $694k cumulative cost to date

Additional Funding: None

Budget Histor

FY 2020 - FY 2021

FY 2018 (past) FY 2019 (current) (planned)
DOE Cost-share DOE Cost-share DOE Cost-share
N/A None $2400k* ? $3200k ?

*Note: Includes FY2018 carry-over funds
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Project Plan and Schedule

KM1 3.1 Complete one Interoperability and System Integration study 3/2019
FY19 KM2 1.1 Complete one Energy Reporting Accuracy study v'Scope 6/2019
KM3 2.1 Complete one System-Level Energy Performance study v/Scope 6/2019
KM4 4.1 Complete one Key New Features study 9/2019
KM1 1.2 Complete one Energy Reporting Accuracy study v'Scope 3/2020
FY20 KM2 4.2 Complete one Key New Features study 6/2020
KM3 51 Complete one Cybersecurity Vulnerability study v'Scope 6/2020
KM4 6 Complete one Electrical Immunity study 9/2020
KM1 3.2 Complete one Interoperability and System Integration study 3/2021
Fyo1 KM2 2.2 Complete one System-Level Energy Performance study 6/2021
KM3 5.2 Complete one Cybersecurity vulnerability study 6/2021
KM4 6 Complete one Electrical Immunity study 9/2021
TBD KMA 3.3 Complete One Interoperability and System Integration study TBD
TBD KMB 4.3 Complete on Key New Features study TBD
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