Enter SBC Name  /  incident Response Plan
CYBERSECURITY INCIDENT RESPONSE PLAN
DOE SBIR/STTR | Small Business Concern (SBC) completion template
Instructions: Replace every [ENTER …] field. Select applicable checkboxes, identify your actual personnel and service providers, and retain an approved copy accessible when business systems are unavailable. This is a template, not a DOE-approved plan or a substitute for your award terms.
1 | Plan ownership and approval
	Field
	Awardee entry

	Legal business name
	[ENTER]

	DOE award / project identifier
	[ENTER]

	Plan owner / job title
	[ENTER]

	Effective date / version
	[ENTER]

	Approved by / date
	[ENTER]

	Next review date
	[ENTER]

	Offline copy location (restricted)
	[ENTER]



2 | Purpose and scope
Our business uses this plan to identify, report, contain, investigate, recover from, and document cybersecurity incidents affecting SBIR/STTR research, intellectual property, personnel, devices, networks, accounts, and third-party/cloud services. The plan applies to employees, contractors, and service providers with access to our project systems or information.
	Identify your environment
	Awardee entry

	Research / project information to protect (e.g., unpublished designs, source code, test results)
	[ENTER]

	Sensitive federal / contractual information handled, if any (e.g., FCI, CUI)
	[ENTER; do not assume all project data is CUI]

	Critical devices and systems (laptops, lab equipment, repositories, email)
	[ENTER]

	Cloud / external services (e.g., M365, Workspace, AWS, Azure, GitHub)
	[ENTER]

	Backups and alternate communication channel
	[ENTER]



3 | People, responsibilities and contacts
One person may hold multiple roles. Designate an alternate and a way to reach each person if company email is compromised.
	Role / responsibility
	Name, phone, alternate contact

	Incident lead: directs response and records decisions
	[ENTER]

	Alternate incident lead
	[ENTER]

	IT/security or managed service provider: technical containment and recovery
	[ENTER]

	Business owner: approves operational and external communications
	[ENTER]

	DOE award / program contact (verify reporting channel in award)
	[ENTER]

	Cloud/email/repository provider emergency support
	[ENTER]

	Legal / insurance / external incident specialist, if applicable
	[ENTER]



4 | What employees must report
Report immediately to the incident lead using [ENTER PHONE / OFFLINE CHANNEL]. Do not wait for proof of a breach. Examples: suspicious sign-in or MFA prompt, phishing with credentials entered, malware/ransomware, lost laptop or removable media, unauthorized access to research files or source code, unexpected cloud sharing, altered research results, or an outage that may involve an attack.
Employees should note what they observed, the time, affected account/device, and any screenshots or messages. Do not delete evidence, investigate other people’s accounts, forward suspicious attachments, or contact a suspected attacker.
5 | Severity and escalation
	Level
	Illustrative trigger
	Immediate action

	Critical
	Active ransomware; confirmed theft/exposure of sensitive project data; widespread compromise
	Call incident lead and technical support immediately; isolate affected access; evaluate external notice without delay.

	High
	Compromised privileged account; suspected unauthorized access to project repository; serious cloud misconfiguration
	Escalate immediately; preserve evidence; investigate scope and reporting obligations.

	Moderate
	Malware limited to one device; suspicious login with uncertain impact
	Escalate promptly; verify and contain as indicated.

	Low Event
	Blocked phishing email or failed login with no indication of compromise
	Record and review; upgrade severity if new evidence emerges.



Severity is a triage aid, not a legal reporting threshold. Reassess as facts change. Internal target: notify incident lead immediately for suspected compromise; incident lead records discovery and escalation times.
6 | Response procedures — use for every suspected incident
A. Detect and assess
☐  Record who reported the event, date/time (including time zone), affected systems, and first observed symptoms.
☐  Determine whether research data, federal information, accounts, collaborators, or cloud services may be affected.
☐  Ask technical support to review available sign-in, endpoint, email, repository and cloud audit logs; document uncertainty.
☐  Assign incident ID, initial severity, incident lead, and next update time.
B. Contain and preserve evidence
☐  With IT/provider support, isolate affected device or account (e.g., disconnect network, revoke sessions, disable compromised credentials); avoid wiping devices.
☐  Secure unaffected accounts using a known-clean device; reset credentials and MFA if compromise is suspected.
☐  Preserve relevant logs, suspicious emails, file-sharing records, screenshots, and timestamps in a restricted evidence location.
☐  Record who collected each item, when, from where, and any transfers. Coordinate with counsel/investigators before destructive changes when appropriate.
C. Investigate and remove threat
☐  Determine entry point, affected identities/assets, time window, and whether information was viewed, changed, copied, or disclosed.
☐  Ask provider/IT to remove malicious access, patch exploited weaknesses, correct sharing settings, and verify accounts/devices are clean.
☐  Update severity, impact, incident log, and notification decisions as new facts emerge.
D. Recover and monitor
☐  Restore systems and research files from verified clean backups when needed; test integrity before returning to service.
☐  Reconnect systems only after incident lead and technical support approve; monitor for recurring suspicious activity.
☐  Verify project work, data integrity, collaborator access, and operational readiness; document restoration date/time.
7 | Notifications and reporting decision record
The incident lead must promptly check the applicable DOE award terms, contract clauses, data-handling agreements, agency instructions, state/privacy law, and insurer requirements. Do not assume this template establishes a universal DOE reporting deadline or that notifying CISA/FBI replaces notice to DOE. Use approved secure channels; do not include sensitive research data in an unsecured report.
	Potential recipient / trigger
	Applicable? Deadline, method, responsible person

	DOE award/program or designated security contact — when award terms require notice
	[ENTER verified clause, contact, clock start, deadline and method]

	Other federal customer / prime / collaborator — if agreement requires
	[ENTER or N/A]

	Affected individuals / privacy regulator — if applicable law requires
	[ENTER or N/A; consult counsel]

	CISA / FBI / local law enforcement — as appropriate to threat and reporting duties
	[ENTER or N/A]

	Cyber insurer / cloud or MSP provider — as required by policy or service terms
	[ENTER or N/A]



Notification decision: Incident ID [ENTER] | Evaluated by [ENTER] | Date/time [ENTER] | Recipients notified [ENTER] | Date/time and confirmation [ENTER] | If not notified, documented reason [ENTER] | Follow-up report due [ENTER].
8 | Common scenario quick actions
	Scenario
	First actions (in addition to Section 6)

	Phishing / stolen password
	Do not reply; report message; IT revokes sessions, resets credentials and checks mailbox forwarding, MFA, and access logs.

	Lost or stolen device
	Report last known location and data stored; IT evaluates remote lock/wipe after evidence and recovery needs are considered.

	Ransomware / malware
	Isolate affected systems; do not reconnect or restore until IT confirms containment; preserve ransom note and logs.

	Cloud / source-code exposure
	Restrict exposed link/token or repository access; preserve audit logs and identify files, users and time window.

	Research data altered / unavailable
	Protect original records, compare with trusted copies, validate experiment results and restore verified data.



9 | Incident record (complete once per event)
	Field
	Incident-specific entry

	Incident ID / date and time discovered / time zone
	[ENTER]

	Reporter / incident lead / severity
	[ENTER]

	Description and suspected cause
	[ENTER]

	Affected assets, cloud services, people and project data
	[ENTER]

	Known or suspected access, disclosure, alteration or loss
	[ENTER; distinguish confirmed from suspected]

	Containment actions and timestamps
	[ENTER]

	Evidence collected, location, custodian
	[ENTER]

	Notifications / deadlines / confirmations
	[ENTER]

	Recovery steps, validation and close date
	[ENTER]

	Remaining risks and owner
	[ENTER]



10 | Practice, review and approval
Review this plan at least annually and after a significant incident or major change in personnel, systems, or award requirements. Conduct a short annual walkthrough (e.g., stolen cloud credentials or exposed research repository); record participants, decisions, gaps, owners, and target dates. Train new personnel on whom to call and what to report.
	Exercise / review date
	Scenario or change
	Finding / action / owner / due date

	[ENTER]
	[ENTER]
	[ENTER]

	[ENTER]
	[ENTER]
	[ENTER]



Approval: I confirm the listed contacts and procedures reflect our actual business environment and have been communicated to relevant personnel. Authorized representative: [NAME / TITLE]   Signature: [SIGN]   Date: [DATE].
Reference and alignment notes
Completion of a template alone does not demonstrate that a response capability has been exercised or that every applicable contractual reporting obligation is met.
DOE SBIR/STTR Security Risk Management: https://www.energy.gov/technologycommercialization/security-risk-management-sbirsttr
CISA Cybersecurity Performance Goals: https://www.cisa.gov/cybersecurity-performance-goals
CISA small-business incident plan guidance: https://www.cisa.gov/news-events/news/take-first-steps-towards-better-cybersecurity-these-four-goals
NIST SP 800-61 Rev. 3 (2025): https://csrc.nist.gov/pubs/sp/800/61/r3/final
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